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Editorial

- Shyamkant Matondkar
Email : shyamkant@gmail.com

We are in third quarter of 7th year of exponent group 
of journals and welcome you to read our  3rd volume. 
As a prac  ce we present you current news from IT 
world like Block Chain in Cybersecurity, How China 
using AI, Tesla Robo taxis, Devise Conver  ng our 
thoughts to computer generated speech etc.

Today’s IT industry is focused on cloud technology 
and on-premise applica  on are having their cloud 
version. Cloud technology is driving IT industry in 
terms of reducing hardware and license cost and in-
stead works on subscrip  on-based model. Microso   
offi  ce has become integral part of our life for any 
documents, spreadsheets, presenta  on prepara  ons 
etc. In fi rst ar  cle of this edi  on we will learn about 
cloud version of Microso   Offi  ce i.e. Offi  ce 365. Ar-
 cle talks about various applica  on that come under 

Offi  ce 365 umbrella and various op  ons we can sub-
scribe for as individual or as business. Apart from of-
fi ce applica  ons it also talks about collabora  ve plat-
form off ered as SharePoint, Skype Communica  on, 
OneDrive, Yammer, Delve etc. which are very useful 
in our day to day business.

Today besides personal security, personal data secu-
rity is of prime importance. All Ecommerce business 

is run based on personal data and many companies 
earning is based on exchange of this data. Many 
 mes, a person experiences that their data is not 

used legi  mately by social media companies. And 
because of lack of knowledge of data protec  ng laws 
person fi nds himself helpless. EU has very stringent 
law General Data Protec  on Regula  on (GDPR) for 
data protec  on and our next ar  cle educates you 
about it.

Money laundering or earning money illegally and 
conver  ng it to legi  mate is criminal ac  vity, en  re 
world is suff ering from. It’s a global business even 
some of the government agencies are also involved 
in and has far more severe impact globally. Each 
country has its own law to curb this and ins  tutes 
like FATF works in se   ng guidelines and regulatory 
measures to eradicate money laundering. Next ar  -
cle highlights how so  ware can be helpful to control 
this. It talks about categories of AML so  ware avail-
able and how recent innova  ve technologies like ML, 
Block Chain etc. can be eff ec  ve. 

We hope our ar  cle in exponent group of journals is 
informa  ve to you. Wish you happy reading!!
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IT in News

- Vishal Bahekar
Email : vishal1580@gmail.com

Twitter and Insta gram Are Starting to 
Imagine a World Without ‘Likes’

The “like” is one of the most valuable metrics on Face-
book, Twi  er, and Instagram, le   ng people know 
that their posts are appreciated while also helping 
those social media services be  er decide which con-
tent to show fi rst, or which ads a user is most likely 
to click on. 

They’ve also turned social media into a popularity 
contest, taking the focus away from higher-quality 
posts and conversa  ons. “Likes” have been shown to 
light up the same reward circuitry in the brain as win-
ning money or ea  ng chocolate, according to a 2016 
study from the Ahmanson-Lovelace Brain Mapping 
Center at University of California at Los Angeles.

Reference

1. h  p://fortune.com/2019/05/01/twi  er-
instagram-facebook-like-bu  on/

Most commonly hacked passwords - is 
one of them yours?

Hundreds of a large number of web clients keep on 
pu   ng themselves in danger of having their accounts 
hacked by using incredibly simple and very com-
monly used passwords which can easily be guessed 
by hackers or cyber criminals - or worse, just plucked 
from databases of stolen informa  on.

An analysis of the 100,000 most regular passwords 
made public by data breaches and hacking cam-
paigns suggests that tremendous swathes of indi-
vidual s  ll don’t understand the importance of hav-
ing a strong password – or how to create one – using 
names, sports teams, groups and even just keys close 
together on the keyboard in an eff ort to secure their 
accounts.

Reference

1. h  ps://www.solu  onfactory.in/posts/Most-
commonly-hacked-passwords

Dell EMC Implementing AR to Help Ser-
vice Organizations

At Dell Technologies World we had the opportunity 
to check out some new augmented reality service-
related solu  ons for the Dell EMC PowerEdge family. 
The company sees augmented reality, or AR, as a dif-
feren  a  ng feature in the future. AR can help its cus-
tomers, partners, and fi eld service teams be  er ser-
vice their gear in the fi eld moving well beyond simple 
2D diagrams and videos. The company showed off  
two diff erent instan  a  ons of the technology at Dell 
Technology World 2019.

Reference

1. h  ps://www.servethehome.com/dell-emc-
implemen  ng-ar-to-help-service-organiza-
 ons/

Now turn your thoughts into computer 
generated speech with this new device

For years, interpre  ng and conver  ng thoughts into 
natural speech has always been a dilemma for re-
searchers all around the globe. a device that converts 
thoughts into speech has always been considered a 
‘breakthrough’.

Researchers at the University of California, San Fran-
cisco has found just the answer to all dilemmas. The 
researchers designed a computer simula  on that 
turns brain signals into speech. The main mo  ve be-
hind the project was to help restore speech for peo-
ple who had neurological damage or paralysis.



6                                                                                   The Exponent Group of Journals For Information Technology, Volume 7, Number 3, Jun 2019 - Aug 2019

Reference

1. h  ps://techunalt.com/2019/04/26/now-
turn-your-thoughts-into-computer-generat-
ed-speech-with-this-new-device/

Tesla promises ‘one million robo-taxis’ 
in 2020

The company says self-driving cars will be on the 
road this year.

Two days ahead of its fi rst-quarter earnings disclo-
sure, the company had an event to explain its au-
tonomous technology to investors. The talks were 
probably denser than the average shareholder was 
expec  ng but it was an opportunity to see how Tesla 
will deliver a self-driving car and it announced that 
Tesla robo-taxis will be available next year. 

To kick things off , the company shared that it had built 
its very own computer for self-driving cars. The neu-
ral network chip was built from the ground up; the 
project started back in 2016. Each computer (which 
is stored behind the glove box) has redundancy so 
that if one chip fails, the second chip can take over.

Reference

1. h  ps://www.engadget.com/2019/04/22/
tesla-elon-musk-self-driving-robo-taxi/

Quantum computing is a marathon not 
a sprint

If you watch the technology headlines you might 
think something called quantum compu  ng is the 
Next Big Thing. In January, USA Today declared IBM’s 
new quantum computer one of the four most “wow 
worthy” announcements at CES, the annual gadget 
fest in Las Vegas. Gartner also listed quantum com-
pu  ng as one of the top technology trends for 2019, 
joining fan favorites like blockchain and virtual real-
ity.

Reference

1. h  ps://venturebeat.com/2019/04/21/quan-
tum-compu  ng-is-a-marathon-not-a-sprint/

One Month, 500,000 Face Scans: How 
China Is Using A.I. to Pro ile a Minority

In a major ethical leap for the tech world, Chinese 
start-ups have built algorithms that the government 
uses to track members of a largely Muslim minority 
group. The Chinese government has drawn wide in-
terna  onal condemna  on for its harsh crackdown on 
ethnic Muslims in its western region, including hold-
ing as many as a million of them in deten  on camps.

Now, documents and interviews show that the au-
thori  es are also using a vast, secret system of ad-
vanced facial recogni  on technology to track and 
control the Uighurs, a largely Muslim minority. It is 
the fi rst known example of a government inten  on-
ally using ar  fi cial intelligence for racial profi ling, ex-
perts said.

Reference

1. h  ps://www.ny  mes.com/2019/04/14/
technology/china-surveillance-ar  fi cial-intel-
ligence-racial-profi ling.html

“Blockchain in Cybersecurity: The fu-
ture?”

2018 was a problema  c year security-wise. Univer-
si  es, governments, and other big enterprises were 
all vic  ms of diff erent a  acks and breaches. Most 
corporate heads and board members outlined tech-
nology acquisi  ons and cybersecurity as their top 
priori  es in 2019. Among the commonly considered 
op  ons are blockchain-based solu  ons. And just 
among corporate heads.

NASA has decided to use blockchain technology as 
a way of enhancing security and minimizing denial 
of service and other diff erent traffi  c service a  acks. 
This will be done by implemen  ng a distributed led-
ger technology majorly used in bitcoin and other re-
nowned cryptocurrencies.

Reference

1. h  ps://medium.com/@cybersecurecentral/
blockchain-in-cybersecurity-the-future-from-
our-forums-aee83885e170

Machine-Learning Wizards Vie for Zil-
low’s $1 Million Prize

In 1714, the Bri  sh Parliament passed the Longi-
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tude Act, which off ered serious money to anyone 
who could devise a prac  cal method to measure 
longitude at sea. While the determina  on of longi-
tude might seem a trivial thing in today’s world of 
smartphones and GPS satellites, at the  me it was 
an immense technical challenge. It took many years, 
but the strategy worked, leading to the development 
of the marine chronometer, a handheld mechanical 

marvel that undoubtedly saved the lives of countless 
sailors.

Reference

1. h  ps://spectrum.ieee.org/compu  ng/
so  ware/machinelearning-wizards-vie-for-
zillows-1-million-prize
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Online Of ice Software

- Pushkraj Pandit
Email : pushkraj.pandit@gmail.com

Introduction

Offi  ce Online, known as Offi  ce Web Apps before 
2014, is an online offi  ce suite off ered by Microso  , 
which allows users to create and edit fi les using 
lightweight web apps like Word, Excel, PowerPoint, 
OneNote, Outlook, People, Calendar and OneDrive, 
all of which are accessible. (Note: web applica  on or 
web app is a client–server computer program which 
the client runs in a web browser. Common web 
applica  ons include webmail, online retail sales, and 
online auc  on.)

Offi  ce Web Apps was fi rst revealed on October 2008. 
The fi nal version of Offi  ce Web Apps was made 
available to the public via Windows Live Offi  ce on 
June 7, 2010.

Microso   fi rst announced Offi  ce 365 in October 
2010; beginning with a private beta with various 
organiza  ons, leading into a public beta in April 2011, 
and reaching general availability on June 28, 2011.

Offi  ce Online off ers the core four: Word, Excel, 
PowerPoint, and OneNote—the same as you’d get 
with the Offi  ce Home & Student 2013 suite. You can 
also use Outlook.com for email rather than paying for 
Outlook. Factoring in all fi ve, you have the equivalent 
of the Offi  ce Home & Business 2013 suite for free. The 
versions that Microso   provides for free have limited 
func  onality compared with the paid equivalents. If 
you need more than basic document crea  on and 
edi  ng capabili  es, the free Offi  ce Online apps aren’t 
for you.

Ge   ng access to the more advanced func  onality 
requires inves  ng in the Microso   Offi  ce suite, and 
the best way to get Microso   Offi  ce is with an Offi  ce 
365 subscrip  on. Microso   off ers Offi  ce 365 Personal 
and Home, as well as a variety of plans for businesses 
of all sizes. Offi  ce 365 Personal is $7 per month (or 
$70 per year). Offi  ce 365 Home costs $10 per month 

(or $100 per year) and can be shared by up to fi ve 
individuals. Offi  ce 365 business plans include some 
features aimed specifi cally at business users and 
are billed diff erently—star  ng at $8.25 per user, per 
month, if you want the full Microso   Offi  ce suite.

Offi  ce 365 has some features that are only possible 
because it is a cloud-based service, most notable of 
which are VoIP telephony and video conferencing 
through Skype for Business, an email server for your 
domain that gives, Working across mul  ple devices, 
each user 50GB of inbox storage, 1TB of OneDrive 
cloud storage per user, and desktop, mobile, and web 
apps that are all linked to the same user account, 
making it easy to ensure that your staff  don’t lose 
track of their fi les between mul  ple so  ware 
installa  ons. 

For Offi  ce 365, Internet access is required to install 
and ac  vate Offi  ce, but not to use Offi  ce applica  ons 
such as Word, Excel and PowerPoint.  

In India various plans available for Microso   offi  ce 
suites are shown in Table 1.

There are more further op  ons for Small Business, 
Educa  on, Government, Non-profi t organiza  ons, 
etc.

All of Offi  ce 365’s components can be managed and 
confi gured through an online portal; users can be 
added manually, imported from a CSV fi le, or Offi  ce 
365 can be set up for single sign-on with a local Ac  ve 
Directory using Ac  ve Directory Federa  on Services.

1. Outlook
The email service, task management, calendar 
applica  on, and contacts manager included with 
business and enterprise Offi  ce 365 subscrip  ons 
are under the Outlook on the web brand. It includes 
Outlook Mail, Outlook Calendar, Outlook People, and 
Outlook Tasks.
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Offi  ce 365 
Home

Offi  ce 365 
Personal

Offi  ce Home 
& Student 
2019

Offi  ce 365 
Business

Offi  ce 365 
Business 
Premium

Offi  ce 365 
Business 
Essen  als

₹ 5,299 / year ₹ 4,199/ year ₹ 7,799 ₹ 6,540 ₹ 7,920 ₹ 1,500

Word, Excel, 
Power Point, 
Outlook, 
Publisher, 
Access,

Word, Excel, 
Power Point, 
Outlook, 
Publisher, 
Access,

Word, Excel, 
Power Point

Word, Excel, 
Power Point, 
Outlook, One 
Note, Access

Word, Excel, 
Power Point, 
Outlook, One 
Note, Access

(offl  ine offi  ce 
supported)

One Drive One Drive N/A One Drive

One Drive, 
Exchange, 
SharePoint, 
Microso   teams

One Drive, 
Exchange, 
SharePoint, 
Microso   teams

    

Email hos  ng 
with 50 GB 
mailbox and 
custom email 
domain address

Email hos  ng 
with 50 GB 
mailbox and 
custom email 
domain address

   

Desktop and Web 
version of Offi  ce 
applica  ons: 
Outlook, Word, 
Excel, PowerPoint

Desktop and 
Web version 
of Offi  ce 
applica  ons: 
Outlook, 
Word, Excel, 
PowerPoint with 
Outlook

Only Web 
version of Offi  ce 
applica  ons: 
Outlook, 
Word, Excel, 
PowerPoint with 
Outlook

1 TB of 
OneDrive 
cloud storage 
per person

1 TB of 
OneDrive 
cloud storage 
per person

No storage
1 TB of OneDrive 
cloud storage per 
person

1 TB of 
OneDrive cloud 
storage per 
person

1 TB of OneDrive 
cloud storage 
per person

6 Users 1 User 1 PC 1 user 5 phones, 5 
tablets, and 5 PCs

5 phones, 5 
tablets, and 5 
PCs

5 phones, 5 
tablets, and 5 
PCs

Microso   
support

Microso   
support 60 days    

Annual 
Subscrip  on

Annual 
Subscrip  on One Time    

new features 
every month 

new features 
every month N/A    

    

Online mee  ngs 
and video 
conferencing 
for up to 250 
people

Online mee  ngs 
and video 
conferencing 
for up to 250 
people

   Licensed for 
commercial use

Licensed for 
commercial use

Licensed for 
commercial use

Table 1 Microso   Offi  ce suite plans in India
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2. Hosted Services
Business and enterprise-oriented plans for Offi  ce 365 
off er access to cloud-hosted versions of Offi  ce’s server 
pla  orms on a so  ware as a service basis, including 
Exchange, Skype for Business, SharePoint, and the 
browser-based Offi  ce Web Apps suite. Through 
SharePoint’s OneDrive for Business func  onality 
each user also receives 1 TB of online storage. Certain 
plans also include unlimited personal cloud storage 
per user. 

In lieu of Microso  ’s enterprise so  ware, Home plans 
for Offi  ce 365 include premium enhancements for 
Microso  ’s consumer-level online services, including 
1 terabyte of OneDrive storage for each user, along 
with 60 minutes of phone calls per month on the 
Microso  -owned Skype VoIP service. 

3. Of ice Applications
Some plans for Offi  ce 365 also include access to the 
current versions of the Offi  ce desktop applica  ons 
for both Windows (Offi  ce 2016) and OS X (Offi  ce for 
Mac 2016) for the period of the subscrip  on. In the 
case of Offi  ce 2016 on Windows, it is installed using 
a “click-to-run” system which allows users to begin 
using the applica  ons almost instantaneously while 
fi les are streamed in the background. Updates to the 
so  ware are installed automa  cally, covering both 
security updates and major new versions of Offi  ce. 
If an Offi  ce 365 subscrip  on lapses, the applica  ons 
enter a read-only mode where edi  ng func  onality 
is disabled. Full func  onality is restored once a new 
subscrip  on is purchased and ac  vated.

4. Collaboration Tools
Offi  ce 365 includes several produc  vity applica  ons 
that are designed to cover collabora  on needs at 
the organiza  onal, departmental and team levels. 
Currently, the list of collabora  on tools includes 
OneDrive for Business, SharePoint Online, Microso   
Teams, Yammer, Skype for Business, Outlook Online 
and Delve boards. The wide choice of tools is the 
source of ongoing debates about the purpose of each 
tool and their op  mal applica  on in real business life. 
There are several approaches to defi ning the role of 
Offi  ce 365 collabora  on tools in an organiza  on. Key 
aspects that infl uence the choice of a certain tool are 
communica  on needs, team size, project specifi cs, 
as well as employees’ preferences. According to 
the use case approach, each collabora  on tool suits 
a collabora  on scenario. SharePoint Online o  en 
serves as a pla  orm for corporate intranets and 
portals the same way as SharePoint On-Premises 

does. At the same  me, SharePoint Online comes not 
only with team sites but also with communica  on 
sites and hub sites (Offi  ce 365 First Release customers 
will be able to try them out in the fi rst half of 2018). 
Microso   Teams enable collabora  on channels for 
public or private communica  on, as well as voice 
and video conferences. Outlook Online hosts email-
based collabora  on. 

Yammer serves for communica  on with business 
users outside of an organiza  on and enables forum-
like enterprise-wide and team communica  on. Skype 
for Business supports instant messaging, VoIP, audio, 
video and web conferencing. As for Delve boards, they 
allow crea  ng boards to group together and share 
related documents. Addi  onally, there are Offi  ce 
365 Groups that represent rather a technological 
capability within the suite than a tool apart. Offi  ce 365 
Groups allow crea  ng separate collabora  on spaces 
in other Offi  ce 365 tools. An Offi  ce 365 Group can 
be organized in Outlook, SharePoint Online, Yammer, 
Microso   Teams and other collabora  on tools to 
diversify the na  ve collabora  on capabili  es of these 
applica  ons. For example, if a team collaborates in a 
Group in Yammer, its members automa  cally get a 
team calendar, a shared Outlook inbox, a SharePoint 
library, a SharePoint team site, a shared OneNote 
notebook and Planner.

5. SharePoint Online
SharePoint Online is a cloud-based service that helps 
organiza  ons share and collaborate with colleagues, 
partners, and customers. With SharePoint, you 
can access internal sites, documents, and other 
informa  on from anywhere—at the offi  ce, at home, 
or from a mobile device.

6. Microsoft Teams
Microso   Teams is a unifi ed communica  ons 
pla  orm that combines persistent workplace chat, 
video mee  ngs, fi le storage (including collabora  on 
on fi les), and applica  on integra  on. The service 
integrates with the company’s Offi  ce 365 subscrip  on 
offi  ce produc  vity suite and features extensions that 
can integrate with non-Microso   products. Microso   
Teams is a compe  tor to services such as Slack. 
Microso   announced Teams at an event in New York 
and launched the service worldwide on 14 March 
2017. 

Microso   Teams was created, and is currently led, 
by Brian MacDonald, Corporate Vice President at 
Microso  . Microso   Teams is Microso  ’s evolu  on 
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and upgrade path from Microso   Skype for Business.

7. Yammer
Enterprise social networking service used for private 
communica  on within organiza  ons. Access to a 
Yammer network is determined by a user’s Internet 
domain so that only individuals with approved email 
addresses may join their respec  ve networks

8. Delve
Offi  ce Delve allows Offi  ce 365 users to search and 
manage their emails, mee  ngs, contacts, social 
networks and documents stored on OneDrive or 
Sites in Offi  ce 365. Delve uses machine learning and 

ar  fi cial intelligence to try to show the most relevant 
people and content

Utility and advantages of Of ice Online 
vs. Of ice Of line

Briefl y, u  lity wise offi  ce 365 is useful in case of 
collabora  ve environment, specifi cally, for needs at 
the organiza  onal, departmental and team levels, 
where tools like SharePoint Online, Microso   Teams, 
Yammer, Skype for Business, Outlook Online and 
Delve boards are used to add value to business.

Figure 3 Screenshot of Offi  ce 365 Apps

Figure 4 En  re suite of Apps
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Unlike Offi  ce 2016, offi  ce 365 is a subscrip  on service 
which gives constant updates free of cost. While the 
later doesn’t.

Offi  ce 365 Home version off ers good op  on of Buying 
single license with up to ₹ 5299 per year for 5 users 
as compared to that of offi  ce 2016 cos  ng around ₹ 
4199.

Offi  ce 365 off ers a wide variety of service and tools 
as below, to support users of organiza  on at various 
place and sharing common resources.

Possible disadvantages of of ice 356 lies in 
the usage scenario. 

 E.g. usage at personal level

 Billing based on subscrip  on

At personal level, where offi  ce is needed on only 1 
terminal (personal laptop), online features are not 
used at all, it makes sense having only one offl  ine 
Microso   offi  ce licensed copy (e.g. Offi  ce 2016). 

It is economical in terms of cost as compared to 
an online licenced subscrip  on. Here the user 
requirement (day to day transac  ons) are of 
moderate complexity and do not change over a 
period. So real  me updates of features online do 
not add much value.

In this scenario it is advantageous to having an offl  ine 
copy of Microso   Offi  ce.

Addi  onal disadvantage of offi  ce 365 is the 

subscrip  on-based billing, where subscrip  on need 
to be renewed regularly and there is not one-  me 
cost.

If the subscrip  on is expired the online data which is 
maintained on Shared Drive or other resource during 
subscrip  on period is deleted a  er certain period 
post expiry of subscrip  on.

A typical screenshot of offi  ce 356 used in MNC. Each 
employee has her or his own login ID and password 
powered by secure login. They can use and install 
any of the below applica  on. More applica  ons are 
also available which come under Add-Ins which are 
available on Microso   offi  ce website.

References

1. h  ps://products.offi  ce.com/en-in

2. h  ps://en.wikipedia.org/wiki/Offi  ce_
Online

3. h  ps://en.wikipedia.org/wiki/
Offi  ce_365

4. h  ps://products.offi  ce.com/en-in/
business/compare-more-offi  ce-365-for-
business-plans

5. h  ps://www.pcworld.com/
ar  cle/2872072/offi  ce-online-vs-offi  ce-365-
what-s-free-what-s-not-and-what-you-really-
need.html
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General Data Protection Regu-
lation (GDPR)

- Amit Kesari
Email : amitsinh.kesari@gmail.com

Introduction

A few months ago, I came across a news ar  cle that 
once again underlined the signifi cance of protec  ng 
personal data and ensuring its privacy. On 21st 
January 2019, the French data protec  on regulatory 
body CNIL fi ned Google 50 million euros (about 57 
million USD) on account of the following.

1. Lack of transparency by not providing 
the users suffi  cient informa  on regarding 
how their data would be processed, for how 
long would it be retained and how it would 
be passed to the adver  sers

2. Lack of collec  ng enough consent 
from its users before collec  ng and 
processing the data

The fi ne was levied under the regula  on of European 
Union (EU) law known as General Data Protec  on 
Regula  on, also abbreviated as GDPR. Now, while 
Google is supposedly planning to contest this decision 
from the regulatory authority, it s  ll goes without 
saying that data privacy laws are impac  ng businesses 
in a major way. Today, there are laws related to data 
protec  on in over 100 countries; however, the rules 
may vary signifi cantly from one country to another. 
In this ar  cle, we will focus primarily on GDPR which 
came into eff ect on 25th May 2018 and aims to protect 
personal data of individuals. In this ar  cle, we will 
not only cover a brief history of GDPR and its clauses, 
but also how it impacts Indian businesses.

What is personal data?

Before we delve more into GDPR, it is important to 
fi rst understand the defi ni  on of “personal data” 
in the context of GDPR. Many  mes, diff erent 
regulatory bodies use diff erent terminologies and 
hence we might get confused with the terminology 
of PII (personally iden  fi able informa  on), personal 

data, sensi  ve data, etc. 

Personally Iden  fi able Informa  on (PII) is an 
American term and has a limited scope in terms of: 
name, address, birth date, na  onal iden  fi er number 
e.g. social security number, banking informa  on etc. 
However, personal data in the context of GDPR covers 
broader range of informa  on and not all of that 
can be classifi ed as PII. Thus, personal informa  on 
also includes informa  on such as photographs, 
social media posts, loca  on, preferences, etc. PII 
essen  ally helps in iden  fying a person by leveraging 
a single piece of data or combining mul  ple pieces 
of data, whereas personal informa  on relates to any 
informa  on associated with that person, directly or 
indirectly. Thus, the personal informa  on also refers 
to en   es such as vehicle registra  on number, IP 
address, login name, screen name, etc. 

Addi  onally, GDPR also categorizes specifi c personal 
data as ‘sensi  ve personal data’ and has addi  onal 
provisions for its protec  on and processing. This is 
usually a  ributed to health-related informa  on e.g. 
health insurance number, medical records, etc. as 
well as other categories of data such as ethnic origin, 
poli  cal views, sexual orienta  ons, religious beliefs, 
etc. Gene  c and biometric data categories under 
GDPR are also classifi ed as sensi  ve personal data.

In actual regulatory terms, GDPR (Chapter 1: Ar  cle 
4) defi nes personal data as:

‘personal data’ means any information relating to an identifi ed 
or identifi able natural person (‘data subject’); an identifi able 
natural person is one who can be identifi ed, directly or 
indirectly, in particular by reference to an identifi er such as 
a name, an identifi cation number, location data, an online 
identifi er or to one or more factors specifi c to the physical, 
physiological, genetic, mental, economic, cultural or social 
identity of that natural person;

Why GDPR?

In today’s digital age, unauthorized access to personal 
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informa  on gives rise to privacy risks for individuals. 
Hence, GDPR is important as it improves the 
protec  on of data subject’s rights and clarifi es what 
organiza  ons or companies that process personal 
data must do to safeguard these rights.

Note: It is important to note that nowhere in the 
GDPR rule book it is men  oned that the regula  on 
only protects the rights of “EU ci  zens” or “EU 
residents”. In fact, it uses the terminology “Data 
Subjects” and “Natural Persons”. Recital 14 of the 
regula  on clearly states, “The protec  on aff orded 
by this Regula  on should apply to natural persons, 
whatever their na  onality or place of residence, in 
rela  on to the processing of their personal data”.

GDPR also helps to impose a uniform data security 
law on all EU members so that the law is consistent 
across the en  re EU and each member state is not 
required to write its own data privacy and protec  on 
laws. In addi  on to EU member states, any company 
that markets goods or services to data subjects 
present in EU, regardless of its loca  on, is subject to 
GDPR compliance.

GDPR primarily involves 3 en   es: the data subject 
whose privacy rights need to be protected, the 
controllers who own the personal data of the 
subjects and the data processors that process the 
data on behalf of the controllers. The earlier data 
protec  on direc  ve failed to dis  nguish clearly 
between controllers and processors thereby pu   ng 
the en  re burden of compliance on the controllers. 
However, with GDPR taking eff ect as of last year, data 
processors are also responsible for ensuring that they 
comply with the data privacy rules of the subjects 
before doing any sort of processing.

Brief history of GDPR

The current GDPR supersedes an exis  ng European 
Data Protec  on Direc  ve (Direc  ve 95/46/EC) that 
was adopted in year 1995. It was in the year 2012 
when the European Commission (EC) fi rst proposed a 
comprehensive reform of the exis  ng data protec  on 
rules to strengthen online privacy rights and boost 
Europe’s digital economy. A  er going through several 
itera  ons and recommenda  ons by European 
Data Protec  on Supervisor (EDPC), the European 
Parliament (EP), Council and EC reached an agreement 
on GDPR by December 2015. Subsequently in the year 
2016, the European Parliament and Council issued 
both the Regula  on (EU) 2016/679 and Direc  ve (EU) 
2016/680 for the protec  on of natural persons with 
respect to processing of personal data and its free 

movement. Finally, a  er going through a few more 
proposals especially related to two new regula  ons 
on privacy and electronic communica  ons as well as 
data protec  on direc  ve for the police and jus  ce 
sectors, GDPR offi  cially became applicable on 25th 
May 2018.

Note: An EU direc  ve is a form of legisla  on directed 
at the member countries and provides the objec  ve 
to be achieved. The par  cipa  ng member na  ons 
then need to pass a relevant domes  c legisla  on to 
bring into eff ect the terms of the direc  ve. On the 
other hand, an EU regula  on is legally binding and 
immediately enforceable in all the member na  ons.

Operational Impact of GDPR

The en  re GDPR rule book consists of 11 chapters 
and 99 ar  cles. The 11 chapters are:

1. General Provisions (Art. 1-4)

2. Principles (Art. 5-11)

3. Rights of the data subject (Art. 12-23)

4. Controller and Processor (Art. 24-43)

5. Transfers of personal data to third 
countries or interna  onal organiza  ons (Art. 
44-50)

6. Independent supervisory authori  es 
(Art. 51-59)

7. Coopera  on and consistency (Art. 
60-76)

8. Remedies, liability and penal  es (Art. 
77-84)

9. Provisions rela  ng to specifi c 
processing situa  ons (Art. 85-91)

10. Delegated acts and implemen  ng 
acts (Art. 92-93)

11. Final Provisions (Art. 94-99)

In addi  on to the ar  cles, GDPR text also contains 
173 recitals. Recitals essen  ally help the organiza  on 
(both the data controller and data processor) in 
understanding the why, the how and the ra  onale 
behind the GDPR ar  cles. 

While discussing each and every GDPR ar  cle is 
beyond the scope of this ar  cle, I will make an 
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a  empt to explain a few of the key areas of GDPR.

1. Data Protection Of icer (DPO)

Under Chapter 4: Ar  cle 37, GDPR now mandates 
appoin  ng a person in the role of Data Protec  on 
Offi  cer (DPO) within an organiza  on (could be a 
controller or a processor) that needs to monitor 
or process personal data of EU ci  zens. The 
appointment of a DPO is thus independent of the 
size of the organiza  on, but is incumbent upon the 
data processing requirements and the nature of the 
organiza  on such as:

 If processing is carried out by public 
authority or body (except for courts ac  ng in 
their judicial capacity)

 If core ac  vi  es of the controllers and 
processors require regular and systema  c 
monitoring of data subjects on a large scale

 If core ac  vi  es of the controllers 
and processors require large scale processing 
of special categories of data as outlined in 
Chapter 2: Ar  cle 9 e.g. revealing racial or 
ethnic origin, poli  cal opinions, religious or 
philosophical beliefs, etc.

In case of an organiza  on with one or more 

subsidiaries, a single DPO can be appointed as long as 
the DPO is easily accessible from each establishment. 
A DPO’s tasks are also outlined in Chapter 4: Ar  cle 
39. Some of the key tasks are:

 Informing and advising the controller 
or processor and its employees on the 
obliga  ons to comply with GDPR and other 
data protec  on laws related to the European 
Union or EU member states.

 Compliance monitoring of GDPR and 
other data protec  on provisions related to 
the European Union or EU member states.

 Advising on the data protec  on 
impact assessment pursuant to Chapter 4: 
Ar  cle 35.

 Working and coopera  ng with 
the controller’s or processor’s designated 
supervisory authority and serving as the 
contact point for the supervisory authority 
on issues rela  ng to the processing of 
personal data.

Figure 1 Data Protec  on Offi  cer (Reference: https://frankdelsaert.wordpress.com/category/gdpr/)
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2. Consent Management

The basic requirements for legal consent from data 
subjects are defi ned in Chapter 2, Ar  cle 7 and 
expounded further in Recital 32. While the earlier 
direc  ve allowed controllers to rely on implicit and 
“opt-out” consent in certain situa  ons i.e. inferring 
consent from inac  vity by the data subject, GDPR 
entails consent by the data subject in the form of a 
statement or clear affi  rma  ve ac  on. This consent 
must be “freely given, specifi c, informed and 
unambiguous”. Recital 32 further clarifi es that an 
affi  rma  ve ac  on to indicate consent may include 
 cking a box on a website, choosing technical se   ngs 

for informa  on society services i.e. informed consent 
of use of browser cookies or comparable tracking 
technology, some another statement or conduct, etc. 
In short, inac  vity, pre-  cked boxes or silence is not 
considered adequate for consent. The key aspects of 
consent are as follows.

 First, as men  oned in Chapter 
2: Ar  cle 7, data subjects have the right 
to withdraw consent at any  me. Data 
controllers need to inform the data subjects 
of their right to withdraw consent before 
the actual consent is provided by the data 
subject. When the data subject exercises his 
or her right to withdraw consent, all personal 
data of that data subject needs to be erased 
by the data controller or data processor and 
no further processing should happen.

 Secondly, Recital 43 adds a 
presump  on that the consent is not 
considered “freely” given if there is a clear 
imbalance between controller and data 
subject especially if the controller is a public 
authority. More importantly, a controller 
cannot make a service incumbent upon 
the consent of the data subject, unless the 

Figure 2 Rights of Data Subjects (Reference: http://www.lawinfographic.com/rights-data-subjects-gdpr/#)



The Exponent Group of Journals For Information Technology, Volume 7, Number 3, Jun 2019 - Aug 2019                                                                                   17

processing is necessary for impar  ng the 
service.

 Next, the consent must be specifi c 
to each data processing opera  on. Hence, 
the request for consent should be clearly 
dis  nguishable from other ma  ers in a 
wri  en document and it must be provided 
“in an intelligible and easily accessible 
form, using clear and plain language”. 
However, the law allows the controllers 
to not request for consent for subsequent 
processing opera  ons if the opera  ons are 
“compa  ble”. The factors that determine 
whether the opera  ons are compa  ble are 
stated in Recital 50. 

 When it comes to “special categories 
of data”, Chapter 2: Ar  cle 9 men  ons 
about higher level of consent i.e. “explicit” 
consent. These special categories are 
related to sensi  ve informa  on about 
the data subject’s fundamental rights and 
freedoms and includes data related to 
racial or ethnic origin, poli  cal opinions, 
religious or philosophical beliefs, gene  c 
or biometric informa  on, natural person’s 
sex life or sexual orienta  on, etc. As part of 
explicit consent, individuals are presented 
with a proposal to agree or disagree to a 
par  cular use or disclosure of their personal 
informa  on and they have to respond 
ac  vely to the ques  on, orally or in wri  ng. 
Thus, a user’s conduct or the choice of 
browser se   ngs would not be suffi  cient to 
meet this consent in most cases. GDPR has 
also empowered the member states to enact 
laws preven  ng processing of certain type of 
data even though the data subject has given 
an explicit consent.

The infographic in Figure 2 enumerates the rights of 
data subjects.

3. Pseudonymization

Pseudonymiza  on is the process of separa  ng 
direct iden  fi ers from the data so that the linkage 
to the iden  ty is not possible without accessing 
the addi  onal informa  on which is held separately. 
Unlike anonymiza  on which is an irreversible 
process, pseudonymiza  on allows the authorized 
users to recreate the iden   es, if necessary, 
while enhancing the security at the same  me. 
Thus, pseudonymiza  on greatly reduces the risks 
associated with data processing and is encouraged 

by GDPR.

In the context of GDPR, pseudonymiza  on is the 
“processing of data in such a way that the data can 
no longer be a  ributed to a specifi c data subject 
without the use of addi  onal informa  on”. While 
GDPR encourages and incen  vizes the prac  ce of 
pseudonymiza  on as men  oned in Recital 28, it 
alone is not suffi  cient to exempt the data from the 
regula  on. In fact, Recital 26 clearly men  ons that 
personal data that has undergone pseudonymiza  on 
is also to be treated as informa  on on an iden  fi able 
natural person.

Some of the incen  ves provided by GDPR for 
pseudonymiza  on are as follows.

 Pseudonymiza  on may facilitate 
processing personal data beyond original 
collec  on purposes.

 Pseudonymiza  on is an important 
safeguard for processing personal data for 
scien  fi c, historical and sta  s  cal purposes.

 Pseudonymiza  on is a central 
tenet of “data protec  on by design”. Data 
protec  on by design essen  ally means 
that data security is not an add-on feature, 
but instead it should be considered when 
designing and developing a product or 
delivering a service.

 Controllers can use pseudonymiza  on 
to meet GDPR’s data security requirements. 
As per Chapter 4: Ar  cle 32, controllers are 
required to implement risk-based measures 
for data protec  on security. However, if the 
risk is high, they are required to no  fy the 
concerned individuals as outlined in Chapter 
4: Ar  cle 34. However, if pseudonymiza  on 
is in use, then automa  cally, the risk is 
mi  gated to a large extent, thereby enabling 
the controllers to not no  fy on all security 
incidents.

 Controllers do not need to provide 
data subjects with access, rec  fi ca  on, 
erasure or data portability if they can no 
longer iden  fy a data subject. For example, if 
the controller deletes the directly iden  fying 
data kept in separate loca  on, then the 
capability of re-iden  fi ca  on of the data 
subject may be lost. GDPR acknowledges this 
situa  on as outlined in Chapter 2: Ar  cle 
11 and hence provides an exemp  on from 
the required rights men  oned in Chapter 3: 
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Ar  cles 15 to 20.

4. Noti ication on data breach

Unlike the previous direc  ve, which was silent on the 
issue of data breach no  fi ca  on, GDPR not only has 
a specifi c defi ni  on for what accounts for a “personal 
data breach”, but it also has specifi c requirements for 
no  fying the supervisory authority and data subjects 
in case such an event occurs. “Personal Data Breach” 
is defi ned as “a breach of security leading to the 
accidental or unlawful destruc  on, loss altera  on 
unauthorized disclosure of, or access to, personal 
data transmi  ed, stored or otherwise processed”. 
This is a very broad defi ni  on and does not restrict 
itself only to data breach incidents that lead to fraud 
or iden  ty the  .  

In the event of a personal data breach, data controllers 
must no  fy the supervisory authority not later than 
72 hours a  er becoming aware of the incident. In 
case the supervisory authority is not no  fi ed within 
in 72 hours, then a jus  fi ca  on is warranted for the 
delay. If the controller determines that the personal 
data breach is likely to cause high risk to individual’s 
rights and freedom, then it is also obligated to no  fy 
the aff ected data subjects without undue delay. In 
case the data processor iden  fi es a personal data 
breach, then it needs to no  fy the controller of 
the same without delay but has no no  fi ca  on or 
repor  ng obliga  on under GDPR.

The no  fi ca  on sent by the controller to the 
supervisory authority should at least contain the 
following.

 Nature of the personal data breach 
and the aff ected number and categories of 

data subjects.

 Data protec  on offi  cer’s contact 
informa  on.

 Likely consequences of the personal 
data breach.

 Ac  on items to be taken to mi  gate 
the risk of the data breach incident. In case 
all the informa  on is not available in one go, 
it can be shared in phases.

5. Fines / Penalties

GDPR empowers the supervisory authori  es to levy 
steep fi nes in case of non-compliance. Having said 
this, supervisory authori  es are also requested to 
assess the situa  ons so that fi nes levied are eff ec  ve, 
propor  onate and dissuasive. Accordingly, a two-  er 
structure is crated for levying the fi ne depending 
on the nature of the viola  on commi  ed by the 
data controller or the processor and any history of 
viola  ons.

 Higher fi ne threshold: The fi ne is 
4% of the undertaking’s worldwide annual 
turnover or 20 million euros whichever is 
higher.

 Lower fi ne threshold: The fi ne is 
2% of the undertaking’s worldwide annual 
turnover or 10 million euros whichever is 
higher.

First, an undertaking is considered as any en  ty 
engaged in an economic ac  vity irrespec  ve of its 
legal status or the way in which it is fi nanced. Secondly, 

Figure 3 No  fi ca  on of data breach
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the above men  oned amounts are the maximum 
amounts that can be levied on an undertaking and 
hence the supervisory authori  es can levy lower 
fi nes a  er assessing the situa  ons.

Impact of GDPR on Indian companies

Europe is a substan  al market for the ITeS, BPO and 
pharmaceu  cal industry in India and this market is 
growing. In fact, according to an ar  cle in German-
Indian Business Center’s site (GIBC), India’s IT 
outsourcing industry itself generates around 32% 
revenue from Europe. Thus, the Indian IT industry 
needs to comply with GDPR in order to keep doing 
business in Europe. In addi  on to this, even if the 
Indian companies do not directly deal with European 
ci  zens or residents, they s  ll need to be GDPR 
compliant especially since personal data of European 
ci  zens or residents has the poten  al to be used for 
other data processing ac  vi  es. The specifi c criteria 
that companies need to look out for to iden  fy the 
need for GDPR compliance are as follows.

 Presence in an EU country

 No presence in EU country, but 
processing of personal data of EU ci  zens or 
residents

 More than 250 employees

 Fewer than 250 employees, but 
its data processing impacts the rights and 

freedom of data subjects, the processing 
is not occasional, or the data processing 
involves certain types of sensi  ve personal 
data

Thus, GDPR compliance is necessary for all 
e-commerce pla  orms which conduct transac  ons 
with EU ci  zens or residents. Companies that store 
data of a subject, such as Flipkart, Jabong or those 
business en   es that provide telemedicine services 
such as Vidmed, Rejuven India or World Health 
Partners come under the GDPR purview. Hence, it 
is important that Indian legal framework to govern 
data privacy in India is amended to be on par with 
GDPR protec  on standards. The good news is India 
is already taking strides in this direc  on. At the 
Supreme Court’s direc  on, the Centre formed the 
Jus  ce Srikrishna Commi  ee, which released a dra   
version of the Personal Data Protec  on Bill in July 
2018. However, the bill is yet to be introduced in the 
parliament. Secondly, according to the Cisco 2019 
Data Privacy Benchmark Study, India is now the 6th 
leading country in the GDPR readiness index as it has 
met most or all of the requirements.

Having said this, some of the things that Indian 
companies can do, especially if they are struggling to 
become GDPR compliant are.

1. Review policies, procedures and 
exis  ng privacy programmes

2. Conduct data discovery ac  vi  es and 
maintain documenta  on to demonstrate 

Figure 4 Fines and penal  es (Reference: https://www.wpbeginner.com/beginners-guide/the-ultimate-guide-to-wordpress-
and-gdpr-compliance-everything-you-need-to-know/)
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visibility of the personal data processed

3. Impart data privacy training to 
employees and sub-contractors

4. Implement process to perform Data 
Protec  on Impact Assessments (DPIA)

5. Review and update contracts signed 
with 3rd party vendors

Addi  onally, companies can also evaluate and 
implement new-age tools and technologies such as 
follows.

1. Pseudonymiza  on and encryp  ng 
personal data when processing

2. Reviewing and upda  ng 
confi gura  ons of data loss preven  on 
(DLP) and Security Informa  on and Event 
Management (SIEM) solu  ons

3. Equipping the ecosystem with 
eff ec  ve Iden  ty and Access management 
(IDM) tools

4. Reviewing data reten  on schedules, 
cross-border data transfers, privacy no  ces, 
consent, etc.

Conclusion

In today’s digital age, it has become paramount to 
ensure that rights and freedom of individuals are 
not aff ected by ensuring that en   es don’t misuse 
their personal data. In view of this, stringent rules 
and regula  ons are being enacted across the world 
to ensure data security protec  on measures are 
in place and GDPR is one such regula  on. Thus, 
all organiza  ons using or developing technology 
solu  ons must ensure that data security is part of its 
core design and is not an a  er-thought.
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“Corrup  on is a cancer: a cancer that eats away 
at a ci  zen’s faith in democracy, diminishes the 
ins  nct for innova  on and crea  vity; already-
 ght na  onal budgets, crowding out important 

na  onal investments. It wastes the talent of en  re 
genera  ons. It scares away investments and jobs”

–  Joe Biden (Former Vice President of United 
States)

Corrup  on is misappropria  ng use of the power and 
authority, viola  ng the processes in the system and 
pilfering money for one’s personal interest. In today’s 
modern society, it has seeped in the system from top 
level posi  ons to bo  om sec  ons. Lack of ethics and 
moral values at the root level lead to corrup  on. 

This ar  cle revolves around money laundering as 
the tool of corrup  on which endangers na  onal and 
global economy and how an  -money laundering 
(AML) can be implemented eff ec  vely using 
Informa  on Technology to curb corrup  on caused 
by it. 

Money Laundering – A Threat to Society

Money Laundering means genera  ng or earning 
money through illegal ways and declaring it legal. 
It is the process of acquiring money illegally (Black 
or dirty money) through an illegi  mate source and 
then making it appear as legi  mate. In simple words, 
conver  ng black money into white. Dirty money is 
conveniently laundered or washed or cleaned and 
hence the term “Money Laundering”

“Money laundering gives oxygen to organised 
crime”

- Enrique Peña Nieto (President of Mexico)
Money is the main reason for most of the illegal 
and criminal ac  vi  es in the world. Acquiring 
proper  es or businesses, traffi  cking - drugs, 
human, arms & ammuni  on, terrorist ac  vi  es, 

smuggling, blackmail, bribery, extor  on are some 
of the illegal ways of accumula  ng wealth. Even 
government agencies are involved in laundering 
to cover some covert opera  ons. Then, this black 
money is converted into white or laundered by 
deposi  ng the funds in banking ins  tu  ons or any 
other fi nancial ins  tu  ons. Financial systems are 
heavily misused for money laundering acts. With the 
new age technological advancement, digital money 
laundering prac  ces are also growing, posing serious 
threat to the na  onal fi nancial system and for that 
ma  er – to the society as a whole. 

Foreseen & Unforeseen Impacts

 Money is a limited resource. Hence 
the illegally earned money will prevent the 
fl ow of capital for socio-economic ac  vi  es. 
This imbalance will lead to more prin  ng of 
money aff ec  ng the purchasing power of 
currency resul  ng in disrup  on of fi nancial 
system and economy.

 Money laundering abolishes around 
$2 trillion (5% of world’s GDP) per year with 
shocking eff ect on global economic and 
security. (Ref - https://www.unodc.org/unodc/en/

money-laundering/globalization.html)

 Money Laundering transfers the 
power from government and ci  zens to the 
criminals

 With no ac  on, criminal ac  vi  es 
con  nue resul  ng into more fraud in market

 Real estate property prices shoot up 
steeply with cash transac  ons being more 
than the na  onal average specifi ed

 Infl ux of black money in the economy 
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results into false demands leading to 
adjustment in economic policies. When such 
massive infl ux disappears suddenly without 
any concrete cause results into collapse of 
the fi nancial system

 Money laundered is usually not taxed 
which puts burden on honest tax payers to 
cover up the losses in tax revenue. Illegal tax 
arrangements lead to distor  on of na  onal 
and global trade. As a result, trade-based 
laundering goes undetected and global trade 
numbers turn fi c   ous

 Clean businesses cannot sustain or 
compete with the laundered businesses who 
have surplus dirty cash leading to sale below 
average cost

 Banking & Financial Ins  tu  ons are 
being misused and are at risk challenging 
their stability resul  ng into ar  fi cial infl a  on

 Threatening the func  oning of 
na  onal as well as global economy

 Money Laundering has profound 
eff ect on the economies of developing 
countries as the fi nancial system regula  ons 
are in the process of establishment

 Virtual currencies like Bitcoin 
and Ethereum are increasingly used for 
laundering becoming an a  rac  ve and easy 
op  ons for the criminals

 With new digital and technologically 
advanced laundering methods, technology 
companies are at risk by becoming vic  ms of 
phishing schemes

 Money Laundering plays an 
important role in terrorism. People fi nancing 
the terrorist organiza  ons infl ux money 
maintaining anonymity. Laundering helps 
them sustain without legi  mate means of 
money and hence remain untracked. This is 
the greatest threat of this century posed to 
the whole world

Converting Black to White – The Illegal 
Way

Laundered money or the black money earned illegally 
is converted to white or legal by various means.

 Crea  ng a fake record of transac  on 
to depict how the black money was earned

 Black money is pumped into a 
legi  mate cash-based business owned by 
the criminal organiza  ons

 Purchase of low value goods and 
many a  mes high value and precious items

 Black Money or cash is also deposited 
in foreign countries in smaller increments. 
It is also used to buy cash instruments in 
foreign countries

 Launderers invest in securi  es and 
the brokers break the rules and regula  ons 
to earn higher commissions

Anti-Money Laundering (AML)

Stringent law and order teamed with eff ec  ve and 
effi  cient enforcement of the same can discourage 
illegal ac  vi  es to a large extent. The legal code may 
not stop the unlawful acts 100% but can help curb 
crime to a large extent with  me and stop a civilised 
system to become uncivilised.

Several fi nancial ins  tu  ons and government 
organiza  ons have been pu   ng in eff orts to devise 
stringent rules and policies to handle the prevalent 
money laundering issue past couple of decades. The 
sustained eff orts have resulted in AML – An   Money 
Laundering legisla  on code.

An  -money laundering refers to all the processes, 
rules, laws and regula  ons required to stop or 
control money laundering prac  ces in the system. 
An  -money laundering aims at curbing the income 
genera  on from illegal means and processes. The 
AML enables proac  ve monitoring of the clients and 
designated accounts to prevent the fl ow of black 
money and corrup  on.  AML is thus necessary to 
fi ght the rising issue of money laundering.

The Financial Ac  on Task Force (FATF), a policy 
making body, was established in 1989 by the Member 
Jurisdic  ons’ Ministers which acts as an inter-
governmental body to set standards, rules, legal and 
regulatory measures to eradicate money laundering. 
FATF has provided a framework for countries to follow 
and implement. FATF iden  fi es countries which lack 
legisla  on for money laundering and mo  vate them 
to implement the standards issued by the body. 
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Currently, FATF covers 37 countries in the world.

An  -money laundering came under global radar 
a  er the September 11, 2001 attacks. It became a global 
mandate for most of the fi nancial institutions by 2010 to 
closely monitor, iden  fy and provide detailed reports 
of fi shy transac  ons to the fi nancial intelligence 
department in every country.

FATF and such enforcement bodies carry out 
syntac  cal analysis of fi nancial records of the clients 
to check for any suspicious ac  vi  es. Such extensive 
records of signifi cant fi nancial transac  ons are 
preserved which in turn help in inves  ga  ons against 
criminals.

AML Act & Laws and Compliance

AML regulatory groups like the FATF encourage and 
promote the legal, ethical and credible fi nancial 
markets. AML Acts and Laws a  ack the suspicious 
market manipula  ons, transac  ons related to illegal 
goods, corrup  on and fl eecing of public money, tax 
evaders and all the ac  vi  es which enable money 
laundering. AML laws cover limited number of 
transac  ons as of today, but the implica  ons are 
wide.

A small step taken up by banking & fi nancial 
ins  tu  ons to complete the due diligence procedures 
before opening a saving or current account can curb 
the chain of money laundering ac  vi  es. KYC (Know 
Your Customer) and customer inves  ga  ons ensures 
launderers to stay at bay. Similarly, monitoring and 
inspec  ng high value or suspicious transac  ons and 
repor  ng the same can create a huge impact.

It’s very crucial for the customers, banking and 
fi nancial ins  tu  ons, government and semi 
government bodies should be aware of AML Acts 
& Laws and must comply with the same. This is 
required for the eff ec  ve governance of the laws and 
desired output. Below men  oned are the alerts to be 
focussed on and reported.

 Evasiveness or secrecy or reluctance 
from a customer or client to provide 
informa  on, data or documents asked for.

 Clients providing incorrect or fake 
informa  on or data or false documents 
which cannot be verifi ed.

 Suspicious or unexplained fund 

transfers or transac  on involving unusual 
source and des  na  on accounts, high risk 
jurisdic  ons, transac  ons not matching 
with the client profi les or business, unusual 
high value transfers for cash-based business 
en   es.

 Usage of complicated and complex 
fi nancial instruments backed with no 
reasons.

 Nega  vity revolving around the 
customer or client’s company in the form of 
media reports or unusual acts.

Certi ied Anti-Money Laundering 
Specialist – CAMS

A Cer  fi ed An  -Money Laundering Specialist (CAMS) 
is a globally recognized professional degree granted 
to the candidates who have cleared CAMS exam. Such 
candidates fulfi l certain qualifi ca  ons. Associa  on of 
Cer  fi ed An  -Money Laundering Specialists (ACAMS) 
provides the degree and designa  on to the fi nancial 
auditors to fi ght money laundering. 

It includes training and cer  fi ca  on for AML 
professionals. The fi rst and foremost requisite for 
procuring this cer  fi ca  on is to become member 
of ACAMS. The CAMS cer  fi ca  on exam tests 
the exper  se and ap  tude of the candidates’ 
understanding and in-depth knowledge of money 
laundering, AML iden  fi ca  on, preven  on and 
enforcement techniques.

AML using IT – The Necessity

AML Regulatory Compliance results into a sea 
of transac  on data belonging to the individual 
customers as well as the transac  ons. This vast 
data analysis and scru  ny is beyond human control. 
Despite of huge investments, research and analysis 
from the fi nancial and government bodies to control 
money laundering acts, s  ll the fi nancial systems are 
aff ected by the illegal fi nancial transac  ons. 

The diffi  culty of conduc  ng KYC, monitoring 
transac  ons and iden  fying suspicious and fraudulent 
ac  vi  es and at the same  me being in compliance 
with the AML regula  ons remains the main issue in 
AML globally. 
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Using a so  ware system for AML makes sense as 
informa  on technology helps in cu   ng costs of 
avoidable tasks and opera  ons, replacing paper 
and processes dependant on it making the end to 
end AML process more eff ec  ve, effi  cient and most 
importantly - accurate. Digi  za  on of AML saves  me 
and resources enhancing the over-all an  -money 
laundering process which makes AML so  ware 
system a great tool to combat laundering ac  vi  es 
globally and assist the AML offi  ces, ins  tu  ons and 
fi nancial and government authori  es.

AML so  ware systems are deployed in banking 
and fi nancial ins  tu  ons and legal organiza  ons 
to iden  fy, prevent and provide reports and alerts 
on money laundering ac  vi  es prevailing in the 
business. 

Prac  cal implementa  on of the AML so  ware is 
diverse, and it performs wide array of ac  vi  es 
which include managing vast transac  on database, 
scru  nising and analysing the same, screening 
blacklisted en   es or customers, monitoring 
transac  ons and implementa  on of compliance 
requirements. AML so  ware have robust repor  ng 
and alert management system for fl agging any 
fraudulent transac  ons or customers. 

AML so  ware can be classifi ed in four categories as 
men  oned below

 Transac  on Monitoring Systems

 Currency Transac  on Repor  ng 
Systems (CTR)

 Customer Iden  fi ca  on 
Management Systems

 Compliance Management Systems

Transaction Monitoring Software

The primary aim of the Transac  on Monitoring 
So  ware Systems is to iden  fy incredulous 
transac  ons or any suspicious pa  ern of transac  ons. 
This monitoring is done regularly on daily basis or as 
per the frequency set. This so  ware system tracks 
both customer profi le as well as the transac  ons 
done. 

Customer’s profi le and transac  on history data are 
scanned. Profi les are checked against high risk black 
listed customers and en   es, poli  cally connected 
and exposed individuals or group and customers 
with nega  ve media a  en  on. This is an integral part 

of Know Your Customer (KYC) process. 

Cash transac  ons, high value fund transfers, wire 
transfers both domes  c as well interna  onal are 
scru  nised. Suspicious Activity Reports (SARs) or 
Suspicious Transac  on Reports (STRs) are generated 
by the systems post monitoring, iden  fi ca  on and 
inves  ga  on.

Currency Transaction Reporting Systems 
(CTR)

CTR systems focus on high value, high risk cash 
transac  ons only. Every country has a limit of cash 
transac  on amounts and above these limits, the cash 
transac  ons are inves  gated. E.g. $10,000 in U.S. The 
so  ware system iden  fi es and raises alert for cash 
transac  ons above a par  cular limit value set, for 
mul  ple small value cash transac  ons resul  ng in a 
large amount of fund transfer and such transac  ons 
are fl agged by the so  ware system and detail reports 
are generated.

Customer Identi ication Management 
Systems

Customer Iden  fi ca  on Management Systems 
primarily aims to check the Customer Profi les only 
and comply with Know your Customer (KYC) norms. 
The systems screen the customer name against the 
black list of nega  ve people like OFAC (Offi  ce of 
Foreign Asset Control) list. OFAC publishes list of 
individuals and en   es with nega  ve score which 
includes terrorists, drug traffi  ckers and so on. Besides 
this the customer screening is also done against the 
blacklisted database provided by the electoral board, 
banking and credit card companies, mobile phone 
operators, electricity board, post offi  ce department, 
income tax department and so on. Thus, the 
profi les are checked against high risk and black 
listed customers, with customers who are linked 
with poli  cs and those who are under the radar of 
nega  ve media news.

Compliance Management System

Compliance Management Systems focus on 
compliance ac  vi  es and issues. Banking and 
fi nancial ins  tu  ons, legal organiza  ons and fi rms 
are required to comply with the AML regulatory 
requirements, preserve the evidences and records 
related to compliance ac  vi  es and issues. The 
compliance so  ware systems help the organiza  ons 
train the employees, maintain database of the 
knowledge transfer and training programmes. The 
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compliance management so  ware systems maintain 
audit trails of all the compliance related ac  vi  es, 
genera  ng reports and alert messages in case if any 
fraudulent customer ac  vity or any ac  vity viola  ng 
the AML regulatory requirements and compliance.

New Age Technological Innovations in 
AML Software Systems

Machine Learning

Machine Learning concept uses AI (Ar  fi cial 
Intelligence) which are much be  er and more 
effi  cient than rules-based so  ware systems. AI 
make easy iden  fi ca  on of complex interdependent 
ac  vi  es used in money laundering due to excellent 
networks of AI. Unnecessary alerts are avoidable 
using Ar  fi cial Intelligence leading to more accurate 
detec  on and enhancing end to end AML fl ow. AML 
so  ware systems are gradually adap  ng machine 
learning.

Blockchain

Blockchain concept dwells on the fact that 
untampered transac  on data is less likely to lead to 
forgery. Blockchain technology creates a database of 
transac  on and maintains it in such a way that it is 
not violated and remains forgery proof. This helps 
in prohibits money laundering ac  vi  es. Blockchain 
also provides audit trail reports and transac  on 
mapping helping iden  fi ca  on of the accurate 
transac  on recipients. Blockchain technology has 
led to cost cu   ng and keeping a track of illegal 
transac  ons thus, helping the inves  gators in tagging 
the fraudsters.

Machine learning and Blockchain are proving 
to be crucial innova  ons in fe  ering all kinds of 
money laundering transac  on and improving the 
compliance capabili  es of the fi nancial system.  
Government organiza  ons should encourage new 
age technological innova  ons for ensuring a robust 
and full-proof na  onal fi nancial system.

AML Software Solutions Available

There are many an   money laundering so  ware 
solu  ons available today. Choosing the so  ware 
solu  ons depends on the requirement and nature of 
the business or fi nancial organiza  on which decide 
which category of AML so  ware solu  on is actually 
required. 

The so  ware solu  ons available have many features, 
opera  onal effi  ciencies and ease of use. The so  ware 
solu  ons provide 24*7 transac  on monitoring, swi   
analysis and verifi ca  on of data, screening against 
the global watch lists, sanc  on and blocked lists. 
Many of the so  ware provide snapshots of en  re 
verifi ca  on process to the back-offi  ce staff . New age 
machine learning and blockchain along with human 
intelligence layer are also provided and most of these 
are customisable as per customer requirements.

Shu  iPro, IDscan, Socure, Selifi ed, Lexis Nexis 
Iden  ty, FileInvite, ProcessGene GRC, MemberCheck, 
Oracle Financial Services An  -Money Laundering, 
Ac  mize AML, AMLcheck, Ascent AML , Banker’s 
Toolbox BAM+ , EastNets, GDC Global Gateway, 
NameScan, Tonbeller, Wynyard AML are some of the 
AML solu  ons available today.

Conclusion

The AML regulatory groups, the AML Acts & Laws 
have been able to discourage the illegal fi nancial 
transac  ons globally. Evolu  on of global standards 
and new age technological solu  ons have controlled 
money laundering to a large extent. Stringent ac  ons 
are being taken at every step of banking and fi nancial 
ins  tu  on to curb the laundering ac  vi  es. 

However, the money laundering does not lose its 
popularity. Money launderers manage to adapt 
to changing global standards and respond with 
innova  ve schemes to abuse the technology and 
the compliance. Money Laundering has become an 
occupa  on today. 

To punch out this issue, it is extremely important to 
determine the impacts of money laundering acts and 
work towards constant adap  on on con  nuous basis.  
Signifi cant and constant changes should be adopted 
in methodology and approach to control the same. 

Informa  on Technology is a very powerful pla  orm 
and must be used to keep the fi nancial system one 
step ahead of laundering business. More and more 
new age technological innova  ons in the AML 
So  ware Solu  ons should be leveraged to eradicate 
the adverse eff ects of money laundering 
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