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Editorial

- Shyamkant Matondkar
Email: shyamkant@gmail.com

We are pleased to share our latest “Exponent Group 
of Journals – Information Technology” journal 
volume with all you readers. This latest volume covers 
articles from various areas - some articles focus on 
the latest trends in the technology industry, whereas 
some other articles delve into the fundamentals of 
age-old concepts.

We start this journal volume with the news byte 
section through which we share some of the 
significant events related to Information technology 
that have transpired in the last couple of months.

Following the news section, we come to our first 
article, wherein we share some information on 
one of the fastest growing technology – online 
cloud storage. The article primarily focuses on how 
storing, synchronizing and sharing data is achieved 
through online cloud storage mechanism. The 
article also covers some of the well-known cloud 
storage ecosystems and their key aspects. Finally, 
the article covers some of the security features for 
data protection that are significant for online cloud 
storage mechanism as well as the pricing for different 
types of storage limits.

The next article is about a very fundamental topic – 
Database Management systems (DBMS). This article 
covers the basics of DBMS by listing its properties 
and the differences with respect to traditional file 
systems. It then highlights the key DBMS architecture 
and the requirement for high availability of data. The 
article then covers a few relational DBMS and their 
comparison followed by some DBMS architectures 
that are gaining more popularity in today’s world.

Now that we have read about DBMS, let us understand 
the role of a database administrator (DBA), especially 

in OLAP and OLTP technologies. The article starts with 
the actual need of a DBA when it comes to managing 
databases. It then gives an overview of OLAP and 
OLTP technologies and mentions the difference 
between the two technologies. Finally, the article 
discusses about the above-mentioned technologies 
from a DBA role perspective as well as the future of 
the DBA role in a wider context.

One of the key attributes of Relational DBMS is the 
Structured Query Language (SQL). In the next article 
we do a spin-off and discuss about NOSQL aspects. 
With the exponential rise in data, proliferation 
of social media and dynamic business models, 
organizations are becoming more and more aware 
of the limitations of relational databases in specific 
business scenarios and have started viewing NOSQL 
alternatives as a strong contender to address these 
concerns. This article discusses briefly about these 
NOSQL solutions and their benefits.

The subsequent article talks about the fundamentals 
of data mining. The article is a primer for how data 
mining plays a major role in data warehousing to 
provide meaningful and relevant information to the 
business users. The article also covers the basics of 
implementing data mining within an organization to 
address their specific business needs.

The next article focuses on the application of 
Information technology in specific domain viz. 
banking. The article starts with the advent of 
banking domain in India and then discusses its 
IT requirements. It also discusses the trends and 
recent IT development in the banking sector. The 
article finally covers a few challenges in completely 
adopting an IT solution and how one can address 
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these challenges.

We then move on to discuss one of the key 
methodologies of software development – Agile 
methodology. This article briefly discusses some of 
the software development methodologies and how 
the agile methodology is being widely adopted by 
businesses and organizations worldwide.

Finally, we come to our last article of this journal 
volume wherein we discuss about one of the most 
important functions in delivering any software 

solution or service – Quality Assurance. The article 
describes the significance of testing as part of 
software development process as well as its life 
cycle. The article also talks about the different testing 
techniques used in different phases of software 
development life cycle as well as the relevance of 
automated testing tools.

We hope that you enjoy reading our current journal 
volume.
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IT in News

Cloud Computing Is The Fifth Wave

The VMware CEO sees India playing a key role 
in the firm’s success in terms of talent supply and 
increasingly as a market.

VMware is an American technology company that 
provides cloud and virtualisation software and 
services. Virtualisation in computing refers to the 
process of creating a virtual (rather than a real) 
version of hardware, operating systems, storage 
devices, and computer network resources. It has 
helped technology companies reduce expenses 
by boosting efficiency and agility. Though VMware 
is majority owned by data storage giant EMC, 
it operates independently and works with even 
competitors of its parent. It accounts for a quarter of 
EMC’s revenues, and more than 70 per cent of EMC’s 
market capitalisation of nearly $60 billion. VMware, 
which had revenues of $5.21 billion in 2013, is the 
fifth-largest software company in the world.

References

http://www.businessworld.in/news/opinion/
interviews/%E2%80%98cloud-computing-is-the-
fifth-wave%E2%80%99/1472912/page-1.html

IBM patents cloud data location 
management tech

IBM has patented a technique designed to help 
customers automatically analyze and manage the 
location where their public and private cloud data 
is stored.

IBM has filed a patent for a technique that will 

automatically manage cloud data across geographic 
regions, claiming it will allow client companies to 
comply with regulations governing where data can 
be stored in different countries and continents. 
“During the early years of cloud computing, it was 
evident that storing and accessing business data 
across geographically dispersed cloud computing 
environments could present logistical and regulatory 
challenges,” said IBM’s Sandeep Ramesh Patil, co-
inventor of the patent. “Our team of inventors 
designed a system that will allow businesses to 
efficiently manage and move data in the cloud, while 
meeting required compliance mandates in different 
countries.”

References

http://www.zdnet.com/ibm-patents-cloud-data-
location-management-tech-7000032490/

A Research Team Looks to Nanotechnology 
to Fight Ebola Virus

With the Ebola virus death toll now topping 1000 
and even the much publicized experimental 
treatment ZMapp failing to save the life of a Spanish 
missionary priest who was treated with it, it is clear 
that scientists need to explore new ways of fighting 
the deadly disease. For researchers at Northeastern 
University in Boston, one possibility may be using 
nanotechnology.

“It has been very hard to develop a vaccine or 
treatment for Ebola or similar viruses because they 
mutate so quickly,” said Thomas Webster, the chair 
of Northeastern’s chemical engineering department, 
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in a press release. “In nanotechnology we turned our 
attention to developing nanoparticles that could be 
attached chemically to the viruses and stop them 
from spreading.”

Reference

http://spectrum.ieee.org/nanoclast/biomedical/
devices/nanotechnology-to-fight-ebola-virus

http://www.digitaljournal.com/science/is-gold-
nanotechnology-the-key-to-f ight ing-ebola/
article/396587

Harvard Scientists Create 1000-Robot 
Swarm

Given one instruction, computers operate in a swarm 
fashion similar to flocks of birds to accomplish a 
common objective

Like a school of fish or a flock of birds, computer 
robots can now organize themselves into a formation 
to achieve a specific goal – all without human 
involvement. Harvard University researchers devised 
a “swarm” of 1024 tiny robots that, “like a mechanical 
flash mob,” can assemble themselves into various 
shapes without requiring detailed instruction, a Wall 
Street Journal report noted. To enlighten robots with 
a kind of “hive intelligence,” Dr. Michael Rubenstein 
and his research colleagues developed a computer 
algorithm allowing a very large group of robots to 
locate each other and collaborate on a task without 
detailed human involvement or instructions. “No 
one had really built a swarm of this size before, 
where everyone works together to achieve a 
goal,” Rubenstein was quoted as saying. “It could 
automatically change shape to adapt to the task at 
hand. “You could have them build other robots out 
of themselves.”

Reference

http://www.valuewalk.com/2014/08/harvard-
scientists-create-1000-robot-swarm/

The Internet of Things: an investment 
opportunity?

The number of ‘things’ connected to the internet 
now exceeds the number of humans on the planet. 
This is expected to increase to 50 billion devices by 
the end of the decade. The internet as we know it 
has been primarily created by information recorded 
and uploaded by people. It is now in the process of 
evolving and will soon be dominated by data created 
by things, without human-to-computer interaction. 
The ‘Internet of Things’ describes a world where just 
about anything can be connected and communicate 
over the internet.

From fridges that order the next food shop; heating 
that knows when you’re on the way home; devices 
that automatically administer insulin to diabetics; and 
scales that take your vitals, uploading them to your 
GP’s database - the potential is seemingly limitless. 
Information collected from billions of devices 
presents innumerable opportunities for business. 
Nike, for example, has developed a fuel band which 
measures a wearers activity levels throughout the 
day. They have sold over 40 million, all at a profit, but 
the product itself is largely irrelevant. Its value lies in 
the data collected from the wearer.

Reference

http://www.hl.co.uk/news/articles/the-internet-of-
things-an-investment-opportunity#

Amazon’s 3D Printing Store an Early Success 
– ‘Thousands & Thousands’ of 3D Printable 
Items Already Created

Just a couple weeks ago, we reported that Amazon 
launched a customization option, ‘Creative 
Expressions‘ within their 3D Printed Products Store. 
The new ‘Creative Expressions’ section currently 
only consists of one vendor, Mixee Labs, who allows 
customers to customize their products, whether it is 
a mini bobblehead ‘Mixee Me’, a stainless steal ring, 
or one of a couple dozen other products that they 
offer.
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3DPrint.com recently had the chance to talk with Erik 
Fairleigh, PR Manager for Amazon Services, about 
the launch of the new 3D printing marketplace, as 
well as the customization options that the Creative 
Expressions section includes. While there are a lot of 
theories of what Amazon’s “master 3D printing plan” 
could be, Fairleigh insists that it will be the customers 
that ultimately decide which direction the company 
goes. Amazon realizes that for a large percentage 
of customers who purchase products from their 
3D printed product store, it is their first time ever 
purchasing a 3D printed item.

References

http://3dprint .com/11622/amazons-3d-
printing-store/

Where Google trains its drivers not to drive

As Google unveils plans to build driverless cars itself, 
Jack Stewart gets an inside look at the company’s 
robot driving school. During a recent visit to Google 
HQ in California’s Mountain View campus, I got a 
glimpse of what the future of ‘undriving’ might look 
like. I was given access to the team behind the search 
giant’s self-driving car programme. Part of Google 
X, the company’s the semi-secret research arm, the 
crew is usually hidden away from the public eye. I was 
there to find out what it takes to use this technology, 
and what it’s like to be a Google test driver; taking 
a backseat to the car’s computers even when sat 
behind the steering wheel.

It was an interesting time to observe just how 
ready driverless cars are for the road. Today, Google 
announced plans to start building its own vehicles, 
rather than relying on other manufacturers. So far, 

Google has fitted its driverless technology into existing 
cars, such as the Toyota Prius and Lexus RX450hs. 
Yet Google’s own vehicles will be cute little city cars 
with smiling, non-threatening faces, and pedestrian 
friendly crash features. The company’s reasoning 
is that if its cars are going to be autonomous, they 
needn’t follow conventional designs.

References

http://www.bbc.com/future/story/20140527-
inside-googles-robot-car-lab

Sweat-powered battery could charge your 
phone

A sweaty gym workout is not only good for your 
health - it could also energise your phone. A tattoo 
that produces power from perspiration has been 
unveiled at the American Chemical Society meeting. 
The biobattery is fuelled by lactate - which is naturally 
present in sweat after vigorous exercise.

It could soon power heart monitors, digital watches 
and eventually even smartphones, say scientists in 
California. The dream of “people power”- using the 
body to charge portable electronic gadgets - has 
inspired many innovative approaches. Some harness 
movement - via piezoelectrics - while others use 
blood to power implanted biofuel cells.

References

h t t p : / / w w w. b b c . c o m / n e w s / s c i e n c e -
environment-28791496
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Online Cloud Storage

- Bhargav Gulavani
Email: bhargav.gulavani@gmail.com

Introduction

Cloud computing has been growing in popularity 
since the latter half of previous decade pioneered by 
Amazon Web Services. It has witnessed innovations 
in all three kinds of resources – compute, storage 
and network. A remarkable set of innovations have 
been sparked by the popularity of online storage 
service Dropbox. Dropbox advertised its service with 
the key capability of synchronizing data between 
user’s device and cloud storage where it is backed 
up. Although, cloud storage had been used in the 
past to store data and enable collaboration among 
team members working on it, proliferation of devices 
and ability of efficiently synchronizing data among 
different devices caught public attention and led to 
mass acceptance of Dropbox. The key characteristics 
of services like Dropbox, also known as cloud backup 
services, are shown in Figure 1. 

1. Store – Store the data in cloud storage so that 
it is available whenever you want it.

2. Synchronize – Synchronize the data in all of 
your devices so that it is available wherever you 
want it.

3. Share – share the data with team members 
and friends so that whoever wants it gets it.

Figure 1 Characteristics of Online Cloud Storage

The capabilities to synchronize data among multiple 
devices and to share it with team members and 
friends bring life to user data stored in cloud storage. 
This triad of capabilities have been exploited by 
software giants like Microsoft, Google, Amazon, and 
Apple to enable tight integration of mobile,desktop, 
and web Apps with data stored in cloud to enable 
uniform user experience across multiple devices. 
Table 1 lists the online cloud services provided by 
these companies.

Microsoft OneDrive, earlier 
SkyDrive

August 2007

Google Google Drive April 2012
Apple iCloud October 2011
Amazon Amazon Cloud Drive March 2011

Table 1 Online Cloud Storage services

Although online cloud storage has been widely used 
for personal uses, it is also gaining acceptance in 
the enterprise world. In contrast to Dropbox who 
successfully targeted individual users since its launch 
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in September 2008, Box.com has been targeting 
enterprises with its Cloud Storage and Collaboration 
capabilities since its launch in 2005. Both have been 
fairly successful businesses since their launch. As 
enterprises embrace the Bring Your Own Device 
(BYOD) culture, the need for online cloud storage is 
only going to increase. More importantly, integration 
of the above key capabilities in corporate applications 
and its ecosystem will gain ground.

In this article we review and compare the following 
key capabilities of online cloud storage services.

1. Backup, Synchronization and Ecosystem 
integration

2. Sharing and Collaboration

3. Security

4. Storage limits and Pricing

5. Market share

Backup, Synchronization and Ecosystem integration

The key operation of cloud backup services is the 
transfer of data from user device to their respective 
cloud storage. The client application running on the 
desktop or handheld device is responsible for backing 
up user content to the cloud storage.  

The client application may run on desktop or 
handheld devices. The desktop client application 
designates a folder on user’s device to be an exact 
replica of the cloud storage. For example, Dropbox 
creates a folder with the name ‘Dropbox’, and 
OneDrive creates a folder with the name ‘OneDrive’, 
on the user desktop. The desktop client application 
monitors changes this folder. New files are added and 
modified files are updated in the cloud storage. The 
mobile client application on handheld devices works 
slightly differently. The mobile client application lists 
all the files and folders available in the cloud storage. 
‘Sharing’ files with the cloud service’s mobile client 
application backs them up in the cloud storage. 
Moreover, user can download a backed up file on 
the handheld device, modify it and ‘share’ it back 
with the cloud service’s mobile client application to 
update files in the cloud storage.

Once a file is backed up in the cloud storage, it is 
synchronized on other user device by the client 
application running on that device. A file created 
on one device is thus automatically available on any 
other user device running the cloud service’s client 
application. The backup, synchronize schematic is 
depicted in Figure 1.

Figure 2 Backup, Synchronization schematic

Most of the online cloud services provide client 
applications for various desktop and handheld OSes. 
Table 2 presents the client application availability for 
various cloud storage services.

Dropbox Windows, Mac, Linux, 
iOS, Android, Symbian, 
Blackberry OS

Box Windows, Mac, iOs, 
Android, Blackberry OS

OneDrive Windows, Mac, iOS, 
Android, Windows Phone

Google Drive Windows, Mac, iOS, 
Android

iCloud Windows, Mac, iOS
Amazon Cloud Drive Windows, Mac

Table 2 Client application availability on various 
desktop and handheld OSes

Cloud storage coupled with basic backup and 
synchronization capabilities enable users to access 
their data anytime from anywhere. However, the 
user experience would not be complete unless the 
applications that consume user data are aware of 
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cloud storage and synchronization capabilities. For 
example, imagine the following scenarios.

1. having a music album accessible from all 
your devices on purchasing it from an online 
store, or

2. updating the settings of your handheld 
device and having then automatically updated 
on all other devices

3. having the contacts updated on devices 
automatically on updating them from one 
device

4. having the liberty to use online tools to create 
or edit files and storing them on preferred 
online cloud storage automatically

These scenarios are made possible by 
tightlyintegrating online cloud storage service and 
applications running on devices. These cloud storage 
systems have evolved over the years from being 
mere data backup systems to being the platform 
on top of which applications are built. These cloud 
storages have become the backend data-store for 
web, mobile and desktop apps. Each online cloud 
storage vendorhas been building an ecosystem 
of such tightly coupled web, mobile and desktop 
applications themselves as well as along with third 
party vendors, a.k.a., partners. 

Cloud storage vendors allow third party apps to use 
cloud storage features via well-defined Application 
Programming Interfaces, a.k.a., APIs. These APIs 
are published by the cloud storage vendors so as 
to facilitate widespread adoption by the developer 
community. APIs for creating, reading and updating 
user’s files in the cloud storage are the key APIs 
published by cloud storage vendors. In order to 
secure the user’s content from malicious apps, cloud 
storage vendors need to ensure that users permit 
valid apps from accessing their data in the cloud 
storage. This is typically enabled by authentication 
and authorization protocol like OAuth [11].

In order to ease the consumption of these APIs by web, 
mobile or desktop apps, Cloud storage vendors also 
publish the storage SDKs. Individual app developers 
or third party partners use SDKs in their apps to easily 

integrate the cloud storage APIs into their apps.In 
2013, Dropbox even organized its first developer 
conference in July2013 to advertise their developer 
platform and educate the developer community 
about their platform features [7]. Similarly, other 
Cloud storage vendors are busy enhancing their 
partner programs and searching for strongpartners 
in order to strengthen their ecosystem. 

Partner programs create a formal vehicle for sharing 
relevant product information between the Cloud 
storage product team and partner teams so as to 
boost collaboration and speed up the pace with which 
third party apps make it to the market. Secondly, 
partner apps are advertised by the cloud storage 
vendors on their cloud storage websites. Moreover, 
Google Drive, for example, allows contextual menus 
to open specific files in partner apps if the partner 
app understands the file type, Thus partner apps get 
more visibility and marketing push from the cloud 
storage vendors. Thus partner programs are a win-
win for both the cloud storage vendors and their 
partners.

Figure 2 shows the schematic of the typical cloud 
storage ecosystem.

Figure 3 Cloud Storage Ecosystem

In the following we provide some examples of the 
ecosystem created by the online cloud storage 
vendors being discussed in this article.
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iCloud ecosystem

iCloud comes pre-installed in iOS and hence is readily 
available to iPhone and iPad users. Moreover, it 
integrates tightly with various apps available on Mac 
and iOS. It allows users to back up settings and data 
on iOS devices. Backed up data includes photos and 
videos in camera roll, messages including iMessages, 
SMS and MMS, ringtones. Web and Desktop versions 
of the iWork suit of apps, namely Pages, Numbers 
and Keynote not only allow users to create and 
edit documents but also allows them to be stored 
in iCloud. An iCloud account includes an email 
account, therefore, inbox, contacts and calendars 
are automatically synced across all devices.

iCloud has a rich set of API for enabling third party 
apps to integrate with it. Several third party iOS and 
OS X apps are iCloud friendly.

Amazon Cloud Drive ecosystem

Amazon Cloud drive was originally bundled with 
Amazon Cloud player which allows users to play 
music stored in Cloud Drive from any desktop or 
Android device. Amazon Cloud Drive thus was 
launched primarily as a digital music locker, which 
is accessible always from any device owned by the 
user. Furthermore, any music purchased by the user 
from Amazon MP3 store may be stored in Cloud Drive 
thus making it available from any device owned by 
the user.

Amazon Cloud Drive does not seem to expose API for 
third parties to integrate into it. This severely curtails 
the partner ecosystem that can be built around 
Amazon Cloud Drive.

OneDrive ecosystem

Microsoft Office apps for the mobile complement 
their corresponding desktop versions. Both these 
apps are capable of saving the files on Onedrive 
thus enabling anywhere access of Office documents.
Until recently, however, the Office app for mobiles 
was only available on the Windows platform. Recent 

versions of Microsoft Office app on Windows and 
Mac integrated with Onedriveallow users the true 
anywhere access of their Office documents. Web 
version on Microsoft Office called Office 365 also 
allows users to read and store documents from and 
to OneDrive. Outlook.com also tightly integrates 
with OneDrive. Office documents, photos and videos 
within Outlook.com can be easily stored in OneDrive. 
Cameral roll on Windows Phone allows users to share 
images and videos directly on OneDrive.

Although Onedrive exposes a rich set of APIs for 
third party app integration, the partner ecosystem 
of Onedrive is much weaker than that of Google 
Drive or Dropbox. It is banking upon its productivity 
suit comprising Microsoft Office to lock users in the 
Onedrive ecosystem.

Google Drive ecosystem

Google has a plethora of web application most of 
which integrate directly with Google Drive. For 
example, all Google Docs and Spreadsheets provide 
option to store the files in Google Drive, and all Gmail 
attachments are automatically stored in Google 
Drive. Moreover, Google Drive comes installed on 
most of the Android devices. Google uses this as a 
lever to automatically push music, photos, and videos 
to Google Drive and thus synchronize them across all 
Android devices. However, auto-sync feature can be 
turned off, in order to limit the network bandwidth 
usage.

Google Drive has from the beginning put a lot of 
emphasis on partners and partner ecosystem. In the 
official Google Drive announcement, Google had a 
special mention of the partner ecosystem. At launch 
Google Drive had 18 partner apps and services 
integrated into Google Drive. 

Google Drive now has a rich set of APIs for facilitating 
third party app integration. Recently Backupify has 
become a Google Apps premier technology partner. 
This is a clear indication that Google is keen on 
strengthening its partner ecosystem and boost 
its enterprise presence that covers key enterprise 
application areas like documents, spread sheets and 
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backup.

DropBox Ecosystem

In early 2012, Dropbox enabled a feature that allows 
users to automatically upload photographs or videos 
from camera, tablet, SD card, or smartphone to 
Dropbox. In order to prop up its ecosystem, Dropbox 
has been on acquiring spree, taking over MailBox 
– an email management application for iOS –and 
mobile coupon startup Endorse. Recently, Dropbox 
announced an app called Carousel that allows users 
to browse and share images stored in their cloud 
accounts. All these apps will directly integrate 
with cloud storage by giving options to save files in 
Dropbox’s cloud storage.

Dropbox has a strong ecosystem of partners and 
individuals who build rich set of apps on top of 
Dropbox cloud storage.A list of popular Dropbox 
apps built by their partners is given in [8]. Dropbox is 
giving a special emphasis to creating partner network 
for building enterprise apps[10]. These set of partner 
apps include apps that aid website design, project 
management, versioning, collaboration, sketching 
and drawing tools [10]. All these apps help their 
users become more productive at work while having 
the backend data stored in Dropbox cloud storage 
so that it is available anywhere, anytime and on any 
device.

Box

Box provides a tool called OpenBox that connects 
Box content to other web-based applications and 
services like Zoho, Scribd, Picnik, Twitter, Salesforce, 
Outlook and Google Apps. 

Box is also boosting its ecosystem with partner 
programs, developer conference Boxworks, and a 
rich set of APIs for easy third party app integration. 
In 2012, Box announced partnership with business 
management solution service, SAP. In line with 
their enterprise focus area, Box mainly engages in 
partnerships that result in rich apps development for 
enterprises.

Sharing

Online cloud storage providers have user data 
residing in their cloud. One of the key capabilities 
that these providers provide is to allow users to share 
their data with friends and team members. The unit 
of sharing allowed may vary from individual files to 
folders containing multiple files. Following are the 
characteristics of the sharing allowed by most of the 
online cloud storage providers.

1. Modes of sharing

a. Read only

b. Read and write

2. Shareable with

a. Other users of the cloud storage service

b. Any anonymous user

Amazon Cloud drive and iCloud allow only primitive 
ways of sharing files via a web URL. Sharing a file in 
iCloud enables the user accessing the shared URL 
to read as well as update the file. On the contrary, 
Amazon Cloud drive only allows shared files to be 
read.

Dropbox, Box, OneDrive and Google Drive allow more 
advanced sharing options. In addition to obtaining a 
web URL for files, users can share files with specific 
other users. Moreover, the files can be shared with 
read only or read-write permissions. Furthermore, 
users can also share folders with others. A read 
permission on a folder allows users to read all the 
files in that folder, whereas a read-write permission 
on a folder allows users to update files, delete files 
and add files to that folder. Generally, read-write 
permission is applicable for sharing files or folders 
with other users of the service only.

Share URLs for files and folders provided by cloud 
storage services can be posted on Social Networking 
web portals like Facebook, LinkedIn, and twitter.

Security

Cloud Storages have to address data protection in 
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the following scenarios

1. While the files are being transferred from user’s device to cloud storage

2. While the files are residing in the cloud storage

3. While registering a new device

4. While sharing files

To address the first issue, most of the cloud storage providers transfer the data from user’s device to the 
cloud storage in encrypted form, e.g., via SSL. In order to protect the data stored in cloud storage from being 
accessed by malicious users, some cloud storage vendors encrypt the data stored in the cloud storage. This 
prevents the malicious users from exploiting the stored data even if they get access to it. A malicious user 
can connect an unknown device to a naïve user’s cloud storage account thereby colluding the naïve user’s 
data. In order to prevent unauthorized devices from connecting to a cloud storage account, most of the 
cloud storage vendors employ 2-factor authentication mechanism [9] to register valid user devices with 
their cloud storage account. Two-factor authentication employs two ways of establishing the identity of the 
user which typically includes a secret code like password, which is a knowledge factor, and a mobile phone 
with a SIM card, a possession factor. In order to establish identity, the system sends a unique secret code to 
the user’s registered mobile phone number as part of the authentication process. The user is expected to 
correctly submit username, password and the unique secret code sent to his/her registered mobile phone. 
Google pioneered the use of this mechanism of user authentication and others followed.

Some cloud storage vendors allow users to set read-only or read-write permissions while sharing files with 
other users or with public. Read-only permissions prevent the files from being accidently or maliciously 
modified by other users. The following table summarizes how various cloud storage vendors ensure security 
of user data.

Dropbox 2 factor authentication https, SSL/TLS 256-bit AES encryption Yes
Box 2 factor authentication https, SST/TLS 256-bit AES encryption Yes
Google Drive 2 factor authentication https, SST/TLS 256-bit AES encryption Yes
OneDrive https, SST/TLS None Yes
iCloud 2 factor authentication https, SST/TLS 256-bit AES encryption No
Amazon Cloud Drive 1 factor authentication https, SST/TLS None No

Table 3 Security matrix of Cloud Storage providers

Storage limits and Pricing

Most of the cloud storage vendors provide a limited storage free of cost. Additional storage can be obtained 
by paying an additional amount. Table 5 provides the pricing of the cloud storage services considered in this 
article as of May 2014.

Dropbox 2 GB $120 for 100 GB
Box 10 GB $60   for 100 GB

$180 for 1TB
Google Drive 15 GB $24 for 100 GB

$120 for 1 TB
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OneDrive 7 GB new 
users,
25 GB old 
users

$25   for 57 GB
$50   for 107 GB
$100 for 207 GB

iCloud 5 GB $10   for 20 GB
$25   for 50 GB
$50   for 100 GB
$100 for 200 GB
$250 for 500 GB
$500 for 1 TB

Amazon Cloud 
Drive

5 GB $20   for 15 GB
$40   for 25 GB
$100 for 55 GB

Table 4 Cloud Storage pricing

Recently in March 2014, Google Drive drastically 
slashed its prices. Other services are expected to 
make changes to their pricing models in near future 
to remain competitive.

Market Share

In April 2013, Strategy Analytics released a survey 
report comparing the market share of various media 
digital lockers. Media digital lockers are online cloud 
storages that specifically cater to storing media 
content in the cloud and synchronizing it across 
user’s devices. Theyobserved that among all kinds 
of media music is the most widely stored content 
in cloud storages and accounts for 45% of all media 
content in cloud storages. Figure 4 gives the market 
capitalization of various cloud storages. Onedrive 
and Box were not considered in this survey. The 
specific question asked to approximately 2285 users 
was “Have you ever used any one of the following 
digital media locker services which enabled you to 
store music, video (including TV shows and movies) 
or games online (‘in the cloud’) and stream them 
to an internet-connected device?” One of the key 
observations from this survey is that 55% of the 
respondents had never used cloud storage for storing 
their media content. Hence the report concludes 
that there is a lot of room for growth in online cloud 
storage, especially in educating masses about these 
capabilities, over the next 2 – 3 years.

Figure 4 Strategy Analytics’ 2012 Q3 
ConsumerMetrics survey fielded in October 2012 [6]

Conclusion

In this article we reviewed the key capabilities 
provides by online cloud storage providers – 
Store, Synchronize, and Share. We also studied 
the variation among the capabilities provided by 
the key players. Although online cloud storage 
enables compelling use cases for users, their 
adoption is not yet widespread. It is expected 
to increase manifold over the next year or two. 
Cloud storage vendors are busy integrating their 
cloud storage offering with web, desktop, and 
mobile apps so as to create a strong ecosystem 
around their cloud storage offering and thus lock the 
user in their service. In order to enable third party 
vendors and individual developers use cloud storage 
as a backend for mobile and web apps, Cloud storage 
vendors expose their key Cloud storage functionality 
via REST APIs. They also release SDKs for easy 
integration of REST APIs in mobile and web apps. 
Over the next year as the cloud storage story of many 
players matures, we may observe several changes 
in the cloud storage ecosystems of all vendors. 
Cloud storage pricing of various vendors is skewed 
with Google announcing massive reduction in 
Google Drive’s prices recently in April 2014. Over 
the next year as adoption increases we may 
witness normalization of cloud storage prices.
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Database Management Systems (DBMS)
Introduction

When it comes to data, nobody wants to take 
any chances. Data management has become a 
very important aspect in day to day life. At the 
organizational level, simplified and secure data 
management is indeed a key to make business 
successful. Thus, a robust and secure mechanism is 
required to manage the data effectively. This is where 
the importance of having a Database Management 
System comes into picture. Using the Database 
Management Systems, it is possible to retrieve the 
current as well as the historical data for analysis which 
in turn can also be used for predicting the growth of 
the organization in the future. It is also possible to 
edit and delete the data in an effective manner (with 
proper access control).

Database Management System (DBMS) consists 
of two major components i.e. in memory (primary 
memory) data/processes and the actual data which 
resides on the secondary storage (hard disk). In 
memory processes and data are together called 
as Instance. Whereas the actual data files which 
are stored on the hard disk are together called as 
Database. The in memory processes handle the 
user’s requests to access/modify/delete the data. 
The in memory data is basically a cached data due to 
which data access by user becomes faster. In short, 
the database and the instance are together known as 
a complete Database Management System (DBMS).     

Advantages of DBMS over Traditional 
Filesystem

The first question which comes into mind is if we can 
save the data in the form of documents (word, excel, 
notepad etc. in short the traditional file system), 
then why there is a need for a separate Database 
Management System altogether? There are very 
important points which need to be considered in this 
case and these points indeed explain the need of a 
separate DBMS. 

1) Data redundancy and inconsistency

There are multiple programmers involved in a 
particular IT project. It is indeed possible that 
they will create numerous files and applications 
over the period of time and that too in different 
file formats and using multiple programming 
languages. Thus, the information can be 
duplicated over multiple files. For example, the 
details about the particular bank customer may 
appear in a file which stores savings account 
details as well as in another file which stores 
current account details of the same customer. 
This is known as data redundancy. 

Moreover, if the details in savings account file get 
updated, it may be possible that the team which 
manages current accounts may not update the 
file related to current account as for them; no 
information about current account is changed. 
Actually, both files should be updated as the 
details belong to the same bank customer. This 
leads to data inconsistency.  

In the database, the data is stored in the form 
of tables. With effective use of normalization 
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techniques on these tables, it is very easy to 
minimize data redundancy and inconsistency 
problems.  

2) Data Isolation

Since the data is spread across multiple files, it 
becomes increasingly difficult to write application 
program to access the data. The program starts 
becoming more complex and difficult to code.

3) Data Integrity Problems

There are several data integrity constraints 
enforced on the data stored in the file system. This 
is done with the help of application programs. For 
example, the bank customer can not withdraw 
more than 20000 INR from savings accounts in one 
day. There are many more integrity constraints 
as such which are enforced through application 
programs. If there is a requirement to add a new 
constraint, it becomes very difficult to modify the 
application program written previously. 

Using database triggers, such constraints can 
be easily enforced on the data. Thus, integrity 
problems are intelligently handled by the 
database.

4) Difficulty in accessing the data   

If the data is spread across multiple files, it 
becomes increasingly difficult to retrieve a 
combined result. For example, if there is a 
requirement to find out the details about the 
bank customer who has both savings as well as 
current accounts and whose savings account 
balance is more than 10,000 INR. If such 
application program is not available, then the 
programmer has to write the program explicitly 
or other method is to manually combine the data 
from both the files. In both the cases, the task 
is time consuming and very tedious. Thus the 
drawback of traditional file systems here is the 
lack of efficient methods to access the data.

The DBMS provides SQL (Structured Query 
Language). In simple words, it is a query language 
using which the user questions databases and 
database returns answers in the form of required 

data.

5) Concurrent Access Management

Concurrent Access Management is considered 
the most important in case of parallel transactions 
processing. For example, consider a joint bank 
account with a balance of 20000 INR. Customer 
A wants to withdraw 2000 INR whereas customer 
B at some other location wants to withdraw 
3000 INR from the same account. Since both 
are concurrent transactions (none of them are 
complete yet), the application program may 
read 20000 INR as balance in both the cases and 
update file with the balance as either 18000 INR 
or 17000 INR whichever completes last. Actually 
it should be 15000 INR once both transactions 
finish. This means the files contain wrong data.

DBMS effectively manages concurrent 
management using locking mechanism. The 
access to the data gets locked till the time 
one update finishes. Once done, the lock gets 
released and then next update locks the data 
and completes its work. This happens so fast (in 
microseconds) that the user feels as if the data is 
processed in parallel. In this way, the concurrent 
access is easily managed.

6) Atomicity

It is very much possible that a particular 
transaction may fail during processing. Suppose 
a customer transfers 1000 INR from account A 
to account B and while the transaction is getting 
processed, a problem occurred and transaction 
got aborted. In this case, it should not happen 
that the 1000 INR was withdrawn from account A 
but did not reach account B. The transfer should 
happen completely or it should not happen at 
all. Means the transaction should be atomic. In 
case of failed transaction, the withdrawn amount 
should be again credited back to the account A. 
It is difficult to achieve such kind of atomicity in 
case of traditional file systems.  

 7)  Security

It is very important to maintain security across 
the data stored. The access to the sensitive data 
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should be restricted to a set of users preferably 
the administrators. Access to such data should 
not be given to a naive user of the system. Since 
application programs can get added and modified 
in ad-hoc manner, it is very difficult to maintain 
such level of security in case of traditional file 
systems.

DBMS has a very nice facility to create data access 
rights to the user. Every user has its own space 
and no user can interfere in the private space of 
other user. It is also possible to assign particular 
roles to the users where the roles contain the 
access restrictions.

Database Architecture

Having understood the importance of database in day 
to day life, it’s also indeed necessary to understand 
how database works, what the components of a 
database are and how they interact with each other. 
Database mainly consists of two parts,

a) In memory components i.e. components residing in 
primary memory. This is called as database instance. 

b) Components which reside on secondary storage 
i.e. hard disk. These are the data related files.

c) Components (a) and (b) collectively complete a 
database system.

Below mentioned components reside on secondary 
storage i.e. hard disk.

1) Control Files

These files are the most critical files for the database. 
All the necessary information about the database is 
stored in these files. In short, the metadata of the 
database is stored in these files. Without access to 
these files, it’s not possible to start the database and 
make it fully operational. Since control files are so 
much important, it’s always advisable to multiplex 
the control files across multiple storage devices.

2) Data Files

These files contain actual data present in the database. 
There can be multiple data files across which the 

data can be spread. For logically grouping the data 
present in database, there are logical structures 
created. The topmost logical structure is called as 
Tablespace. There can be multiple tablespaces and 
each tablespace can have multiple data files attached 
to it.

Tablespace is further divided into Table Segments, 
Extents and Blocks. Table Segments are made up 
of collection of extents. Extents are made up of 
collection of blocks. Blocks are made up of collection 
of Operating System blocks. 8K is the default database 
block size selected at the time of database creation.  

3) Redo Log Files

Changes made by on-going transactions on the 
database are recorded in Redo Log Files. Redo Log 
files are important from the database recovery 
perspective in case of database crash. If the database 
crashes but there is no loss of data files, then its 
possible to recover the database back to consistent 
state using Redo Log files.

It’s advisable to multiplex redo log files across 
multiple storage devices which introduces to the 
concept of redo log groups. Each group can have one 
or more redo log files. Typically one redo log file and 
its multiplexed copies.

4) Archive Log Files

Redo Log files have size limit. They get overwritten 
with the new redo log records. In this case, Archive 
Log Files come into picture. Archiver process writes 
redo log records from redo log files to archive log 
files which are stored on hard disk. 

Archive Log files are of great help in case of 
recovering from database crash. To give an example, 
if a database backup is taken at 10 AM in the morning 
and database crashed at 6 PM in the evening; its 
very much possible to restore the database back to 
consistent state by using the backup at 10 AM and 
then applying the Archive Log files for 8 hours i.e. till 
6 PM on the database.

5) Password File

Allows users to remotely connect to the database.
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6) Parameter File

Parameter File consists of all the database initialization parameters. Database uses this file during its startup. 
Some of the initialization parameters are,

a) Database name

b) Database domain name

c) Memory size (SGA size)

d) Number of processes to run in memory

e) Database block size

f) Location of control files

In Memory Structures

In memory structures are nothing but the database instance. In memory structures consists of memory areas 
and background processes.

System Global Area (SGA) is shared by all the background processes.

Program Global Area (PGA) is personal to each server process. In short, there is one PGA for each server 
process. Server process is used to handle user’s request.

System Global Area comprises of following memory components,
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Shared Pool mainly consists of Library Cache and Data Dictionary Cache. Library Cache stores recently 
executed sql, pl/sql statements and execution plans for executing sql statements. In 

case there is a requirement for executing the same code again, the code will be found in library cache and can 
be reused. Data Dictionary Cache contains information such as  

Referential integrity constraints, table definitions, indexing information etc.

Streams Pool is used by Oracle Streams.

Large Pool is actually an optional area which can be used to handle large I/O requests.

Java Pool is used to execute java code specific to the on-going session within Java Virtual Machine.

Database Buffer Cache consists of recently accessed data from data files. In case, the same data set is 
requested again, it can be directly provided from database buffer cache.

Redo Log Buffers contains redo log records. These redo log records are then propagated to redo log files.

There are other very important background processes which handle the data flow between these memory 
structures.

System Monitor (SMON) is used to handle crash recovery during the database startup.

Process Monitor (PMON) is used to clear down processes which handle user requests. E.g. if a user process 
fails, the cleanup operation for the same will be done by PMON.

Database Writer (DBWR) is used to write data from database buffer cache to data files. There can be multiple 
DBWR processes.

Checkpoint (CKPT) process updates the headers of all data files and control files with the recently completed 
checkpoint information. 

Log Writer (LGWR) is used to write redo log records from redo log buffers to redo log files.

Archiver Processes (ARCn) one or more archiver processes can be used to write redo log records from redo 
log files to archive log files on a periodic basis.

All the above structures work in collaboration with each other to make database fully operational and handle 
multiple user requests.

Database Query Language

Requirement for High Availability

Continuous and uninterrupted access to data is considered as key aspect in the industry today. In order to 
keep the business going with full pace and for growth, access to data on timely manner is important. This has 
given rise to the concept of High Availability. High Availability solutions for Databases ensures that downtime 
for the database should be as minimal as possible, almost close to zero is what needs to be achieved. Thus, 
vendors of the Database Management System have started providing various solutions in order to achieve 
High Availability. Below are few of the solutions from Oracle explained in brief which are currently used 
worldwide,
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1) Standby Databases

Standby database is a database which is always in sync with the primary database. However, the standby 
database is not open for access. It’s kept in mount state. Mount state is a state just before opening the 
database for full use. Archives Log files (which are explained in database architecture section) come to help 
here. The archive log files from primary database are transferred to the server where standby database is 
installed. These archive log files will be applied one by one to the standby database. This process is continuous.

In case of disaster wherein primary database fails, database administrator can manually switch over to 
standby database by making standby database as a primary database. Users can now access the data from 
this newly appointed primary database. 

Once the disaster situation has been overcome, the primary database can be recovered to the consistent 
state using the latest backup of the new primary database (which is actually a standby database). After 
recovery, there will be a switch over back to old primary database which will resume normal functioning of 
the system as it was before the recovery.  

 2) Dataguard

Dataguard is one step above standby database. Dataguard automatically takes care of switching to standby 
database as new primary database. Thus, manual intervention is not required.
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3) Failsafe

In this scenario, 

a) Database related files will be stored on one server

b) Failsafe tool will be installed on one server

c) There will be two or more servers allocated for running database instance. However, the instance will run 
on only one server at a time.

Assume that the database instance is currently running on server A and there is some issue with the server. 
The server suddenly stopped. In such situation, Failsafe tool immediately detects the disaster situation and it 
automatically performs the failover of a database instance from server A to server B without database getting 
stopped. This is something like database instance jumping from one server to the other in order to achieve 
high availability.
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4) Real Application Clusters

In this scenario,

a) Database related files will be stored on one server

b) There will be multiple database instances each running on one server

c) Instances will be in communication with each other using a concept called cache fusion

d) Load balancing mechanism will be in place. A new user request will be sent to a least loaded instance by 
the load balancer.

In case one node fails, there will be automatic 

failover of the users from the node with problem to the working node. This is taken care of by cluster ready 
services. This means the set of users who have fired queries to access the data will be automatically shifted to 
other node which is in proper working state from the node with issues. This is the beauty of Real Application 
Clusters.

Comparison of Relational DBMS

Oracle is one of the leading vendors for database management systems. Very large scale applications can be 
run using Oracle databases. Oracle can support tera bytes of data and is a very reliable, scalable and efficient 
database management system. It supports multiple platforms such as Windows, Linux, UNIX, and Solaris. 
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Oracle also provides standby databases, dataguard, 
failsafe and RAC related database services for high 
availability. Whenever there is a necessity to handle 
huge amount of data with optimal performance and 
security, Oracle is the preferred choice.

MySQL is very popular and open source database 
management system specially for running web 
applications. These web applications use MySQL as 
backend for fetching the data. MySQL is very popular 
amongst the organizations running small scale to 
medium scale business as it is easy to use at low cost. 
It supports wide range of platforms such as Windows, 
Linux, Mac, Solaris, and BSD.

PostgreSQL too is a popular and open source database 
management system for running web applications. 
PostgreSQL is mainly used by organizations for 
running mission critical web applications. Open 
source community support, low deployment cost 
and ease of administration are the key features of 
this database management system. It supports a 
wide range of platforms such as Windows, Linux, 
Mac, Solaris and BSD.

Microsoft SQL Server is a database management 
system developed by Microsoft Corporation. 
Medium to large scale organizations use Microsoft 
SQL Server for running different applications. It is 
possible to store large amount of data which handles 
components like videos, photographs, numbers, text 
and many more. Tera bytes of data can be managed 
by Microsoft SQL Server. But, this system runs only 
on Microsoft Windows operating system. Many .NET 
Framework based web applications and desktop 
applications use Microsoft SQL Server.

Microsoft Access is one another database 
management system developed by Microsoft 
Corporation which runs only on Windows operating 
system. It is mainly used to run small scale 
applications. Maximum database size of Microsoft 
Access is 2 GB total for all objects in the database 
(data, forms, reports, indices, macros, modules, etc.). 
Microsoft Access can be used with Microsoft SQL 
Server. Since the database can be linked to tables in 
other Microsoft Access database or to Microsoft SQL 
Server, application data storage can be considerably 

larger.

Other DBMS architectures gaining 
popularity

There are few other types of database management 
systems which are gaining popularity quite rapidly. 

A. SQLite

SQLite is a small C library which performs a task of 
running database engine. However SQLite does not 
run as a standalone database engine to which the 
application connects. It runs as integral part of the 
application. 

SQLite is used for small to mid-sized web applications. 
It’s mainly used in mobile phones, PDAs, MP3 players 
and few other electronic gadgets. The famous 
Android operating system provides multiple ways to 
handle application data and one of the ways is SQLite 
database engine. 

B. NoSQL

Another type of database management system 
which is gaining popularity is NoSQL. NoSQL is having 
a different architecture than Relational DBMS. 
Relational databases require having the structure of 
the tables be ready well in advance before inserting 
the data into these tables. But what about the 
unstructured data like emails or PDF files? 

It is very much possible that during the software 
development cycle, database design may get changed. 
This involves addition of new columns, removing some 
existing columns, changing the data types of required 
columns etc. If the database is having a significantly 
large size, then this will really be a tedious and time 
consuming task. This will also involve dependency on 
database administrators to complete such tedious 
task. If there are going to be frequent design changes 
then this will involve significant downtime. In short, 
there is a need of smarter way of handling the data 
which is unstructured and not known in advance. 

NoSQL databases come to help in this case. NoSQL 
allows adding data to database without predefined 
table structure. This reduces considerable amount 
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of downtime. Even the dependency on database 
administrators gets reduced quite a lot and software 
development can progress a lot faster.
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Article Overview
Article covers concept of database and introduction 
to DBA (Database Administrator) role. We will 
discuss the need of a DBA for the database. Overview 
of OLTP (Online transaction processing) and OLAP 
(Online analytical processing) will give clear idea 
about the concepts. We will discuss differences 
between the two technologies. We also get into the 
detailed activities and tasks performed by a DBA.  We 
will see what happens when databases fail. We will 
also discuss little on licensing. The concluding section 
talks about the future of a DBA role. 

Everyone who has basic idea about database knows 
that DBA is probably the most important person 
associated with a database. In more accurate 
terms of industry, we say DBA’s is a gatekeeper of 
any database. This means that any data structure/
objects, rules and data are passed thru the DBA’s for 
all the databases used in any industry.  Now let’s go 
back few decades back around 1960 we invented 
term Database management, before that we used 
to put data in any information in 2 dimensional 
spreadsheet. We know it as table with rows and 
columns.

Concept of Database

A database is collection of data organized in 
model relevant to reality of information. As the 
world was evolving there was an increasing need 
of the information management. This need was 
transformed into a new concept called Relational 
database management system. Edgar Codd in 1970 
gave birth to RDBMS concept. He introduced rules 
for the databases known as Codd’s rules.

The interactions catered for by most existing DBMSs 
fall into four main groups:

•	 Data definition – Defining new data structures 
for a database, removing data structures from 
the database, modifying the structure of existing 
data.

•	 Update – Inserting, modifying, and deleting data.

•	 Retrieval – Obtaining information either for end-
user queries and reports or for processing by 
applications.

•	 Administration – Registering and monitoring 
users, enforcing data security, monitoring 
performance, maintaining data integrity, dealing 
with concurrency control, and recovering 
information if the system fails.

The need of a database administrator was mounting 
as technology was growing. The most important tasks 
which require DBA’s interventions are performance 
tuning, monitoring system, security of data and 
maintain quality of data in database.

Overview of DBA’s tasks

Major tasks of DBA involve performance tuning 
which is discussed in details as below. 

Performance Diagnostics and Tuning:  As a DBA, 
you are responsible for the performance of your 
database. Typically, performance problems result 
from unacceptable response time, which is the time 
to complete a specified workload, or throughput, 
which is the amount of work that can be completed 
in a specified time. Common problems include:
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•		CPU bottlenecks

•		Undersized memory structures

•		I/O capacity issues

•		Inefficient or high-load SQL statements

•		Unexpected performance regression after 
tuning SQL statements

•		Concurrency and contention issues

•		Database configuration issues

The general goal of tuning is usually to improve 
response time, increase throughput, or both. A 
specific and measurable goal might be “Reduce the 
response time of the specified SELECT statement to 
under 5 seconds.” Whether this goal is achievable 
depends on factors that may or may not be under 
the control of the DBA. In general, tuning is the effort 
to achieve specific, measurable, and achievable 
tuning goals by using database resources in the most 
efficient way possible. We will not be successful in 
tuning the best solution but we can definitely force 
optimum solutions. Additional bottleneck here is 
business requirements, time and budget limitations 
in addition to the common problems listed above. 

There are various roles can be called as DBA, but 
there is slight difference in responsibilities of these 
roles, hence these DBA can be categorized as below.

Types of DBA

1. Administrative DBA – Work on maintaining the 
server and keeping it running. Concerned with 
backups, security, patches, replication, etc. Things 
that concern the actual server software. 

2. Development DBA - Works on building queries, 
stored proceduresetc. that meet the business needs. 
This is the equivalent of the programmer. You 
primarily write SQL queries.. 

3. Architect – Design schemas. Build tables, FKs, 
PKs, etc. Work to build a structure that meets the 
business needs in general. The design is then used 
by developers and development DBAs to implement 
the actual application. 

4. Data Warehouse DBA - Newer role, but responsible 
for merging data from multiple sources into a data 
warehouse. May have to design warehouse, but 
cleans, standardizes, and scrubs data before loading. 
In SQL Server, this DBA would use DTS heavily. 

5. OLAP DBA – Builds multi-dimensional cubes for 
decision support or OLAP systems. The primary 
language in SQL Server is MDX, not SQL here

Entry-level database administrator positions 
complete routine maintenance tasks, where advanced 
positions often involve design. Advancement to 
supervisory or managerial positions is based on skill 
level and years of experience.

Overview of OLAP and OLTP Concept

There are 2 major concepts of databases technology 
evolved called OLTP and OLAP. 

•	OLTP : Online Transaction Processing 

•	ONAP: Online Analytical  Processing

OLTP system is useful for 1 unit of activity known 
as transaction. The transaction is small unit of data 
e.g. railway reservation system, bank debit or credit 
swipe, purchase at POS (point of sale). The OLTP 
systems thus have no has of analysis. It’s just single 
action on data. 

OLAP on the other hand has millions and billions 
of rows taken into consideration for decision 
making or decision support. Now that we have brief 
introduction to database and concepts lets get into 
the topic which we need to see : role of DBA in OLAP 
and OLTP systems.  
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following table summarizes the major differences between OLTP and OLAP system design.

OLTP System  
Online Transaction Processing  

(Operational System)

OLAP System  
Online Analytical Processing  

(Data Warehouse)

Source of data
Operational data; OLTPs are the 

original source of the data.
Consolidation data; OLAP data comes from the 

various OLTP Databases
Purpose of 

data
To control and run fundamental 

business tasks
To help with planning, problem solving, and 

decision support

What the data
Reveals a snapshot of ongoing business 

processes
Multi-dimensional views of various kinds of 

business activities
Inserts and 

Updates
Short and fast inserts and updates 

initiated by end users
Periodic long-running batch jobs refresh the 

data

Queries
Relatively standardized and simple 

queries Returning relatively few 
records

Often complex queries involving aggregations

Processing 
Speed

Typically very fast

Depends on the amount of data involved; 
batch data refreshes and complex queries may 
take many hours; query speed can be improved 

by creating indexes

Space 
Requirements

Can be relatively small if historical data 
is archived

Larger due to the existence of aggregation 
structures and history data; requires more 

indexes than OLTP
Database 

Design
Highly normalized with many tables Typically de-normalized with fewer tables; use 

of star and/or snowflake schemas

Backup and 
Recovery

Backup religiously; operational data is 
critical to run the business, data loss is 
likely to entail significant monetary loss 

and legal liability

Instead of regular backups, some environments 
may consider simply reloading the OLTP data 

as a recovery method

The DBA of an OLTP system has higher responsibility than DBA of an OLAP system. As OLTP system is an 
“always running” system which cannot suffer even a minute of down time. The backup and failure mechanism 
must be faster in an OLTP system.  The DBA must have a constant watch on the statistics and performance 
of OLTP system.  OLTP systems are mission critical. 

The risk of down time for any OLAP system is much less than an OLTP system. The OLAP system always 
takes data from OLTP system and performs data analysis on it. Although failure of OLAP system can cause 
problems for decision making, but it will not cause any impact on any of the customers immediately. OLAP 
systems are business essential but not critical.

List of Responsibilities of OLTP DBA

OLTP DBAs usually have to supportand monitorthe databases 24/7, as compared to an OLAP system DBA. 
OLTP has a high risk of failure and as discussed before it has very less recovery window available.  The 
operational DBA rolls out the physical structures, does routine maintenance and supports the objects 
thereafter. He/she also analyzes the space usage and ensures that performance criteria and SLAs are met 
in an agreeable manner. Often times, the requirements and data volumes change over a period of time 
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and existing indexes might need to be revisited. An 
index that was good when the project was rolled-
out initially may not be the best index after a few 
years, or may not be used anymore. A production 
DBA analyzes worst performing queries (say, worst 
10 queries by CPU usage or execution) and looks 
at various ways to make them more efficient and 
ensures that good backups are in place. To this end, 
a production DBA should often talk to the application 
DBAs to decide the best way of providing efficient 
support

The DBA tasks listed below are major responsibilities 
of an OLTP DBA. 

1. Design the database objects for best performance

2. Perform Capacity planning to maintain database

3. Database design should be such a way that all 
the DML queries have high performance and high 
priority. 

4. Archive historical information on periodical 
basis. 

5. Make sure data normalization is established. 
(most systems are in 3rd NF)

6. Maintain the accuracy of data. (OLTP data is 
source for any future decisions.)

7. Backup of system more consistently because of 
business criticalness of data.

8. Maintain data security and user management. 

9. Evaluates releases

10. Provide technical support

List of Responsibilities of OLAP DBA

User maintenance and performance tuning are the 
most important tasks for DBA in OLAP environment. 
This is because OLAP database has huge historical 
data present in RDBMS, on which there are multiple 
algorithms, business cases, decision scenarios 
executed in query format to take analytical decisions 
based on current trend of customer/consumer. 

The performance tuning tasks involves 

1. Creating good table structure, creating proper 
indexes. 

2. Refresh Statistics (Teradata database has 
Statistics which needs to be refreshed)

3. Create Roles and rights for user access, make 
sure users have proper rules & rights. 

4. Make sure historical data is archived and 
removed from Live database. 

5. Tune queries used for reporting, 

6. Daily, weekly and monthly load analysis. 

7. Translate the logical database design into a 
physically implementable design. 

8. Denormalizing the models based on potential 
queries

9. The use of standard abbreviations in the table 
and column names

10. Assignment of data types, nullability, and 
defaults for each column

11. Creating the databases and database objects 
such as the tables

12. Periodic table reorganization

13. Metadata management

Other than performance tunning DBA also involved 
in 

1. Project development meetings 

2. Project planning 

3. Support tasks 

4. Hardware movement impact analysis.

5. Database upgrade

Challenges in OLTP database Failure

The DBA in OLTP system is more concerned about day 
to day transactional work. Let’s consider an example 
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here. The OLTP system is more like an airline ticket 
system or website. If any database of airline has any 
issues or delays the impact will be tremendous. There 
will be no tickets that can be purchased, cancelled or 
modified, flights will not get there updated passenger 
list. All flights will be delayed and there will be total 
chaos and loss of millions of rupees/dollars. The DBA 
here has responsibility to design the system in such a 
manner where there is a standby database ready. The 
OLTP systems thus have various characteristics such 
as HOT backup, standby node/disk. These types of 
systems are also needed to be ready for any natural 
or manmade disaster. There are various databases in 
industry for OLTP related characteristics like ORACLE, 
SQL SERVER, DB2, SYBASEand TERADATA.

Example of Failure case

Let’s consider one example of OLTP system failure. 
All of us have faced and experienced these issues. 
If you go to railway station express ticket booking, 
you reach to ticket vendor after standing in waiting 
queue for 30-40 minutes. The ticket booking clerk 
tries to hit the destination value but never gets 
the screen for entering the value and connection is 
lost with the database due to database failure. The 
movement this error pop’s-up, all the booking clerks 
trying to access the system cannot work. All the 
people standing in the queue have to wait till system 
comes in running state again. Imagine this system 
fails for a longer time. There will be total chaos and 
all the passengers will be halted on station for long 
time. Till the database comes online everybody will 
be strangled in railway station. 

This way the failure of OLTP system has direct effect 
on the customer, same way if banking database goes 
down imagine there will be no transaction through 
ATM machine and any POS(point of sale).

Challenges in OLAP database Failure

The OLAP database is not connected to the customer/
consumer as compare to OLTP database. Most 
people think that failure of OLAP database does not 
impact on revenue for the company. The failure of 
OLAP database will not cause any harm to most the 

actual user of product based company i.e. customer, 
but it will have huge and adverse impact on revenue 
of that organization. The OLAP system always uses 
data source form OLTP system and executes decision 
algorithms or pattern finding algorithms on data. 
Which intern means although there was any failure 
on OLAP system does impact on any business or 
customer facing live system. 

That’s correct, although failure of OLAP system 
can cause problems for decision making but it 
will not cause any impact on any of the customer 
immediately. But that does not mean that it will 
not impact revenue of organization. Let’s take an 
example to understand the impact of failure.

Example of Failure case

We have OLAP database of a Retail organization and 
there is a database failure for 1 day. Now on same 
day there wasstart of summer vacation season in 
country. Let’s say company “X”. Assume there were 
100 loyal and valued customers of company “X” from 
last 2 years, they will always purchase goods, food 
items in summer holidays from company “X”. On the 
day on which there was a failure, company “X” wants 
to generate new offer for these valued customers to 
provoke them for shopping but, due to the failure 
offer did not generated and those offers are not sent 
to the customers.  Now let’s say out of those 100 
customers 40 customers are loyal to company “X” 
they are happy with service and quality of goods, 30 
customers are dicey, they like 2-3 companies goods 
but just because these shops are closer and they 
get good offers those customer are purchasing from 
company “X”, remaining 30 customers are already 
have some complaints about company “X” services 
and quality. 

On same day other organization “Z” generated 
good offers on all of their products.The last 30 
customers, who already have some complaints, 
will go to company “Z” immediately. If the 2nd 30 
customers get good offer they will compare offers 
from both companies and choose better, so there is 
high probability that these 30 customers will go for 
company “Z” for shopping. The loyal 40 customers, 
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although these customers like company “X”, if they 
get some exiting offers few of them will go for 
company “Z”.

There is very high probability that these 60 to 80 
customers out of hundred will go to company “Z”, 
hence there is huge loss for company “X” due to 
database failure for 1 day. The revenue will decrease 
tremendously for that one day just because there 
were no offers and if these customers like new 
services provided form new company they can 
choose to purchase from company “Z” every year. 
This will be permanent loss for the company “X”.

Licensing

The licensing condition differs based on software 
chosen by the organization. OLTP databases can 
choose Sybase, Oracle, SQL Server, Netezza etc. There 
are various databases that supportOLTP concept. 
The licensing for them is usually per installation. 
Some companies also give the generalized license in 
bulk i.e. for one license the organization can install as 
many clients as they want but server will be charged. 

OLAP database can also use the same database as 
OLTP but the architecture is different. Currently in 
market the best available database are TERADATA 
and ORACLE. Teradata organization bundles the 
hardware and software as an “appliance” offering.  
Oracle again has software client available free but 
for Server software you have to purchase a license.

Future of DBA role

There are a lot of happenings in OLTP and OLAP 
world in the recent past. Advanced technologies 
like Teradata, Big data, HANA are reducing the 
responsibilities of a DBA. OLTP DBA tasks are more 
rigid than OLAP DBA hence it’s difficult to automate 
OLTP DBA’s tasks. Although the technology is 
getting advanced still performance factor, database 
modeling and database architecture still needs DBA 
for corrective and precautionary actions. 

The future OLTP DBA will be more relaxed as the 
database performance is increasing day-by-day and 
to that effect DBA tasks are becoming simper. The 

reducing costs and size of storage space are also 
helping to reduce the pain of limiting the growing 
data size for all the businesses. 

For OLAP DBA, the complexity and size of the data will 
be adding the performance tuning responsibilities 
for DBA’s role. High data usage is causing more data 
scenarios as compared to the current data. Complex 
offers and user problems are causing complex data 
relationships which are resulting in less normalized 
model for databases. The data inconsistency and 
process requirements are always root cause of future 
data issues which can hamper DSS(Decision support 
systems). 

OLAP DBA’s responsibilities are also easier these 
days. Databases like Teradata are making the 
OLAP DBA’s life simpler by automating a lot of DBA 
tasks. Although DBMS vendors automatemany DBA 
functions, it still adds huge responsibility for DBAs to 
make sure the Database modeling is perfect. 

Today’s Business Computing world stands to gain a 
lot from the Cloud – a new age digital networking 
phenomenon that is behind the notion of the 
Global enterprise – aptly integrating to the existing 
networking infrastructure after an optimal evaluation 
of the costs to arrive at effective business solutions. 
The Cloud typically represents an unknown network 
– like the Internet and can be someone else’s 
network, far away from our known. Typically it’s not 
a defined or controlled network and doesn’t provide 
clarity and or tight control (often without any details 
on how it is set up or works).

Thus today’s DBAs are compelled to rise above 
their role that was quantitative in nature to a more 
qualitative outlook – graduating to the status of 
Data Professionals that protect the purview of the 
company’s most valuable asset – its data – finding 
themselves more as a business data champion than 
being confined to a technical position.

However, DBAs still work with the software and 
hardware developed and/or purchased by the 
organization i.e.besides supporting developers, 
they provide advice to the management on what 
Hardware configuration, would ideally work with a 
purchased software and/or what is the best Network 
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security software, that is needed to safely administer 
the network.

Therefore, with these variables, a DBA stands 
qualified to perform a dedicated job, even in the 
Cloud environment – with some modifications to his/
her usual job.
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Over last 40 years we have seen that Relational da-
tabases dominated the market. Businesses have in-
vested heavily in applications which are based on 
relational data models. Today with exponential rise 
in data, dynamic business models, keeping the same 
performance pace is difficult with old relational data 
model based applications. Social networks have 
changed the way data has been saved and viewed. 
Today applications have users in millions and not in 
hundreds like old days. So one has to ensure “perfor-
mance up time” of application. BigData, cloud com-
puting are fast growing trends and getting adopted 
by industry where relational databases are having 
limitations. NOSQL is clearly coming out as a viable 
alternative solution for relational databases.  High 
availability, horizontal scaling, replication, schema 
less design are the areas where NOSQL has edge over 
traditional databases. NOSQL does not have tables, 
materialized views nor does it use traditional SQL to 
manipulate data rather NOSQL encompasses a wide 
variety of different database technologies. It sup-
ports key-value stores, document store, BigTableand 
graph databases. Example of NOSQL databases are, 

• Key Value 

o Riak

o Redis

o DynamoDB

o Oracle NOSQL DB

o Voldemort

• Document store 

o Mongo DB

o CouchDB

• Big Tables

o Cassandra

o HBase

• Graph 

o Neo4j

o InfoGrid

o HyperGraphDB

o GraphBase

Apart from above there are many other NOSQL DBs 
available in different categories like Multivalued 
Databases,Event Sourcing,XML Databases and Ob-
ject Databases etc.

Google using BigTable, Amazon using DynamoDB are 
early adopters of NOSQL. Apart from them LinkedIn 
uses Voldemort, Twitter uses FlockDB and Facebook 
uses Cassandra which are examples of leading usage 
of NOSQLDB. Popularclassified advertisement site 
like Craiglist has migrated from MySQL to MongoDB 
for their archived postings.
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Advantages of NOSQL

NOSQL databases are different, in functionality they 
offer, than traditional SQL based RDBMS. SQL has 
limitations to cater to growing data storage demand 
where NOSQL offers superior performance in terms 
of scalability, flexibility, fault tolerance and data 
storage.

•	Dynamic schema

Traditional RDBMS stores data in structured tables 
with all data types predefined. This simply means 
that data is expected to be in certain format and 
accordingly schema is defined to store that data. So 
whenever there is a change in incoming data, schema 
has to be changed to accommodate changes, which 
is complex, disruptive and time consuming. This is 
not an easy task in agile development. 

Apart from internal data businesses heavily consume 
external data for analytics purposes and this external 
data is in various forms like social comments, videos, 
sensor data, personal user information etc. Also 
speed with which this data is being generated and 
consumed is tremendous. Traditional DBMS cannot 
handle dynamic data structure changes due to rigid 
schema based RDBMS approach. Even a minor 
change may require entire application down time or 
at least reduced service levels.

NOSQL is exactly opposite to RDBMS, that it is 
flexible and schema less. Developer need not know 
incoming data type nor has he to define structure 
prior to save data. Data can be inserted without a 
predefined schema. This flexibility aids developer 
to incorporate new features to enrich application 
without compromising service to end users. In turn 
it means faster development and less database 
administration time. 

•	Scaling

In three tier architecture most of the time the 
application tier is distributed across multiple servers 
to balance the load.  But at the same time database 
uses the centralized approach where all data resides 
on single server. DBA relies on scale up approach to 
handle increasing database load. Investment needs 

to be done to procure bigger and better capacity 
server to handle the data load, support increased 
concurrent users, store more data etc. These big 
machines are proprietary and hence quite expensive. 
This makes RDBMS a poor fit for dynamic scalability.

NOSQL databases are designed to run on commodity 
hardware and expand transparently to take 
advantage of newly added node. So it uses scale out 
approach to handle increasing load. It auto distributes 
database across multiple nodes and balances data 
and query load. When node goes down it is quickly 
and transparently replaces it with no application or 
service disruption. This auto sharing makes NOSQL 
fault tolerant and cloud adaptable easily.

•	Caching

In three tier architecture, throughput is affected 
by network speed as applications and database are 
hosted on different machines.  Moving database at 
application tier can greatly reduce the overhead but 
it’s practically not possible to move heavy weight SQL 
databases to application tier. In turn it is compensated 
by lightweight databases, like TimesTen, CSQL 
Cache, memcached etc., by using as cache. But again 
it increases the cost and maintenance in budget 
constraint context.

A NOSQL database comes with built in integrated 
cache which is transparent to developer and 
application and keeps frequently used data in system 
memory. In turn it reduces overhead of having 
separate cache tier and maintenance efforts. 

•	Disaster recovery

Most of the NOSQL databases support automatic 
replication, storing multiple copies of data across 
cluster, which means no need of additional tool to 
ensure disaster recovery and high availability.

Challenges in implementing NOSQL

Being open source, most of theNOSQL databases 
can be downloaded and implemented quickly and 
at low cost. With reduced development cycle, 
Organizations are more innovative to deliver better 
solution. But still there are some typical challenges 
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faced by organizations.

•	Maturity

RDBMS systems have been around for a quite 
long time and matured over time whereas NOSQL 
technology is still in nascent stage. NOSQL has 
emerged largely to cater growing demand of Web 2.0 
applications; hence most of the functions or features 
are inclined to these applications. On the other 
hand over the years RDBMS has become enriched in 
functions to support most of the business needs.

•	Support

Being around for years RDBMS has more robust and 
competent vendor support on the other hand most 
of the NOSQL are open source DBMS so support is 
not as reliable as that of RDBMS.

•	Expertise

There are many skilled developers and DBAs 
available in the market for RDBMS but for NOSQL 
programmersand/or developers are in learning 
phase. Over time they would get matured and expert.  

Polyglot Persistence

SQL vs NOSQL debate will be on as common stream 
thinks that NOSQL is going to replace SQL and hence it 
is coined as NOSQL. But in reality NOSQL means “Not 
Only SQL”.It’s not replacement but complementary 
to SQL-RDBMS. 

Each DBMS type has its unique strengths and 
weaknesses. Today enterprises already have RDBMS 
based applications like ERP and explosion of Big Data 
is forcing them to consider a variety of data generated 
each day. Enterprises are finding it difficult to source 
and store this non-relational data in RDBMS and here 
NOSQL has advantages over RDBMS. Each NOSQL 
is just one set specialized data storage model like 
graph, documentor column-family. So enterprises 
need to have multiple data storage technologies to 
reap benefits of a variety of data which is termed as 
Polyglot Persistence. 

Amadeus is one of the largest global travel distribution 
systems which caters to customers by accessing 

airline data from 700 airliners, hotels, parking spaces. 
They use Oracle for their OLTP purpose. With online 
and mobile travel search and booking the database 
is expected to get 20 -30 million hits per second. To 
cope up with the growing data access demands they 
have duplicated the Oracle data for read purpose and 
moved that to key-value based NOSQL DB, Cassandra. 
In parallel they are experimenting document based 
NOSQLMongoDBfor their e-ticketing database.  

Polyglot persistence can also happen within a single 
application. It’s not possible to cater all data storage 
requirements or problems by a single database as 
different databases are built for different purposes. 
Multiple databases are used to solve complex data 
storage requirements. Going one step ahead, think 
of a database serving data to different applications. 
Rather than application independently talking 
to database, each database can be wrapped as a 
service. So application would be talking to a bunch 
of database services. This makes databases evolve 
independent of applications.

Enterprise concerns

While adopting the NOSQL and polyglot persistence 
enterprise may face challenges as applications 
builttill now have been around the RDBMS systems. 
Typical issues enterprisesmay face are licensing, 
support, monitoring tools, drivers, security etc. since 
NOSQL is an evolving technology.DBAs need to be 
multi skilled to support and handle NOSQL along 
with conventional RDBMS. Security is another critical 
area which is a concern for the enterprises. Most of 
the NOSQL databases do not have RDBMS like robust 
security features hence sometimes it is a concern for 
enterprises, assigning privileges to users. 

Enterprises have data warehouse, BI systems which 
pull data from multiple data sources. With NOSQL 
enterprises need to ensure that the existing ETL tools 
are capable enough to talk and get data from these 
new data stores as well.
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Data Mining - Overview

Data mining is getting popular and widespread. 
Data Mining techniques can significantly improve 
an organization’s ability to reach its goals. Rising 
Popularity is also because the tools are better, broadly 
available, cheaper and easier to use. In this article 
you will get an overview of what is data mining; how 
it helps business growth and high level process of 
implementing Data Mining.

What is Data Mining?

Term data mining itself suggests -Process or 
methodology of digging (mining) for useful 
information from huge data stores. Data mining 
derives its name from the similarities between 
searching for valuable information in a large database 
and mining a mountain for valuable ore. Both 
processes require either sifting through an immense 
amount of material, or intelligently probing it to find 
where the value resides. It allows users to analyze data 
from many different dimensions or angles, categorize 
it, and summarize the relationships identified. 

Technically, data mining is the process of finding 
correlations or patterns among dozens of fields in 
large relational databases.

What is the need for Data Mining?

Too Much Data-

Since ancient times; Businesses have adopted various 
methods to capture; store and analyse information 
to achieve business growth.

With growing business; Data has grown beyond our 
imagination.

Today we live in the DATA AGE. The amount of 
raw data from worldwide businesses including 
sales transactions, stock trading records, product 
descriptions, sales promotions, company profiles 
and performance, customer feedback, stored in 
databases is gigantic. These days’ with the fast 
development of powerful data collection and storage 
tools; databases are measured in-

-Terabytes = 10^12 bytes

-Petabytes = 10^15 bytes

- Exabytes = 10^18 bytes

- Zettabytes = 10^21 bytes

- Zottabytes = 10^24 bytes

In spite so much available data Business users face 
issues –

-Users can’t find the data needed

 -Data is scattered over the network 

 -Many versions of Data

-Users can’t understand the data found

- available data is poorly documented

- data needs to be transformed from one form to 
other

This gigantic data is categorised and stored by a DATA 
WAREHOUSE in such a way that it can be more easily 
retrieved and interpreted.
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What is a Data Warehouse?

In general terms you may relate a data warehouse 
with a huge departmental store where a large variety 
of products are categorised in such a way that we can 
pick any selected product in no time. Data Warehouse 
in other words can be defined as a centralised data 
management and retrieval process. With growing 
business and related data, companies feel the need 
of a central repository for all organizational data. 
Building a Data Warehouse serves this purpose 
effectively and is being implemented by various 
companies.

“A single, complete and consistent store of data 
obtained from a variety of different sources made 
available to end users in what they can understand 
and use in a business context.”- [Barry Devlin]

“A data warehouse is a 

- subject-oriented 

- integrated 

- time-varying 

- Non-volatile collection of data that is used primarily 
in organizational decision making.”

-- Bill Inmon, Building the Data Warehouse 1996

Data should be integrated across the enterprise. 
Summary data has a real value to the organization. 
Provide Trend Analysis, Historical data holds the key 
to understanding data over time. Analysing (What-if) 
capabilities are required.

How can Data mining help?

However; the retrieved information / raw data from 
these data warehouses does not provide enough 
insight to the businesses to make important decisions.

For example: –

-Given a database of 100,000 names, which persons 
are the least likely to default on their credit cards? 

- If I raise the price of my product by Rs. 2, what is the 
effect on my sales and revenue? 

- If I offer only 2,500 airline miles as an incentive to 

purchase rather than 5,000, how many lost responses 
will result? 

- Which of my customers are likely to be the most 
loyal? 

Data Mining helps extract such information.

Data Mining works with Warehouse Data

- Data Warehousing provides the Enterprise with 
a memory

- Data Mining provides the Enterprise with 
intelligence

Now let us consider a very simple example to visualise 
how Data mining helps the business -

Problem statement of a departmental store/Super 
Market – 

Need to increase the sales of certain food articles like 
Eggs as they are perishable-

Data availability (Data warehouse)-

- Every transaction is entered into store’s database.

- Historical transactions available since the Store 
was opened

Understanding Customer Behaviour (Data Mining) –

1. A general analysis of the transactions showed 
that 80% of total Sale for Eggs accompanied 
transactions for Bread sale.

Now with this analysis and knowledge of the 
customer trend; there was a change made at the 
Super market and they shifted the egg rack in line 
with the Breads. This small change significantly 
increased the sale of eggs, as it was readily 
available to the customers.

2. When same data was analysed from another 
dimension; it was noticed that 

-Most of the male customers tend to buy a can of 
cola too; when they purchased a packet of Bread.

-Male customers visit super market mostly on 
weekends.
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With this trend analysis; another change was made 
to shift the cola rack next to the breads n eggs over 
the weekends. This resulted in business growth for 
the Super Market even with the same number of 
customers.

Scope of Data mining methodology is not limited 
only to the industries / retailers / supply chain. In 
August 2009; a case study on Integrated Taxpayer 
Profiling System using Data Mining was presented 
in FTA Technology Conference and Exhibition. Below 
are some highlights –

 Objective - To increase the TAX Compliance in India

Issues –

•	Out of 1 billion population in India, only 50 million 
are assessed to income tax.

•	 One of the reasons is lack of monitoring 
mechanism.

A Data Mining model was build to achieve desired 
solution –

•	Build Data Warehouse of millions of records

•	 Trace relations/association (Family Profiling) 
between the data and tax payer 

•	Track transactions on each tax payer name and 
address 

•	 High speed of search and High Recall and 
precision.

Benefits –

•	 Improved the efficiency of whole investigation 
process.

•	The profiling of tax payers including that of family 
members and associate concerns which used to 
take 1-2 weeks was reduced to 1-2 hours after 
implementation of the system.

•	 Very useful in processing the TAX Evasion 
petitions (TEP)

•	The solution has already been rolled out in few 
places in India and the Income Tax Department has 
detected over 1000 million INR as underpaid taxes 

in one year in one state alone.                                 

--(Referred from Posidex Presentation to FTA 
–Aug 5 2009)

Considering the above examples you must have got 
a high level picture of why companies are ready and 
eager to invest in a Data Mining Model for their 
businesses.

How to Implement Data mining –

 The data mining process must begin with an 
understanding of business opportunities. The most 
important step in successful BI (Business Intelligence) 
is not the technology but is about understanding 
the business. Hence; from day one establish that 
warehousing is a joint user/builder project.

At high level, building a mining model is a process that 
includes everything from asking questions about the 
data and creating a model to answer those questions, 
to deploying the model into a working environment. 
This process can be defined by using the following six 
basic steps:

1. Defining the problem

2. Data readiness

3. Understanding and exploring Data

4. Building Models

5. Testing and Validating models

6. Deploying the Model in actual working 
environment
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1. Defining problem statement (Requirement Gathering) - The first step in the data mining process is to 
clearly define the problem, and consider ways that data can be utilized to provide an answer to the problem.

This step includes analyzing business requirements, defining the scope of the problem, defining the metrics 
by which the model will be evaluated, and defining specific objectives for the data mining project. These 
tasks translate into questions such as the following:

•	What are you looking for? 

•	What types of relationships are you trying to find?

•	Do you want to make predictions from the data mining model, or just look for interesting patterns and 
associations?

•	What kind of data do you have and what kind of information is in each column? If there are multiple 
tables, how are the tables related?

• Do you need to perform any cleansing, aggregation, or processing to make the data usable?

•	How is the data distributed?  Does the data accurately represent the processes of the business?

2. Data readiness - At this stage, the goal is to verify that the data needed to support the business 
opportunity is available and clean enough to be usable. If not; then you have to chose and implement 
required methodology for Data Quality and prepare usable data. A well-designed and built dimensional 
DW is a perfect source for data mining case data.

3. Understanding and exploring Data- You must understand the data in order to make appropriate decisions 
when you create the mining models. Exploration techniques include calculating the minimum and maximum 
values, calculating mean and standard deviations, and looking at the distribution of the data. You can use 
tools such as SQL Server Data Quality Services, or the Data Profiler in Integration Services, to analyze the 
distribution of your data and repair issues such as wrong or missing data.
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4. Building Models – On the basis of gathered 
information, available data and data analysis; you 
should now build the suitable mining model to 
answer your problem statement.

5. Testing and Validating models- The fifth step 
in the data mining process is to explore the 
mining models that you have built and test their 
effectiveness. Before you deploy a model into a 
production environment, you will want to test how 
well the model performs. Also, when you build a 
model, you typically create multiple models with 
different configurations and test all models to see 
which yields the best results for your problem and 
your data.

6. Deploying the model in actual working 
environment - The last step in the data mining 
process is to deploy the models that performed 
the best to a production environment. After the 
mining models exist in a production environment, 
you can perform many tasks, depending on your 
needs. 

The following are some of the tasks you can 
perform:

- Use the models to create predictions, which you 
can then use to make business decisions.

- Update the models dynamically, as more data 
comes into the organization, and making constant 
changes to improve the effectiveness of the 
solution should be part of the deployment strategy.

While choosing a Data mining Product; it should be 
noted that there is no software or tool or suite of 
tools that can be considered the best Data mining 
software. 

User must find the package /packages that are best 
suited to meet the needs of his/her enterprise.  

Listed Below are a few Data Mining Products

 DataMind – neurOagent

  Information Discovery -- IDIS 

  SAS Institute -- SAS/Neuronets 

In this article we briefly reviewed the various data 
mining trends. Data mining techniques have moved 
from research algorithms to business applications. 
The field of data mining has been growing rapidly due 
to its broad applicability, achievements and scientific 
progress. However, with the declining storage prices 
and ever growing enterprise data; Data mining is still 
not used widely.

Thus, there is considerable potential for Data Mining 
to continue to grow in coming days...

Useful URLs

  Ralph Kimball’s home page - http://www.
rkimball.com 

 Larry Greenfield’s Data Warehouse 
Information Center - http://pwp.starnetinc.
com/larryg/ 

  Data Warehousing Institute -  http://www.
dw-institute.com/ 

Other Tutorials

 Donovan Schneider, Data Warehousing 
Tutorial, Tutorial at International Conference 
for Management of Data (SIGMOD 1996) and 
International Conference on Very Large Data 
Bases 97 

 Umeshwar Dayal and Surajit Chaudhuri, 
Data Warehousing Tutorial at International 
Conference on Very Large Data Bases 1996

  Anand Deshpande and S. Seshadri, Tutorial 
on Datawarehousing and Data Mining, CSI-97

 Introduction to Data Mining with Case Studies 
By G.K. Gupta



42 The Exponent Group of Journals For Information Technology, Volume 2, Number 4, Sept 2014 - Nov 2014

Information Technology and 
Banking

- Amit Malve
Email: amitmalve@gmail.com

1. Introduction

With the globalization trends world over it is difficult 
for any nation big or small, developed or developing, 
to remain isolated from what is happening around. 
For a country like India, which is one of the most 
promising emerging markets, such isolation is 
nearly impossible. More particularly in the area of 
Information technology, where India definitely has an 
edge over its competitors, remaining away from the 
world is not possible. Financial sector in general and 
banking industry in particular is the largest spender 
and beneficiary from information technology. This 
endeavours to relate the international trends in it 
with the Indian banking industry.

The latest lotto adopt IT includes possibly all foreign 
banks and newly established Private sector banks, 
which have fully computerized all the operations. 
With these variations in the level of information 
technology in Indian banks, it is useful to take 
account of the trends in Information technology 
internationally as also to see the comparative position 
with Indian banks. The present article starts with the 
banks perception when they get into IT up gradation. 
All the trends in IT sector are then discussed to see 
their relevance to the status of Indian banks.

2. Banking in India

Banking in India in the modern sense originated in 
the last decades of the 18th century. The first banks 
were Bank of Hindustan (1770-1829) and The General 
Bank of India, established 1786 and since defunct.

The largest bank, and the oldest still in existence, is 
the State Bank of India, which originated in the Bank 

of Calcutta in June 1806, which almost immediately 
became the Bank of Bengal. This was one of the three 
presidency banks, the other two being the Bank of 
Bombay and the Bank of Madras, all three of which 
were established under charters from the British East 
India Company. The three banks merged in 1921 to 
form the Imperial Bank of India, which, upon India’s 
independence, became theState Bank of India in 
1955. For many years the presidency banks acted 
as quasi-central banks, as did their successors, until 
the Reserve Bank of India was established in 1935.

In 1969 the Indian government nationalised all the 
major banks that it did not already own and these 
have remained under government ownership. They 
are run under a structure known as ‘profit-making 
public sector undertaking’ (PSU) and are allowed 
to compete and operate as commercial banks. The 
Indian banking sector is made up of different types of 
banks like private/foreign banks, as well as the PSUs 
and the state banks; they have been joined since 
the 1990s by new private commercial banks and a 
number of foreign banks.

Banking in India was generally fairly mature in terms 
of supply, product range however “reach in rural 
India and to the poor” still remains a challenge. The 
government has developed initiatives to address 
this through the State Bank of India expanding its 
branch network and through the National Bank 
for Agriculture and Rural Development with things 
likemicrofinance.

Indian Banking Industry currently employees 
1,175,149, employees and has a total of 109,811 
branches in India and 171 branches abroad and 
manages an aggregate deposit of ₹67504.54 
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billion (US$1.1 trillion or €840 billion) and bank credit 
of ₹52604.59 billion (US$890 billion or €650 billion). 
The net profit of the banks operating in India 
was ₹1027.51 billion (US$17 billion or €13 billion) 
against a turnover of ₹9148.59 billion (US$160 billion 
or €110 billion) for the fiscal year 2012-13

3. Adoption of banking technology

The IT revolution has had a great impact on the 
Indian banking system. The use of computers has led 
to the introduction of online banking in India. The 
use of computers in the banking sector in India has 
increased many folds after the economic liberalisation 
of 1991 as the country’s banking sector has been 
exposed to the world’s market. Indian banks were 
finding it difficult to compete with the international 
banks in terms of customer service, without the use 
of information technology.

In 1984 was formed the Committee on Mechanisation 
in the Banking Industry (1984) whose chairman was 
Dr. C Rangarajan, Deputy Governor, Reserve Bank of 
India. The major recommendations of this committee 
were introducing MICR technology in all the banks in 
the metropolises in India. This provided for the use of 
standardized cheque forms and encoders.

In 1988, the RBI set up the Committee on 
Computerisation in Banks (1988) headed by Dr. 
C Rangarajan. It emphasized that settlement 
operation must be computerized in the clearing 
houses of RBI in Bhubaneshwar, Guwahati, Jaipur, 
Patna and Thiruvananthapuram. It further stated 
that there should be National Clearing of inter-city 
cheques at Kolkata, Mumbai, Delhi, Chennai and 
MICR should be made operational. It also focused 
on computerisation of branches and increasing 
connectivity among branches through computers. 
It also suggested modalities for implementing on-
line banking. The committee submitted its reports 
in 1989 and computerisation began from 1993 with 
the settlement between IBA and bank employees’ 
associations.

In 1994, the Committee on Technology Issues relating 
to Payment systems, Cheque Clearing and Securities 
Settlement in the Banking Industry (1994) was set up 

under Chairman W S Saraf. It emphasized Electronic 
Funds Transfer (EFT) system, with the BANKNET 
communications network as its carrier. It also said 
that MICR clearing should be set up in all branches of 
all those banks with more than 100 branches.

In 1995, the Committee for proposing Legislation 
on Electronic Funds Transfer and other Electronic 
Payments (1995) again emphasized EFT system.

The total number of automated teller machines 
(ATMs) installed in India by various banks as of end 
June 2012 is 99,218.The new private sector banks in 
India have the most ATMs, followed by off-site ATMs 
belonging to SBI and its subsidiaries and then by 
nationalised banks and foreign banks, while on-site is 
highest for the nationalised banks of India.

4. Expansion of banking infrastructure

As per the census of 2011, 58.7% of households are 
availing banking services in the country. There are 
102,343 branches of Scheduled Commercial Banks 
(SCBs) in the country, out of which 37,953 (37%) bank 
branches are in the rural areas and 27,219 (26%) 
in semi-urban areas, constituting 63% of the total 
numbers of branches in semi-urban and rural areas of 
the country. However, a significant proportion of the 
households, especially in rural areas, are still outside 
the formal fold of the banking system. To extend the 
reach of banking to those outside the formal banking 
system, Government and Reserve Bank of India (RBI) 
are taking various initiatives from time to time some 
of which are enumerated below:

• Opening of bank branches: Government 
had issued detailed strategy and guidelines on 
Financial Inclusion in October 2011, advising 
banks to open branches in all habitations of 
5,000 or more population in under-banked 
districts and 10,000 or more population in other 
districts. Out of 3,925 such identified villages/
habitations, branches have been opened in 3,402 
villages/habitations (including 2,121 Ultra Small 
Branches) by end of April, 2013.

• Each household to have at least one bank 
account: Banks have been advised to ensure 
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service area bank in rural areas and banks 
assigned the responsibility in specific wards in 
urban area to ensure that every household has 
at least one bank account.

• Business Correspondent model: With the 
objective of ensuring greater financial inclusion 
and increasing the outreach of the banking sector, 
banks were permitted by RBI in 2006 to use the 
services of intermediaries in providing financial 
and banking services through the use of Business 
Facilitators (BFs) and Business Correspondents 
(BCs). Business correspondents are retail agents 
engaged by banks for providing banking services 
at locations other than a bank branch/ATM. 
BCs and the BC agents (BCAs) represent the 
bank concerned and enable a bank to expand 
its outreach and offer limited range of banking 
services at low cost, particularly where setting 
up a brick and mortar branch is not viable. BCs 
as agents of the banks, thus, are an integral part 
of the business strategy for achieving greater 
financial inclusion. Banks had been permitted to 
engage individuals/entities as BC like retired bank 
employees, retired teachers, retired government 
employees, ex-servicemen, individual owners 
of kirana/medical/fair price shops, individual 
Public Call Office (PCO) operators, agents of 
Small Savings Schemes of Government of 
India, insurance companies, etc. Further, since 
September 2010, RBI had permitted banks to 
engage “for profit” companies registered under 
the Indian Companies Act, 1956, excluding Non-
Banking Financial Companies (NBFCs), as BCs 
in addition to individuals/entities permitted 
earlier. According to the data maintained by 
RBI, as in December, 2012, there were over 
152,000 BCs deployed by Banks. During 2012-13, 
over 183.8 million transactions valued at ₹165 
billion (US$2.8 billion) had been undertaken by 
BCs till December 2012.

• Swabhimaan Campaign: Under 
“Swabhimaan” - the Financial Inclusion 
Campaign launched in February 2011, banks had 
provided banking facilities by March, 2012 to over 
74,000 habitations having population in excess 
of 2000 using various models and technologies 

including branchless banking through Business 
Correspondents Agents (BCAs). Further, in terms 
of Finance Minister’s Budget Speech 2012-13, 
the “Swabhimaan” campaign has been extended 
to habitations with population of more than 
1,000 in North eastern and hilly states and to 
habitations which have crossed population of 
1,600 as per census 2001. About 40,000 such 
habitations have been identified to be covered 
under the extended “Swabhimaan” campaign.

• Setting up of ultra-small branches (USBs): 
Considering the need for close supervision and 
mentoring of the Business Correspondent Agents 
(BCAs) by the respective banks and to ensure 
that a range of banking services are available 
to the residents of such villages, Ultra Small 
Branches (USBs) are being set up in all villages 
covered through BCAs under Financial Inclusion. 
A USB would comprise a small area of 100 sq ft. 
(9.3 m2) - 200 sq ft. (19 m2) where the officer 
designated by the bank would be available with 
a laptop on pre-determined days. While the cash 
services would be offered by the BCAs, the bank 
officer would offer other services, undertake 
field verification and follow up on the banking 
transactions. The periodicity and duration of 
visits can be progressively enhanced depending 
upon business potential in the area. A total of 
over 50,000 USBs have been set up in the country 
by March 2013.

• Banking facilities in Unbanked Blocks: All the 
129 unbanked blocks (91 in North East States and 
38 in other States) identified in the country in July 
2009, had been provided with banking facilities 
by March 2012, either through Brick Mortar 
Branch or Business Correspondents or Mobile 
van. As a next step it has been advised to cover 
all those blocks with BCA and Ultra Small Branch 
which have so far been covered by mobile van 
only.

• USSD Based Mobile Banking: National 
Payments corporation of India (NPCI) worked 
upon a «Common USSD Platform» for all banks 
and Telco’s who wish to offer the facility of Mobile 
Banking using Unstructured Supplementary 



45The Exponent Group of Journals For Information Technology, Volume 2, Number 4, Sept 2014 - Nov 2014

Service Data (USSD) based Mobile Banking. 
The Department helped NPCI to get a common 
USSD Code *99# for all Telco’s. More than 20 
banks have joined the National Uniform USSD 
Platform (NUUP) of NPCI and the product has 
been launched by NPCI with BSNL and MTNL. 
Other Telco’s are likely to join in the near future. 
USSD based Mobile Banking offers basic Banking 
facilities like Money Transfer, Bill Payments, 
Balance Enquiries, Merchant Payments etc. on 
a simple GSM based Mobile phone, without the 
need to download application on a phone as 
required at present in the IMPS based Mobile 
Banking.

5. IT Considerations

Since the early nineties, each Indian bank has done 
some IT improvement effort. The first and foremost 
compulsion is the fierce competition. While deciding 
on the required architecture for the IT consideration 
is given to following realities.

(1.) Meeting Internal Requirement: The requirements 
of the banks are different individually depending 
upon their nature and volume of business; focus on 
a particular segment, spread of branches and a like. 
Many a time’s banks do have the required information 
but it is scattered. The operating units seldom know 
the purpose of gathering the information by their 
higher authorities.

(2.) Effective in Data Handling: As stated earlier 
the banks have most of the needed data but are 
distributed. Further the cost of collection of data 
and putting the same to use is prohibitively high. The 
accuracy and timeliness of data generation becomes 
the causalities in the process. Best of the intentions 
on computerization are wished away because there 
is non-visible reduction in cost /efforts/time required 
for the required data gathering.

(3.) Extending Customer Services: Addressing to 
rising customers expectations issignificant particularly 
in the background of increased competition. In case 
bank A is unable to provide the required service at 
a competitive price and in an accurate manner with 
speed.

There is always a bank IT at its next-door waiting to 
hire the customer. Awareness of customers about the 
availability of services and their pricing has brought 
the issue of customer satisfaction.

(4.) Creative Support for New Product Development: 
It has become necessary for the banks to vitalize 
the process of product development. Marketing 
functionaries need a lot of information not only from 
the outside sources but also from within the banks. 
Banks are looking to retail segment as the future 
market places for sales efforts. Having full-fledged 
information of existing customer is the key for this 
purpose. The emergences of data requirement and 
an appropriate architecture to support the same are 
significant issues to be handled in this regard.

(5.) End-user Development of the Non-technical 
Staff: Banking being a service industry, it is the 
staffs at counters that deliver the products. In Indian 
scenario, virtual banking is likely to have a few more 
years to establish. The dependence on counter staff 
is unavoidable. The staffs are large in number and the 
majority is non-technical. The customer satisfaction 
levels at the counter determine the ultimate benefit 
of IT offensive. Giving due consideration to this 
aspect in choosing architecture in necessary.

6. Trends in Information Technology

Certain trends have been visualized of information 
technology in banking sector all over the world.

(1.) Outsourcing: Outsourcing is one of the most 
talked about as also a controversial issue. The drivers 
for adopting outsourcing are many and include gaps 
in IT expectations and the reality, demystification of 
computerization in general and IT in particular, trend 
towards focusing on core competencies, increased 
legitimacy of outsourcing and intention of getting 
out of worries and sort of up gradation of hardware 
and software versions. What is needed is the clear 
of outsourcing, beside a definite plan to be more 
competitive after outsourcing. It is necessary to have 
checks and balances to monitor vendor performance. 
Cost aspects merit consideration, as also a decision 
on the part of the process to be outsourced shall be 
significant. Exit route and resource on the amount 
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of failure after outsourcing are the other issue 
to be looked onto. Not withstanding these risks, 
outsourcing has come to stay.

(2.) Integration: One of the IT trend is moving from 
hierarchy to team approach. The purpose is to see 
an alternative to retooling, to react speedily and to 
develop capabilities rather than exploiting them. 
Such integration is necessary so as to address the 
prevalent situations:

(a) Functions needing data and not getting from 
others.

(b) Sending data to those who do not require it

(c) Global data exist but do not travel to required 
business functions. 

Indian banks seem to follow this trend through the 
sincere redesign as described earlier. Instead of 
vertically divided pyramid type organizational set-
ups, banks are now being to have separate groups like 
finance, international consumer banking, industrial/
commercial credit etc.

(3.) From Solo to Partnership: With the development 
of IT, two things are taking place simultaneously. The 
work force as a percentage of total staff is going 
down and spending on IT as percentage of total 
spending is going up. The forms of partnership can 
include binding by superior service, accommodation 
in service sharing network, equal partnership and 
situations, where survival is threatened. At times, 
the partnership becomes necessary to get out of 
areas where there is no competitive advantage. Low 
development cost or wider geographical coverage are 
the aspects that create such partnership. Instances 
are not frequent, where joint ventures have been 
found with the IT vendors.

(4.) Distinctive Edge: It is always said that many use 
but a few make use of IT. Historically, the emphasis is 
on using IT for large volumes like payrolls, balancing 
the books, the consolidation etc. That realization on 
having IT as a matter of competitive edge has come 
about very lately. It is recognized that customer 
service is not an easy thing to provide, but IT is used 
as a means. It does give value additions and erects 
barriers for competitors to enter. Banks understand 

that the cost of cultivating the new customer is 5 to 
6 times of retaining the old one. Customer normally 
switches banks due to poor service. The appreciation 
of these facts has compelled the banking world over 
to look upon IT as an instrument to create distinctive 
edge over competitors. The private sector banks that 
were established in 1990’s as a part of finance sector 
reforms did make good use of IT to have an edge over 
the others. The foreign banks operating in India have 
also been able to market IT superiority as a distinctive 
edge. The public sector banks are still to make use of 
IT in this regard, although they are blessed with huge 
information base all across the country. While steps 
are mooted in this direction by leading public sector 
banks, more aggressive postures are necessary.

(5.) IT as Profit Centre: In the embryonic phases, IT 
was looked upon a means to get rid of high processing 
cost and time and to convert the manual operation 
with high volume/low complexity in two mechanical 
ones. With the evolutionary process, it was seen as 
the best means of generating, MIS (Management 
Information Systems). The same approach gave the 
status of DSS (Decision Support Systems) to IT. All 
along, IT has been recognized as the service function 
in Indian Banks. However, the new trend that is 
emerging is considering IT as a profit centre. The 
cost benefit analysis of having IT or otherwise in one 
part. But having IT set up to generate income for the 
organization is the new beginning. Getting jobs from 
outside the bank for processing data and the like are 
the current trends. 

(6.) Prospering in Down Market: The trend suggests 
that when there is a down turn in the market place, 
Pro-active corporations take the benefit of available 
unutilized resources to upgrade and revisit technology 
issues. This is seen as the right time to establish the 
R & D centre for IT. There are false notions about 
technology and its capability. Some misconceptions 
include:

• Best-fit possible technology is implemented. 

• System solution is good enough and there is no 
need to look into user expectations.

• Innovations are generally successful. 
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• Success is related only to novel ideas. 

• Technology is the sole determinant of business 
success, and 

• Measures and standards i.e. audit and inspection 
issues stand in the way of innovation. 

The time available to debate on similar issues is 
ample and these false notions get clarified during 
the down market. Eventually, the decision makers 
reach a consensus that IT is not a panacea but it is 
an enabler that too when well supported by BRP 
(Business Process Re-engineering), human resources 
initiatives, physical infrastructure and responsive 
organization set up.

(7.) Leading to Downsizing: The IT initiative is making 
the organizations lean and flat. ForIT functionaries 
downsizing means transferring computing power 
from mainframe to the personal computer and 
workstations. Downsizing is a typical issue faced with 
associated problems. Absence of top management 
commitment, lack of understanding of the prevalent 
IT infrastructure, doing too much and too fast and 
undertaking the exercise without a framework for 
controlling the downsizing operations are primarily 
the situations that create adversities in downsizing. 
In any case the trend of downsizing is very much 
existent in the IT environment.

(8.) Getting Competitive Intelligence: IT is now seen 
as a resource for gathering and dissemination of 
executive information system (EIS). The purpose is to 
minimize that the bombarding and focusing on the 
relevance, accuracy and timeliness of the information 
particularly about the competitors such information 
enhances follow up and tracks early warning on 
competitor move and also customer expectations.

As far as Indian banks are concerned individually, 
they have to compete with other banking industry 
participants as also with other players in the financial 
sector. The competition from insurance, government 
bonds, mutual funds and the likes is always 
forthcoming particularly because of attendant tax 
benefits. Collection of required information and 
using the same for business purpose is constrained 
by the availability of the information, its volume and 

diversity. As such it may take some time for this trend 
to be visible in Indian banking scenario.

7. Recent Developments in Banking Sector

(1.) Internet: Internet is a network of computers. In 
this network, message can be transferred and received 
worldwide. The data can be sent and received in any 
part of the world. In no time, internet facility can do 
many a job for us. It includes the following:

• This net can work as electronic mailing system. 

• It can have access to the distant database, which 
may be a newspaper of foreign country. 

• We can exchange our ideas through Internet. We 
can make contact with anyone who is linked with 
internet. 

• On internet, we can exchange letters, figures/
diagrams and music recordings. 

Internet is a fast developing net and is of utmost 
important for public sector undertaking, Education 
Institutions and Research Organizations etc.

(2.) Society for Worldwide Inter-bank Financial 
Telecommunications (SWIFT): SWIFT, as a co-
operative society that was formed in May 1973 
with 239 participating banks from 15 countries with 
its headquarters at Brussels. It started functioning 
in May 1977. RBI and 27 other public sector banks 
as well as 8 foreign banks in India have obtained 
the membership of the SWIFT. SWIFT provides the 
rapid, secure, reliable and cost effective mode of 
transmitting the financial messages worldwide. At 
present more than 3000 banks are the members of 
the network. To cater to the growth in messages, 
SWIFT was upgraded in the 80s and this version is 
called SWIFT-II. Banks in India are hooked to SWIFT-II 
system.

SWIFT is a method of the sophisticated message 
transmission of international repute. This is highly 
cost effective, reliable and safe means of fund 
transfer.

• This network also facilitates the transfer of 
messages relating to fixed deposit, interest 
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payment, debit-credit statements, foreign 
exchange etc. 

• This service is available throughout the year, 24 
hours a day. 

• This system ensures against any loss of mutilation 
against transmission. 

• It serves almost all financial institution and 
selected range of other users. 

It is clear from the above benefit of SWIFT that it is 
very beneficial in effective customer service. SWIFT 
has extended its range to users like brokers, trusts 
and other agents.

(3.) Automated Teller Machine (ATM): 

ATM is an electronic machine, which is operated by 
the customer himself to make deposits, withdrawals 
and other financial transactions. ATM is a step in 
improvement in customer service. ATM facility is 
available to the customer 24 hours a day.

History of ATM Machines

The idea of self-service in retail banking developed 
through independent and simultaneous efforts in 
Japan, Sweden, the United Kingdom and the United 
States. In the US patent record, Luther George Simjian 
has been credited with developing a “prior art device”. 

Specifically his 132nd patent (US3079603) was first 
filed on 30 June 1960 (and granted 26 February 1963). 
The roll-out of this machine, called Bankograph, 
was delayed by a couple of years, due in part to 
Simjian’s Reflectone Electronics Inc. being acquired 
by Universal Match Corporation. An experimental 
Bankograph was installed in New York City in 1961 
by the City Bank of New York, but removed after six 
months due to the lack of customer acceptance. The 
Bankograph was an automated envelope deposit 
machine (accepting coins, cash and cheques) and did 
not have cash dispensing features.

In simultaneous and independent efforts, engineers 
in Japan, Sweden, and Britain developed their own 
cash machines during the early 1960s.The first of 
these that was put into use was by Barclays Bank in 
Enfield Town in North London, United Kingdom, on 
27 June 1967. This machine was the first in the world 
and was used by English comedy actor Reg Varney. 
This instance of the invention is credited to John 
Shepherd-Barron of printing firm De La Rue, who 
was awarded an OBE in the 2005 New Year Honours. 
This design used paper cheques issued by a teller, 
marked with carbon-14 for machine readability and 
security, which in a latter model were matched with 
a personal identification number.

ATM of Sberbank in Tolyatti, Russia

The Barclays-De La Rue machine (called De La Rue 
Automatic Cash System or DACS) beat the Swedish 
saving banks’ and a company called Metior’s machine 
(a device called Bankomat) by a mere nine days and 
Westminster Bank’s-Smith Industries-Chubb system 
(called Chubb MD2) by a month. The online version of 
the Swedish machine is listed to been operational on 
6 May 1968, while claiming to be the first online cash 
machine in the world (ahead of a similar claim by IBM 
and Lloyds Bank in 1971).The collaboration of a small 
start-up called Speytec and Midland Bank developed 
a third machine which was marketed after 1969 in 
Europe and the USA by the Burroughs Corporation. 
The patent for this device (GB1329964) was filed on 
September 1969 (and granted in 1973) by John David 
Edwards, Leonard Perkins, John Henry Donald, Peter 
Lee Chappell, Sean Benjamin Newcombe & Malcom 
David Roe.
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Both the DACS and MD2 accepted only a single-use 
token or voucher which was retained by the machine 
while the Speytec worked with a card with a magnetic 
strip at the back. They used principles including 
Carbon-14 and low-coercivity magnetism in order to 
make fraud more difficult. The idea of a PIN stored 
on the card was developed by a British engineer 
working on the MD2 named James Goodfellow in 
1965 (patent GB1197183 filed on 2 May 1966 with 
Anthony Davies). The essence of this system was that 
it enabled the verification of the customer with the 
debited account without human intervention. This 
patent is also the earliest instance of a complete 
“currency dispenser system” in the patent record. 
This patent was filed on 5 March 1968 in the USA 
(US 3543904) and granted on 1 December 1970. It 
had a profound influence on the industry as a whole. 
Not only did future entrants into the cash dispenser 
market such as NCR Corporation and IBM licence 
Goodfellow’s PIN system, but a number of later 
patents reference this patent as “Prior Art Device”.

In January 9, 1969 ABC newspaper (Madrid edition) 
there’s an article about the new Bancomat, a teller 
machine installed in downtown Madrid, Spain, by 
Banesto, dispensing 1000 peseta bills (1 to 5 max). 
Each user had to introduce a security personal key 
using a combination of the ten numeric buttons. In 
March of the same year an ad with the instructions 
to use the Bancomat was published in the same 
Newspaper Bancomat was the first ATM installed in 
Spain, one of the first in Europe (actually the third), 
and in the whole world.

The first ATM in India was installed at Andheri East in 
Mumbai in 1987. It was installed by HSBC bank for its 
Sahar Road Branch.

Functionality

The customer is issued an ATM card. This is a plastic 
card, which bears the customer’s name. This card is 
magnetically coded and can be read by this machine. 
Each cardholder is provided with a secret personal 
identification number (PIN). When the customer 
wants to use the card, he has to insert his plastic 
card in the slot of the machine. After the card is a 
recognized by the machine, the customer enters his 

personal identification number. After establishing 
the authentication of the customers, the ATM 
follows the customer to enter the amount to be 
withdrawn by him. After processing that transaction 
and finding sufficient balances in his account, the 
output slot of ATM gives the required cash to him. 
When the transaction is completed, the ATM ejects 
the customer’s card.

Financial Network Connectivity

Most ATMs are connected to interbank networks, 
enabling people to withdraw and deposit money 
from machines not belonging to the bank where they 
have their accounts or in the countries where their 
accounts are held (enabling cash withdrawals in local 
currency). Some examples of interbank networks 
include NYCE, PULSE, PLUS, Cirrus, AFFN, Interac, 
Interswitch, STAR, LINK, MegaLink and BancNet.

ATMs rely on authorisation of a financial transaction 
by the card issuer or other authorising institution via 
the communications network. This is often performed 
through an ISO 8583 messaging system.

Many banks charge ATM usage fees. In some cases, 
these fees are charged solely to users who are not 
customers of the bank where the ATM is installed; in 
other cases, they apply to all users.

In order to allow a more diverse range of devices to 
attach to their networks, some interbank networks 
have passed rules expanding the definition of an ATM 
to be a terminal that either has the vault within its 
footprint or utilises the vault or cash drawer within 
the merchant establishment, which allows for the 
use of a scrip cash dispenser.

A Diebold 1063ix with a dial-up modem visible at the 
base

ATMs typically connect directly to their host or ATM 
Controller via either ADSL or dial-up modem over a 
telephone line or directly via a leased line. Leased 
lines are preferable to plain old telephone service 
(POTS) lines because they require less time to 
establish a connection. Less-trafficked machines will 
usually rely on a dial-up modem on a POTS line rather 
than using a leased line, since a leased line may be 
comparatively more expensive to operate versus a 
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POTS line. That dilemma may be solved as high-speed 
Internet VPN connections become more ubiquitous. 
Common lower-level layer communication protocols 
used by ATMs to communicate back to the bank 
include SNA over SDLC, TC500 over Async, X.25, and 
TCP/IP over Ethernet.

In addition to methods employed for transaction 
security and secrecy, all communications traffic 
between the ATM and the Transaction Processor may 
also be encrypted via methods such as SSL.

WithdrawalofCashfromanAutomaticTellerMachine

TMWithdrawal

Tostartan operation, a card is insertedintheslot, 
and thePIN (personal identificationnumber) 
isentered. The ATM reads informationfrom the 
card, in particular, thecard numberand the expiry 
date, and accepts the PIN from the keyboard input. 
The card isverified forexpiry date, and then if valid, 
the card numberand thePINare sent tothebank for 
cardvalidationby communication circuit. The bank 
eithersendsconfirmationorrefusal.

If confirmation isreceived,the user isinvited to enter 
a transaction type. Assuming that thetransaction is a 
withdrawalof cash, onemorevalidation is performed 
to check thattheamount nominated is below or 
equal to the daily limitfor withdrawals of ₹10000, 

that the user’sweekly withdrawals do not exceed 
theweekly limit of ₹25000, (This amount may vary 
from Bank to Bank, also depending if it’s an intra 
bank withdrawal or interbank withdrawal. Most of 
the Banks don’t have a weekly limit but is still being 
mentioned on for case basis) and that the account 
balance isin credit to cover the withdrawal. If all these 
are OK the card is returned, the money isdispensed 
andthe withdrawal receipt is printed, with the date, 
account number, withdrawalamount and account 
balance. The bank’saccount records are updated 
toreflectthetransaction.

If the card has expired or isinvalid, the card isretained 
and the user is invited to contact theirbank. If wrong 
PINisenteredthree(3) times thecardis returned and 
the transaction iscancelled. Ifthe amount entered 
exceeds the user’saccount balance, or the daily or 
weeklylimits, the useris asked to change the amount 
uptothree(3) times orcancel the transaction.If a valid 
transaction amount has not been entered by the 
third attempt, the cardisreturnedandthe transaction 
is cancelled.

Sample ATM Card used in ATM’s

ATM Withdrawal basic flow diagram
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ATMCashWithdrawal

ATMCashWithdrawal (Validate Amount)
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Advantages of ATM

1. You can withdraw cash at any time, day or night. 
The banks don’t need to be open.

2. ATMs offer the convenience of multiple locations. 
You can withdraw cash at any bank that is part of 
the system to which your ATM card is linked.

3. Your ATM card is protected by a PIN, keeping 
your money safe.

4. You don’t need to fill out withdrawal and deposit 
slips as is required at the bank.

5. ATMs are faster than going to the bank—no long 
lines.

6. You can withdraw cash at ATMs in foreign 
countries.

Disadvantages of ATM

1. ATM may be off-line (system down).

2. You may forget your PIN number.

3. Risk of robbery when you leave the ATM.

4. The ATM can break down or run out of cash.

5. Fees charged to use ATMs of other banks can 
become expensive.

Uses of ATM Machines

Although ATMs were originally developed as just 
cash dispensers, they have evolved to include many 
other bank-related functions:

1. Paying routine bills, fees, and taxes (utilities, 
phone bills, social security, legal fees, taxes, etc.)

2. Printing bank statements.

3. Updating passbooks.

4. Cash advances.

5. Cheque Processing Module.

6. Paying (in full or partially) the credit balance on 
a card linked to a specific current account.

7. Transferring money between linked accounts 

(such as transferring between checking and savings 
accounts).

8. Deposit currency recognition, acceptance, and 
recycling.

In some countries, especially those which benefit 
from a fully integrated cross-bank ATM network (e.g.: 
Multibanco in Portugal), ATMs include many functions 
which are not directly related to the management of 
one’s own bank account, such as:

1. Loading monetary value into stored value cards.

2. Adding pre-paid cell phone / mobile phone 
credit.

3. Purchasing.

4. Postage stamps.

5. Lottery tickets.

6. Train tickets.

7. Concert tickets.

8. Movie tickets.

9. Shopping mall gift certificates.

10. Gold.

11. Donating to charities.

Increasingly banks are seeking to use the ATM as 
a sales device to deliver pre-approved loans and 
targeted advertising using products such as ITM (the 
Intelligent Teller Machine) from Aptra Relate from 
NCR. ATMs can also act as an advertising channel for 
other companies.

However several different technologies on ATMs 
have not yet reached worldwide acceptance, such as:

1. Videoconferencing with human tellers, known 
as video tellers.

2. Biometrics, where authorisation of transactions 
is based on the scanning of a customer’s fingerprint, 
iris, face, etc.

3. Cheque/Cash Acceptance, where the ATM 
accepts and recognise cheques and/or currency 
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without using envelopes Expected to grow in importance in the US through Check 21 legislation.

4. Bar code scanning.

5. On-demand printing of “items of value” (such as movie tickets, traveller’s cheques, etc.)

6. Dispensing additional media (such as phone cards)

7. Co-ordination of ATMs with mobile phones.

8. Integration with non-banking equipment.

9. Games and promotional features.

10. CRM at the ATM.

(4.) Internet Banking: 

The Evolution of Internet Banking

As commercialization of the internet evolved in the early 1990s, traditional brick-and-mortar banks began 
to investigate ways of delivering limited online services to reduce operating costs. The success of these early 
efforts led many banks to expand their internet presence with improved websites that featured the ability to 
open new accounts, download forms and process loan applications.

The next stage of development was the arrival of internet-only banks that offered online banking and other 
financial services without a network of branch offices. These so-called “virtual” or “direct” banks were able 
to pass savings in labour and overhead costs on to their customers by offering higher interest rates on deposit 
accounts, lower loan costs and reduced service fees.

The first fully-functional direct bank insured by the FDIC was the Security First Network Bank. Based in 
Atlanta, it began operations on October 18, 1995. While it was not very profitable before it was bought out 
three years later, it proved the feasibility of the virtual bank concept.

Bank

Home Based
Customer

Internet

Business Based
Customer

Sphere 3

Sphere 1 Sphere 2

Internet banking enables a customer to do banking transactionsthrough the bank’s website on the Internet. It 
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is a system of accessing accounts and general information on bank products and services through a computer 
while sitting in office or home. This is also called virtual banking. It is more or less bringing the bank to your 
computer. In traditional banking one has to approach the branch in person, to withdraw cash or deposit a 
cheque or request a statement of accounts etc. but internet banking has changed the way of banking. Now 
one can operate all these type of transactions on his computer through website of bank. All such transactions 
are encrypted; using sophisticated multi-layered security architecture, including firewalls and filters. One can 
be rest assured that one’s transactions are secure and confidential.

Internet banking, at least to some degree, has become the norm for many simple bank transactions. And that’s 
not a bad thing - the easier it is for consumers to check their accounts, pay their bills and move money from 
one account to the other, the more likely they are to actually do these things and maintain a more organized 
financial life. However, it’s important to consider that just because online banking is a good addition to the 
world of consumer banking, doesn’t necessarily mean that direct internet banks are a substitute for their 
brick-and-mortar peers in all cases.

Internet banking is a term used to describe the process whereby a client executes banking transactions via 
electronic means. This kind of banking eradicates the necessity of physical movement to financial positions. 
This type of banking uses the internet as the chief medium of delivery by which banking activities are executed. 
The activities clients are able to carry out are can be classified to as transactional and non transactional.
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Non transactional activities

• Account balance viewing

• Viewing of previous bank transactions
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• Bank statement downloading

• Check book ordering.

• Viewing of images of paid cheques.

• M banking and E banking applications downloading.

• Provision of account/ bank statements.

Transactional activities

• Electronic funds transfer
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• Bill payments and wire transfers

• Loan application and repayments
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• Buying investment products

Advantages of Internet banking

1. Convenience – Banks that offer internet banking are open for business transactions anywhere a client 
might be as long as there is internet connection. Apart from periods of website maintenance, services 
are available 24 hours a day and 365 days round the year. In a scenario where internet connection is 
unavailable, customer services are provided round the clock via telephone.

2. At the touch of a button, actual time account balances and information are availed. This hastens the 
banking processes hence increasing their efficiency and effectiveness.

3. Online banking allows for easier updating and maintaining of direct accounts. The time for changing 
mailing address is greatly reduced, ordering of additional checks is availed and provision of actual time 
interest rates.

4. Friendlier rates – Lack of substantial support and overhead costs results to direct banks offering higher 
interest rates on savings and charge lower rates on mortgages and loans.

5. Some banks offer high yield certificate of deposits and don’t penalize withdrawals on certificate of 
deposits, opening of accounts without minimum deposits and no minimum balance.

6. Transfer services – Online banking allows automatic funding of accounts from long established bank 
accounts via electronic funds transfers.

7. Ease of monitoring – A client can monitor his/her spending via a virtual wallet through certain banks and 
applications and enable payments.

8. Ease of transaction – the speed of transaction is faster relative to use of ATM’s or customary banking.



59The Exponent Group of Journals For Information Technology, Volume 2, Number 4, Sept 2014 - Nov 2014

Disadvantages of Internet banking

1. Banking relationship – Customary banking allows 
creation of a personal touch between a bank and 
its clients. A personal touch with a bank manager 
for example can enable the manager to change 
terms in your account since he/she has some 
discretion in case of any personal circumstantial 
change. It can include reversal of an undeserved 
service charge.

2. Security matters – Direct banks are governed by 
laws and regulations similar to those of customary 
banks. Accounts are protected by Federal Deposit 
Insurance Corporation (FDIC).

3. Complex encryption software is used to protect 
account information. However, there are no 
perfect systems. Accounts are prone to hacking 
attacks, phishing, malware and illegal activities.

4. Learning – Banks with complicated sites can be 
cumbersome to navigate and may require one to 
read through tutorials to navigate them.

5. Transaction problems – face to face meeting 
is better in handling complex transactions and 
problems. Customary banks may call for meetings 
and seek expert advice to solve issues.

(5.) Bank net: Bank net is a first national level 
network in India, which was commissioned in 
February 1991. It is communication network 
established by RBI on the basis of recommendation 
of the committee appointed by it under the 
chairmanship of the executive director T.N.A. Lyre. 
Bank net has two phases: Bank net-I and Bank net- 
II.

• The message of banking transaction can be 
transferred in the form of codes from one   city to 
the other. 

• Quick settlement of transactions and advices. 

• Improvement in customer service-withdrawal of 
funds is possible from any member branch. 

• Easy transfer of data and other statements to 
RBI. 

• Useful in foreign exchange dealings. 

• Access to SWIFT through Bank net is easily 
possible. 

Definition of ‘Bank net’

A global network operated by MasterCard that 
facilitates the routing of credit card transactions 
for authorization from almost any point in 
the world. One of the world’s largest global 
telecommunications networks, Bank net links all 
MasterCard members and data processing centres 
into a single financial network. The network 
enables MasterCard’s side of an authorization 
transaction to be performed in seconds.

8. Conclusion

Indian public sector banks that hold around 75% of 
market share do have taken initiatives in the field of 
IT. They are moving towards the centralized database 
and decentralized decisions making process. They 
do possess enviable quality manpower. Awareness 
and appreciation of IT are very much there. What is 
needed is a ‘big push’ the way it was given in the post 
nationalization period for expansionary activities.

IT and India have become synonymous. Whether 
India becomes a destination for outsourcing or it 
becomes a development centre is a matter of debate. 
As far as banking industry in India is concerned it can 
be said that although the Indian banks may not be as 
technologically advanced as their counterparts in the 
developed world, they are following the majority of 
international trends on the IT front. The strength of 
Indian banking lies in withering storms and rising up 
to the expectations from all the quarters-catching up 
with all the global trends is a matter of time.

We will see in detail in coming parts of the article 
for all the Recent Developments in Banking Sector in 
detail which will have an inclusion of 

• Cash Dispensers

• Electronic Clearing Service

• Chip Card
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• Phone Banking

• TeleBanking

• Mobile Banking

• Anywhere Banking

Subsequent parts of Information Technology and 
Banking will also cover CBS (Core Banking Solutions) 
implementation in detail and will also mention the 
leading IT Companies offering CBS Solutions & will 
also deal with the important business and operational 
challenges and an insight of how we can meet these 
challenges and what are the items for immediate 
focus.

9. References

1. Bakshi, S., ‘Corporate Governance in Transformation 
Times’, IBA Bulletin, 2013. 

2. Bimil Jalan, “Strengthening Indian Banking and 
Finance- Progress and Prospects’’, 

3. The Bank Economist Conference, India, 2012. 

4. Reddy, Y.V. (1998) “Financial Sector Reforms: 
Review and Prospects”. RBI Bulletin, December. 

5. Reserve Bank of India, Annual Report, various 
years. 

6. Reserve Bank of India (1991Report of the 
Committee on the Financial System (Chairman Shri 
M.Narasimham). 

7. Reddy, Y.V. (2000), Monetary and Financial Sector 
Reforms in India, A Central Banker’s Perspective, UBS 
Publishers, New Delhi. 

8. wikipedia.org/wiki/Automated_teller_machine



61The Exponent Group of Journals For Information Technology, Volume 2, Number 4, Sept 2014 - Nov 2014

The AGILE Way

- Samita Kalla
Email: samitagaonkar@gmail.com

The AGILE way…

Are you planning to make a career in IT? Or, do you 
have an IT background? Or, do you work in an IT 
organization? If yes, then you must have definitely 
heard a lot about ‘AGILE’. There is a lot of buzz around 
this word these days especially in IT industry today. 
Today, we are experiencing paradigm shift in the 
way in which IT industry works. Agile is completely 
different from the convetional methods and tools 
followed today in the area of software development

Every software product undergoes series of phases 
in its life cycle right from its conception to its 
deployment. This is called as SDLC or ‘Software 
Development Life Cycle’

Any software product developed comprises of various 
features. And the completion of development of 
each one of these features in its entirety leads to the 
completion of the software product.

e.g. let’s consider online shopping portal software 
used by retail customers to buy things online. This 
would have features like ‘Search for Products’, ‘Select 
Products for Shopping’, ‘Pay online options’, ‘Cash 
On Delivery options’, ‘Billing Address Confirmation’ 
and ‘Track Order Status’. Thus, this software shall be 
completely ready only after all the above features are 
developed. 

Software development life cycle (SDLC) is a structure 
imposed on the development of a software product. 
Requirement elicitation, Designing, Implementation, 
Verification and Maintenance are the typical phases 
of SDLC. In simple terms, first comes elicitation of 
requirements for the software, then designing of the 
software with development, implementation and 

integration of several pieces of software, testing of 
the same and then the deployment and maintenance 
of the software. 

Waterfall model is one of the oldest and traditional 
models of SDLC which require that each phase of the 
SDLC to be completed to its entirety before the next 
phase starts. These work like a pipeline in which each 
phase is completed subsequent to which the next 
phase is started. The finished product is available 
only at the end of the pipeline.

Unlike Waterfall, Agile falls in ‘Iterative & Incremental’ 
category. The approach is different from that of 
Waterfall wherein the final product is released and 
available for testing only at the end. However, it is 
basically inspired from waterfall model only
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There are several other models of SDLC like Spiral, 
V-Model, and Big Bang and so on. However, we shall 
focus on Agile in this article and understand why 
this model is being widely accepted throughout the 
industry

What is this ‘Agile’?

Agile is a framework or frame of mind. An Agile 
practitioner uses various methodologies and 
processes within the framework to “do or be” Agile. 
Agile denotes a set of guiding principles that lay the 
foundation for building better software at a faster 
rate

 Agile is used by project managers and it helps them 
build software applications that are unpredictable 
and complex in nature. 

Let’s consider the same online shopping portal 
software example with features like ‘Search for 
Products’, ‘Select Products for Shopping’, ‘Pay online 
options’, ‘Cash On Delivery options’, ‘Billing Address 
Confirmation’ and ‘Track Order Status’

In Agile, the entire requirements shall be broken 
down into logical groups/chunks of requirements 
and instead of developing the entire online portal 
at one go, several chunks of requirements shall be 
developed and tested and released to the customer 
one by one. Piece of software released shall be 
potentially shippable to the customer. In above 
example, say ‘Searching the Products’ and ‘Selection 
of those for shopping’ shall be developed and tested 

first. Then next chunk of requirements shall be picked 
up for development and so on. Unlike waterfall, here 
customers get to see working software much early 
which ultimately helps in early identification of issues 
and disconnects in requirement if any.

The fundamental aspect of Agile is that it is iterative 
and incremental. It consists of short well defined 
spans of work time called iterations or sprints. The 
span of a sprint or iteration is set by teams and it 
varies from organization to organization and team to 
team and is usually set to 2 or 4 weeks.  

Waterfall Vs Agile

Identification of Deviation from Requirements

Waterfall: Here, the evaluation of the finished 
software takes place only towards the end of the 
SDLC. Hence it becomes difficult to find deviations 
from original requirements at early stage. In case of 
waterfall, deviations highlighted at the end require 
more amount of time and money for correction.

Agile: At the end of each iteration or sprint, 
working software is ready for customer evaluation. 
Retrospection at the end of sprints helps identify 
deviations at early stage thus saving time and money. 
Even if the software developed at the end of a sprint 
has significantly deviated from its original intend, it 
is only an iteration worth of work that has been lost 
and there is always time to amend

Change in Requirements

Waterfall: Here, requirements are captured during the 
requirement elicitation phase (RQA – Requirement 
Analysis). However, most of the times, the business 
requirements change after the complete software 
product is developed and released resulting in waste 
of efforts, time and money

Agile: In case of Agile, entire requirements are 
never freezed initially. Requirements are added and 
modified as and when the development proceeds. 
Modifications to the requirements and addition 
of new requirements become a part of the project 
backlog (Backlog is the list of requirements) and 
prioritized requirements keep getting aligned in 
subsequent sprints
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Documentation

Waterfall: Development and requirement (Business 
Analysis) teams spend considerable amount of 
time in documenting even before development of 
software actually starts. Documentation, although 
very important but takes time. The more complex the 
software the more time it takes for documentation

Agile: Agile promotes minimal documentation. This 
does not mean that documentation is completely 
avoided. However, bare minimum documentation is 
done and more emphasis is done on creating working 
software.

Software Release 

Waterfall: Customer or user gets a feel for the 
system only towards the end of the SDLC and hence 
better feedback is provided only when they actually 
themselves do hands on over the software. Thus, 
feedbacks are delayed

Agile: A working prototype is showcased to customers 
after every sprint and hence the users can give 
valuable feedback at early stages.  If the software 
is welcomed by users, the organization at this point 
has the advantage of not having spent too much of 
time, money and efforts. On the other hand, if the 
software has wide acceptance, then the softwares 
gets a go ahead in a focus and correct direction

Methodologies and Processes in Agile

Agile is a framework or set of guiding principles followed 
to build software. It has various methodologies and 
processes like Scrum, XP (eXtreme Programming), 
Crystal, FDD (Feature Driven Development), DSDM 
(Dynamic Systems Development), RUP (Rational 
Unified Process) and so on.

Each organization is unique in its philosophy, vision 
and functioning. A methodology that has worked for 
one organization may not work for another one. 

How does it work?

Agile is all about team dynamics. Below are the 
characteristics of Agile

1. Self Organizing Agile Team with Product Owner 

(Defines and manages requirements), Master 
(Manages & controls the team) & Team Members 
(typically 5 to 9 cross functional team members 
including developers and testers)

2.  Product Backlog (Requirements captured as items 
in lists)

3.  Sprint Backlog (Contains the set of prioritised 
Product Backlog items that are currently being 
worked on and are not changed)

4. Sprint (Fixed period for development & testing 
and results in an incremental delivery of usable 
product)

5. 15 minutes daily stand-up meetings with the Team 
(Everyone answers three questions – What did 
you do yesterday?, What will ou do today?, Is 
anything in your way?)

6.  Burndown Chart (Charts delivery of the Sprint 
Backlog against Sprint Duration and is a at-a-
glance view of progress showing velocity and 
traction)

7. An Incremental Delivery at the end of each sprint 
(Working functionality that can be deployed)

Below is a typical agile model and its working

The best part of this model is the ‘Sprint Retrospection’. 
This is done after every sprint. The whole team 
participates and typically held for around 30 minutes 
to take a look at what is working and what is not 
working. Team may choose to identify the SAD, BAD 
and MAD moments during the sprint
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Some facts about Agile…

 Easy to adapt framework which quickly 
respond  to frequent changes in requirements 

 Lower costs of functioning with additional 
costs apart from initial training

 Close collaboration and interaction with 
the customer enhancing long-term business 
relationships

 Immense importance given to crisp and 
accurate documentation saving time and enabling 
development

 According to a study conducted by QSM 
Associates and sponsored by Rally Software in 
2008 benchmarking 29 agile software projects 
against a database of 7,500 projects. Agile 
projects showed the following gains:

Time:  37% faster time-to-market than average 
(50% when using the Rally online tool)

Efficiency:  16% higher productivity than average 
(25% when using the Rally online tool)

Quality:  Defect rate equivalent to traditional 
methods despite the shortened time window

 Standish Group reports that projects using 
the Agile Methodology succeed three times more 
often than projects using other methods.

 (Ref*: http://blog.gutcheckit.com/hard-facts-agile-methodology-is-

paying-off-big-time-in-software-development-its-doing-the-same-in-

market-research)

 Agile - Scrum has been used by Microsoft, 
Yahoo, Google, Electronic Arts, Lockheed Martin, 
Philips, Siemens, Nokia, IBM, Capital One, BBC, 
Intuit, Nielsen Media, First American Real Estate, 
BMC Software, Ipswitch, John Deere, Lexis Nexis, 
Sabre, Salesforce.com, Time Warner, Turner 
Broadcasting, Oce and many more

 Agile - Scrum has been used for commercial 
softwares, In-house development, Contract 
development, Fixed-price projects, Financial 
applications, ISO 9001-certified applications, 

Embedded systems, 24x7 systems with 99.999% 
uptime requirements, the Joint Strike Fighter, 
Video game development, FDA-approved, life-
critical systems, Satellite-control software, 
Websites, Handheld software, Mobile phones, 
Network switching applications, ISV applications

(Ref*: www.fredberinger.com/images/introductiontoscrum.ppt 

www.slideshare.net/msorin/introduction-into-scrum)

Myths…

 Agile solves all the problems – It can fail

 Agile is anti documentation – crisp & accurate 
documentation done

 Agile is anti planning – Lot of planning actually 
done for successful sprints

 Agile is anti discipline – Very much disciplined 
wherein regular testing, demo, feedbacks and 
retrospection done

 Using Agile you can do what you like – Set of 
principles are required to be followed for success

My personal experience with ‘Agile’

It goes back in 2012 when my organization (A leading 
IT services company) was struggling to give birth to a 
transaction banking suite revamping our old legacy 
Cash@Will product. We had only one year to get 
back into the market with a brand new product else 
the our transaction banking business unit would have 
shut down due to old and outdated technology and 
platforms being used in Cash@Will

It was decided by our senior management to go ahead 
with product development of the new product with 
agile framework. Team was trained. I was chosen to 
take up the role of Product Owner being a business 
analyst. We were hesitant whether this shall work for 
us or not as Agile was new to Nucleus. But, Product 
Backlog was created, reviewed and approved. We did 
not create FSDs or PMDs. But we simply identified 
requirements their acceptance criteria and created 
UI wireframes. With bare minimum documents we 
started our development. First few screens were 
developed for processing one transaction banking 
product end to end. Our pilot customer and senior 
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management were happy with the first output 
delivered. And after one year we were ready with our 
brand new transaction banking suite viz; FinnAxia 
with one module which was officially launched this 
year (February 2014) in Sibos with four modules

As a team, we enjoyed working in agile framework. 
Team collaboration, discipline and hard work helped 
us succeed the AGILE WAY….

Conclusion

Agile gives best resukts with self motivated and 
disciplined teams wherein every member has to 
contribute his expertise and knowledge in their 
respective area. Thus, it is all about team dynamics. 
Conducive atmosphere wherein team members can 
freely contribute, ask questions and openly discuss 
are highly essential for the success of an agile team
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Overview of Quality Assurance (QA)

Quality Assurance (QA) is a way of preventing 
mistakes or defects in manufactured products 
and avoiding problems when delivering solutions 
or services to customers. QA is applied to physical 
products in pre-production environment to verify 
that the final product meets specifications and 
requirements. During manufacturing the production 
runs by validating a lot of samples that meet specified 
quality controls. QA is also applied to software to 
verify that features and functionality meet business 
objectives, and that code is relatively bug free prior 
to shipping or releasing new software products and 
versions.

Two principles included in Quality Assurance are: “Fit 
for purpose”, the product should be suitable for the 
intended purpose; and “Right first time”, mistakes 
should be eliminated

Objectives of Testing in Software Product 
development

Below are some of the important objectives of 
Testing:

 To verify that all requirements are 
implemented completely & correctly (both for 
positive and negative conditions)

 To identify defects before software 
deployment for end users

 To help improve reliability and overall quality

 To make software predictable in behavior

 To reduce incompatibility and interoperability 

issues

 To reduce cost of the overall software 
development  process 

 To reduce the cost of ownership of the 
software   

 To help marketability and retention of 
customers

The responsibility for ensuring that software 
delivered contains no defects, which could affect 
the customer’s everyday operations lies with the 
vendor of the software. This can only be achievedby 
thoroughly testing the software.To protect an 
organization from any trouble and in order to 
address various risks involved duringa change to 
an organization, testing is important. Risks can be 
related to the ones affecting reputation or resources 
or could be the ones leading to legal issues.

Two most important terms in Software 
testing

1.   Verification: - Are we building the product right?                                                      

The process of evaluating work-products (not 
the actual final product) of a development phase 
to determine whether they meet the specified 
requirements for that phase. This is to ensure 
that the product is being built according to the 
requirements and design specifications. In other 
words, to ensure that work products meet their 
specified requirements.

Thus, it is “Complying with the process to yield the 
right product”. 
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Evaluation Items:-Plans, Requirement Specs, Design 
Specs, Code, Test Cases

2.  Validation: - Are we building the right product?

The process of evaluating software during or at 
the end of the development process to determine 
whether it satisfies specified business requirements. 
To ensure that the product actually meets the user’s 
needs, and that the specifications were correct in 
the first place. In other words, to demonstrate that 
the product fulfils its intended use when placed in its 
intended environment

Thus, it is “Validating correctness of software w.r.t 
user needs and requirements”.

Evaluation Items:-The actual product/software.

Verification and Validation Model 1

Importance of Testing in software 
development

Testing is a very important activity in software 
development lifecycle as it measures the quality of 
the software and helps in determining production 
readiness of an application. 

 It checks whether all requirements are 
implemented correctly, and also detects non-
conformances if any, before the deployment. 

 Testing makes software predictable in nature, 
improves the quality and reliability of the same. 

 It helps marketability and retention of 
customers. 

It thus, ensures that the product is correct, complete 
and conforms to the quality requirements. Testing is 

not just debugging, and is actually much more than 
that. 

Testing Life cycle

Software Testing Life Cycle (STLC) defines the stages 
in testing of software

 Requirement Analysis: - In this step testing 
team understands the requirement in terms of 
what we will be testing &figure out the testable 
requirements. If any conflicts, missing or not 
understood any requirement, then QA team 
follows up with the various stakeholders like 
Business Analyst, System Architecture, Client, 
Technical Manager/Lead etc. to better understand 
the requirement.

 Test Planning:-This phase will be kicked 
off once the requirement gathering phase is 
completed & based on the requirement analysis, 
the test plan is created. 

 Test Case Development: -This is the phase of 
STLC where testing team writes down the detailed 
test cases. Along with test cases testing team also 
prepares the test data if any required for testing

 Test Environment Setup: -Setting up the test 
environment is vital part of the STLC. Basically 
test environment decides on which conditions 
software is tested.

 Test Execution: - Once the preparation of 
Test Case Development and Test Environment 
setup is completed then the test execution phase 
can be kicked off. In this phase testing team starts 
executing test cases based on test  plans & test 
cases in the prior step

 Test Reporting: -In this phase mainly results 
of the test executions phase are passed to different 
stake holders and business people associated with 
the project.

V Model of Testing

It is always better to introduce testing in the early 
phase of software development. Before starting the 
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actual testing, testing team has to work on various 
activities like preparation of Test Strategy, Test 
Planning, Creation of Test cases & Test Scripts which 
work parallel with the development activity which 
helps to get the test deliverables on time.

V Model 1

Software Testing Techniques

Software can be tested either by running the 
programs and then verifying each step of its execution 
against expected result or by statically examining 
the code against the stated requirements. These 2 
distinct methods have led to the popularization of 2 
techniques viz. Static Testing & Dynamic Testing as 
given below

Static testing is a form of software testing where the 
software isn’t actually used. It is primarily checking 
of the code and/or manually reviewing the code or 
document to find errors. This type of testing can 
be used by the developer who wrote the code, in 
isolation. Code reviews, inspections and Software 
walkthroughs are also used.

Dynamic Testing checks for functional behaviour 
of software system, memory/cpu usage and overall 
performance of the system and hence the name 
“Dynamic”. Main objective of this testing is to confirm 
that the software product works in conformance 
with the business requirements. This executes the 
software and validates the output with the expected 

outcome. Dynamic testing is divided into Black Box 
testing and white box testing. The technique of 
testing without having any knowledge of the interior 
workings of the application is Black Box testing. 
White box testing is the detailed investigation of 
internal logic and structure of the code.

Types of Testing:-

Testing could be classified at a high level as Functional 
testing and Non-functional testing

Unit Testing:-

Primary test performed on software is the ‘Unit 
Testing’ to see if a standalone module is workingas 
per the requirements.

Integration Testing: 

Focuses on interaction of modules in a subsystem. 
In this testing individual software modules are 
combined and tested as a group. This is done mainly 
to expose defects in the interfaces and interaction 
between integrated components.

Smoke Testing:

This is a quick & non exhaustive test performed on 
the new version of the software to see whether 
performance is up to the required levels to accept it 
for major testing. 

System Testing:

Entire software system is tested. Validation exercise 
for the system with respect to the requirements. 
Generally the final testing stage before the software 
is delivered. This is a black-box type testing based 
on overall system requirement specifications. It is 
carried out end-to-end on an integrated system. 

Regression Testing: 

Regression testing is performed to check that existing 
functionality works alright also whether a defect fix 
or new enhancement to the system has introduced 
a new failure. This refers to continuous testing of an 
application for each new build.Regression testing 
should be tightly connected to functional testing, 
and should be built from the successful test cases 
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which are developed and used in functional testing.

Acceptance Testing:

It is typically done by the customer. Generally users 
perform these tests which are ideally derived from the 
User Requirements Specification. This test is carried 
out to perform final verification of the required 
business function in a simulated environment

Defect Life Cycle

Defect life cycle, also known as Bug Life cycle is the 
journey of a defect cycle, which a defect goes through 
during its lifetime. It varies from organization to 
organization and also from project to project as it is 
governed by the software testing process and also 
depends upon the tools used.

Defect Life Cycle Stages:- 

 New - Potential defect that is raised and yet to 
be validated.

 Assigned - Assigned against a development 
team to address it but not yet resolved.

 Active - The Defect is being addressed by the 
developer and investigation is under progress. At 
this stage there are two possible outcomes; viz. 
Deferred or Rejected.

 Test - The Defect is fixed and ready for testing.

 Verified - The Defect that is retested and the 

test has been verified by QA

 Closed - The final state of the defect that can 
be closed after the QA retesting or can be closed 
if the defect is duplicate or considered as NOT a 
defect.

 Reopened - When the defect is NOT fixed, QA 
reopens/reactivates the defect.

 Deferred - When a defect cannot be addressed 
in that particular cycle it is deferred to future 
release

 Rejected - A defect can be rejected for any of 
the 3 reasons; viz - duplicate defect, NOT a Defect, 
Non Reproducible

Cost of Correcting Defects:-

Testing the software in initial stages of development 
reduces the cost of developing the application. A 
problem that goes undetected in the initial software 
development lifecycle stagecan prove to be a lot 
more expensive to resolve at a later stage

Test Management Tools

Test Management encompasses anything and 
everything that we do as testers.  The day-to-day 
activities include:

1. Creating and maintaining release/project 
cycle/component information

2. Creating and maintaining the test artifacts 
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specific to each release/cycle i.e. test requirements, 
test cases, etc.

3. Establishing traceability and coverage 
between the test assets

4. Test execution support – test suite creation, 
test execution status capture, etc.

5. Metric collection/report-graph generation 
for analysis

6. Bug tracking/defect management

Some of the leading test management tools are given 
as below:-

1. JIRA

2. HP ALM/Quality center

3. TestLink

4. QAComplete

5. IBM Rational Quality Manager

6. VersionOne

Introduction to Automation Testing

Test automation is the use of special software 
(separate from the software being tested) to control 
the execution of tests and the comparison of actual 
outcomes with predicted outcomes. Test automation 
can automate some repetitive but necessary tasks in 
a formalized testing process already in place, or add 
additional testing that would be difficult to perform 
manually.

Automation Testing means using an automation 
tool to execute your test case suite. The automation 
software can also enter test data into the System 
underTest, compare expected and actual results and 
generate detailed test reports. Goal of Automation 
is to reduce number of test cases to be run manually 
and not eliminate manual testing all together. 

Importance of Test Automation:-

The need/advantages of test automation can be well 
understood by the points listed below:

• More number of tests can be executed in a 
shorter period of time

• Testers can do better jobs, machines can be run 
all the time

• The same tests can be repeated exactly in the 
same manner, every time when the automated 
scripts are executed thus eliminating manual 
testing errors.

• Identifies bugs that can be uncovered only with 
long runs

• Consistency, Reliability and Repeatability of tests

Benefits of Automation Testing

• Fast: Runs tests significantly faster than human 
users. 

• Repeatable: Testers can test how the website or 
software reacts after repeated execution of the 
same operation. 

• Reusable: Tests can be re-used on different 
versions of the software. 

• Reliable: Tests perform precisely the same 
operation each time they are run thereby 
eliminating human error. 

• Comprehensive: Testers can build test suites 
of tests that cover every feature in software 
application. 

• Programmable: Testers can program 
sophisticated tests that bring hidden patterns

Test-Automation Tools: -Below is the list of widely 
used tools

1. Telerik Test Studio

2. HP Unified Functional Testing Software

3. Selenium

4. TestComplete

Certifications insoftware Quality Assurance



71The Exponent Group of Journals For Information Technology, Volume 2, Number 4, Sept 2014 - Nov 2014

1. Certified Software Tester: This certification is 
intended to establish standards for initial qualification 
and provide direction for the testing function through 
an aggressive educational program.

2. Certified Associate in Software Testing: This 
certification demonstrates a foundation-level 
understanding of quality testing principles and 
practices.

3. Certified Manager of SoftwareTesting: - This 
certification establishes a worldwide standard for the 
assessment of the capabilities and competencies of 

software testing professionals that are working at, or 
soon will work at, the software testing management 
level.

4. ISTQB: -The ISTQB is responsible for the “ISTQB 
Certified Tester”, which is an international 
qualification scheme.

Overall, testing is gaining a lot of importance in 
software projects as the focus on quality is increasing 
and there is a bright future for this field in the 
software industry. 
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I.T. Trivia

- Shyamkant Matondkar
Email : shyamkant@gmail.com

1. What is IEEE 1394 refer to?

A. Technicarl code for USB

B. Technical code for DVD write

C. Technical code for Firewire

D. None of the above

2. Who founded Amazon.com?

A. Larry Wall

B. Jerry Yang

C. David Filo

D. Jeff Bezos

3. How many zeros are in a Googol?

A. A googol is 1 followed by 100 zeros.

B. A googol is 1 followed by 10 zeros.

C. A googol is 1 followed by 1000 zeros.

D. A googol is 1 followed by 10000 zeros.

4. What is part of a database that holds only one type 
of information?

A. TableSpace

B. Field

C. Database

D. Schema

5. ‘.INI’ extension refers usually to what kind of file?

A. Initialization file

B. Parameter file

C. System file

D. Variable file

IT Trivia – Answers 

1)  C

2)  D

3)  A

4)  B

5)  C




