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Editorial

- Bhargav Gulavani
Email: bhargav.gulavani@gmail.com

We are pleased to present the first volume of the 
third year of IT Journal. In this volume we present 
articles catering to the practitioners of IT, consumers 
of IT and articles on Technology trends. Moreover, as 
in each volume, in this volume as well we present the 
latest news in IT and IT trivia.

In the first section we present articles for practitioners 
of IT. On one extreme we present the classical model 
of developing software and hardware systems, and 
on the other extreme we present the increasingly 
popular role of Product Manager in Indian IT 
companies. While explaining the process and people 
aspects of systems development, we also touch 
upon the advances in one of the most widely used 
programming languages – C++.

We start this section with ‘System Development Life 
Cycle (SDLC)’, an article on the classical approach 
for developing software and hardware systems. In 
this article we discuss different stages involved in 
building systems according to the SDLC paradigm, 
namely Recognition of Need, Feasibility analysis, 
System Analysis, System Design, Implementation and 
Post Implementation. In doing so we use examples 
from real life projects which can help explain the 
presented concepts. In the Indian IT companies the 
role of Product Manager is increasingly becoming 
popular and important now-a-days. As the Indian IT 
companies evolve from being mere software services 
providers to producers of software and hardware 
products, they find Product Managers extremely 
useful in bridging the gap between the people 
responsible for business aspects of the product and 
those responsible for its technology aspects. The 
article ‘Role of a product manager in IT’ explains 
what a Product Manager is and what it is not. Going 

back to programming languages, we continue our 
series on new features in the C++11 specification by 
presenting the part 2 of ‘An introduction to C++11’. 
In this article we present more advanced constructs 
of C++11 specification, namely the explicit keyword, 
variadic templates, new way of writing string literals 
and user defined literals.

In the section on IT for consumers we present 
two articles, one on Android phones and the 
other on banking frauds, intended to educate the 
common man who is increasingly becoming ‘always 
connected’. 

Android has become the defacto OS for most of the 
smartphones available in the Indian market. These 
phones are available in all price ranges. Recently 
Google launched Android One especially for the 
Indian market. As such, it is a nightmare to wade 
through plethora of information available on the 
internet and make the right choice of the Android 
phone. The article ‘Buyer guide for android’ helps 
the consumer understand the parameters to be 
considered before buying an Android phone in order 
to make an informed and wise decision. We are sure 
you use one of the following banking facilities -- mobile 
phone banking, internet banking, ATM, credit debit 
cards, and you must be having some digital presence 
– an account in Social Networking site or as account 
in free email service. As such your bank accounts are 
exposed to threats of being compromised. In the 
article “Banking Fraud on the rise, Are you safe?” we 
present several techniques used for defrauding bank 
accounts and several measures by which users can 
protect their bank accounts from being jeopardised.

In the section on ‘Technology Trends’ we present 
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articles that educate us on how IT is aiding cutting 
edge research and development in various disciplines 
like inventory management, biology, and decision 
making.

Managing inventory incurs a huge cost for 
most businesses. Sometimes astute inventory 
management can be the difference between success 
and failure. In the article ‘Inventory Management 
IT Systems’, we present how IT based advanced 
inventory management systems result in high 
efficiency, lesser safety stock, smaller warehouse 
space, accurate forecasting, and better sales. We 
also briefly describe how automated inventory 
management systems have evolved over time. 
Bioinformatics is an interdisciplinary branch of 
science that develops methods and software tools 
for understanding biological data. In the article 
‘Bioinformatics – The Analysis of Biological Data’ we 
briefly study the biological context in which tools and 
techniques from IT are used. We then study the key 
aspects of Bioinformatics -- storing, organization, 
analysis, and visualization of biological data. Finally 
we touch base upon the institutions in India that 
offer advanced courses in Bioinformatics. On most 

occasions people buy products or services based 
on opinions of friends, relatives, and information 
available on the internet. With the proliferation of 
internet, several web portals that connect people, 
compare products and services, sell products 
online have emerged and become popular over 
the years. These web portals do influence people’s 
opinion before buying a product or a service. Hence 
automated analysis of information available over 
internet can help decision making of individuals as 
well as corporate businesses. Additionally, it can also 
help businesses tune their marketing campaign for 
a product or service. As such automated analysis of 
information on the internet can provide huge boost 
for corporate businesses and individuals in decision 
making. In the article ‘Sentiment Analysis’ we present 
challenges in automated sentiment analysis and 
effective techniques for overcoming them to provide 
accurate sentiment estimation.

We hope the information presented in this volume 
of the IT Journal will be useful to you on a daily basis 
in personal as well as professional life. We hope 
you enjoy reading the diverse topics covered in this 
volume.
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IT in News

Getting to a Software Defined Networking 
(SDN) world

According to Andrew Lerner, Gartner Group 
Research Director, “Software-defined networking 
(SDN) is a radical new approach to designing, 
building and operating networks that brings a 
degree of agility similar to what abstraction, 
virtualization and orchestration have brought to 
server infrastructure.”

Software defined networking (SDN) has been the 
darling of the networking and IT world for the past 
few years, billed as one of the key cloud-enabling 
technologies with the potential to make every 
digital service consumable on-demand. But despite 
widespread appetite for technologies that can make 
networks more flexible, scalable and easy to manage, 
SDN still has a number of hurdles to overcome 
before enterprises embrace the technology. The 
paradigm-shifting Internet of Things – the increasing 
interconnection of sensors and cloud platforms 
via the internet – only exacerbates this challenge. 
According to IT giant IBM the world generates 2.5 
exabytes – or 2.5 million terabytes – annually, with 
sensors used to gather climate information, posts 
to social media sites, digital pictures and videos and 
purchase transaction records making up the bulk 
of this data. By some estimates, between 50 and 
100 billion things will be connected to the internet 
by 2020. That’s why there’s such a drive towards 
changing the core architecture of networks.

WATCH: Software defined networking: What is it 
really?

http ://www. i tproporta l . com/2014/10/23/
watch-software-defined-networking-what-is-it-

really/#ixzz3HCZIEPjZ

Reference:

http://www.businesscloudnews.com/2014/10/24/
getting-to-a-software-defined-world/

http://www.cioinsight.com/it-strategy/enterprise-
apps/slideshows/nine-software-defined-
networking-facts-benefits.html

Google’s Android One initiative launches in 
India with three $100 phones

The search giant’s plan for conquering the cost-
conscious hardware space bears fruit with three 
new devices -- Spice, Micromax, and Karbonn -- from 
India-based handset makers.

Google has just unveiled the three new smartphones 
based on the previously announced Android One 
initiative at an event in New Delhi, India. Android 
One was the company’s solution to cut down 
development time for low-cost handsets and 
was announced back in June at the Google I/O 
conference. The three new handsets are the Spice 
Android One Dream UNO Mi-498, the Micromax 
Canvas A1 and the Karbonn Sparkle V. The phones 
share similar specifications -- 4.5-inch FWVGA display 
with a 854x480-pixel resolution, quad-core 1.3GHz 
MediaTek processor, dual-SIM capability, 1GB RAM 
and 4GB of onboard storage alongside a microSD 
card slot for expandability. 

Reference:

http://www.cnet.com/news/googles-android-one-
initiative-launches-in-india-with-three-low-cost-
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phones/

h t t p : / / w a l l s t c h e a t s h e e t . c o m / t e c h n o l o g y /
android-one-a-cheap-smartphone-game-changer.
html/?a=viewall

Should we diagnose rare diseases with 
Smartphones?

Your phone could help diagnose rare diseases like 
Ebola, finds David Robson – and one day it might 
even replace the doctor’s surgery too.

As fear of the Ebola virus escalates, Eric Topol thinks 
that we’re missing an important weapon. And you 
just need to reach into your pocket to find it. “Most 
communicable diseases can be diagnosed with a 
smartphone,” he says. “Rather than putting people 
into quarantine for three weeks – how about seeing 
if they harbour it in their blood?” A quicker response 
could also help prevent mistakes, such as the patient 
in Dallas who was sent home from hospital with a 
high fever, only to later die from the infection.

It’s a provocative claim, but Topol is not shy about 
calling for a revolution in the way we deal with Ebola – 
or any other health issue for that matter. A professor 
of genomics at the Scripps Research Institute in 
California, his last book heralded “the creative 
destruction of medicine” through new technology. 
Smartphones are already helping to do away with 
many of the least pleasant aspects of sickness – 
including the long hospital visits and agonizing wait 
for treatment. An easier way to diagnose Ebola is just 
one example of these sweeping changes.

Reference:

http://www.bbc.com/future/story/20141017-the-
ebola-detector-in-your-pocket

Following SAP and Oracle, IBM Latest to Jump 
to Microsoft Azure

Microsoft already partnered with SAP and Oracle 
on its cloud-computing platform. Why not toss in 
the fourth player in the Big Four? IBM is the latest 

partner in Microsoft’s enterprise software layer, a 
deal that includes:

•	 IBM and Microsoft making IBM middleware 
such as WebSphere Liberty, MQ, and DB2 
available on Microsoft Azure

•	 Windows Server and SQL Server being offered 
on IBM Cloud

•	 IBM and Microsoft working together to 
deliver a Microsoft .NET runtime for IBM’s 
Bluemix cloud development platform

Reference:

http://www.cmswire.com/cms/information-
management/following-sap-and-oracle-ibm-latest-
to-jump-to-microsoft-azure-026926.php

http://www.zdnet.com/microsoft-and-ibm-commit-
to-providing-their-enterprise-software-on-azure-
ibm-clouds-7000034961/

Don’t Be Afraid Of The Big, Bad BYOD: 10 
Things You Need To Know

Today, 40 to 60 percent of workers bring their own 
mobile devices to work. The Bring Your Own Device, 
or BYOD, movement has reinvented the modern 
workplace. While convenient for employees, BYOD 
has created headaches for IT departments, which 
need to control access to company data and limit the 
danger of viruses and malware. And now, realizing 
that BYOD is here to stay, it’s important to know how 
to make it a win-win for your company.

Reference:

h t t p : / / w w w . f o r b e s . c o m / s i t e s /
sprintbusiness/2014/10/22/dont-be-afraid-of-the-
big-bad-byod-10-things-you-need-to-know/

The Web in 2050: anticipation and alarm bells

How do you feel the Web is developing – and what 
concerns do you have? That was the question put 
to five industry panelists at a recent event, ‘A Vision 
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for the Web in 2050’, organized in the run-up to this 
year’s IP EXPO Europe. The question – answered by 
senior executives from Brocade, HP, McAfee and 
VMware, along with futurologist Tom Cheesewright 
– was prompted by remarks made by World Wide 
Web inventor Sir Tim Berners-Lee, who will present 
the opening keynote at this year’s show.

In a recent interview with Wired magazine, Sir 
Tim said that, over the next few years, millions of 
sensors, appliances and other devices will be coming 
online, building out the Internet of Things and taking 
the web to new places.“The potential excites and 
concerns me at the same time – and that makes the 
web worth our ongoing stewardship,” he told Wired.

Reference:

http://technology.info/web-in-2050/

Government aims to make $15 billion Internet 
of Things industry in India by 2020

The government is working on an ambitious plan to 
create USD 15 billion ‘Internet of Things’ industry in 
the next six years. Internet of Things, or IoT, can be 
loosely described as a network of inter-connected 
devices that can be accessed through the Internet. 
For instance, with IoT, street lights will automatically 
go off when they sense no traffic on the roads and 
consequently save power. Another application 
could be a smart band that will automatically alert 
physician when body vitals go to abnormal levels. 

“Among other things, IoT can help automate 
solutions to problems faced by various industries like 
agriculture, health services, energy, security, disaster 
management etc. through remotely connected 
devices,” the draft IoT policy document says.

Reference:

http://economictimes.indiatimes.com/tech/
internet/government-aims-to-make-15-billion-
internet-of-things-industry-in-india-by-2020/
articleshow/44938127.cms

Key Components of Data Center Optimization

With increasing competition and high expectations 
from customers, businesses are working diligently to 
provide the best possible value at the lowest possible 
price for its customers. One way to achieve this is 
by optimizing the costs which a company is incurring 
across units. IT infrastructure makes up a large part 
of a company’s cost and the biggest chunk can be 
traced to the data center. With increasing cost, effort 
and focus need to be on optimizing the data center. 
Companies that place an emphasis on data center 
optimization will see a variety of benefits including:

• Increased ROI

• Increased infrastructure utilization, increased 
virtualization and storage efficiency

• Lower operating cost

When looking at ways to optimize a data center, 
there are a few key areas of consideration.

Reference:

http://www.datacenterknowledge.com/
archives/2014/10/13/key-components-data-center-
optimization/
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System Devlopment Life Cycle 
(SDLC)

- Gayatri Nesarikar
Email: sacredlight2709@gmail.com

Introduction

The IT sector mainly revolves around projects, be it 
a consultancy firm, a firm that develops various new 
hardware products or the freelancers who provide 
various services. These projects are associated with 
development of new products or providing upgrades 
to their existing products. These products are systems 
in themselves, where a system is defined as a grouping 
of various functional units or components linked 
together to achieve a common objective. Consider a 
computer, it is a system too. Various components like 
input/output devices, Processor, Memories, etc. are 
linked together to achieve a common objective that 
is computation. 

A System Development Methodology is a workflow 
plan that is used to plan, control and execute the 
process of developing a system. It can be used for both 
creating a new system or for upgrading or modifying 
a new system. Such systems can be hardware, 
software or a combination of both, although these 
days many refer to them as Software Development 
Methodologies also. The Agile Methodology and 
System Development Life Cycle are two such 
approaches used to develop these systems. We shall 
be discussing the SDLC approach in this article.

Stages in SDLC

Every system has a life cycle. We identify different 
stages in the life cycle of a system to isolate various 
stages of system development. In broader terms, 
these stages are:

1.	 Recognition of need

2.	 Feasibility Study

3.	 Analysis

4.	 Design

5.	 Implementation

6.	 Post-Implementation

Although in theory we have isolated the lifecycle 
into 6 different stages, in industrial practice they 
may overlap. For example, some feasibility study is 
done in the initial stage of Recognizing the Need for 
a system which helps decide whether to go for a new 
system and SDLC or not.

Figure 1: SDLC Chart
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Activities and Tasks in SDLC

The objectives of each stage in SDLC are approached 
through a set of Activities. These activities are 
further broken down into separate tasks which may 
be executed by different personnel or departments 
depending upon the scale of the activity. Whether 
it is a company or a freelancer who is developing 
the system, these activities shall apply to both, the 
only difference is in the scale of project. A freelancer 
may execute all these activities himself whereas 
depending on the number of people involved in the 
project a company may need a System Analyst to 
co-ordinate and supervise the workforce involved to 
follow the SDLC approach. 

Case Study

Consider a scenario where a hypothetical company 
called TechieFoods selling some food products 
wants to advertise its products to increase their 
annual sales. Their marketing department suggests 
entering the digital domain by launching their own 
website. They want to provide information about the 
products they are selling through their website and 
they plan to share this website through various social 
networking sites. 

They have approached us to create a website for 
them. We shall follow the SDLC to create this new 
website. Let us discuss each stage of SDLC approach 
and then apply it to create our new system, a website 
for TechieFoods. 

Stage 1: Recognition of Need and Initial 
Investigation

This is the first stage in SDLC. Many times a new 
system is implemented when there is a need for 
change. Consider popular web service like e-mail. 
People had been using e-mail for years before mobile 
phones were invented. That was the existing system 
back then. Then came a revolution in portable devices 
and affordable mobiles phones were developed. 
Their large scale popularity and their huge market 
potential led these e-mail service providers like 

G-Mail and Yahoo Mail to develop their own mobile 
applications for various mobile platforms like the 
Android, iOS and Windows. 

Whether we are developing a new system or upgrading 
an existing one (we refer to this as candidate system), 
there are a few questions we need to consider at this 
stage:

• Is a new system necessary or can we modify the 
existing system (if it exists)?

Think of the Android Operating System. They are 
always upgrading providing new features, bug 
fixes, better user-interface and better security. 
They release a new version at least once a year. 
Considering the huge popularity of Android 
OS, upgrading their current version is a better 
alternative than developing a completely new 
Operating System. This will ensure that their 
existing as well as new customers get benefit 
from the new system.

In other case, company owns a few old computers 
that do not support virtualization technology. 
They want systems that suit the requirements 
of such latest technology, for e.g. VMware 
Workstation. Here they will have to at least 
replace the processor and the motherboard that 
shall be compatible with the processor. Thus a 
new system is a necessity here. 

• Considering the other projects at hand, do we 
have enough resources available to invest in this 
new candidate system?

Every company has a limited number of resources 
in terms of time, labor and infrastructure. 
Taking up a new project would mean usage of 
more resources. Does the company have the 
necessary resources or does it need to hire or 
purchase them? A more accurate and detailed 
analysis of this kind is done during the feasibility 
analysis, the second of SDLC but we need to 
arrive at a rough estimate during the current 
stage to decide whether the candidate system 
shall be implemented with SDLC or not.  

Similarly some other questions to consider are:
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• Considering other projects, what should be the 
priority of the candidate system?

• Is there any risk involved in the project? Are the 
returns worth the risk?

• Who are the targeted users of the new system? 
Does a market exist for this system or a new 
market will be created to due this system? 

• Is SDLC the ideal approach or would Agile 
Process be a better alternative? 

As seen before, the marketing department of 
TechieFoods Company had recognized the need for 
a website. Since increasing their annual sales was 
a high priority and the huge potential of the digital 
domain was not being utilized, they decided to create 
a website.

Stage 2: Feasibility Analysis

This stage consists of evaluating the feasibility of 
the candidate system. There are several factors that 
contribute to the feasibility of the project. Evaluating 
the following questions will help us decide whether 
the project is feasible or not:

• What are the user’s needs and how is our 
candidate system going to meet them?

This is one of the most important factors to 
consider for feasibility analysis. It is very necessary 
that we meet all the user’s requirements so that 
our user is satisfied and accepts our project. If 
our system is only partially meeting the user 
requirements, there is no point in going for an 
SDLC because the user will not be satisfied and 
there is a chance of project rejection.

• Do we have enough resources available to 
develop the candidate system?

Every project needs some resources to be 
implemented. The cost of implementation is 
referred to as the Principal Cost. Resources need 
include Human Resources, Electronic or Other 
Equipment, Time and Money. If we do not have 
enough resources, it would become difficult 

to achieve project completion and we would 
mostly end up terminating the project. 

Another alternative if we are short on a few 
resources could be to purchase/rent additional 
resources. This would add to our Principal cost. 
This leads us to a Cost/Benefit Analysis.

• Is the cost of the project worth the benefit? 
(Cost/Benefit Analysis)

As we just discussed, we have Principal Cost 
associated with project implementation. There 
is also additional Operational Cost associated 
with it.

Stage 3: Analysis

As defined before, a system is a grouping of functional 
units or components to achieve a common objective. 
In this stage we identify the different functional units 
as well as the components of our system. We use 
different tools and system models to define them. In 
our case the various working components are:

• A Web Server

• A Database Server

At this stage we also need to define the functional 
units/ processes that shall be a part of our system. 
This is called Structured Analysis and there are many 
tools available for the same, for example, Decision 
Tree, Structured English, Decision Table, Data Flow 
Diagram, Data Dictionary etc.

We shall use a data flow diagram (DFD) to define the 
various functional units of our system.

Figure 2: Sample DFD
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A Data Flow Diagram (DFD) defines interaction of 
Processes, Data Stores (Databases) and Data Sources 
(User/Objects) in terms of Data. It defines what data 
should be sent/ received by a Process, Data Store or 
Data Source. 

Symbols:

• Square/Rectangles: Represent Data Sources. 
They are the sources/destination of data in 
a System. Examples: Users, Sensors, Input/ 
Output Devices, etc. They should be named 
using CAPITAL letters only.

• Arrows: Represent flow of Data, they should 
be labeled with the data they represent.

• Parallel Lines: They represent Data Store. It 
may be a Database or Simple File Storage. 
They should also be named using CAPITAL 
letters only. 

• Circles: They represent processes that process 
data. Note that at this stage we only define 
they process (e.g. Process Selection) and not 
how it will be implemented. In the design 
phase we decide whether to implement it 
using a Java Servlet or to use PHP to implement 
it. Processes should be numbered.

In our DFD, the Data Source is the User. The User 
shall select the item from the list to view its detail. 
His selected item in processes by a ‘Process Selection 
Module’ which makes a note of what input the user 
has selected. This information is used by the ‘Process 
Query’ module to generate and fire a query to the 
database. This process also accepts the query result 
from the database. The query result is sent back to 
the ‘Process Selection’ module which then outputs 
the data in a user friendly format.

DFD also has levels, depending upon the depth of 
detail it has. Our DFD is a Level 0 DFD, since it defines 
the process at a very abstract level. Consider an 
Authentication process of Gmail. Gmail has a two-
way authentication feature. If we had to make a DFD 
of Gmail Authentication then our Level 0 DFD would 
have only one process called ‘1 Authentication’. 
For Level 1 DFD we fragment this process into two 
processes ‘1.1 Verify Username and Password’ and 

‘1.2 Verify Security Code’. Since we have fragmented 
Process 1 into two processes we number them as 
1.1 and 1.2. For more detail we can make a Level 2 
DFD also by fragmenting Process ‘1.2 Verify Security 
Code’ into ‘1.21 Search Phone Number’ (searches 
user phone number in User Database), ‘1.22 Send 
SMS’, ‘1.23 Compare Code and User Input’ and ‘1.24 
Allow/deny User Access’.  

Since now we have defined the different elements of 
our System and how data shall flow between them, 
we move on to the Analysis Phase.

Stage 4: Design

In this stage we define the final system design. We 
define the inputs, outputs, the processes and the files 
of the system. All these details are documented and 
a prototype is developed. It is very crucial to get user 
acceptance at this stage. When designing the system 
we must keep the user’s needs and expectations 
in mind. This is where prototyping helps. We first 
design a system prototype; get the user’s opinion 
about it. Once it is finalized, we move on to the 
implementation stage. 

We shall define the following for our website:

• Inputs: This includes defining the User Inputs, 
how they are taken (checkbox/radio buttons/
menu), General Form Design (plain html 
without the styling), etc.

Figure 3: Sample Form Design for Display Food 
Information Page
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• Outputs: This includes the Webpage Design, 
Usage of responsive frameworks like Twitter 
Bootstrap, Fonts, Color Schemes, etc. Output 
should have an aesthetic appeal to the users. 
Output also depends upon the device that is 
going to be used for user-interaction. In our 
case, the target devices could be cellphones, 
tablets, laptops, desktops, etc. They all have 
variable screen sizes. A responsive framework 
would be useful in this case as it can adapt 
our webpage as per the screen resolution of 
the output device.  

• Processes: This includes the various 
processes on our website like displaying food 
information, admin authentication, add new 
food item, remove food item, modify food 
item, etc.

• File: The file structure defines how we store 
product information in our system. In our 
case we are using the MySQL database to 
store the food information and a link to the 
food image. The file structure also defines the 
files to be used, file hierarchy in webserver 
(js, css, src files) and the database design.

Figure 4: Sample ER Diagram

Database design is an important part of the design 
process. We need to define the database schema 
that is efficient (has less redundancy) and less 
prone to anomalies (insert, update and delete 
anomalies). For this, we first identify the entities 
and the relationships between them along with their 
attributes and represent this using an ER Diagram. 
We then represent this ER Diagram in form of a 
schema diagram which defines which tables (called 
as relations) our database shall have. Normalization 
is done at this stage. Normalization is a process of 
decomposing a table into smaller tables to eliminate 

redundancy and avoid anomalies. It is very essential 
to normalize a schema till at least 3rd Normal Form or 
BCNF for efficiency. 

Since now we have all the information we need, we 
proceed to the actual implementation of the system.

Stage 5: Implementation

This stage consists of the actual implementation of 
the system as per the design document. This stage 
consists to two sub-stages:

1. Building/Coding

2. Testing

A. Building/Coding

This stage involves making some final decisions 
regarding the project. It also involves the major task 
of coding and documentation. The coding stage 
involves the following activities:

• Choice of Hardware/Software 

If the project involves any hardware 
components we need to decide what hardware 
are we going to use at this stage. The first step 
in this involves finalizing the hardware we 
are going to use. We take into consideration 
different factors like compatibility with 
other hardware or software, minimum 
maintenance, quantity required, do we need 
new or refurbish the old ones, etc. After this 
the tenders are ordered for the purchase of 
new hardware or for upgrading the old one. 
After the quotations are received, they are 
reviewed and the one that is most suitable for 
the project is selected. 

We also need to finalize the software that we 
are going to use. Today there are both open 
source and proprietary software available 
that offer the same functionality. We need 
to take into consideration various factors like 
cost, stability, customer support, upgrades, 
license requirements, dependencies, etc. 
while finalizing the software we are going to 
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use. 

In our case, we could use XAMPP which has 
Apache Web Server with PHP and MySQL 
database server. XAMPP also provides 
phpMyAdmin Web Interface for Database 
Administration and it is easy to setup and use.   

• Coding/Integration: 

This involves coding as per the design 
document and inline code documentation. It 
is a good practice to keep a data dictionary 
and follow a common pattern while coding 
because this will save a lot of hassle while 
integrating various modules of a project. 

• Deployment options: Cloud Based/
Infrastructure Based (Cost comparison, 
Security Issues, Maintenance)

After we have developed our website and it 
is ready for deployment, we need to decide 
whether we want to implement the website 
on the Cloud or on our Client’s infrastructure. 

There are various cloud services that allow us 
to host websites on Cloud. They cost efficient 
when it comes to infrastructure setup and 
maintenance costs. On other hand we need 
to take additional security measures to keep 
our data on cloud secure. 

In our case, since TechieFoods is not an IT 
based company and doesn’t already have 
any infrastructure for setting up websites 
and local databases and also that our data 
are not too critical, the Cloud deployment 
could be an optimal solution. On other hand 
if we have to make a web application for an 
IT based company that is going to be used 
for their internal operations only, we could 
use their web server or even setup servers in 
their domain to prevent the critical data from 
leaving the organization.

B. Testing

Testing is an important stage in SDLC. There are 
various types of testing like Unit Testing, Site testing, 

Browser testing (for websites). We need to test the 
system to work for every use case. For Example, we 
have developed our website using the responsive 
framework (Bootstrap) as our targeted audience shall 
access our websites from devices like cellphones, 
tablets, laptops, etc. So we need to test our website 
on all these devices and also on various browsers like 
Chrome, Firefox, etc. (Browser Testing)

Stage 6: Post Implementation

This stage is defined by three major tasks:

• User – Education

• Maintenance

• Troubleshooting

Let us discuss each of them in detail. User 
Education consists of user training and orientation. 
It is necessary to get users acquainted with the 
new system. Consider a biometric authentication 
system is to be introduced in a college for recording 
the check-in and check-out time of the college 
staff. In this case, most of the college staff may 
be new to a biometric system. It is necessary to 
train the college staff to use the biometric system 
and also tell them about the benefits of this new 
system. Proper user education reduces load on 
the customer service department as it makes 
the users capable of making the best use of our 
product and also do some basic troubleshooting.

The next is maintenance. We need to provide 
the maintenance for our product which is usually 
done on contract basis. According to the company 
policy, we may provide free maintenance for a 
certain period and then provide a paid contract 
on yearly basis. Good customer support is 
essential to establish a good brand value and can 
contribute to an increase in potential customers. 
Troubleshooting is also a part of maintenance. 
A good troubleshooting document is beneficial 
for both the organization and the users. In our 
case, we may document some basic errors like 
cannot load webpage (which could be because 
the server is down), new food product cannot 
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be added which could be due to duplicate 
FoodIDs. We should also document the steps 
needed to troubleshoot these errors in an easy 
to understand manner. 

Project Termination

A project is said to be terminated when we no longer 
proceed with the SDLC. Termination of project occurs 
when:

• Organization can no longer proceed with 
system development 

There can be many factors like user is 
uncooperative, budget exceeded, etc. 
which could hamper the progress of system 
development.

• System does not meet user requirements

If at any point in SDLC we realize that 
the system is not able to meet the user 
requirements, the SDLC is terminated. This 
is because meeting the user requirement is 
the first and the foremost goal of a system 
and if we are not able to meet them in spite 
of a number of modifications, we need to 
terminate the SDLC.

• User requested termination

This can happen because of factors like 
change in the user’s policies, user may have 

gone into bankruptcy, etc. 

• System has become obsolete.

Every system had certain life. As technology 
progresses, some systems become obsolete. 
The telegram service which had been in 
existence for years was recently shutdown 
after the widespread use of SMS and instant 
messaging applications.

Summary

SDLC still remains one of the most widely used 
methodologies in large organizations where the 
project is broken down into many tasks and then 
delegated to a huge workforce. It is an ideal approach 
for both structured and object oriented analysis and 
design of a system. In this article we discussed the 
System Development Life Cycle (SDLC) in brief along 
with a case study of making a website. There is a lot 
more to SDLC like activity diagrams, UML diagrams, 
Class diagrams, user interaction strategies, etc. The 
best way to study systems is by applying SDLC to a 
small project to accomplish it. 
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Role of a Product Manager in 
Information Technology

- Amit Kesari
Email: amitsinh.kesari@gmail.com

Introduction

Information technology (IT) in India has been 
traditionally a services-oriented industry consisting 
of two major components: IT Services and Business 
Process Outsourcing (BPO). Companies like TCS, 
Wipro, Cognizant, Infosys and many others have 
flourished in the 90’s and 2000’s by providing IT 
related services across the globe. As per NASSCOMM, 
in 2012 alone, the India Inc. IT services sector had 
earned revenue of over US$ 100 Billion.

However, the situation has been changing, albeit 
slowly but none-the-less, in the past few years. IT 
corporations have started realizing that the services 
market is closing on the S-curve plateau (refer Figure 
1 for S-Curve). The top honchos of these corporations 
have started looking at avenues that would generate 
the next US$ 100 Billion. They have started realizing 
the significance of developing intellectual property. 
At the same time, the start-up culture has slowly 
started gaining momentum, especially in the IT 
hubs such as Bangalore, Hyderabad, Mumbai, Pune, 
Gurgaon, etc. Several start-ups are springing up in 
these cities with offerings ranging from e-commerce 
to cloud based solutions. The mindset is now shifting 
from providing only services to providing product-
based services. 

Figure 1: S-Curve (http://cdn-static.zdnet.com/i/
story/60/05/007206/s-curve.jpg)

Product Manager, what is it?

A couple of months ago, few of my colleagues and I 
attended a webinar on product management by the 
CTO of one of the most successful product-based 
companies. Before the webinar, we were having a 
casual discussion, when one of our junior colleagues 
asked a senior colleague, a technical lead, as to who 
carries the responsibility of a Product Manager within 
our company. Surprisingly, this senior colleague 
mentioned about our Engineering Manager, since he 
felt that the person responsible for managing product 
development projects is a PRODUCT MANAGER.

The above example clearly illustrates the lack of 
understanding of the role of a product manager 
even amongst seasoned IT professionals in India. A 
lot of folks even believe that product management 
and project management roles are synonymous. This 
is despite the fact that the product management 
function plays a very vital role in all product-based 
companies. In fact, global leaders such as Apple, 
Google, Microsoft and Dell etc. have been hiring 
product managers since a long time. However, the 
product management function in India is still in 
nascent stage, thereby resulting in a lack of awareness 
of the product manager role. This article will help the 
readers understand the basics of a product manager 
role and its significance in a product ecosystem.

Product Manager, the mini CEO?

The product manager plays a very important role in 
bringing a product to life. Let us look at some of the 
key functions within an organization to understand 
the significance of product management function. 
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1.	 Sales – This function is primarily geared 
around numbers i.e. the number of sales, the 
total amount of sales, etc. within a month/
quarter/year/etc. The top management 
or executive team allocates monthly or 
quarterly quotas and the sales folks are busy 
meeting those quotas. They primary interest 
is how many customers are buying the 
solution/product offerings from them and 
of how much value. This function is all about 
closing the deals. The most likely customers 
of these folks are CIOs and business leads of 
the client organizations. The CIOs evaluate 
the software product on technical terms 
and business leads evaluate the same from 
business needs/ usability perspective. 

2.	 Marketing – This is an outbound function that 
focuses on lead generation and handing over 
the leads to the sales department for closing 
those deals. In most companies, marketing 
and sales could be just one department, 
since they have to work hand-in-hand in most 
cases.

3.	 Software Engineering – This function is 
focused on developing the product based on 
the requirements. Their key task is to ensure 
that the product is delivered in time for 
the mentioned specifications. In short, the 
software engineering team has to focus on 
building the product the right way.

4.	 Executive team – This team’s focus is on 
overall company strategy and which markets/
areas to focus and invest in. 

But then, who is focusing on the following points:

1.	 Is the engineering team building the right 
product?

2.	 What are the customers actually looking 
for? Is the product/solution solving their 
problems?

3.	 What is the market requirement? Will this 
product cater to silo customers or is there an 
enough need in the market that the product 
can cater to several customers? Is the product 

offering scalable?

4.	 Is the sales team equipped enough to address 
the customer’s questions and concerns on 
the product offering?

5.	 What do the financial numbers tell about 
the product? What is the bottom-line? Is the 
product generating a profit?

It is exactly to answer these types of questions that a 
product manager role is required. A product manager 
needs to be constantly addressing these types of 
questions so that a viable product is developed that 
actually meets the customer and market needs. 
The product management function is more of a 
strategic role than a tactical role. Hence, the product 
manager is also known as a mini-CEO. Just as the CEO 
is responsible for the growth and success or failure 
of the company, similarly the product manager is 
responsible for the overall success or failure of a 
product.

Product Manager, the Generalist?

Following diagram depicts some of the essential 
tasks that a Product Manager needs to perform.

Figure 2: Product Manager tasks (http://
sureshkrishna.com/blog/?p=711)

As the above figure illustrates, the product manager 
role is essentially a cross-functional role, wherein 
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the product manager needs to interact with key 
stakeholders, both internal and external, from 
different teams, groups and departments on a 
regular basis. Also, depending on which stage of the 
product life-cycle the product belongs to, the product 
manager may interact with some teams or groups 
more compared to the other teams. Hence, the 
product manager is more of a generalist role rather 
than a specialist role. It is imperative for a product 
manager not only to understand the terminology 
and thought-process of the specific team that he/she 
is interacting with, but also to convey the message 
in the same parlance as of that team. For example, 
while interacting with the engineering team, the 
Product manager would need to understand and 
communicate more in technical jargon by highlighting 
the technical requirements, intended performance 
benchmarks and user experience; whereas while 
interacting with the sales team, the Product manager 
would need to understand and communicate in 
business and sales lingo by highlighting the benefits 
that a specific product may offer the customer. 
It is also essential for the product manage to be 
abreast of the overall company strategy and align 
the product strategy and roadmap with it. However, 
probably the most important thing that the product 
manager needs to focus on is the customer and 
market needs. The product manager needs to be 
constantly in communication with both existing and 
prospective customers and work on understanding 
their pain points. Unless and until a clear market 
requirement is established, it is very difficult to define 
the product requirements. The product manager 
also needs to be aware of the competitive products 
and offerings so that a clear value proposition can be 
established separating one’s product offering from 
the competition.

In order to be effective as a product manager, one 
has to focus on several critical tasks on a daily basis. 
Some of these tasks are:

1.	 Product Objective: The product manager has to 
clearly articulate the objective of the product by 
addressing the following questions:

a. What market problem is the product/
feature solving? E.g. Automate complex task, 

generate new sales leads, reduce costs etc.  

b. How will the customers benefit from the 
product/feature(s)? 

c. Which market segment is the product 
targeting? 

d. How big is the potential market size for 
this product/feature? E.g. A core banking 
solution will focus on key banks in the 
specific geographic area. 

2.	 Competitive Analysis: It is very important to 
understand the competition before embarking on 
the product development journey. Understanding 
the competition not only empowers the product 
manager but also all the internal teams such as 
engineering, sales and marketing to understand 
what they are up against. It also helps in 
identifying the compelling reason that would 
distinguish one’s product from the competition. 

3.	 Personas: Personas are the profiles of the users, 
who would be actually using the products. 
It is very important to understand not only 
the demographics of the target users, but to 
understand at a deeper level their thought-
process. E.g. A product required for senior 
managers would be very different from a product 
required for end users. Or same product could be 
used but different screens /UI would be provided 
depending on the level of details required at 
each level. 

One such technique is building the “Empathy 
Maps”.  An empathy map is a 4-quadrant area 
that depicts:

a. What do the users say?

b. What do the users actually do?

c. What do the users think?

d. What do the users feel?

It has been observed that there is not much 
consistency between what most folks say, 
do, think and actually feel. By building an 
empathy map, it becomes easier to figure what 
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would appeal to the users both mentally and 
emotionally.

4.	 Product Requirements: This consists of 3 main 
aspects:

a. Functional Requirements: The functional 
requirements are derived based on the 
interactions with the customers, users and 
flow from the identified market need that 
the product is addressing. The functional 
requirements are usually mapped into 
customer use cases. The primary role of 
the engineering team is to ensure that the 
product features and functionality address 
the required use cases. 

An important point to be considered here 
is the scope of the product/feature(s). It is 
essential that each product release focuses 
only on MVP i.e. Minimum Viable Product. 
A minimum viable product is such that if 
any one feature/functionality is removed, 
the product will cease to appeal to the 
customers. Adding additional features to a 
MVP only clutters the product and actually 
delays from bringing the product/feature(s) 
into the market. To illustrate this point, let 
us look at a couple of examples: 

• It is a well-known fact, that Apple did not 
add the basic Copy-and-Paste feature, 
something which is pretty common in 
most smartphones, in the initial versions 
of iPhone. However, in spite of not 
having that functionality, iPhone went 
to become a major success story with 
tremendous adoption.

• When Google were developing their first 
version of Google News, they were not 
sure whether to add a “Sort by Date” 
or “Sort by Location” feature. After 
contemplating a lot on this point, the 
team decided that they would launch the 
product without this feature itself and 
then develop the sort feature based on 
user feedback. Once, the product was 
launched, there was an overwhelming 

response for “Sort by Date” feature 
that Google were able to promptly add 
in the subsequent releases. In this case, 
by focusing only on the MVP, Google 
was able to launch the product sooner 
in the market and were also able to 
get feedback to plan the next course of 
action.

b. Performance Requirements: This set of 
requirements identifies the performance 
bottlenecks that the product has to overcome 
so as to effectively address the user’s 
needs. By not addressing the performance 
requirements, customer satisfaction drops 
drastically effectively impacting the product 
success.

Examples of performance requirements 
could be X number of transactions to be 
handled per minute, Y number of concurrent 
users etc. 

c. User Experience: User experience is not 
only user interface, but is the complete 
experience that a user draws when he/she 
is using the product/feature. Focusing on 
user experience, enables the engineering 
team to formulate an appropriate model 
encompassing the front-end UI, middleware, 
back-end interface as well as the data 
storage.

5.	 Product Evangelist: A product manager has to be 
very passionate about the product/product line 
that he/she is working on. A product manager 
should firmly believe in the value that the product 
provides to the customers and in turn to one’s 
company. As a product evangelist, a product 
manager needs to:

a. Empower the sales team with product 
knowledge, assist them in addressing 
customer queries and concerns and perform 
product demonstrations, if required.

b. Assisting the marketing team with product 
position ad developing a go-to-market 
strategy.
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c. Sharing real-life use cases with the 
development team so that they feel 
empowered in seeing their efforts addressing 
the customer’s needs and pain-points.

d. Pitching the product strategy in front of the 
top executive team, illustrating how it fits 
in with the company’s overall strategy and 
building a case for funding.

e. Assisting the support team in addressing 
customer enquiries and product issues.

Product Manager, what about Agile?

So far, we have seen a traditional Product Manager 
role and how it is critical to a product’s and company’s 
success. However, with the advent of Agile 
development methodology, the product manager 
role also had to undergo a change. The traditional 
Product manager usually spends significant time 
understanding the market and customer needs; 
and describing these needs as part of detailed 
market and product requirement document before 
the development team comes into the picture. 
However, in Agile, the mantra is different. Software 
needs to be shipped fast, early and with multiple 
iterations. The idea is to fail faster by incorporating 
the customer feedback for development as early 
as possible. This results in reduced development 
cycles and shorter customer feedback loops. This 
entails that the product manager spend more time 
with the development team to ensure the right 
product is built and shipped. However, a traditional 
product management role is more outward facing 
i.e. customer and market oriented. As a result, Agile 
introduces a new product management role as part 
of the process: Product Owner.

Agile development methodology has three primary 
roles:

1.	 The Scrum team: This is the core engineering 
or development team that owns the Sprint 
backlog. This team is responsible for estimating 
the development time, including time spent on 
Quality assurance, developing and testing the 
functionality and fulfilling the tasks accepted 

during the sprint planning meetings. 

2.	 The Scrum Master: The primary responsibility 
of the scrum master is to remove any blockages 
or hindrances affecting the scrum team.

3.	 Product Owner: A Product Owner needs 
to own the Product backlog and decide the 
product functionality. A product owner 
needs to develop sprint stories, including 
acceptance criteria, from the product backlog. 
A product owner also needs to focus on the 
user experience of the product by developing 
wireframes, mockups and highlighting the 
overall data flow.

Product Manager, can I become one?

The key ingredient for becoming a product manager 
is a passion for building world-class products. The 
product manager is not only a product champion, 
but also a champion in articulating its value to both 
internal stakeholders such as executive team, sales 
and marketing, engineering, etc. as well as external 
stakeholders i.e. customers.

There are several routes to becoming a product 
manager. A couple of the ways are:

1.	 Ideally, a product manager is a business 
function. Hence, those who have a business 
degree or have a sales background and a 
passion for technology can work towards being 
a product manager.

2.	 A lot of times, engineering folks who exhibit 
strong domain knowledge or are able to 
effectively communicate value of the product 
offerings to non-technical or non-engineering 
folks can also move into a product management 
role. 

Now-a-days, several institutes have started offering 
product management certification courses in India. 
Some of these institutes are:

1.	 Institute of Product leadership  (www.
productleadership.in)
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2.	 Pragmatic Marketing (www.
pragmaticmarketing.com)

3.	 280Group (https://280group.com/)

4.	 Confianzys in partnership with Blackblot (www.
confianzys.com/index.html)

The above institutes provide either classroom 
training sessions or virtual online sessions to impart 
the training. In addition to actual courses, there 
are some certifications that are available through 
an online exam mode such as Certified Product 
Manager (CPM) and Certified Product Marketing 
Manager (CPMM) from AIPMM i.e. Association of 
International Product Marketing and Management. 
Apart from courses and certifications, there are 
several interesting blogs and articles online that 
provide practical tips in developing one’s mindset 
and thought-process of a product manager.

These courses and certifications will enable a person 
to acquire the necessary skill-set to transition into 
a product management role. However, one should 
realize, that most of the learning will happen on-the-
job, since the role is a both an art as well as science.

Product Manager, the complexities

There are several complexities that one may face 
while trying to enter the product management field. 

• For starters, even though product management 
function is vital for product-based companies, 
they may not advertise the opening as a product 
manager. Different companies may advertise the 
product management role under different titles 
based on their organizational structure. Hence, it 
is very important for one to read the complete list 
of responsibilities and tasks associated with the 
advertised job opening to understand whether it 
falls under the umbrella of product management. 

• Additionally, the reporting structure for a product 
manager varies from one organization to another. 
In some companies, the product manager 
belongs to the marketing team and reports to 

the V.P. of Marketing. In such cases, the product 
management function is more of an outbound 
function, with very little interaction with the 
engineering team. In some cases, this role is also 
known as Product Marketing Manager. In case 
the Product manager is part of the Engineering 
team and reports to the V.P. of Engineering, then 
the product management function is more of 
an inbound function with very little interaction 
with the sales or marketing teams. In such cases, 
this role may be termed as Technical Product 
Manager and the product manager may be 
reduced to developing technical specifications 
and to working more closely with the actual 
development team to build the product. 

Conclusion

Product management plays a very vital role 
in developing effective software products and 
solutions. A product manager is a “product champion 
or product evangelist” for both external and internal 
stakeholders and is also the “voice of the customer” 
for the internal stakeholders. A product manager 
is completely responsible for the success or the 
failure of the product and hence top-notch product 
managers are usually the “stars” in some of the top 
product companies such as Google, Yahoo, Microsoft, 
Apple, etc. Even in India, product management 
concepts and roles have started gaining ground 
and companies like Flipkart, Myntra (now bought 
by Flipkart), Quikr, Justdial, Zomato, Freecharge, 
and Redbus.in have gained tremendous traction in 
the Indian market by focusing on effective product 
management techniques.
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Introduction to C++ 11 - Part 2

- ShreeHari Lele
Email: shreeharil@gmail.com

In the previous article titled Introduction to C++11 (published in Volume 5) we have examined the following 
features of C++11:

1. Runtime Performance Enhancements

Features that cause the compiled programs to run more efficiently at runtime.

2. Build Time Performance Enhancements

Features that cause the programs to compile more efficiently.

3. Core Language Usability Enhancements

Features that allow the programmer to write code more effectively.

The previous article has been made available at https://sites.google.com/site/shreeharilelearticles/ for 
reference [1] (See References).

In this article we are going to examine a Core Language Usability Feature that had been left off in the previous 
article, and then go on to examine some core language functionality improvements introduced by C++11.

Core Language Usability Enhancement Feature: Explicit Conversion Operator

Explicit Keyword before C++11

The use of the explicit keyword before C++11 was limited to constructors. It was used to solve a very specific 
problem of implicit conversion by constructors that took a single argument. To understand this let us take 
the example of a housing society in which buildings are named after alphabets (‘a’,’b’,’c’ etc.) and the flats 
within each building is numbered from 1-18. So to uniquely identify a flat in the entire housing society we will 
need to know its building name as well as its flat number. The following class can represent this mechanism.
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Notice the constructor at line number 10. It is important to note that even though this constructor accepts 
two arguments, it’s still the default constructor. This is because both these arguments have been given 
default values. Which means a call to the constructor with no arguments will invoke this very constructor.

We have also overloaded the comparison operator ==. In this operator we have written logic to see if two 
flats are the same. In it we are required to check for equality of both bldg. and flat number. But what happens 
if we misuse this equality check as follows:

Argument will default to 1. 
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The above program will not generate a compilation error. It will print ‘Same’ in the output when executed. 
This is how the program will execute:

• At line 8, the compiler will look for the == operator for class Flat that accepts an argument of one 
character.

• Since it can’t find such an overloaded operator ==, it will see if the existing overloaded operator== 
(line 14 of Flats.cpp) can be used against this call.

• The existing overloaded operator accepts a Flats object, but luckily the constructor of Flats class can 
execute with only a character as the argument. The second argument will default to the value ‘1’ as 
per our code (line 10 of Flats.cpp).

• So, (at line 14 of Flats.cpp) the compiler creates a Flats object by making a call to the Flats constructor 
and passes to it the only argument it can, char ‘a’. The value of flat number defaults to 1. 

• This temporary object is used during the comparisons within the overloaded == operator at lines 5 
and 6 of Flats.cpp.

• The object that we are checking against also has the same bldg. and flat number (line 4 of Flats_
Demo1.cpp). Hence the output given is ‘Same’.

If the value for the object at line 4 of Flats_Demo1.cpp and the default value in the constructor for Flats 
were different then the program would have printed ‘Not Same’. But this is not our real problem. We 
have allowed the comparison of a Flats object, with something that is unintentionally getting converted 
into a Flats object because of the default constructor. This is a flaw in the design as it makes the code less 
comprehensible and may lead to unpredictable results [3].

To disallow this implicit conversion we use the explicit keyword. Modify line 10 of Flats.cpp to the 
following:

explicit Flats(char  r = ‘a’, int i = 1) :

This time you will get a compilation error at line 8 of Flats_Demo1.cpp saying no match for ‘operator==’. 
This time it has refrained from converting from a character to a Flats object implicitly.

If the programmer still wishes to do this he can always typecast the char into a Flats object himself before 
using it. Change line 8 of Flats_Demo1.cpp to:

if (flat1 == (Flats)’a’)

The error disappears. But in this case, we are sure of the fact that the programmer is aware of what he 
is doing, so that’s ok.

Explicit Keyword in C++11

The use of the explicit keyword for the above scenario is still preserved in C++11. Its use has also been 
extended to type conversion functions as well. (To learn why type-conversion operators are required see 
References - [4])

Consider the following Dollar class that has a type conversion function for dollar to cent conversion overloaded 
in the dollar class.
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The above construct makes it possible to call Cent specific constructs on Dollar objects.

Source: http://www.learncpp.com/cpp-tutorial/910-overloading-typecasts/

If you wish to disallow such implicit conversion you can make the type conversion function declared at line 
23 in DollarsToCents.cpp to 

explicit operator Cents() { return Cents(m_nDollars * 100); }

This time the compiler will throw you an error saying [could not convert ‘cDollars’ from ‘Dollars’ to ‘Cents’.] 
Unless, you explicitly convert the Dollar to a Cent at the time of calling function PrintCents at line 4 of 
DollarsToCents_Demo1.cpp as follows:

PrintCents((Cents)cDollars);

This time the compiler will allow it. Just as the case with constructors, this way is OK because we can be sure 
of the fact that the programmer knows what he is doing.
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In summary, explicit keyword, used on constructors and type-conversion functions, disallows the use of 
those constructors or type conversion functions to perform implicit conversion.

Core Language Functionality Improvements

The usability enhancements we have seen so far have made it easier to use, or helped us make correct use 
of the language’s existing functionalities. The Core language functionality Improvements introduced with 
C++11 are new functionalities all together, that were not available earlier as a part of the core language. 
With these functionalities we can do things that were previously impossible, exceedingly verbose, or required 
non-portable libraries [2]. 

Variadic Templates

Recall that a template is a means by which a class or a function can be used for different kinds of inputs. (For 
a quick recap see Section 2.4 of [1]). Bjarne Stroustrup defines a variadic template as follows:

‘A template can be defined to accept an arbitrary number of arguments of arbitrary types. Such a template 
is called a variadic template.’ [5]

Now consider the following problem:

You have been asked to write one function that can accept any number of arguments of any type and print 
them as a numbered list. This problem can’t be solved with ordinary templates, since, although templates 
had helped us in handling arbitrary types, the number of arguments was always finite in the old template 
implementations. Enter Variadic templates! (Sometimes simply called variadics [5]). This is how the solution 
would look:

In the printList method at line 6, the first argument appears as the one of type current. The remaining 
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arguments are accepted in the ‘parameter pack’. This is the variable part of the template.  In the above 
program, ‘Args’ is the template parameter pack, whereas ‘rest’ is the function parameter pack. Notice that 
we have also defined a function printList that contains no arguments. This is how the above program will 
work.

• The call at line 22 will put 0 as the first argument (current) in the call to method printList of line 6, and 
put the remaining arguments in the parameter pack(rest).

• Then, at line 8 we ‘process’ the first argument (current) i.e. we print it along with a counter. I this case 
we print ‘[1]0’. And then we increment the counter to its next value.

• At line 10, we invoke the method printLine on the parameter pack. But this time the first argument 
is now 3.14.

• The same process will repeat for 3.14, we will print ‘[2]3.14’, and at line 10 again a recursive call will 
result processing of the next element viz. true. (Note: the value of true is being printed as 1. Boolean 
values are evaluated to integers in C++).

• This will repeat, until only “Shinzo” is left in the parameter pack. The call at line 10 will put “Shinzo” 
as the first argument (current) and keep the parameter pack empty. 

• In  the next call, this will print “Shinzo” at line 8 as expected. But this time, at line 10, since the 
parameter pack was empty, the call made to printList will in fact invoke the printList method of line 
12, which expects no arguments.

• If this function with no arguments were not there, we would have suffered a compile time error!

The output to the above program is:

start list:

[1]0

[2]3.14

[3]1

[4]g

[5]Shinzo

-----Done printing list-------

New way of writing String Literals

Firstly, why is handling of various character sets important to a C++ programmer? Imagine you are writing 
a program to scan some text from a UNIX text file. You need to look for a particular keyword in that file. If 
the character set that was used to encode this file is different from the one you have used in your program 
then it can lead to erroneous behaviour. This is because your program doesn’t really understand characters. 
It understands binary language. It tries to convert whatever information is contained in the file to characters 
based on the character set it is programmed to use. A character set, among other things, defines how many 
bytes it takes to define a character.

So the binary string in the file could have different meanings depending on which character set was used to 
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decode it.

There are six ways of writing Unicode character literals in C++. This division is based on:

1. Whether the literal is raw or ordinary.

2. Which of the following Unicode encoding they follow:

a. UTF-32 (Stores characters in 32 bits)

b. UTF-16 (Stores characters in 16 bits)

c. UTF-8 (Stores characters in 8 bits or less)

2.2.1 Raw String Literals

Raw v/s Ordinary string literals: A raw string, as against an ordinary string, is one where the escape se-
quences are not processed. That means \n, \t or \” etc. have no special meaning in a raw string.

• Eg. of ordinary string: “folder\\file” [We need an escape sequence to represent \]

• Eg. of raw string: R”(folder\file)”

Note: Use Raw Strings when there is a complicated use of backlash. [5]

Also “( and )” is only the default delimiter pair. You can use a custom delimiter pair for your string literal 
as follows:

R”***(“quoted string containing the usual terminator (“))”)***”

Here the delimiter is “***( and )***” and any number of brackets, quotes (or even a line break) that ap-
pears in between will not cause problems.

string counts {R”(1

22

333)”};

is equivalent to

string x {“1\n22\n333”};

That gives us the following breakup of string literals. (The table shows examples of how the string literal 
‘folder\file’ can be represented in each of them)

 UTF-8 UTF-16 UTF-32
Ordinary u8"folder\\file" u"folder\\file" U"folder\\file"
Raw u8R"(folder\file)" uR"(folder\file)" UR"(folder\file)"

The following table shows the data-types that can be used to create variables that hold values of the above 
character set literals. [8]

UTF character set Data type
UTF-8 wchar_t
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UTF-16 char16_t
UTF-32 char32_t

User-defined literals 

Older versions of C++ are capable of accepting literals of only the following types:

Integer Example: 1234
Floating point Example: 12.5
Character Example: ‘a’
string Example: “Warrior”

C++ allows us to differentiate between the literals based on the specific data type of the variable which can 
hold the literal’s value. For e.g. when the value 12.5 is being assigned to a float we use the suffix f.

float f1 = 12.5f; 

When the same value is to be given to a double we use the suffix l.

double d1 = 12.5l;

However, these suffixes are pre-defined. You did not have the luxury of defining your own suffixes for 
creating literals of your own types (user defined classes). Now you can! C++ 11 makes it possible for you to 
assign a literal value to an object of a class that you have defined, and allows you to write code to interpret 
the meaning of the literal for your class. 

Let’s take an example.

Say you have a class called Classroom which has two member variables; standard (1, 2, 3, 4, etc.) and division 
(A, B or C). Together, the Standard and Division are enough to describe a unique classroom. For e.g., the 
classroom for standard 9th students of division B will be written as 9B. We will write code to allow us to 
initialise our Classroom objects in the following manner:

Classroom* c1 = “8C”_room;
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Some explanation about the above example:

Overloading of the “” operator is a kind of syntactic subterfuge, since there isn‘t actually any operator like 
“”[5]

The ‘_room’ at line 13 is a user defined suffix which needs to be used for every literal that is being assigned 
used to assign a value to an object of Classroom, using this overloaded operator. See line 25 for e.g.

Within  the overloaded operator “” we have written logic that will transform the raw Literal (a stream of 
characters ‘8’ and ’C’) into cooked literal (a Classroom object with member variable m_Standard holding the 
integral value 8, and m_Division holding the value ‘C’). This logic is in between lines 14 – 21.

When the compiler sees “8C”_room (at line 26) it extracts the string value 8C and calls the overloaded 
operator “” that accepts ‘char *’ and has suffix ‘_room’.

You can overload the operator “” multiple times, but you must observe the rules of function overloading while 
doing so. i.e. any two overloaded versions should differ in number and/or type of parameters. Following is 
an example of such overloading:

1

2

3

long double operator “” _mm(long double x) {return x;}

long double operator “” _cm(long double x) {return x*10;}

long double operator “” _m(long double x) {return x*1000;}
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Source: [7]: (https://www.youtube.com/watch?v=2xUJTXeBZmE)

The above constructs ensure that even when length is entered in mm or cm, it is always stored in meters. 

Issue w.r.t. Runtime Performance

The problem with defining operator “” like this is that now there is runtime cost of executing the code of 
translating the literal into a cooked literal. The code in Classroom.cpp lines 14-21 will be executed every time 
a literal is being assigned to a Classroom variable at run time.

To solve this we simply make the overloaded operator a constexpr. (For explanation of constexpr see Section 
3.1.2 of the Part 1 of this article series [1]). Example:

constexpr int operator”” _b3()

This solution is perfect because we are assured of the fact that the input to the operator “” is always going 
to be a constant (since it’s a literal). The conversion will be done at compile time itself, saving our runtime 
performance cost!

What to Name Your Suffix

When you are deciding on the name of the suffix for your class’ literal values (_room in the example Classroom.
cpp), always remember to start your suffix name with an underscore. The standard library reserves all suffixes 
not starting with an underscore. [5]

What can be the Parameters to the Operator “”

You can have the only the following types as parameter to the “” operator

• char const*

• unsigned long long

• long double

• char const*, std::size_t

• wchar_t const*, std::size_t

• char16_t const*, std::size_t

• char32_t const*, std::size_t

The return value can be of any type. [7].

The purpose of User defined literals is to allow you to mimic the conventional notation of assigning a variable 
to a literal value. It is not just syntactic sugar, but a step towards bridging the gap between user-defined and 
built-in data types.

In the next article we will continue to explore core language functionality improvements.
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Buyer’s Guide for buying 
Android Phone

- Nikhil Bhalwankar
Email: bhalwankar.nikhil@gmail.com

Now days, there is a huge demand for Android 
mobile phones in the market. The price ranges from 
3000 Rs. To 50000 Rs. and there is a wide variety of 
models of Android mobile phones available. Every 
person decides to buy the phone depending upon his 
needs. But there are few important factors which are 
required to be considered before buying the android 
phones. These factors play a vital role while deciding 
which android phone to buy. This article covers 
such important factors which will benefit buyers of 
Android phones and will help them to select a model 
very close to their needs.

After Sales Service

This is the most crucial factor to be considered before 
buying the android phone. It is very much possible that 
the phone may require a repair during its runtime. 
Hence, it is necessary to check the availability of the 
service centres of the selected android phone brand 
before buying the phone. If the service centres are 
not readily available, then there is no use of having a 
one year warranty on the mobile phone. Ultimately 
the buyer will end up in searching for service centres 
itself rather than getting the phone repaired.

User Reviews

There may be few buyers who decide to buy android 
phone just because they got overwhelmed by the 
advertisement. This is not a preferred way to buy 
any android phone. There are few websites where 
users of the android phones share their experiences 
about the phone they bought. Users also share 
the problems they faced while using the particular 

android phone. Reading these experiences will really 
be helpful. Buyer can decide about the life (whether 
it will be long lasting or not) of the android phone 
by reading such experiences. There are two very 
famous websites where the buyer can read the user 
reviews. The websites also provide detailed mobile 
specifications.

http://www.gsmarena.com/

http://www.fonearena.com/

Battery Life

Another important factor to consider is battery life. 
The android phone which a buyer is planning to buy 
should have a decent battery life. Generally 24 to 36 
hours of battery life is considered as good for most 
of the android phones. Battery charge is measured 
in mAh and it is always better to have battery with 
more than 2000 mAh capacity.

Spare Parts

Spare parts of the android phone model which a buyer 
is considering to buy should be available readily. Let 
us consider a common scenario. The phone slips 
from user’s hand and got smashed on the ground. 
This resulted in damage to screen glass and display 
unit. User visits the service centre for repairing the 
phone. The customer care executive examines the 
phone and says that the display unit is not available 
now and will take around 20 days for the phone to 
get repaired. This should not happen. 
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Motherboard, display unit, RAM, camera are 
considered as very important parts of the mobile 
phone as without these, a phone cannot function. It 
will be as if the user will have to switch to some other 
mobile temporarily for next 20 days till the phone 
gets repaired. Every user expects his phone to get 
repaired on the same day as mobile phone has now 
become very important part of the day to day life.

Hence it is very important to verify whether the 
spare parts for a particular model of android phone 
are readily available. User reviews will be helpful in 
this scenario. The websites mentioned in the user 
reviews section above will come to help.

Android Phone Memory

Android Phone Memory is another important factor 
to consider for which a lot of users get confused. The 
advertisement of android phone mentions that there 
is XX GB (where XX is a number) internal memory 
available in the phone. But the fact is out of the 
total internal memory some GB internal memory is 
system reserved and remaining is available for the 
users to use. If the user has requirement of 8 GB 
internal memory, then it is advisable to buy android 
phone with 12 to 16 GB internal memory so that the 
user can get the desired amount of memory to save 
the data.

In general, memory has 3 types:-

1) ROM Memory

2) Internal SD Card

3) External SD Card

There are android phones in which the applications 
get installed in the ROM memory. To give an 
example, consider an advertisement which shows 
that the phone has 16 GB internal memory and it is 
possible to add external SD Card of max size 32 GB. 
Buyer buys the phone and later on he understands 
that applications are getting installed under ROM 
memory worth 2 GB. This means even though the 
phone has 2+16=18 GB memory, applications can 
only be installed under 2 GB memory itself. 

“Move To SD Card” option does not work for all 
the applications installed on the phone and the 
applications for which this option works; it is not 
possible to fully move these applications to SD 
Card. Some part of the applications is resident in 
ROM memory. Hence, it is always advisable to buy 
android phone which has sufficient internal memory 
and the applications should get installed under 
internal memory only rather than ROM memory. In 
the mobile shops, there are demo pieces of mobile 
phones available. Buyer can check the demo piece 
of the model he wants to purchase. Below option is 
necessary to check,

Phone Settings->Application Manager->Downloaded

At the bottom of the screen under the downloaded 
tab, user can see the total amount of internal 
memory available to install apps and the memory 
already used by downloaded apps. 

Figure 1

Above screenshot clearly shows such example. Only 
273 MB memory is available for apps installation and 
1.7 GB is already used. Buy the android phone after 
checking this setting. Ignoring this setting before 
buying android phone will result in memory shortage 
for installing apps thereby resulting in buying new 
phone altogether.
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Camera

Many people have a misconception that more the 
Mega Pixels the camera has, better the photo and 
video clarity will be. This is obviously not the case. 
There is another factor associated with Mega Pixels 
also. Both these factors together decide the clarity of 
the photo and video. The factor is camera lenses. It’s 
indeed very important to know the make of camera 
lenses.

Just take a photo from phone with 8 Mega Pixels 
camera having medium quality lenses and from 
another phone with 5 Mega Pixels camera having 
high quality lenses. Clarity of photo taken from 5 
Mega Pixels camera will be better than the one with 
8 Mega Pixels camera. User Reviews play a vital role 
in such scenario.

It is always beneficial to buy android phone with front 
and back side cameras. Using front side camera, it 
is possible to do video calling. Note here that front 
camera will have less Mega Pixels capacity than back 
side camera.

Processor

Another misconception is more the number of cores 
present in the processor make, the better and faster 
processing will be done. This is obviously not the case. 
Number of cores is not the only criteria to consider 
here. Frequency also plays a vital role in this case. To 
give an example, 2 GHz Dual Core processor will give 
almost the same performance as that of 1 GHz Quad 
Core processor. Thus, frequency does matter in this 
case. 

Figure 2

If there is no sufficient load on the system, it is very 
much possible that only one core remains active and 
other cores enter idle state. In simple words, this 
means that other cores have no work to do. Above 
screenshot explains this. There is an app called 
“System Panel Lite” freely available for download 
on “Google Play Store” which monitors the load on 
various hardware parts of the android phone. As you 
can see in the screenshot, the processor has two 
cores and the second core is idle in most of the cases. 
Even the CPU (Processor) usage graph shows the 
same. Thus, it is not a good idea to decide on buying 
Android Phone just by considering the number of 
cores.   

Android version updates

If receiving the latest android version with all the latest 
features is the priority, then it is always advisable to 
buy an Android Phone with AOSP Android. 

In general, there are two types. 

1.	 Stock Android

2.	 AOSP Android

Stock Android is the android version which comes 
by default with any mobile phone. Mobile phone 
manufacturer makes the device specific changes 
which includes device drivers and framework 
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integrations. The manufacturer then loads the Stock 
Android on the mobile device. AOSP Android is based 
on Android Open Source Project. In simple words, 
AOSP means unmodified Android i.e. source code 
from Google itself.  

Whenever there is a new AOSP Android version made 
available from Google, the general tendencies of the 
mobile manufacturers is to first make a new phone 
with upgraded hardware, integrate the framework 
and apps based on this framework with the latest 
version of AOSP Android and then sell out new phones 
first. Later on, they concentrate on integrating the 
framework and apps based on this framework with 
the latest version of AOSP Android for old phones 
which are already available in the market. This 
means that the already available phones will receive 
the update late as compared with the new phones. 
This period can be up to 3 to 4 months depending 
upon the mobile manufacturer’s priorities.

There are exceptions to this. Google and Motorola 
sell Android Phones based on AOSP Android and the 
waiting period for receiving the updates is very low 
as compared to android phones with Stock Android 
installed. Google Nexus, Motorola Moto G, Moto X 
are examples of such android phones.

Antutu Benchmark – Mobile Performance 
Monitoring Tool

Before buying the desired Android Phone, buyer can 
test the performance of mobile phone he wishes 
to purchase on Antutu Benchmark website. This 
website is having a database which covers results 
of performance tests conducted on various mobile 
phones. Some of the tests conducted are mentioned 
below,

2D Test

3D Test

Processor Test

RAM Test

Multitasking Test

I/O Test

After completion of each test, the mobile phone 
receives the score for that particular test. Once all 
tests are done, overall score is also shown. Using this 
website, the buyer can check the performance of the 
phone. If buyer feels that he is confused on which 
phone to buy, then Antutu Benchmark is a very good 
medium which can come to rescue. Below is the 
website link, 

http://www.antutu.com/en/

Figure 3

If the user wishes to test the android phone which he 
is currently using, then he can do the same by using 
Antutu Benchmark android app. It is available for 
free download on Google Play Store.

To sum the things up

Electronics market is flooded with lots of android 
phones with wide range, multiple specifications and 
that too from multiple companies. Finding a desired 
phone model from this ocean of android phones is a 
tricky task. But considering the above factors before 
buying the Android Phone will help in choosing a 
desired model.
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Banking Fraud on the rise, Are 
you Safe?

- Rajeev Datt
Email: rajeevcdatt@hotmail.com

This article explains the Multi-Channel fraud, its link 
to Social Networking sites, why it happens and what 
does it mean to you.

Fraud in News

Fraud cases are up by 60% as criminals head online 
– The Telegraph

The number of frauds recorded by police has risen by 
nearly 60 per cent in five years, according to newly 
released official crime figures. – The Telegraph

Fraudulent ATM Transactions Yielded Millions in 
Hours 

In a massive Cybercrime operation that involved 
hacking into payment card processors networks, 
manipulating prepaid debit-card limits and speedily 
withdrawing $ 45 million from ATMs worldwide. – US 
Department of Justice

Bank lose millions to hackers in ATM card breach- 
Gulf News

Hacking, phishing and other hi-tech methods are 
feared to be the dominant ways in bank robberies in 
the future and are costing the global financial sector 
a hefty $1 billion (Dh3.67 billion) annually, according 
to reports.

Frauds ripped public sector banks of  Rs. 23,000 
crore – Hindustantimes

Public sector banks have cumulatively lost a 
massive sum of Rs. 22,743 crore due to cheating 
and forgery in the last three years alone, HT has 
found through a right to information RTI) reply. 
Between April 2010 and September 2013, 
the number of bank fraud cases has shown 

a slight decrease yearly but the amount of 
money lost has been increasing year on year.  
The number of fraud cases, for instance, came down 
to 2996 in April 2012 to March 13, from 3748 in 
April 2010 to March 2011, but the amount shot up 
to Rs. 10179.42 crore from Rs. 3275 crore.

2 Million Passwords Reportedly Stolen - Facebook, 
Other Social Media Sites Targeted

The massive data breach was a result of keylogging 
software maliciously installed on an untold number of 
computers around the world. The virus was capturing 
log-in credentials for key websites over the past 
month and sending those usernames and passwords 
to a server controlled by the hackers. – Researcher at 
Cybersecurity firm Trustwave

Trustwave researchers tracked that server, located 
in the Netherlands. They discovered compromised 
credentials for more than 93,000 websites, including:

318,000 Facebook accounts, 70,000 Gmail, Google+ 
and YouTube accounts

60,000 Yahoo accounts, 22,000 Twitter accounts, 
9,000 Odnoklassniki accounts (a Russian social 
network), 8,000 ADP  (Automatic Data Processing) 
accounts,  8,000 LinkedIn accounts

The above appeared to confirm that criminals are 
abandoning crimes such as burglary in favour of 
identity theft and online fraud, which carries less risk 
of being caught.

Why Fraud happens and who does it?

The Underground Hacking Economy exists and its 
alive and doing well.
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Figure 1: An Advertisement in an underground 
forum advertising StarDust which helps as botnets.

Underscoring the growing sophistication of Internet 
crime, researchers have documented one of the 
first known botnets (network of private computers 
infected with malicious software and controlled as a 
group without the owners’ knowledge, e.g. to send 
spam.) to target point-of-sale (PoS) terminals used 
by stores and restaurants to process customers’ 
credit and debit card payments.

How it’s done?

The criminals behind that intrusion infected one or 
more servers with “sniffing” software that logged 
payment card numbers and sent them to a remote 
server. 

Also they infiltrate one of the control servers used 
to send commands to infected machines and receive 
pilfered data from them.

Services offered by Hackers – just to name 
a few and explain what it does

Online Bank Accounts for Sale: Name Your Bank and 
Country Preference - one can purchase the username 
and password for an online bank account with a 
balance between $70,000 and $150,000 for $300 
and less, depending on which banking institution the 
account is located. Plus, one can specify the login 

information for an account within a specific bank and 
country.

Malware Infected Computers for Sale - There are 
thousands of compromised computers (bots) for sell 
by bot salesmen. The price per computer typically 
decreases when they are bought in bulk. The costs 
for infected computers (bots) - 1,000 bots = US$20. 
Infected computers in Asia tend to sell for less.

Malware and Exploit Kits for Sale

There was a variety of Remote Access Trojans 
(RATs) for sale ranging from $50 to $250. Most of 
the RATs were sold with a program to make it Fully 
Undetectable (FUD) to anti-virus and anti-malware.

Hacking into a Website 

The cost to hire a hacker to break into an organization’s 
website runs between $100-$300

Doxing

Doxing is when a hacker is hired to get all the 
information they can about a target victim. Their 
methods include searching public information sites, 
social media sites, as well as manipulating the victim 
via social engineering and infecting them with an 
information-stealing Trojan. Charges $25-100.

Doxing is being highly used as it targets to Social 
engineering and Social Networking sites. So it’s 
important to discuss Social Networking sites (SNS) 

What is Social Networking Sites (SNS)?

Figure 2

Our brick and mortar world is receding into a virtual 
landscape. There is an online realm where hundreds 
of millions of people are conversing, networking, and 
logging the details of their lives.
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The 21st century continues to usher in technological 
advances that change the nature of communication, 
socialization, and private versus public information. 
One such change is the prominence that social 
networking web sites currently enjoy, especially 
among the younger generations. Social networking 
software has been defined as “online spaces that 
allow individuals to present themselves, articulate 
their social networks, and establish or maintain 
connections with others.”

The explosion in social networking sites such as 
MySpace, Facebook, Bebo and Friendster is widely 
regarded as an exciting opportunity, especially for 
youth.

Yet the public response tends to be one of puzzled 
dismay regarding a generation that, supposedly, 
has many friends but little sense of privacy and a 
narcissistic fascination with self-display.

A realistic look
Think about the reality of your information online. 
Information about you is already available in many 
places, so you need to remain aware of the whole 
picture in order to keep yourself, your friends and 
your family safe.

Ensure that the information you put online can’t 
be collected to put yourself or anyone you know in 
danger. For example:

•	 If your name and address appear in the phone 
book, don’t publicly tell people on Facebook 
when you’re going away for the weekend.

A basic way to guard your privacy is to behave as if 
every piece of information online is already public. 
Given this premise, try not to add anything to a 
picture that allows a stranger to know exactly where 
you will be, where you live or puts you in danger in 
any way. 

It’s a good idea to understand the many ways in 
which your privacy could be breached online. It’s not 
always what you might expect.

•	 Your friends might share your information 
without knowing you wanted to

              Keep it private. For example:

o Putting photos of you online or tagging you 
in photos (especially those which make it 
clear where you were at a given time).

o Sharing your phone number, address or 
child’s name.

o Mentioning publicly that you are going 
away for the weekend.

o Excitedly sharing news you only wanted a 
few people to know.

o Accidentally sharing a screenshot that 
shows your private information.

•	 Someone might deliberately share your 
information. For example:

o After a relationship break-up or a fight 
between friends.

o Because of jealousy or rivalry (love 
triangles, classmates, co-workers, 
siblings).

•	 Someone might be tricked or coerced into 
showing your information as they see it.

•	 Someone else might have a security breach 
(virus, left account logged in).

•	 People might lie about who they are to get 
your trust (or someone else’s).

•	 Default privacy settings may change.

•	 Someone might hack into your data.

•	 Police might legitimately ask to access your 
data (or a friend’s data),

•	 Exposing your actions to a public court case.

•	 There may be a glitch that exposes 
information.

•	 A hacker or ex-friend may deliberately spread 
misinformation about you.

You get the idea: human error and technical glitches 
can and will occur, while some people may hurt you 
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deliberately.

The Multi-Channel Fraud Attack

This type of a Fraud happens with various Banking 
Channels. We all do Banking in our every day and new 
channels for Banking are added everyday – Internet 
Banking, Mobile Banking, Instant transfer of  money,  
e-mail money etc. So what are the different channels? 
They are your Phone Banking, Internet Banking, 
ATM’s, Mobile, Going to Branch and using the Teller, 
Debit and Credit Cards. 25% of the fraudulent attacks 
begin in one channel and end in another. For e.g. the 
Phone Channel – it has significant fraud exposure 
for internal fraud, susceptible to social engineering; 
Compromised customer information is used via the 
phone to request new cards, check books, and other 
products.

New channels present new risk

Mobile Banking - there are significant differences in 
the way viruses on the mobile channel can operate 
and proliferate.

New fraud threats to the online channel of Internet 
Banking:

Man-In-The- Middle (MITM) variation. A form of 
sophisticated eavesdropping, in which the attacker 
relay messages between two parties making each 
believe that he communicates directly with the 
other.

Figure 3: Illustration of MITM

Man-In-The-Browser (MITB) - a Trojan that infects 
a web browser and has the capabilities to modify 
display, message content, initiate independent  
transactions and overcome session monitoring and 
security.  Trojan Horse: Zeus, Torpig, Citadel etc. All of 

these Trojan are distributed via malware platforms, 
Installs itself and conceal location, Steals sensitive 
information, Generate lists for Man-In-The-Browser 
attacks, sends messages to the controller.

ATM and Card Frauds

Technology enhancement has led to Manufacturing 
capabilities where Plastic card embedding, hologram 
creations, high resolution printing etc. has led to mass 
compromise into counterfeit card fraud. The stolen 
card track data can be encoded onto counterfeit 
cards by creating duplicate magnetic stripes and can 
be used for purchases e.g. on POS, Card not Present.

There is also a rise in Identity Fraud and New account. 
These are done through the use of Skimmers where 
the ATM machine is tampered to read your account 
data, spycam at ATM machines to track you PIN 
numbers, Bluetooth transmission.

 

Figure 4 and 5: Images above show how skimming 
and spycams are used at ATM’s.

Majority of the Banks have introduced Chip on the 
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credit and debit card to reduce fraud. But even 
fraudsters have introduced – Chip and Pin POS 
Terminal Interceptor. It is a prototype device which 
sits between a POS terminal in a shop and the Chip and 
PIN card carried by a customer. It listens passively to 
the electrical signals – “the conversation” – between 
the chip card and the terminal, and from this can 
retrieve and store the customer’s account number

  

Figure 6: Image above shows the Chip and Pin 
device and use of Terminal Interceptor.

To explain how the Chip and Pin Fraud happens 

Alice is the innocent customer who is about to be 
defrauded from her savings.

Bob is a crook. He is now employed as a restaurant 
waiter.

Carol is Bob’s accomplice who is loitering at a 
jeweller’s shop waiting for Bob’s signal to participate 
in the attack. She is carrying all the equipment 
needed for the attack in her backpack.

Dave is an honest merchant who operates a jewellery 
shop and is not associated with Alice, Bob, or Carol.

Figure 7: Illustration of Chip and Pin Fraud

Alice, our innocent customer, is about to pay $20 for 
a meal in a restaurant. Unbeknownst to her, Bob, 
the crook waiter, presents her with a terminal which 
looks and behaves like a real Chip & PIN terminal, but 
is secretly relaying a transaction with Alice’s card to 
Bob’s partner in crime – Carol. This is done by using a 
hidden laptop hidden behind the counter.

Carol is in Dave’s jeweller’s shop about to buy a $2 
000 diamond. Just as Alice inserts her card into the 
restaurant’s terminal, Carol is notified via a radio link 
or SMS message to insert her specially modified card 
into the jeweller’s shop’s reader.

As Alice keys her PIN, it is read out to an earphone 
worn by Carol. All communication from the jeweller’s 
shop terminal will be sent through Carol’s card and 
Bob’s terminal to Alice’s card, and vice versa. Dave 
will see that the transaction has succeeded and will 
hand Carol the diamonds that will be charged to 
Alice’s account. Alice leaves the restaurant thinking 
she paid $20 for a meal, while her statement will 
show $2 000 for a diamond. As the malicious terminal 
will never communicate with the bank, Alice will not 
be changed for the meal.

Alice will have used a terminal which looks perfectly 
normal and it will have shown $20 on the display. 
Dave will see that the transaction went through 
without any problem. The bank will see that Alice’s 
card appeared to have been used with the correct 
PIN. Carol and Bob, however, have walked away with 
a $2,000 diamond without paying for it.

The above was carried by BBC in the news coverage 
too.

Majority of the Banks informs you of the transactions 
by SMS but this is done once the transaction is done 
and not before. If customer informs the Bank they 
have not done the transaction one has to fill the 
Dispute form, the amount is deducted from your 
credit limit and in your monthly payments the 
transaction amount is added till the investigation is 
complete.

Insider Fraud

This type of fraud is on a rise where an insider is 
involved. It could be a simple account takeover 
and includes theft of bank or customer assets, 
data leakage/theft, collusion, fraud rings. These 
are harder to detect and is one of the reasons for 
fraud happenings in the Banks. The main targets are 
dormant account, elderly accounts (Accounts hold 
by Senior Citizen).

Statistics of Indian Banking Fraud Survey 
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Figure 8: Business Today – India Today Group, 
Deloitte Touche India

In view of the above what are the Key protective 
Security Steps and Individual should implement –

•	 Computer users should use a computer dedicated 
only to doing their online banking and bill pay. 
That computer or virtualized desktop should not 
be used to send and receive emails or surf the 
web, since Web exploits and malicious email are 
two of the key malware infection vectors.

•	 Don’t supply confidential details to a cold caller 
even if they say that are the police or your bank 
and certainly don’t key in your PIN to the key pad 
on your telephone handset if the caller asks you 
to do so for verification purposes. Nor should you 
hand over you card to the courier that has been 
sent by your bank or police to collect your card.

•	 Avoid using ATM’s which is in remote locations 
away from crowded areas. Ideal to use the 
ATM’s which are in busy areas or ATM which are 
attached to Banks branch and have security.

•	 Regularly keep changing the PIN and TPIN 
numbers. If the Debit or credit card is used outside 

the country while travelling it’s a good practice to 
change the PIN on your return.

•	 If card is to be used for online shopping try using 
shopping cards which should have a small limit on 
them.

•	 Regularly see your Bank and credit card 
statements.  

•	 Avoid clicking on links or attachments within 
emails from untrusted sources. Even if you 
recognize the sender, you should confirm that 
the sender has sent the specific email to them 
before clicking on any links or attachments.

•	 Reconcile your banking statements on a 
regular basis with online banking and/or credit 
card activity to identify potential anomalous 
transactions that may indicate account takeover.

•	 Make sure your anti-virus is current and can 
protect against the latest exploits. Also, make 
sure that your anti-virus vendor has signatures for 
detecting the latest Trojans and that you have the 
most up- to-date anti-virus protections installed. 

•	 Do not use “trial versions” of anti-virus products 
as your source of protection. Trial versions of 
anti-virus products are good for testing products, 
but do not continue to use the trial version as 
your protection for your home or work PC. The 
danger is that the trial version does not receive 
any updates, so any new Trojan or virus that is 
introduced after the trial version was released 
will have total access to your PC. Invest in genuine 
and known Anti-Virus tools.

•	 Make sure you have your security protections 
in place. The key is Patch management. It is 
critical that as soon as they become available you 
install updates for your applications and for your 
computer’s operating system.

•	 Be cautious about installing software (especially 
software that is too good to be true – e.g., 
download accelerators, spyware removal 
tools), and be conscience about pop-ups from 
websites asking users to download/execute/or 
run otherwise privileged operations. Often this 
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free software and these pop-ups have malware 
embedded.

So to conclude with the advancement of technology 
and new channels no one is protected and it will be 
wrong to assume one is safe and cannot be hit by a 
fraud. 

If you think you’ve been a victim of online banking or 
ID fraud, notify your bank as soon as possible.

Banking regulations say that a bank can only refuse a 
refund for an unauthorised transaction if it can prove 
you authorised the transaction or that you acted 
fraudulently or were grossly negligent in failing to 
protect your Pin and password.

If your bank is disputing that you’ve been a victim 
of fraud, ask for your claim to be escalated through 
your bank’s internal complaints process.

If your bank’s decision is final, then ask to be issued 
with a final letter of deadlock so that you can refer 
your claim to the Financial Ombudsman Service 
(FOS).

http://www.rbi.org.in/Scripts/bs_viewcontent.
aspx?Id=164

The above link from Reserve Bank of India website 

mentions address and area of Operation of Banking 
Ombudsman in India. 
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Inventory Management IT 
Systems

- Rucha Khale
Email: ruchakhale@gmail.com

Executive Summary

In a Supply Chain, every stage holds inventories in some 
form. Managing the inventory incurs a considerable cost 
to the business. Saving the cost of inventory at all the 
stages of the supply chain can help reduce the overall cost 
of the product or services provided to the end user.

Inventory Management Systems come into picture to 
help businesses manage their inventories effectively and 
reduce the cost incurred. Further, information received 
from these digital systems can facilitate the businesses to 
strategize their Supply Chains accordingly.

What is Inventory Management?

The term “Inventory” refers to the goods that business 
deals with, for selling as well as for providing services. 

The primary purpose of Inventory Management is to 
specify the details of the goods, and the requirement as 
well as availability at all the locations. The objective of 
this system is to minimize the stock holding and handling 
costs.

Every business strives to achieve optimal inventory levels, 
by analyzing the information provided by the Inventory 
Management system in order to react to the changing 
environment. The scope of Inventory Management 
encompasses Physical Inventory, Physical Space for 
Inventory, Replenishment, Returns and Defective 
Goods Management, Lead Time, Carrying Costs, Asset 
Management, Inventory Valuation, Demand Forecasting, 
Inventory Forecasting, along with Real-Time Inventory 
Visibility. Inventory Management also extends to 
management of material, ABC analysis, cycle counting, 
etc.

Inventory Management Systems are used across the 
entire Supply Chain to create a high-level of visibility and 
optimize the inventory at all the stages. It not only takes 
care of ordering, shipping and handling the merchandise, 
but also involves inventory requirements, setting targets, 
replenishment checks, and actual and planned inventory 
status. 

Need for Inventory Management Systems

Inventory Management System is needed to optimize the 
inventory that has to be kept for running the business.

There are four reasons why inventory needs to be kept:

• Time

Time lag is an intrinsic part of each stage in the supply 
chain, right from the supplier to the end consumer. 
Maintaining a buffer stock is required to prevent stock-
out in case of late deliveries.

• Uncertainty

Safety stocks are required to cater to uncertainties in 
demand and supply.

• Economies of Scale

Purchasing and moving smaller quantities incur higher 
costs in terms of logistics. Bulk buying and movement 
provide the advantages of Economies of Scale. This results 
in higher inventory and storage.

• Appreciation in Value

Some types of material translate into increase in their 
value over a period of time. Early purchase of these goods 
results in increase in inventory. 



44 The Exponent Group of Journals For Information Technology, Volume 3, Number 1, Dec 2014 - Feb 2015

Inventory Management introduced various techniques 
that helped businesses to strategies effectively. Some of 
the popular techniques are:

• Vendor-Managed Inventory

Vendors are responsible to keep a watch on the products 
available at the store. They have to proactively replenish 
the stock to prevent stock-outs.

• Demand-driven Inventory

Just-in-Time Manufacturing generally drives this 
technique. The demand from end consumers flows across 
the supply chain quickly. This enables the stock to be 
supplied immediately as per the demand at all the stages.

History of Inventory Management Systems

The earliest days of traditional shop keeping saw 
merchants writing down purchase and sale, and preparing 
regular reports manually to understand the stock details. 
Based on their experience coupled with intuition, they 
forecasted future needs. 

Inventory Management evolved over a period of time.

Industrial Revolution triggered mass production in the 
industries. Managing the inventory became a critical 
task in order to control the costs. In early 1930s, the 
first checkout system was designed. Punch Cards were 
used, that referred to the Catalog Items. This information 
was read and passed on to the storeroom, from where 
the items would be brought up to the customer. Since 
this was an automated system, the billing and inventory 
management could also be handled by the system. 
However this was expensive to use.  A variation of this 
system is still used by some stores for merchandise that is 
expensive or bulky.

In late 1940s and early 1950s, an initial version of bar-
coding system was created. This system used Ultraviolet 
Light-sensitive ink and a reader to mark the merchandise. 
This system too was bulky and lacked the technological 
advances to support it.

1960s saw the introduction of affordable Laser technology. 
Lasers could use cheaper, faster and smaller scanners. 
The modern Bar Code was then developed by 1970s. 

Technological advances helped to support this system 
effectively to track and manage inventory.

By mid 1990s, retailers started using inventory management 
systems, thanks to the growth of Information Technology. 
It made systems capable of handling the entire process, 
starting from Purchase Management, and Inventory 
Monitoring to Re-ordering and back to Purchasing.

The rapid growth of technology has introduced Bar Codes 
and Radio Frequency Identification (RFID) that uses a 
microchip that holds and transmits product information 
to any data collection device. These systems scan the 
merchandise and track the stock.

How Inventory Management Systems Work

Bar Codes or RFID are tagged to each item in the store. 
Scanners are used to read these Bar Codes tagged on the 
items that the consumers are buying. This information is 
transmitted to the software that fetches the information 
of the merchandise. These scanners at checkout counters 
or hand-held scanners for inventory checking help 
the merchants to get information regarding sales and 
inventory.

To give a real-time picture of the store, Inventory 
Management Systems are designed to track the 
merchandise sold, quantity and details of items remaining 
on the shelves in the store and in the warehouse. Analytical 
reports are then extracted out of the data collected by the 
system. This information helps to decide on re-ordering 
strategies. 

Once the decision on the new strategy is made, the 
system can be used to electronically communicate with 
the vendor regarding the changes in the order. 

Safety Stock or Buffer Stock is generally maintained by 
stores to prevent stock-out due to unexpected demand or 
due to late delivery by vendors. Since the vendors get the 
information regarding stock levels quickly and are given 
an agreeable lead-time, the stores need not maintain a 
higher safety stock or buffer.

Advanced Inventory Management Systems result in high 
efficiency, lesser safety stock, smaller warehouse space, 
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accurate forecasting, and better sales. Information that 
is shared between the retail store and the vendors helps 
to cut down the costs for both the parties as well as 
promotes smooth operations with purchases. 

Features of Inventory Management Systems

An Inventory Management System provides a useful 
interface for managing the Outbound and Inbound 
Merchandise, and the Returns Management. The system 
interacts extensively with the Point of Sales systems that 
help the Store Manager to get all the insights regarding 
Physical Inventory.

• Order Fulfillment

After the Order Management System receives the order, 
Inventory Management System handles the Outbound 
Merchandise to fulfill the order.

• Purchasing 

When an order is placed with the vendors, the Inbound 
Merchandise is handled in the system.

•  Inventory Visibility & Monitoring

Real-time visibility is a must-have feature of an Inventory 
Management System. At any point of time, business 
owner or managers need to get the information regarding 
the inventory. The system monitors inventory levels across 
the entire organization and provides insights regarding 
the same. It also issues alerts as per the tolerance levels 
set for drop in the inventory levels.

• Inventory Tracking

Along with monitoring the inventory levels, Inventory 
Management System also tracks the movement of all the 
inventory items, at all stages in the warehouse as well as 
all other locations.

• Inventory Optimization

An Inventory Management System provides all the 
necessary data required by the managers to take an 
informed decision regarding optimization of inventory 
levels.

• Automation of Routine Tasks

Inventory Management System facilitates automation of 
routine tasks like Order Fulfillment, Physical Inventory 
Reconciling, Cycle Counting, and Transportation & 
Logistics.

• Cost Management

Cost incurred by holding the inventory can be accounted 
and tracked.

• Analytics & Reporting

Customized reports to get the data in a format that would 
help strategize the business quickly can be easily extracted 
from the Inventory Management Systems.

Based on the nature and size of the business, the right 
Inventory Management System can provide valuable 
insights of the inventory. Strategizing the business is 
facilitated with the help of accurate historical data that is 
recorded for all the activities. 

Various Inventory Management Systems are available 
in the market. Large enterprises use these systems 
integrated with their ERP systems. Generally SAP, Oracle, 
Manhattan Associates, GTNexus provide robust Inventory 
Management Systems with complex features as required 
by large enterprises. However for small & medium 
enterprises, a variety of software are available off-the-
shelf. A few of them are Fishbowl, QuickBooks, Lettuce, 
etc.
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Advantages of Inventory Management

From small business to large industries, managing 
inventory is a huge concern. Saving the costs for inventory 
translates in to a huge reduction of cost of the products. 
Each business needs to choose the right Inventory 
Management System that would help them achieve their 
desired goals.

Some of the advantages that can be achieved on 
implementing Inventory Management System are:

• Real-time Inventory Tracking

Inventory Management System provides real-time 
information regarding the inventory, along with tracking 
its movement, across all the locations of the organization. 
It provides this information to all the stakeholders across 
the organization.

• Prevent Shortages & Reduced Lead-Time

Having a real-time track on the inventory levels as well as 
understanding the demand trends, supply for the goods 
can be adjusted in advance, in order to prevent stock-
outs. Purchases from vendors can also be determined 
using a robust Inventory Management System. This 
reduces the lead time required to supply the goods to the 
end consumers.

• Reduced Loss

With less need of Safety Stock to be maintained, 

organizations get an opportunity to reduce their liabilities 
as well as loss that is created by overstocking inventory.

• Accurate Data

Having a digital system facilitates an accurate mechanism 
to store and extract data. However, along with the 
Inventory Management System, the data entry systems 
also need to be designed correctly.

• Accurate Planning

Using the appropriate inventory management models, 
the system can be designed to execute accurate planning, 
considering the demand pattern.

• Optimized Warehouse

Having a detailed track of the inventory movement, it is 
easier and faster to locate the inventory in the warehouse, 
thus ensuring optimal usage of the warehouse.

• Streamlined Operations

Understanding the demand patterns, and having a track 
on inventory levels, it is easier for manufacturers to plan 
their production efficiently. Also, purchasing orders from 
vendors can be managed effectively. Thus the entire 
operation is streamlined in the supply chain.

• Employee Efficiency

Employees have the necessary systems in place for 
collecting data, monitoring inventories, and reacting as 
per the alerts, for smooth and efficient functioning of the 
system.

• Time Saving

A digital system helps save significant time spent on 
routine tasks as well as repetitive activities.

• Cost Cutting

Reduced loss due to overstock, lesser overhead of 
inventories, lesser holding costs, and more optimized 
planning leads to a drastic reduction in costs.
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Case Study: Procter & Gamble 

A market leader in Consumer Product Brands that include 
Gillette, Pampers, Tide, Procter & Gamble operates in 
more than 80 countries worldwide. Despite Supply Chain 
Management being the core competency and securing its 
rank in “Top 25 Supply Chains”, P&G continues to invest in 
Supply Chain performance improvement. An initiative to 
boots its accuracy in short-term forecasts arose from its 
corporate-level realization of reducing the safety stocks.

P&G’s demand planners focused on short terms (1 to 6 
weeks) and medium to long terms (7 weeks to 2 years). 
P&G uses SAP ERP (Enterprise Resource Planning) solution 
for the Demand Planning activities. They have a separate 
Analytics Group to develop various safety stock models. 
The analysts of this group use Excel spreadsheets along 
with in-house applications in order to extract data from 
various systems. They work on this data by running various 
models to achieve the target safety stock levels. This was 
a very tedious, time-consuming and resource-dependent 
system. P&G’s demand planners truly needed a software 
tool for short-term forecasts.

Terra Technology provided a unique solution focused on 
short term forecasts, that would sense the demand pattern 
and optimize the inventory, which in essence was “real-
time forecasting”. During the initial test, P&G’s shipment 
data as well as historical forecast data was run through 
the tool. The results showed tremendous potential for 
forecast accuracy correction. On implementing this 

“Real-time Forecasting” Tool, it would run independently, 
without any manual intervention from P&G’s demand 
planners.

The results of several quarters, after using this tool, 
showed a decrease in the error for short-term forecasts 
by more than 30%, and in turn reduced the safety stock 
by more than 10%.
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Bioinformatics – The Analysis 
of Biological Data
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Bioinformatics is the use of different informatics 
and computational techniques employed to analyze 
and study huge biological data. I will first explain the 
events in the biology field that led to the rise of this 
interesting area of study and then describe what 
Bioinformatics is.

A little history

Biology, which is the study of living organisms, 
has made great progress in recent years. Since the 
ancient days, Ayurveda, the Egyptian medicine and 
other biology and physiology related sciences were 
being practiced (1). In the later years, the human 
body and physiology was also studied. In the 17th and 
18th centuries, naming and classifications of different 
organisms according to their body features like size, 
shape, the place of living (their habitat) began to be 
studied. With the invention of the microscope, a new 
era of biology opened up and even the tiny invisible 
organisms that cannot be seen with the naked eye 
– the microorganisms – could be studied. These 
microorganisms are everywhere – in soil, water, 
food, other organisms and even on the human body. 
Many bacteria, viruses and fungi are the cause of 
diseases and slowly biologists began to study the 
diseases and possible cures for them.

Biochemistry, microbiology, ecology now became 
distinct scientific disciplines. With the rediscovery 
of Gregor Mendel’s experiments on pea plants, the 
foundation of the field of genetics was laid. In the 
experiments, Gregor Mendel had studied various 
generations of pea plants. A pea plant with a yellow 
pod always gave rise to another pea plant with yellow 
pods, whereas a pea plant with green pods gave rise 

to another pod with green pods. Why was this? What 
is the information that is passed from one generation 
to the next that determines the characteristics of 
an organism? Scientists began to decipher which 
molecules could be the carriers of hereditary 
information. By now it was established that a cell 
is the basic unit of life. An organism is made up of 
many cells together. Except microorganisms, which 
are single-celled in nature. In a very short and easy 
description, each cell contains a nucleus, which is the 
“brain” of the cell; some proteins, and a cell wall to 
maintain its structure. At first scientists thought that 
proteins were the genetic material. But after a long 
history involving many scientists and experiments, 
DNA (De-oxy riboNucleic Acid) was confirmed to be 
the genetic material. DNA is present in the nucleus of 
the cell. Each cell of the body contains a nucleus and 
therefore DNA. 

1953 was a very important year for biologists 
as James Watson and Francis Crick derived the 
structure of the DNA molecule. A DNA molecule is 
a stretch of nitrogen bases, adenine (A), guanine 
(G), cytosine (C) and thymine (T). Different DNA 
segments could be of variable sizes. A DNA molecule 
has a double-helix structure, meaning that each 
of these bases is paired with another base. A is 
always paired with T and G is always paired with 
C. After the determination of the structure of DNA, 
scientists began working on developing techniques 
for sequencing the DNA molecules. Using certain 
chemicals, the order in which the bases occur could 
be found out. Suppose we have a DNA molecule 
and we want to find out its sequence. Using the 
sequencing methods, one could determine the 
order of the bases, e.g. ATGGACCTTA could be one 
DNA fragment. ATTCCACACATTTGGAAACACACAC 
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could be another fragment of DNA. Fred Sanger’s 
sequencing technique was developed and it remains 
very popular even today. (4)

Structure of DNA

This is a simplified version of the structure of DNA

Figure 1: http://www.chemguide.co.uk/
organicprops/aminoacids/doublehelix.gif

The genomics era

The term “genome” was coined, which means the 
entire set of DNA sequences within each cell of the 
organism. Each cell in an organism contains the 
same complement of DNA sequences. The field of 
molecular biology was now becoming more and 
more distinct. Biology was now not only a study 
of the organisms and their body structures and 
habitats, but about the biomolecules that comprise 
the living world - the genes, proteins and DNA. With 
such improved techniques, the human genome 
project was started in 1988 under the leadership 
of James Watson. Before this, only simpler model 
organisms were studied. The first draft of the human 
DNA sequence was announced in 2000. 

Along with DNA sequences, even protein sequences 
were being produced. Proteins are the workhorses 
in the cell, that perform various functions like 
catalyzing reactions in the cell, being a part of 
structural components like in the cell wall and many 

others. The proteins have special 3-D structures 
that started being determined by using techniques 
like Nuclear Magnetic Resonance (NMR) and X-ray 
crystallography.

In recent years, using the sequence information from 
proteins, genes and genomes and the structural 
information, biology has made much advancement 
in the fields of medicine, nutrition, disease biology, 
biotechnology, agriculture and many others. 
Knowing the gene and protein sequences help in 
biological research in many ways, and how exactly 
this works could be explained in much detail later. 
Handling such huge amount of biological data 
required the computational power and information 
technology. Thus, bioinformatics is at the crossroads 
of information technology and molecular biology.  

Bioinformatics comprises mainly the storing, 
organization, analysis, and visualization of biological 
data. A little about each of these aspects:

Storing of data

The first important thing to look at here is: “What 
is biological data and what are the sources of 
biological data”? Mainly it is the gene, protein and 
genomic sequences, the protein structures as solved 
through X-ray crystallography and/or NMR and gene 
expression data, various other biomedical data. The 
nature of biological data could be explained in great 
detail in another article. The sequencing of individual 
genes and proteins as well as genomes from model 
organisms led to the requirement of storing of this 
data into specific databases with a specific format. 
Databases like the National Center for Biotechnology 
Information (NCBI) were created to store this 
sequence information from different biomolecules 
like DNA and protein. As of today, the NCBI is a huge 
collection of DNA sequences of genes, genomic 
sequences from various model organisms and protein 
sequence data as also the gene expression data from 
experiments that study how much the different genes 
are expressed in a biological cell. EMBL (European 
Molecular Biology Laboratory) database, DDBJ, 
etc. are also some important biological databases. 
These databases store biological information as it 
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is produced and help in the retrieval of data as and 
when required. (2) The size of these databases has 
grown exponentially in the past few years. Various 
categories of biological information are represented 
in these databases. For example, protein sequences 
as well as their 3-D structure as determined by X-ray 
crystallography coupled with information on the 
properties of the enzyme, like its stability, reactivity 
etc. is present in the databases. Different types of file 
formats are used for the storage of this data. 

The following is a screenshot from the main page of 
the NCBI:

Figure 2: Main Page of NCBI

As we can see, in the “Get Started” menu on the 
page, we can go to the “tools” section to use the 
software available at NCBI, or we can download 
specific data from the “Downloads” section. In the 
“How Tos” option we get a link to various tutorials 
and documents that help in performing common 
tasks and lastly, “Submissions” link provides an 
option to submit the gene or protein sequence that 
you might have sequenced in your laboratory. 

A screenshot for what an entry for a gene sequence 
looks like: 

Figure 3: Entry for Gene Sequence

This is a record in the database which contains all 
information about how long is the gene, where it 
was sequenced, which organism the gene belongs, 
the submission date, the authors etc. This is a record 
for the human insulin gene. 

A very common file format to store the actual gene 
sequence is the FASTA format. The FASTA sequence 
for the same human insulin gene looks like this:

Figure 4: FASTA sequence for human insulin gene

This is just a partial screenshot; the entire gene is 
4044 base pairs long, which is about 4KB when stored 
in a text file on a computer. 

Such huge information naturally requires 
computational methods to deal with them. A 
bioinformatics scientist must thus be able to program 
in one or the other languages like PERL, Python, C 
or Java to be able to parse this information. Even 
though data curation is an important task, the next 
main aim is to analyze this data.
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Analysis of the data

This is one of the major goals in bioinformatics. 
Analysis of data includes many different tasks 
depending on the problem at hand. Suppose you 
have a sequence of a gene from an organism and you 
want to know which other organisms have this same 
gene, and how do the sequences of the same gene 
from different organisms compare with one another. 
A “sequence similarity search” is then performed. 
This is one type of sequence analysis where you try 
to find matches to the sequence of your interest. In 
another case, you have sequenced a new gene or 
protein and you would like to know which other gene 
or protein it is most similar to. In this case also, you 
perform a sequence similarity search wherein you 
search the databases for any similar or identical gene 
or protein. These tasks require more than just text-
based search wherein the biological significance of 
each match should be considered. Many tools have 
been developed and are being developed to perform 
these searches. One important hindrance could be 
the huge amount of sequence data available which 
increases the search space; so performing a sequence 
similarity search is very time-consuming, depending 
on how big your dataset is. But newer and faster 
algorithms are being developed to deal with this. 
Another task would be to compare many sequences 
together to find out the regions in the sequence 
that are most conserved amongst most of them. 
Other common biological problems involve studying 
and analyzing the structures of the proteins, as the 
structures are responsible for the biological activity 
that they perform. Just like sequence similarity 
searches, there exist algorithms for find structurally 
similar proteins. Molecular dynamics, the study of 
how the structures of proteins are affected by the 
aqueous environment that the proteins are in, also 
make use of various molecular dynamics software 
that performs simulations.

Prediction tools employ algorithms that are 
developed in order to make a possible estimate at the 
structure and/or function about molecules. Another 
type of analysis would be study of expression of 
genes in various cells or tissues.

Statistics plays a very important role in the field of 

bioinformatics. Various significance testing methods, 
regression methods, basic as well as advanced 
statistical methods are used for gleaning information 
from biological data. All these various aspects require 
development and/or use of various software tools. 
Algorithm development or tool building is a very 
important part of bioinformatics.

Visualization of biological data

With such a huge amount of data in hands, 
representation of data in order to easily visualize and 
understand it is another aspect that Bioinformatics 
scientists deal with. Many tools and programming 
languages such as the R statistical software package 
(http://www.r-project.org/) provide with a good 
platform to create charts, figures, and 3-D plots, 
interactive visualization tools for aiming towards a 
better understanding of the data. These visualizations 
may help in understanding the patterns in the data 
that otherwise are not very apparent.

Organizing and managing data

The DNA sequencing data can take up huge volumes 
of space. Some small gene sequences can up to a 
few kilobytes, an entire bacterial genome could take 
a few megabytes and some really huge genome 
sequencing projects could take up a lot more, even 
gigabytes. The analysis further requires a lot of 
memory on the computer to process this data. Hence 
managing such huge data on the computer in terms 
of space is something that needs to be considered 
carefully.

These are some of the common aims and tasks that 
are part of Bioinformatics. It is a very interesting area 
of study with a lot of challenges and opportunities. 
Being a multidisciplinary field, people skilled at 
various subjects like physics, mathematics, chemistry, 
computers and biology can enter and contribute to it, 
although once a scientist has a problem at hand, he/
she should try and gain knowledge about the biology 
behind it and also improve the computational skills 
required for that. Thus, there is always a requirement 
of non-biologists in this field. Many universities 
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and colleges in India offer a Master in Science 
(Bioinformatics) course for aspiring students. A few 
places offer a Bachelors degree in the same. Some of 
the major Bioinformatics institutes in India are (3): 

1.	 University of Pune: Offers a Masters degree 
in Bioinformatics

2.	 Indian Institute of Technology Delhi, New 
Delhi: courses in Biochemical Engineering and 
Biotechnology. IIT Kharagpur also provides 
various courses in this area.

3.	 Institute of Bioinformatics and Applied 
Biotechnology (IBAB) in Bangalore

4.	 There is an Advanced (Graduate) Diploma in 
Bioinformatics offered by the Bioinformatics 
Centre at the Jawaharlal Nehru University.

5.	 Madurai Kamaraj University in Madurai, 
claims to have been the first in the country 
to initiate a bioinformatics programme and 
advanced diploma in bioinformatics at its 

School of Biotechnology.

6.	 Bioinformatics Institute of India, (Noida): 
offers a correspondence course on one 
year Industry Program in Bioinformatics, 
Biomedical Informatics, Clinical Trial and 
Clinical Research, Pharma Regulatory Affairs, 
Biotechnology.
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Introduction

The opinions of others have a significant influence in 
our daily decision-making process. These decisions 
range from buying a product such as a smart phone, 
to making investments, to choosing a school--
affecting various aspects of our daily life. Before the 
Internet, people would seek opinions on products 
and services from sources such as friends, relatives 
or consumer reports. However in the Internet era, 
it is much easier to collect diverse opinions from 
different people around the world. People look to 
review sites (e.g. CNET, Epinions.com), e-commerce 
sites (e.g. Amazon, eBay), online opinion sites (e.g. 
TripAdvisor, Rotten Tomatoes, Yelp) and social media 
(e.g. Facebook, Twitter) to get feedback on how a 
particular product or service may be perceived in the 
market. 

Similarly, organizations use surveys, opinion polls, 
and social media as a mechanism to get feedback 
on their products and services. The ability to analyze 
this information from various sources and forms 
to get deeper insight into understanding user 
sentiments is gaining attention. Sentiment Analysis 
or Opinion Mining is the computational study of 
opinions, sentiments and emotions expressed in 
text. The use of Sentiment Analysis is becoming 
more widely used, because the information it yields 
can result in monetization of products and services. 
For example, it is beneficial for a company that has 
recently launched a new marketing campaign to get 
feedback from consumers to determine its success or 
guide how to adjust a campaign for success. Product 
feedback can be helpful in building better products, 
which can have a direct impact on revenue. It can 
also help companies compare their offerings with 

their competitors’ offerings. 

Types of Sentiment Classification 

Sentiment Analysis can occur at different levels: 
Document level, Sentence Level or Aspect/Feature 
Level. 

Document level classification involves extracting 
sentiment of the entire review and classifying a 
whole opinion based on the overall sentiment of the 
opinion holder.  The task is to classify a review as 
positive, negative or neutral. 

Example: “I bought an iPhone a few days ago.  It is such 
a nice phone, although a little large. The touch screen 
is cool. The voice quality is clear too. I simply love it!” 
Is the review classification positive or negative? 
It works when the document is written by a single 
person and expresses opinion/sentiment on a single 
entity. 

Sentence level classification usually involves two 
steps:

(i)	 Subjectivity classification which involves 
classifying a sentence into one of two classes: 
objective and subjective

(ii)	 Sentiment classification of subjective 
sentences into two classes: positive and negative. 

An objective sentence presents some factual 
information while a subjective sentence expresses 
personal feelings, views, emotions or beliefs. 
Subjective sentence identification can be achieved 
through different methods such as Naïve Bayesian 
classification. However, just knowing that sentences 
have a positive or negative opinion is not sufficient. 
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This is an intermediate step that helps filter out 
sentences with no opinions and helps determine to an 
extent if sentiments about entities and their aspects 
are positive or negative.  A subjective sentence may 
contain multiple opinions and subjective and factual 
clauses. 

Example: “iPhone sales are doing well in this bad 
economy”.

Sentiment classification at both the document and 
sentence levels is useful but they do not find what 
people like or dislike, nor do they identify opinion 
targets. 

In aspect/feature level classification, the task is to 
identify and extract object features that have been 
commented on by the opinion holder and determine 
whether the opinion is positive, negative or neutral. 
Feature synonyms are grouped and a feature-based 
summary of multiple reviews is produced. 

Naïve Bayes Classifier

The Naïve Bayes classifier is a simple probabilistic 
classifier based on Bayes theorem with strong and 
naïve independence assumptions.  Bayes classifier 
assumes that the presence (or absence) of a particular 
feature of a class is unrelated to its presence (or 
absence) of any other feature. Depending on the 
precise nature of the probability model, naïve 
Bayes classifiers can be trained very efficiently in a 
supervised learning environment. 

In spite of their naïve design and apparently over-
simplified assumptions, naïve Bayes classifiers have 
worked quite well in many complex real-world 
situations. Even though it is often outperformed by 
other techniques such as boosted trees, random 
forests, max entropy etc., it is very efficient as it is 
less computationally intensive (in both CPU and 
Memory) and requires a small amount of training 
data. Also the training time with Naïve Bayes classifier 
is significantly smaller as opposed to alternative 
methods. Due to the fact that it is easy to code with 
every standard programming language such as PHP, 
C# and Java, it is one of the simplest classifiers that 
can be used. Example of an open source code for 
the Java Implementation of Naïve Bayes Classifier is 

available at http://blog.datumbox.com/developing-
a-naive-bayes-text-classifier-in-java/

Naïve Bayes Classifier has many applications. It is 
one of the most basic classification techniques with 
various applications in text document classification, 
email spam detection, personal email sorting and 
sentiment detection.

Converting unstructured text into structured 
opinions

Consumer sentiments are mainly expressed in an 
unstructured format. Text analysis involves taking 
unstructured data and finding ways to convert it into 
a more structured format that facilitates analysis of 
data and getting deeper insights into the sentiments. 
There are various techniques that can be used to 
convert unstructured data into a structured format. 

One such way is to express an opinion as a quintuple. 

An opinion can be expressed as a quintuple (Liu, Ch. 
In NLP handbook, 2010)

(ej, ajk, soijkl, hi, tl), 

where 

ej is a target entity. 

ajk is an aspect/feature of the entity ej. 

soijkl is the sentiment value of the opinion from the 
opinion holder. 

soijkl is +ve, -ve, or neutral, or more granular ratings. 

hi is an opinion holder. 

tl is the time when the opinion is expressed. 

An entity e is a product, person, event, organization 
or a topic and is represented as a hierarchy of 
components, sub-components and so on. Each node 
is represented as a component and is associated with 
a set of attributes for the component. 

Example

Review from XYZ on 7/8/2013 - “I purchased a Galaxy 
5S phone. It is a great phone overall. The screen 
resolution is cool and has a good battery life.”
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The opinion can be expressed by the following 
quintuples

(Galaxy 5S, screen, +, XYZ, 7/8/2013)

(Galaxy 5S, battery, +, XYZ, 7/8/2013)

…………  

Quintuples form the basis for opinion summarization. 
The objective of the quintuple is to convert the 
unstructured data to a more structured form that 
can be used for further analysis. The initial step is to 
discover all quintuples and find the five attributes 
required by quintuplet. Once the data is in a more 
structured form, it is much easier to analyze and 
perform sentiment analysis.  Once the quintuples 
have been extracted, they can be fed to visualization 
and analysis tools.

Aspect Based Sentimental Analysis (ABSA)

ABSA is based on identifying aspects of given target 
entities and estimating the sentiment polarity for 
each mentioned aspect. This can be decomposed into 
two tasks: aspect extraction and aspect sentiment 
classification (Liu 2012). Aspect extraction pertains to 
recognizing aspects of the entity, and more generally 
can be seen as an information extraction task. Aspect 
sentiment classification determines whether the 
opinions on different aspects are positive, negative 
or neutral. While lexicon-based approaches use 
a list of aspect-related sentiment phrases as the 
main resource (Hu and Liu, 2004), the key issue for 
learning methods is to determine the scope of each 
sentiment expression, if it covers the aspect in the 
sentence. 

Aspect Extraction

To identify all the aspect terms present in a sentence, 
all highly frequent phrases across reviews (e.g. food) 
should be found and filtered by rules like “occurs 
right after sentiment word”. (e.g. great food). Then 
a set of phrases that occur frequently can be built. 
Another way is to determine all the aspects in 
advance and find them in the reviews. For a restaurant 
the aspects could be: food, service, value, décor.  

Example: The food was great, but the service was slow 
Aspects: food, service

Sentiment Classification

Words express various kinds of sentiments that may 
be positive, negative, strong or weak. To perform 
sentiment analysis it is important to understand 
the polarity of words and classify sentiments into 
categories such as positive, negative or neutral. This 
can be accomplished through the use of sentiment 
lexicons. There are different types of sentiment 
lexicons available that have words classified as 
having positive or negative sentiments. Here are a 
few examples: 

The General Inquirer (http://www.wjh.harvard.
edu/~inquirer)

LIWC (Linguistic Inquiry and word count) (http://
www.liwc.net)

MPQA Subjective Cues Lexicon (http://www.cs.pitt.
edu/mpqa/subj_lexicon.html)

Bing Liu’s Opinion Lexicon (http://www.cs.uic.
edu/~liub/FBS/opinion-lexicon-English.rar)

SentiWordNet (http://sentiwordnet.isti.cnr.it/)  

The online lexicons may not be sufficient because 
they may not have enough words or do not pertain to 
the domain and topic of discussion. In such a case, a 
new sentiment lexicon can be built. This can be done 
using techniques such as semi-supervised lexicon. 
In this technique, we a small amount of information 
such as a few labeled examples or a few hand-built 
patterns are used to bootstrap a complete lexicon 
through the learning of lexicons. In a bootstrapping 
approach, a high-precision classifier is first used to 
identify some subjective and objective sentences. 
A set of patterns is learned from these identified 
subjective and objective sentences. The learned 
patterns are then used to extract more subjective and 
objective sentences. This process can be repeated. 
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Finding Sentiments for Aspects – System Overview

(Blair-Goldensohn, K. Hannan, R. McDonald, T.Neylon, G. Reis and J. Reynar 2008. Building a Sentiment 
Summarizer for Local Service Reviews)

Let’s take an example of analyzing reviews for a particular restaurant. One customer posted the review 
“The food was great, but the service was slow”. The figure below shows system components for finding 
sentiments for aspects. 

Finding sentiments for aspects can be divided into four subtasks.

1.	 Text extraction - Extract sentences and phrases from the reviews.

2.	 Sentiment classification - Run sentiment classifier on each extracted sentence and phrase to determine 
if it is positive, negative or neutral.

3.	 Aspect extractor – Aspect term extraction for the ones that express a 
sentiment. Determine the polarity for each of the aspects identified.  
Example: food, service

4.	 Aspect polarity aggregation – Group the sentiments for aspects together and produce a final summary 
Example:

food: positive, service: negative

Results of Blair-Goldensohn et al method

Restaurant (54 Reviews)

Food (4.5/5 stars, 85 comments)

(+) Food is great with a lot of variety

(+) They have great daily lunch specials on weekdays

(+) Our entire family loves the desserts 

(-) Coffee was a bit cold when it arrived

Service (3/5 starts, 62 comments)
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(+) Quick service 

(-) Long wait time to get a table during peak lunch 
hours

(-) Server messed up my order and served me the 
wrong dish 

Value (5/5, 38 comments)

(+) Great value for money

(+) Food is very reasonably priced 

(+) Certainly worth the price for the food quality

Applications of Sentimental Analysis

-	 Individuals interested in opinions before:

o Buying a product or a service

o Making decisions on different tasks 
(e.g. How is a particular movie rated? 
Is it worth watching?)

-	 Businesses interested in opinions for:

o Determining success of newly-
introduced products or services on 
the market, and enhancing them (e.g. 
What do users think of the Samsung 
Galaxy S5?)

o Limiting product branding damages 
through negative consumer 
experiences (e.g. bad experience due 
to poor quality, customer service 
unable to solve a customer’s problem)

o Determining effectiveness of 
marketing campaigns

o Avoiding or limiting liabilities (side 
effects of a new drug introduced to 
the market)

-	 Real time marketing: placing relevant ads 
based on user behavior

o Placing ads for cross-selling and up-
selling when a user likes a product or 

service (positive opinion)

o Placing ads for alternate products or 
services when a user criticizes them

o Understanding user behavior and 
target products and services that the 
user is more likely to accept 

-	 Public sentiments

o What do people think about the stock 
market? 

o Does it look bullish or bearish?

-	 Predictions

o Which political party is popular

o Which candidate is likely to win an 
election? 

Challenges in Sentiment Analysis

1.	 Although automated systems can conduct 
efficient sentiment analysis, human judgment 
is far more accurate as a gauge in Sentiment 
Analysis. Analyzing context of the word use 
(a word used in different contexts can have 
different meanings).  Differentiating sarcasm 
from a normal text requires contextual 
knowledge or historical comment patterns of 
the commenter, and could pose a challenge 
in interpreting a positive comment from a 
negative one. 

2.	 Use of acronyms such as LOL (laugh-out-
loud) or word abbreviations could pose 
interpretation challenges. 

3.	 Filtering “noise” from the useful data; that 
is, finding real opinion or a genuine feedback 
comment from data. Example: “I surprised my 
wife on her birthday with this new Samsung 
phone and she just freaked out!” 

4.	 Mixed opinions can be difficult to interpret 
and categorize. Example: “I like the printer 
quality but the size is a little too big” is difficult 
for a nonhuman to understand. 
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5.	 Biased and fake reviews where all the reviews 
on a website may have the same opinion. 
People post multiple good reviews about 
their own products or services. All these 
may not be true opinions about a product or 
service.

Sentiment Analysis has gained momentum lately as 
it is beneficial to businesses and consumers.  It is 
an evolving field with a variety of use applications. 
Sentiment Analysis tasks are challenging, as they 
are mainly natural language processing tasks, but 
a significant amount of progress has been made in 
the last few years in this field with many start-up 
companies offering Sentiment Analysis or opinion 
mining services. There is a demand for such services 
in industry, because companies want to know 
how their products and services are perceived by 
consumers, and how they compare to competitors. 
On the consumer side, people are interested in 
the opinions of other users before making buying 
decisions. 

The growing need for opinions and the technical 
challenges the field currently faces will keep 
Sentiment Analysis and Opinion Mining relevant 
for the foreseeable future. Future opinion mining 

systems need a deeper bind between complete 
knowledge bases with reasoning methods inspired 
by human thought and psychology. This will lead to 
a better understanding of natural language opinions 
and will more efficiently bridge the gap between 
unstructured information in the form of human 
thoughts and structured data that can be analyzed 
and processed by a machine. The result: intelligent 
opinion mining systems capable of handling semantic 
knowledge, making analogies, continuous learning 
and detecting emotions leading to highly efficient 
Sentiment Analysis.
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1.	 In what year was the “@” chosen for its use in 
e-mail addresses? 

A.	 1982

B.	 1972

C.	 1992

D.	 2002

2.	 Who initiated use of “@” in e-mail addresses?

A. Larry Wall

B. Jerry Yang

C. Ray Tomilson

D. Jeff Bezos

3.	 Who built the world’s first binary digit computer: 
Z1...?

A. Niklaus Wirth

B. Leonard Kleinrock

C. Ted Nelson

D. Konrad Zuse

4.	 Where is the headquarters of Intel located?

A. Santa Clara, California

B. New York

C. Paris

D. London

5.	 What program allows an Apple computer to run 
Microsoft Windows?

A. Boot camp

B. WINE

C. AIR

D. WINAPPLE

6.	 Who invented microprocessor?

A. Rick Mascitti

B. Tim Berners-Lee

C. James Gosling

D. Marcian E Huff

IT Trivia – Answers 

1) B

2) C

3) D

4) A

5) A

6) D




