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Editorial

- Shyamkant Matondkar
Email : shyamkant@gmail.com

It gives us immense pleasure in presenting the fourth 
volume of “The Exponent Group of Journals for 
Information Technology” on successful completion of 
1st year of Exponent Group of Journals. It’s probably 
one of its kinds where a Journal had covered diverse 
topics viz. Mainframes, Network Security, Business 
Intelligence, Big Data, mobile Operating System like 
‘Android’ etc. in a single volume. The current volume 
also gives information to homemakers to explore 
“work from home” entrepreneurs’ opportunities 
available globally and how they can harvest them.

BigData is buzz word today and each one wants 
to get on to it to take early advantage of the huge 
data available in the best possible way. First article 
introduces you to what BigData is and its intrinsic 
dimensions, top vendors in this space and what 
courses are offered in this space.   

Moving ahead the next article compares the 
Mainframes technology with today’s price and 
resource sensitive cloud technology. Each technology 
has its own pros and cons and it’s very interesting 
to see in coming years, how these two technologies 
complement each other to get the best out of them. 

In today’s professional world, most of the time, it 
is observed that women compromise with their 
professional aspirations due to their responsibilities 
towards family. Or some time due to lack of knowledge 
many skilled homemakers don’t get opportunity to 
showcase their talent. 

The next article explores various options to such 
homemakers, available online to showcase their 
talent and earn money. It also cautions you about 

precautionary measures to be taken to deal with 
fraudulent advertisements providing various earning 
opportunities. 

In our company profile article, we will get to know 
more about ‘Oracle’ one of the leading IT players in 
the Market.

The next article on IT network security explains how 
IT security is very critical in today’s data oriented 
business world and how leading ‘Enterprises’ 
try to guard their data from possible attacks like 
viruses, trojans etc. It also talks about network 
security explaining different elements on Security 
Architecture. It walks us through recent attacks, how 
they were implanted, and new trends in security. 
It charts out some interesting findings in malware 
content type in year 2012, also shows sites which are 
most likely to deliver malicious contents.

The next article shows how to customize your 
Android based smart phones. It gives you tips and 
tricks explaining installation process, Customizing 
ROM which is not so easy otherwise, how to recover 
your phone storage, partitioning etc. However the 
user needs to be an advanced user & extreme caution 
must be exercised to try these things out as playing 
with phone ROM could damage the mobile devices 
permanently. 

Our next Article takes you through the best practices 
& processes prevalent in IT business environment 
in context of aligning business requirements to IT, 
availability & stability of services & increase in overall 
efficiency. It also elaborates on some of the critical 
pain areas & complexities in process rollout.
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In today’s competitive world, if a Corporate wants 
to survive and grow huge, it’s imperative for a 
Management to respond intelligently to the changing 
market conditions as quickly as possible. This is 
where BI comes into picture. Our next article focuses 
on basics of Business Intelligence, which helps 
businesses in making faster and better decisions. 
It gives glimpse of end to end data flow, dimension 
modeling and various types of BI models. Also it 
touches upon the advanced BI topics viz. ‘In memory 
analytics’, CEP, and BI cloud services.

Last but not the least the Volume also has an IT trivia 
section to help an individual to grow its knowledge 
on Information Technology (IT). “IT in the News” 
section keeps you abreast with all latest happening 
in the IT world.

It is our endeavor to get the latest useful information 
to you, which we hope you would enjoy reading in 
the 4th volume.



5The Exponent Group of Journals For Information Technology, Volume 1, Number 4, Sept - Nov 2013

IT in News

HTTPS compromised in less than a minute

A group of researchers presented a paper 
demonstrating how SSL based HTTPS can be 
compromised to steal user’s secrets within a second 
at the recently concluded Black Hat conference. 
Black Hat is an annual computer security conference 
that is attended by representatives of government 
agencies, corporations, researchers and hackers. 
This conference started in 1997 as a single annual 
conference in US and is now held in multiple locations 
around the world.

Since SSL based HTTPS connections are widely used 
to protect the communication channel between 
the user’s web browser and web server from 
eavesdroppers, breaking SSL based https connection 
has been a topic of discussion over several editions of 
the conference. SSL based HTTPS connection works 
as follows. The client receives the server’s public key 
in the first step. The client uses this public key to 
encrypt the application data before sending it to the 
server. The server uses its private key to decrypt the 
client’s application data. 

In this year’s edition, a group of researchers presented 
a tool called BREACH that allows an attacker to reliably 
retrieve encrypted secrets like session identifiers, 
CSRF tokens, OAuth tokens, email addresses, 
ViewState hidden fields, etc., from an HTTPS channel. 
BREACH is a category of vulnerability that exploits the 
compressed HTTP responses to identify the secrets 
being passed over the encrypted channel. In order 
to be vulnerable to BREACH attack, the web server 
must use HTTP-level compression, pass over user-
input in HTTP response bodies, and pass over some 

user secret in HTTP response bodies. This attack 
involves making multiple calculated requests to the 
server and measuring the difference in the size of the 
response to identify the user’s secret information. 
The number of requests required depends upon the 
size of the user’s secret. However, BREACH attack can 
be exploited in just a few thousand requests and can 
be executed in under a minute.

References
1.	 “Black Hat USA 2013, “SSL, Gone in 30 seconds 

- a BREACH beyond CRIME”, https://www.
blackhat.com/us-13/briefings.html#Prado

2.	 BREACH, http://breachattack.com/

Android tablet sales more than double that 
of Apple iPad

Android tablets sales have surged ahead of iPad sales 
in the second quarter of CY 2013. The global tablet 
shipment reached 51.7 million units in the second 
quarter of CY 2013. Android’s share stood at 67% 
while iOS claimed 28.3% share of the tablet market. 
Although Apple’s iPad is considered by many as the 
best among the tablets available in the market and 
its app ecosystem being richest, iPad’s market share 
dropped from 47.2% to 28.3% YoY, whereas Android’s 
share rose from 51.4% to 67%. Furthermore, 
Microsoft’s Windows OS has taken a jump from 0.5% 
to 4.5% market share with its new Windows 8 OS. In 
the vertical that was once completely owned by iPad, 
it seems that things are changing rapidly and Apple 
iOS is losing ground in the tablet market.

Reference
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“Could Google Inc (GOOG), Microsoft Corporation 
(MSFT) Dethrone The Apple Inc. (AAPL) iPad?”, 
http://www.insidermonkey.com/blog/could-google-
inc-goog-microsoft-corporation-msft-dethrone-the-
apple-inc-aapl-ipad-213082/

Cloud computing creating value 
opportunities

Cloud computing, today the leading technology in 
IT industry, would be the next job market to go far. 
As stated by NASSCOM by 2020 IT industry would 
create around 20 million indirect employments. 
Cloud computing, along with Big Data, is opening up 
new horizons for technical workforce of the country. 
Major concern here is skill and talent gap as only 
25% graduates are readily employable and that gap 
is bigger in Clod computing and Big Data space.

Reference
http://t imesof india. indiat imes.com/home/

education/news/Cloud-computing-creating-value-
opportunities/articleshow/21443862.cms

IT sector to hire 1.20 lakh this year: Experts

This year IT industry is expected to generate around 
1.2 lakh jobs. NASSCOM estimated IT sector to grow 
by 12 to 14 percent this year. E-commerce, Social 
media, mobile banking are the domains having 
consistent growth. But on the darker side for fresh 
graduates campus hiring has been dropped. Over 
the years major recruitments for IT companies was 
through campus. But for last couple of years the 
trend was declining as industry is more relying on 
experience resources as market demands. There is 
30% expected decline in campus recruitment than 
last year.

Reference
http://www.techgig.com/tech-news/editors-pick/IT-
sector-to-hire-1-20-lakh-this-year-Experts-19026
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Big Data – The technology Buzz 
Word

- Vijay V Gurav
Email : vijaygurav@gmail.com

The world of Information Technology introduces 
number of buzz word every year and this particular 
one has started emerging mid-last year, and it is 
becoming more and more essential that we should 
pay attention to it and not to miss the bus.

Let’s look at buzz word “BIG DATA” 

What is big data?

The statistics says that every day, we create 2.5 
quintillion bytes of data — so much that 90% of the 
data in the world today has been created in the last 
two years alone. This data comes from everywhere 
- sensors used to gather climate information, posts 
to social media sites (Facebook, Linkedin, etc.) digital 
pictures and videos (Youtube) , purchase transaction 
records, and cell phone GPS signals to name a few. 

This data is big data.

Examples of Big Data

•	 10,000 payment card transactions are made 
every second around the world.

•	 Big Bazaar, Walmart handles millions of 
customer transactions.

•	 340 million tweets are sent per day. That’s 
nearly 4,000 tweets per second.

•	 Facebook has more than 901 million active 
users generating social interaction data.

•	 More than 5 billion people are calling, texting, 
tweeting and browsing websites on mobile 
phones

•	 RFID (radio frequency ID) systems generate 
up to 1,000 times the data of conventional 
bar code systems.

Big data spans four dimensions: Volume, 
Velocity, Variety and Veracity
Volume: Enterprises are awash with ever-
growing data of all types, easily amassing 
terabytes—even petabytes—of information. 
Turn 12 terabytes of Tweets created each day into 
improved product sentiment analysis into improved 
product sentiment analysis

Convert 350 billion annual meter readings to better 
predict power consumption

Velocity: Sometimes 2 minutes is too late. For time-
sensitive processes such as catching fraud, big data 
must be used as it streams into your enterprise in 
order to maximize its value.

Scrutinize 5 million trade events created each day to 
identify potential fraud

Analyze 500 million daily call detail records in real-
time to predict customer churn faster

Variety: Big data is any type of data - structured and 
unstructured data such as text, sensor data, audio, 
video, click streams, log files and more. New insights 
are found when analyzing these data types together. 
Monitor 100’s of live video feeds from surveillance 
cameras to target points of interest. Exploit the 80% 
data growth in images, video and documents to 
improve customer satisfaction.

Veracity: 1 in 3 business leaders don’t trust the 
information they use to make decisions. How can you 
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act upon information if you don’t trust it? Establishing 
trust in big data presents a huge challenge as the 
variety and number of sources grows.

Challenges

Many organizations are concerned that the amount 
of amassed data is becoming so large that it is difficult 
to find the most valuable pieces of information.

•	 What if your data volume gets so large and 
varied you don’t know how to deal with it?

•	 Do you store all your data?

•	 Do you analyze it all?

•	 How can you find out which data points are 
really important?

•	 How can you use it to your best advantage?

Until recently, organizations have been limited to 
using subsets of their data, or they were constrained 
to simplistic analyses because the sheer volumes of 
data overwhelmed their processing platforms. What 
is the point of collecting and storing terabytes of data 
if you can’t analyze it in full context, or if you have 
to wait hours or days to get results? On the other 
hand, not all business questions are better answered 
by bigger data.

You now have two choices:

•	 Incorporate massive data volumes in 
analysis. If the answers you are seeking will be 
better provided by analyzing all of your data, 
go for it. The game-changing technologies 
that extract true value from big data – all of it – 
are here today. One approach is to apply high-
performance analytics to analyze the massive 
amounts of data using technologies such as 
grid computing, in-database processing and 
in-memory analytics.

•	 Determine upfront which big data is 
relevant. Traditionally, the trend has been to 
store everything (some call it data hoarding) 
and only when you query the data do you 

discover what is relevant. We now have the 
ability to apply analytics on the front end to 
determine data relevance based on context. 
This analysis can be used to determine 
which data should be included in analytical 
processes and which can be placed in low-
cost storage for later availability if needed.

Technologies

A number of recent technology advancements are 
enabling organizations to make the most of big data 
and big data analytics:

•	 Cheap, abundant storage and server 
processing capacity.

•	 Faster processors.

•	 Affordable large-memory capabilities, such 
as Hadoop.

•	 New storage and processing technologies 
designed specifically for large data volumes, 
including unstructured data.

•	 Parallel processing, clustering, MPP, 
virtualization, large grid environments, high 
connectivity and high throughputs.

•	 Cloud computing and other flexible resource 
allocation arrangements.

Big data technologies not only support the ability to 
collect large amounts of data, they provide the ability 
to understand it and take advantage of its value. The 
goal of all organizations with access to large data 
collections should be to harness the most relevant 
data and use it for optimized decision making.

It is very important to understand that not all of your 
data will be relevant or useful. But how can you find 
the data points that matter most? It is a problem 
that is widely acknowledged. “Most businesses have 
made slow progress in extracting value from big data. 
And some companies attempt to use traditional data 
management practices on big data, only to learn that 
the old rules no longer apply,” says Dan Briody, in the 
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2011 Economist Intelligence Unit’s publication, “Big 
Data: Harnessing a Game-Changing Asset.”.

Top 10 Big Data Players Big Data Vendors list by 
revenue
Vendor Big Data Rev-

enue (in $US 
Millions)

Total Revenue ( in 
$US Millions)

IBM $953 $106,000
Intel $765 $54,000
HP $513 $126,000

Fujitsu $285 $50,700
Accenture $273 $21,900

CSC $160 $16,200
Dell $154 $61,000

Seagate $149 $11,600
EMC $138 $19,000

Teradata $120 $2,200

Big Data Education

IBM Corporation has a wide portfolio of Big Data 
courses

•	 InfoSphere BigInsights Foundation (2 days)

•	 InfoSphere BigInsights Analytics for Business 
Analysts (2 Days)

•	 InfoSphere BigInsights Analytics for 
Programmers (2 Days)

•	 Programming for InfoSphere Streams (4 Days)

•	 Adminstration for InfoSphere Streams (1 Day)

EMC Corporation is also offering a Big Data open 
course – 

Data Science and Big Data Analytics 

MIT Sloan Executive Education (Massachusetts 
Institute of Technology) is leading with their research 
based training program for senior executives

MIT Sloan Executive Education - Big Data: Making 
Complex Things Simpler

Let’s see what industry experts have to say 
about Big Data.

Small data is gone. Data is just going to get bigger 
and bigger and bigger, and people just have to think 
differently about how they manage it. 
                                                                    -- Scott Zucker
                                                                     Family Dollar

High-performance analytics, coupled with the ability 
to score every record and feed it into the system 
electronically, can identify fraud faster and more 
accurately.

-- Rex Pruitt
Premier Bankcard

Now you can run hundreds and thousands of models 
at the product level – at the SKU level – because you 
have the big data and analytics to support those 
models at that level. 
                                                                 -- Kerem Tomak

Macys.com

References

1. http://community.junar.com/
datastreams/68868/top-10-big-data-players-
big-data-vendors-list-by-revenue/

2. http://www-01.ibm.com/software/data/
bigdata/

3. http://www.sas.com/big-data/

4. http://www.sas.com/resources/asset/SAS_
BigData_final.pdf

5. http://executive.mit.edu/openenrollment/
program/big_data_making_complex_things_
simpler/49#/overview

6. https://education.emc.com/guest/campaign/
data_science.aspx
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Role of Mainframes in the changing world of large 
scale data center, data warehouses and cloud 
computing

- Ashwini Shenoy
Email : ashwini.shenoy@gmail.com

IBM introduced mainframe computer System 
360 in the computing world in the April 1964. To 
comprehend the role of mainframe computers in 
the changing world, it is imperative to understand 
mainframes, its capabilities and advantages. A 
mainframe computer is mainly used in organisations 
for processing various application data such as 
enterprise resource costing and planning, financial 
transactions and process controls. Mainframes are 
commonly used in the banking industry, telecom 
sector, airlines and insurance domains. Various 
front-end business transactions such as flight 
bookings, electronic banking transactions, ATM cash 
withdrawal, purchases through credit card at retail 
store are all examples of mainframe applications that 
demand high level of availability and responsiveness.
In early days, Mainframe was used to refer to 
physical attributes of computing systems. It was 
hosted in large metal frames almost comparable to 
the size of a room. Over the years it has evolved and 
is now similar to a workstation and is referred to as 
a server.  IBM® refers to its latest mainframe as the 
IBM System z9® server (IBM 2013a).

Mainframe was the key platform used by organisations 
for computing purposes until early 1990 after which 
open-system technologies were on the rise (Network 
Computing 2011). Even with the increasing use of 
open-system languages for development of front-
end applications, data is stored on mainframes in the 
backend. 

Mainframe computer is secure, very reliable and 
available at all times. It is commonly used in mission-
critical projects where companies need to have their 
systems running at all times.  With large number of 

competitors in banking and airline industry space, it 
is crucial for companies in these sectors to maintain 
their competitive advantage and brand image. They 
cannot afford to have their systems down for even 
an hour as it would have a major impact on their 
performance and gain them bad publicity. As a result, 
they prefer to have mainframes to process their 
applications as it is secure, cost-effective and capable 
of processing huge volumes of data without fail 
compared to modern technologies and architecture.
There are several types of databases on IBM 
mainframe such as relational, hierarchical, network 
and inverted list. Relational and hierarchical are 
the most widely used databases on z/OS. DB2 and 
IMS Database are two of the most commonly used 
database management systems for z/OS. IBM’s DB2 
database management system was built on the 
concept of relational model and data is accessed using 
Structured Query language (SQL). IBM’s database 
system has evolved further and consists of various 
other DB2 products for other operating systems. DB2 
for zOS systems offers various features such as online 
schema partitions, ability to alter data definitions 
and add partitions, advanced backup and recovery 
features. Utilities to monitor and fine tune data, 
mainframe security and data encryption features 
make it all the more worthwhile for organisations that 
are keen to protect their data, improve performance 
and reduce data management costs.   Its database is 
available at all times and this indicates that it stays 
operational during planned and unplanned outages. 
IBM DB2 along with BLU acceleration uses a dynamic 
in-memory columnar technology, parallel vector 
processing that helps it to scan and find relevant 
information in a shorter amount of time (IBM 
2013b). Thus faster and simple queries can be used 
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for analyzing huge volume of data at breakthrough 
pace thus speeding up analytics and reporting. It has 
a SQL compatibility feature that enables movement 
of legacy systems built for other databases such as 
Oracle with reduced cost and minimal risk. IBM DB2 
offers a time travel feature whereby organisations 
can store data of the past and make the database 
aware of the time so it maintains a history of changes 
made to the data thus providing a cost-effective way 
to resolve issues related to compliance and audit.

Cloud computing is a new technology that is 
becoming increasingly popular due to its ability to 
reduce expenditure on technology infrastructure and 
achieve economies of scale at the same time. The 
term “Cloud computing” can be used to refer to the 
use of third party for computing purposes and storing 
information.  Rather than storing data, programs 
and software on server or personal computers, users 
store data in “the cloud”. Instead of buying resources, 
data owners and application programmers rent the 
space on the cloud and pay for the service to the 
provider. This offers the advantage of accessing 
the cloud through an internet connection from 
anywhere in the world thus increasing flexibility and 
enabling the business to forego the cost involved in 
owning and operating its infrastructure.  This allows 
IT teams within organisations to spend less time on 
non-significant business activities and focus on the 
key strategic activities and needs of customers thus 
helping the organization to achieve its goal. One of the 
key advantages of cloud computing is that it is flexible 
enough to allow the users to consume the required 
amount of resources rather than supplying too few 
or too many resources. This helps the organisations 
to maximize their return on investment, reduce costs 
and prevent any customer dissatisfaction.

Cloud computing is known for its elasticity as the 
resource allocation can expand and reduce depending 
on demand. This offers scalability to easily scale 
the level of service that is being subscribed. It also 
offers the facility of utility computing whereby users 
can rent the resources on demand and pay only for 
the amount of resources consumed. With different 
models available based on the business needs, there 
are varied levels of security and data access in cloud 

computing. Before moving into the cloud, it is crucial 
for the business to identify which model works best. 
The cloud services are invoked as and when needed 
and hence do not form permanent component of IT 
infrastructure. This reduces the need of dedicated 
resources waiting to be used as opposed to the 
internal services.

Cloud database supports different data models 
including SQL and NoSQL database. SQL database 
such as Oracle, Microsoft SQL server, NuoDB can be 
run on the cloud either as a service or a virtual machine 
image. These databases were not originally designed 
for cloud environment and its complexity to scale 
makes it less popular compared to NoSQL databases. 
CouchDB, MongoDB, Amazon DynamoDB, Amazon 
SimpleDB which are NoSQL databases are capable of 
handling large volume of data efficiently and hence 
are more preferred compared to SQL databases. 
Companies such as Netflix use Amazon cloud services 
and Case & Video use Amazon Web Services public 
cloud. Additionally, company websites with product 
pictures, read-often information, training servers are 
a natural for public cloud.

Amazon Redshift is a large relational database and 
uses industry standard ODBC and JDBC connections. 
It has been introduced for a limited number of users 
who are interested in large volume of data analytics. 
Its key feature is the ability to scale to handle 
large databases. It is a low-cost public cloud with a 
storage capacity of 16TB and RAM capacity of 120 
GB and acts a tough competitor to existing database 
vendors (Amazon 2013). It offers firewall usage, data 
protection and encryption utility whereby data and 
its backup can be encrypted. It is extremely tolerant 
to faults and backs up data, monitors the health of 
individual clusters thus enhancing the reliability of 
the data warehouse. But users of Redshift need to 
be aware of its cons such as the ability to attract 
negative publicity in case of outage as it will be on a 
public cloud. Also there will be some cost involved in 
migrating and integrating data from internal systems 
to Redshift.

Mainframes and Cloud computing technologies are 
similar in some ways. Both technologies make use 
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of client-server model where applications, programs 
and data are stored on remote servers. In case of 
mainframes, multiple users can log on the system 
simultaneously with the use of terminal emulation 
software such as EXTRA! for NetWare and access 
the required information through a secure network 
connection.  In case of both technologies, data is 
stored at a remote location and users can access 
the data from anywhere in the world. There are two 
different models in cloud computing, namely public 
cloud and private cloud. Public cloud computing is 
more popular and common. The infrastructure is 
hosted in the vendor’s premises and all hardware 
and network resources are shared by multiple 
applications from different companies who host their 
applications in the public cloud. The onus of ensuring 
isolation amongst different applications rests with 
the public cloud vendor. A private cloud operates in 
a slightly different manner whereby the vendor rents 
the cloud infrastructure including the necessary 
hardware and software resources to be hosted by 
companies in their premises.  Oracle›s private cloud 
IaaS is an example of this model. Oracle rents its 
specialized hardware and business intelligence and 
big data analysis software on a rental basis to its 
customers on a rental basis. 

There are still some significant differences in case of 
both technologies in terms of the security of data and 
the scalability and reliability of its operation. In case 
of mainframe, data is stored at a centralized location 
whereas in cloud computing, servers may be split 
and located at different locations. Businesses these 
days would prefer to invest in cloud computing due 
to the cost effective solutions provided compared 
to mainframes. Mainframes with all the above 
advantages do have some disadvantages. Though 
companies can rely on mainframes for processing 
huge volumes of data, it is not good at number-
crunching and processing high speed applications. 

Despite number of similarities and differences, pros 
and cons, mainframe has an upper hand over cloud 
computing when it comes to security of data. In case 
of cloud computing, application programmers and 
data owners can access data from servers through 
an internet connection and thus this technology is 

reliant on the internet service provider.  Also the 
data owners need to trust that the server space 
provided to them by the provider is safe and that 
their data is untouched and secure. As a result, many 
organisations do not prefer to host their classified 
data on servers owned by public cloud vendors 
for legal and government regulatory reasons. In 
the case of cloud computing, data owners and 
application programmers rely heavily on the internet 
connectivity to access their data. Mainframes on 
the other hand being very reliable, such instances 
rarely occur and organisations have full control over 
their data. The main reason that is preventing many 
companies from switching purely to cloud computing 
is its dependence on the internet connection. In case 
of absence of internet connectivity, companies will 
lose access to their data, applications and the loss 
through this would outweigh the benefits that this 
technology has to offer. 

Mainframe has been around since the inception 
of computing and it still continues to be a leading 
player today. Linux was integrated into mainframes 
in late 1990’s and IBM zEnterprise System that offers 
the advantage of mainframe and distributed server 
technologies in a single system was introduced in 
2012. These two were the significant landmarks in 
the mainframe history. Even though mainframes is 
an old technology, companies still manage and prefer 
to use it because of the cost involved in changing it 
and the continuous improvement provided by IBM.

With the growing demand for cloud computing, 
it looks like mainframes will again be a very niche 
category as it was in the beginning. It is worthwhile 
for organisations who have already invested in 
mainframes to retain it only because of its biggest 
advantage of having the ability to customize data 
as per business needs and its feature of being 
independent of the internet speed.

Organisations or new start-up businesses that are 
planning to invest in a technology that is portable, 
cost-effective can invest in cloud computing. Although 
choosing between cloud computing technology and 
mainframe is a difficult choice for organisations who 
have not invested in either technology in the past, it 
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looks like more and more start-up companies prefer 
cloud technology.

It might be difficult for mainframes to sustain 
around for longer and to get in new buyers as 
organisations are price sensitive and the mainframe 
software, set up and licensing costs are high and 
there is a shortage of mainframe skills. With each 
of these technologies having its own strengths and 
weaknesses, the challenge is in aligning the two 
technologies and getting the best out of it. This 
partnership will definitely have an enormous impact 
on the IT industry.

Mainframe has definitely evolved over the years 
with IBM continuous effort to improve it and its 
investment in research and development. With 
recent development in mainframes, increasing 
use of Linux and the use of networking, IBM has 
merged its data centres thus reducing the cost and 
increasing the efficiency. It has released zEnterprise 
which is a very secure and scalable enterprise cloud 
(IBM 2013). It has provided a basic platform for 
building a secure cloud thus allowing business to run 
multiple applications. Over the years, mainframe 
has progressed and is now capable of supporting 
internet protocols, Linux and web-based platforms. 
It is well-positioned to support multi-user, highly 
critical cloud-based applications in banking and 
finance, airlines, utilities, telecommunications and 
healthcare domains.

Given my association with mainframe technology, it’s 
nice to see it continuously evolving and still running 

strong even with the advent of other technologies 
in the ever-changing IT industry. IBM has once again 
proved it to the world that with a clear focus, vision 
and commitment to invest in R&D; a company can 
leverage on its core competencies that can serve as 
a competitive advantage.
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Home Makers: Rebuild your 
future!

- Priya Shenvi
Email : shenvipriyas@gmail.com

Have you ever heard people say to women who 
take care of the family and the home that they 
are always at home and that they have nothing to 
do?  I for one; has heard it many times.  I lived in 
a neighbourhood which constituted of middle class 
families with Women being the primary home maker 
of that respective family. Taking care of a home, 
and managing everyday life and chores at home is 
equivalent to a full time job. Many of us seldom look 
at it that way.

Homemakers are an integral part of the society as they 
help in shaping the future of one’s family. Seldom are 
they seen enjoying the liberty and freewill which their 
counterparts do. They are monetarily dependent on 
the significant other. Many such homemakers have 
veiled ambitions and also the talents to be successful. 
But most of them lack the confidence to step out 
of their homes to achieve their dreams. There are 
abundant opportunities for women in today’s world 
and also they are equal beneficiaries of advantages 
offered by technology. However, the observations 
connote that it is confined to elite group of society.  
It needs to flow to the other segments of women in 
Indian society as well.

Why should women be home business entrepreneurs?

•	 It would channelize creativity of a woman

•	 It would promote innovative ideas

•	 It would rebuild confidence in one’s own 
abilities by earning money and provide 
financial stability.

•	 It would provide flexible work hours to strike 
balance between work and family

•	 One can form a new network of mother 
friends or business partners.

How can homemakers use Computers and 
Information Technology to begin and grow their 
business?

Starting a business at home using computers 
especially for housewives, will be very pleasant. At 
the very least, they can devote their time to family 
prudently as well.  It would also save them from 
stepping outside of home in search for work.

General purposes of using computers

•	 To get required information. E.g. Health 
related, Recipes, Schools, Train Bus and Plane 
timings, Location and route maps etc.

•	 Travel and Stay reservation, search for 
information about places to be visited. 

•	 Search for information on children Curricular, 
Extra Curricular activities Study materials, 
School Projects etc.

•	 Online shopping through shopping portals or 
get information about shopping places. 

•	 Information on Weather, News, Hospitals, 
Libraries etc. 

•	 Document Creation Eg. Letters and Spread 
Sheets.

•	 Wish near and dear ones by sending e-cards 
(using simple software). 

•	 Communicate with distant relatives and 
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friends via different applications like Skype, 
G-Talk and other social networking websites.

•	 Use for Entertainment, Upload and Download 
of software’s etc.

Business View

Women are found to be more creative and expressive 
than men and hence indulge in creative works like 
Writing, Knitting, Embroidery, Stitching, Painting, 
Jewelry designing and other art works. However it is 
found that most of these talents get hidden within 
the four walls of her house due to conservative 
thought process of our society. IT sector has opened 
the door for such women who would like to portray 
these talents to the world outside.

There are plenty of business options available for 
housewives. Depending upon their skill-sets, they 
can do various businesses from the comfort of their 
home. As they do not have to go out regularly, they 
can manage their family while doing business at the 
same time. Various business ideas for housewives 
will help them choose a suitable trade and at the 
same time also guide them through, to become 
successful in their business. There are a lot of 
business opportunities for housewives which they 
can run from their homes.

Following are some of the business ideas homemakers 
can choose to work on:

• Online Data Entry
A very simple part time business can be 
started right from home with just a computer 
and an Internet connection. Various 
companies outsource their data entry jobs 
to other companies/ Freelancers. Filling up a 
questionnaire or creating documents from a 
scanned copy of an existing document that’s 
all you may need to do! However, be vigilant 
while enrolling/selecting such jobs and ensure 
that you find the right place to get good data 
entry jobs.

• Resume writing services
If you good at presenting information you 
can positively start a resume writing service 
.You could actually help students to put their 
experience in the best possible format by 
phrasing words to attract interview and career 
opportunities.

• Exam Evaluator
Some agencies provide examination process 
and assessment solutions to Educational 
Institutions, Government / Public Sector 
and Corporates. Experts who can help them 
in evaluating the Answer scripts for various 
Educational Institutes are always in demand. 
Also the evaluations are computer based 
where you can certainly work from home at 
your convenience.

• Online Part Time Client feedback sending 
or Ad posting Jobs
This business involves filling up simple forms by 
copy-pasting the provided data. You can work 
at home any time within 24 hours. And the best 
thing is there may not be any target obligations.

• Writing Jobs or Content writing
Writing is another very interesting job that 
housewives can do from home especially if you 
love reading, working on a laptop and blogging. 
There are a number of content development 
jobs available online. You can procure these 
projects and complete it within the stipulated 
time frame. The content can be of various types, 
viz. content for web, content for research work, 
e- books etc.

Big businesses generally have a marketing team 
which may take care of the online content. 
However, smaller businesses, which equally 
realise the business opportunity, look for niche 
consulting firms which can help them write and 
create a buzz about their products and services 
online.

So you can start of as a freelance content writer, 
translator or a blog writer (having a blog, the 
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money can be obtained through a variety of 
programs one of which is pay per click) and 
eventually start managing website content and 
copy for a host of small business enterprises!

• Medical Transcriptionist
Medical transcription, also known as MT, has 
a high potential and is believed to be a most 
flexible home based career with good returns. 
This job is associated with health profession 
and it deals in the process of Transcription 
(Converting voice-recorded reports as dictated 
by Physicians or other healthcare professionals, 
into text format). 

• Language Skills
If you are specialized in foreign languages, your 
language skills can expose up a whole world of 
opportunities. While careers in interpretation 
and translation might be the right choice, 
you can also apply your language skills in an 
enormous range of careers.

• Sewing on Blog
Sewing Blog is another rewarding business idea 
for the housewives. If you have proper training 
and skills in sewing and love the profession, 
you can start this business easily by uploading 
photos of the products stitched on a blog. You 
may have your own clients or else, if you can 
manage it at a large scale, you can also go for a 
tie-up with a garment company.

• Dance Workshop
If you are a trained dancer, you can advertise 
on the website or through your blog via photo 
galleries and start a dance workshop in your 
house.

• Beauty and Health Spa
It’s the trendy world and hence, beauty and 
health tips are always in great demand these 
days. If you are trained in this field, you can 
start a blog on beauty and health tips.

• Master Chef
You can post your wonderful recipes on your 

own blog /website. If you are a culinary expert 
some websites offer real time advice from 
professional chef’s. You can share their mission 
of cooking empowerment and have culinary 
expertise or you can contact them via email to 
explore their work at home opportunities.

• Fashion Designing
 The most important skill in this business is 
designing of dresses which can be done with 
much ease with latest software’s available. 
With schools growing all over the country, 
there is also a budding demand of school 
uniform designers. The dresses designed may 
be advertised on the blog.

• Handicraft and Jewelry Designing
Make and sell your hand-made goodies, from 
homemade candles, handbags, jewelry, soap 
and the possibilities are endless for those who 
have a creative flair. If you have an edge for 
design, the handicraft and jewelry designing 
business can be a very interesting business. 
In fact, an increasing number of corporates 
are looking to gift their business associates/
partners with some novel artifact which will 
be valued longer and hence the relationship 
remembered.

Being a housewife, one can easily explore 
various markets to find product ideas and 
source them through local shopkeepers. As 
an entrepreneur, you have to professionally 
market these by categorizing and packing them 
attractively.

• E-shop seller
More and more of us are buying things online 
and one way to easily make money is to 
join online shopping portals as a seller. As a 
homemaker entrepreneur, you need to look 
at novel and useful stuff which is generally not 
available everywhere and put it up on your 
e-shop. Contact a courier and he will deliver 
your stuff once you receive online orders.

• Event Planner
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From weddings and engagement parties, 
to baby showers and birthday parties, you 
as an Event Manager or planner can handle 
the details of location, budget, lodging, 
decorations, entertainment, food, beverages, 
transportation, activities, invitations right from 
your home.

• Handmade Invitation Creator
You can create beautiful and unique handmade 
cards, wedding invitations, or announcement 
greetings. The avenues for selling are 
numerous: create your own online store, sell 
them to friends and family or inform stores 
about your cards or sell them through your 
own in home parties.

However all work-at-home opportunities may not 
be authentic .While you may find the opportunity 

appealing, especially if you can’t work outside your 
home, proceed with caution.

Check out the company first. Many job advertisements 
overlook the fact that you may have to work many 
hours without pay. Or they don’t disclose all the costs 
you will have to pay. After being presented with a job 
offer that seems enticing, the first thing you must 
do is check out the company’s background where a 
simple Google search can provide all the information 
you need.

The last clue that usually appoints a company as 
being shady is the aggressive marketing strategies 
they use to promote their job offers.

With the advancement in technology and the 
internet revolution opportunities are boundless. Just 
comprehend the prospects and bestir yourself!
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Company Profile – Oracle 
Corporation

- Nilesh Patil
Email: nileshpatil@gmail.com

Brief Overview

Oracle Corporation (Nasdaq: ORCL) is the world’s 
leading supplier of software for information 
management, and the one of world’s largest 
independent software company. With annual 
revenues of more than $37.1 billion, the company 
offers its database, tools and application products, 
along with related consulting, education, and support 
services, in more than 145 countries around the 
world. Headquartered in Redwood Shores, California, 
Oracle is the first software company to develop and 
deploy 100 percent internet-enabled enterprise 
software across its entire product line: database, 
server, enterprise business applications, and 
application development and decision support tools.  
 
Oracle is the only company capable of implementing 
complete global e-business solutions that extend 
from front office customer relationship management 
to back office operational applications to platform 
infrastructure.

At a Glance

•	 Industry: Software & Programming

•	 Founded: 1977

•	 Country: United States

•	 CEO: Lawrence Ellison

•	 Website: www.oracle.com

•	 Employees: 108,429 

•	 Sales: $36.7 B 

•	 Headquarters: Redwood City, California

Little known facts

•	 Oracle’s relational database was the world’s 
first to support the Structured Query Language, 
now an industry standard.

•	 Today, the Oracle DBMS is supported on 
over 80 different operating environments, 
ranging from IBM mainframes and DEC VAX 
minicomputers, to UNIX-based minicomputers 
and Windows NT platforms.

•	 Oracle spends nearly 13% of their revenues for 
research and development. 

•	 Oracle V1 ran on PDP-11 under RSX, 128 KB 
max memory and was written in assembly 
language. 

•	 Oracle created the first database to run on a 
massively parallel computer. 

•	 All 10 of the world’s largest Web sites- from 
Amazon.com to Yahoo! - use Oracle.

•	 65% of the Fortune 100 use Oracle for 
e-business

History

There is an interesting story about how the company 
acquired its current name, when CEO Lawrence 
J. Ellison and a few associates formed Software 
Development Laboratories in 1977; they wanted to 
prove wrong the prevailing theory that relationship 
databases could not be commercially viable.
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Inspired by a research paper written in 1970 by an 
IBM researcher titled “A Relational Model of Data 
for Large Shared Data Banks”, the three decide 
to build a new type of database called a relational 
database system. Their original project was for the 
government and was titled ‘Oracle’. The founders 
believe that Oracle, meaning source of wisdom, 
would be an appropriate name for their project and 
received permission from the CIA to use it and that’s 
how company was named “Oracle”. None of them 
realized at the time that the company they formed 
would change the face of business computing.

For more than three and a half decades, Oracle 
Corporation has been the leader in database software. 
And as it has further developed technologies and 
acquired best-in-class companies over the years, that 
leadership has expanded to the entire technology 
stack, from servers and storage, to database and 
middleware, through applications and into the cloud.

Oracle Timeline

1977: System Development Laboratories founded

1978: Finished 2-year CIA project, spent next year 
developing commercial DBMS 

1979: Release Oracle v2 – first SQL database

1982: Renamed to Oracle Systems

1984: Opened offices in Canada, Netherlands and UK

1986: Initial Public Offering (IPO)

1988: Leading DBMS Company in the world

2004: Oracle acquires PeopleSoft for US$10.3 billion 
and sets course for Oracle Fusion

2005: Oracle acquires Siebel for US $ 5.9 billion

2008: Oracle acquires BEA for US $ 8.5 billion

2009: Oracle is #1 in Middleware

2010: Oracle acquires Sun Microsystems a move that 
blends hardware and software

Oracle Products and Services Portfolio

Products
•	 Applications 

o Oracle E-Business Suite, Siebel, 
Primavera, PeopleSoft, Fusion and 
ATG. 

•	 Database 

o Oracle Database 11g, Oracle 
Exadata, MySQL, OLAP

•	 Engineered Systems 

o Oracle Big Data Appliance , Oracle 
Database Appliance ,Oracle Exalogic 
Elastic Cloud, SPARC Super Cluster

•	 Operating Systems  

o Oracle Linux , Oracle Solaris

•	 Servers 

o SPARC, Sun X86, Sun Blade

•	 Storage and Tapes 

o NAS, SAN, Tapes, Flash, Storage 
Networking

•	 Networking and Data center Fabric Products 

o Oracle Fabric Interconnect, Oracle 
Fabric Manager, Oracle SDN, 
Networking adaptors, Switches , Sun 
Data centers

•	 Enterprise Management 

o Hardware Mgmt, Oracle Enterprise 
Manager, Application Mgmt, Cloud 
Mgmt, Application Performance 
Mgmt

•	 Virtualization 

o Oracle VM Server for X86, Oracle VM 
VirtualBox,  Server  Virtualization, Sun 
Ray clients, Desktop Virtualization

•	 Java
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o Oracle JDeveloper, JavaFX, Java 
Platform , Netbeans IDE

•	 Middleware

o SOA , WebCenter, Business Analytics, 
BPM, Content Mgmt, Portal, 
WebLogic, Fusion Middleware, 
Application Integration Architecture 
(AIA)

Services

•	 Oracle Consulting

•	 Oracle Premier Support

•	 Oracle Cloud Services

•	 Oracle Financing

•	 Oracle Customer Support Services

•	 Oracle University

Competitors

•	 Database

o Microsoft SQL Server

o IBM with DB2 and Informix

o Sybase with their Sybase System

o CA with Ingres

•	 Cloud Computing / SaaS

o Amazon

o SFDC 

o Google

o VMware

•	 Open source databases

o PostgreSQL

o EnterpriseDB
•	 Servers 

o IBM

o Dell

o HP

o Cisco

•	 Middleware/ Application servers

o IBM WebSphere

o IBM MQseries

•	 Applications

o SAP R/3

o Microsoft Dynamics

o Infor

o Baan

Database Market Share

Oracle Corporation is a major player in the Database 
Management Systems US industry. This industry 
develops and distributes database management, 
storage and remote backup software systems. 
This industry also includes the development of 
middleware, which acts as an intermediary between 
databases and business analytics software. 

Databases are organized collections of data that 
support storage, management, and retrieval of 
information. Databases are qualitatively measured 
by accuracy, availability, usability, and resilience. 
Computer software products known as database 
management systems (DBMS) support access to data 
stored in databases. A DBMS allows organizations 
to develop databases for various applications by 
database administrators (DBAs) and other software 
specialists. Well known DBMS products include 
Oracle, Access, SQL Server, DB2, and MySQL. 

The major players in this database industry are:
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Company  Name Market Share (%)
Oracle Corp 25.9
IBM 25
Microsoft Corp 20.6
Other 14.2
EMC Corp 10.2
Teradata Corp 4.1

SWOT Analysis  

Strengths

•	 Oracle R&D capabilities can be highlighted 
as one of its main points of competitive 
edge. Specifically, the company successfully 
operates Oracle Labs where a wide range of 
projects and products have been developed 
that contribute to the competitive edge of 
the company.

•	 Oracle has a strong and charismatic leader 
in the personality of Larry Ellison who has 
willingness to innovate and take chances.

•	 Robust Market Position

•	 Other points of strengths include inorganic 
growth strategy that has enabled the 
company to achieve its current status and 
the robust market positioning of the brand. 
Major acquisitions include PeopleSoft, 
Siebel, Taleo, JD Edwards, Rightnow, Sun 
Micro, BEA, Hyperion and Eloqua.

•	 Strategic Mergers with companies have 
similar values

Weakness

•	 One of the major weaknesses for Oracle is 
heavy dependence of the company on the 
US and Europe marketplaces for revenues. 

•	 Lack of presence in Asian marketplace can be 
considered as the weakness of the company 
due to the fact that the role of Asian 
businesses are growing in the international 
business arena, at the same time when 
US and European countries are faced with 
challenging economic environments and  
financial issues.

•	 Oracle relies heavily on Partnerships and 
alliances for international market expansion; 
it should rather look at direct market entry 
in terms of engaging in international market 
expansion to have better control.

•	 High Indebtedness - Oracle has a high debt 
profile. The company’s total term debt has 
increased from $5.8 billion in 2006 to $19.7 
billion in 2013. As a result of this huge debt, 
the company incurs huge interest expenses.

Opportunities

•	 Growing SaaS Market: “The sales of SaaS 
applications recorded about $13.1 billion 
in 2009 and are projected to reach $40.5 
billion by 2014. 

•	 Positive Outlook for virtualization software

•	 Long term growth prospects : There are 
range of opportunities which include 
increasing the presence of the company in 
Chinese and Indian markets, increasing the 
market share of global enterprise software 
market, and generating additional solid 
revenue for the company in the future by 
increasing the level of investment on the 
development of virtualization software 
programs.

•	 With acquisition of Sun Micro , Oracle has 
access to Sun created OpenSolaris which is 
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an open Source operating system 

•	 Other opportunities includes growth 
prospects in data storage services taking 
into account dramatically increasing 
demand for this type of service, Also R&D 
initiatives can be launched with the aim of 
developing innovative business applications 
for various types of mobility devices and 
in this way increasing the level of revenue 
stream of the company.

Threats

•	 Challenging global business environment 

•	 Product Errors and Patent Infringements - 
Apart from affecting the reputation of the 
company, patent related litigations impose 
expensive obligation, such as legal expenses 
and claims of damages caused, which can 
negatively affect the company’s operating 
performance

•	 Aggressive Sales tactics , last 5 years has 
seen Oracle acquire 66 companies, with so 
many acquisitions customers are worried 
about possible monopoly

•	 Oracle has been experiencing significant 
amount of hacking attempts, which creates 
a possibility of someone getting hold of 
Oracle’s technology

•	 Increasing Competition – 

o Emergence of new competitors from 
China, India or any other evolving 
superpowers from the East. Oracle will 
find it challenging to compete with such a 
competitor on prices taking into account 
the access of competitors to considerably 
cheaper resources, including human 
resources in China and India.

o The company operates in highly 
competitive and rapidly evolving 

enterprise software markets. The 
company competes in various segments 
of the industry including database 
software, middleware, collaboration, 
development tools, enterprise 
applications, SaaS, hosted and on-
demand solutions, operating systems, 
virtualization software, IT hardware, and 
consulting/systems integration, among 
others.

Conclusion

Oracle is a market leader in multiple industries and 
has a very strong R&D base, which is essential with 
technology. However, Oracle has a high level of debt 
compared to their competition. The IT market is a 
growing field so Oracle has room for growth, but they 
have a lot of new competition that is now emerging, 
as well as patent infringement which can impact 
growth. Oracle Corporation’s market share can be 
seen as strength in its SWOT analysis because it is 
the leader in database industry. A potential threat 
is International Business Machines Corporation, 
because it is not far behind Oracle.
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IT Security

- Mohan Raut
Email : raut.mohan@gmail.com

Introduction

IT Security is a term which creates interest in minds 
of all and most of them strive to get involved as per 
their capabilities. There are different elements that 
constitute a network starting from a laptop, routers, 
switches, firewalls, servers.

These devices have a written code based on which its 
functionality is designed. 

Complexity of software and newly emerging 
hardware and software combinations make the 
network susceptible to intrusion. It is practically 
not feasible to thoroughly test an application for all 
possible intrusions. The notorious people more often 
known as hackers use the vulnerabilities in these 
codes to get unauthorized access of confidential data 
causing losses which are irreversible.

To start off with we will be discussing few of the 
security elements in brief that are present in network.

 We will be discussing few of the top security breaches 
that drive global attention and were instrumental for 
enormous damage. We will be having a brief analysis 
of how that event happened. The sole purpose of 
including the analysis is not to disgrace the particular 
victim, nor it is aimed as a bible to enhance the 
hacking skills, the sole motto is to guide security 
professionals.

Further to that we have the summary of all the 
security incidents that have been happened in the 
last year along with the trends that have come up.

Overview of different elements on Security 
Architecture

These are the various security devices that form the 
core of the security layer architecture for most of the 
networks. We will look into brief for the same.

1.	 Firewall: This can work as software installed 
in a server or hardware device added inline 
in your network.  These are broadly divided 
as application firewalls and network layer 
firewalls. The most common used of firewall 
is its stateful behavior where a session table is 
maintained for all the transactions. By default 
all traffic is blocked and we have to make 
policies with Source IP & destination IP along 
with the port details so that the particular 
service is allowed through the firewall.

2.	 Intrusion Prevention System (IPS): This box 
stays inline and is majorly used for mitigating 
attacks that try to exploit application layer 
vulnerabilities. The traditional method had the 
inbuilt signature for detecting attacks with real 
time updates to the signatures to help detect 
new variants of attack. There is variant of IPS 
knows as IDS which is used only for detecting 
alerts, whereas IPS can detect and block 
vulnerable traffic.

3.	 Virtual Private Network (VPN): There are 
multiple classes of VPN such as IPSEC, SSL 
& GRE that are the widely used. With the 
use of 128/256 bit encryption, intrusion and 
breaking of the encryption tunnel is impossible 
and hence widely used by enterprises for 
connecting to remote offices.
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4.	 Biometric systems: Biometrics offers study of 
biological data based authentication that uses 
personal traits for access to network assets.  
Few of the well-known biometric methods 
used include finger scanning, retina imaging, 
face and voice recognition etc. 

5.	 Data Loss Prevention (DLP): These solutions 
come as network or end point solutions, to 
control the sensitive data transfer leakage. The 
endpoint solution helps protect intellectual 
property and valuable data from not only theft 
happening with the organization, but also 
accidental leakage.

6.	 Antimalware: Malware is software which is 
used by hackers to disrupt computers and 
gather sensitive information or could corrupt 
it.  Malware family includes number of 
intrusive soft wares like virus, worms, Trojans, 
spywares etc.

The above is brief list of all the well-known 
security components of the network, but 
the list is endless. We have Anti-phishing, 
Anti-spam software, Web secure gateway, IP 
surveillance cameras all part of the security 
infrastructure.

Security Breaches and their analysis

Below we have discussed couple of incidents that 
had a huge impact.

1.	 RSA attack 2011
About RSA

RSA has been leading the SecurID two-
factor authentication system and identity 
management services. It offers both software 
and services designed to protect sensitive 
information and detect Trojans and phishing 
attacks. 

How was the attack implanted?

Over the course of two days, a spear-phishing 
email ( is an e-mail spoofing fraud attempt 

that targets a specific organization, seeking 
unauthorized access to confidential data )was 
sent to two employees within the company, 
which contained an Excel spreadsheet 
attachment entitled “2011 Recruitment 
Plans.” 

One of the employee directed it to the spam 
folder, but as normal inquisitive tendency 
tried to opened the excel which had a 
embedded macro consisting of Adobe Flash 
code, exploiting a vulnerability in an Adobe 
Flash plugin which help them install a RAT – 
a Remote Administration Tool (RAT) known 
as POISON IVY, which is used to control one 
computer from another in a different location.

With POISON IVY the hacker gained access 
to the corporate network, through which 
username, password & domain information 
were compromised, starting from low access 
to high access users.

With all the relevant credentials, the relevant 
data were collected at appropriate place 
where, compressed, beaked into pieces to 
avoid detection of the RSA infrastructure 
security devices and downloaded via FTP.

Destruction due to attack

Any form of attack, constituting highly secure 
customer data to be stolen, does not only 
involve direct revenue loss but it damages 
the reputation to the brand, effecting indirect 
revenue loss.

Rejuvenation

RSA had to announce replacement plans for 
all of their currently deployed tens of millions 
of tokens, causing them an overhead of 66 
million $.

2.	 300G DDOS on SPAMHAUS
Before discussing on this attack, let us see few 
basic terminologies
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What is a DNS server/resolver

Domain Name System (DNS) has a mapping 
of domain names (e.g. google.com) and IP 
address (e.g. 74.125.1.5) and is been used by 
end servers to find the nearest web servers.

How does DNS work?

When we buy an internet connection from 
ISP, we are liable to get a list of ISP owned 
DNS servers that are restricted to be used 
by the same ISP customers only. When we 
enter a domain name in the browser ( www.
facebook.com),it does look up to the DNS 
server asking  what is the IP address of the 
server for facebook.com and through the 
Service provider network, it is routed to that 
IP.

However there are “Open DNS Servers”, 
present on internet that can be queried by 
absolutely any one. They are claimed to be 
misconfigured by many security experts, 
since the DNS queries are not limited and 
hence they are the base source of the DNS 
amplification attack.  Few of the smartly 
configured OPEN DNS servers like that 
owned by Google (8.8.8.8) use rate limiting 
feature where the first few queries  for the 
same source & destination pair would be 
responded, but later all would be discarded.

How does DNS amplification work?

DNS queries are sending via UDP with no 
handshake (as with TCP) and hence DNS 
query with spoofed IP can easily be done. 
The response from the DNS server will go 
back to the spoofed IP.  With small query 
asking for huge record information, that to 
targeting multiple DNS servers will lead to 
huge response back to the spoofed ip leading 
to traffic bombardment to the customer IP . 
This was the base technique used to generate 
a 300G attack on SPAMHAUS.

Dissection of the 300G attack on SPAMHAUS 

The average DDOS attack size in 2012 was 

1.48G bps, up more than 20 percent from 
2011. In the first quarter of 2013, the average 
attack size jumped to 177G bps.

Spamhaus, a group based in both London and 
Geneva, is a non-profit organization that aims 
to help email providers filter out spam and 
other unwanted content.

The group maintains a number of blocklists 
- a database of servers known to be being 
used for malicious purposes, and is used by 
numerous companies to block traffic from 
questionable servers and in term SPAMHAUS 
has made number of enemies more from 
people who have spam generation as their 
business.

 Leveraging open DNS resolvers, the attacker 
could amplify their own bandwidth by about 
100-fold, turning modest resources into a 
large attacks. Attackers amplified their DDoS 
attacks by spoofing requests to open DNS 
servers from their victims’(Spamhaus’) IP 
pool.

The attackers showed their super brain, did 
not use all the resources at one place and 
generated a nominal attack on spamhaus.

When the attack started, on March 18, it 
measured around 10 Gb/s. On March 19, it 
hit 90 Gb/s, on March 22 it reached 120 Gb/s. 
This still wasn’t enough to knock CloudFlare or 
Spamhaus offline. So the attackers escalated 
to 300G.  

After Spamhaus took the services of Cloudfare 
( provides DDOS protection) to mitigate the  
attack, the attackers not only increased the 
volume of attack at interval basis, but also 
targeted the upstream service providers & 
Internet exchanges bandwidth that were used 
by Cloudfare, slowing down the internet.

The London Internet Exchange (LINX) which is 
one of the providers to Cloudfare was under 
attack on March 23 such that for an hour the 
traffic was half of the usual 1.5 TB.
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New Trends in DDOS

We have seen the DDOS volume increasing to 
300G, but also DDOS been used to distract the 
security advisories, to hide another form of 
attack.  Californian bank in USA was hit with a 
DDOS attack and the attackers simultaneously 
accessed accounts of Ascent Builders (One 
of their clients) and a theft of more than 
$900,000 was done.

Summary of the Recent Security Happenings 
& New Trends

• Key Findings
1.	 Advanced Persistent Threats (APTs): With 

new variants of malwares, the size of botnets, 
increasing the failure of inline devices 
protecting it leads concerns over the new 
form of attack that would come.

2.	 Multi-vector DDOS: With volumetric, state-
exhaustion, and application layer DDOS 
attacks happening at the same time, including 
usage of multiple protocols simultaneously. 
These types of attacks can be handled only 
with multiple layers of security mechanisms.

3.	 Cloud under attack: With lot of data centers 
moving to the cloud, attackers have opted for 
attack in the shared resource which will result 
in collateral damage.

4.	 Open DNS Servers exploit: Due to lack of 
security best practices to being enabled at 
the DNS Servers, these have to continue been 
used to generate attack.

• Most Significant Operational Threats 
Experienced 

With response to the survey conducted 
by Arbor Networks, following was the 
summarized output for the same.

Survey 
Re-
spond-
ent (%)

Attack Details

76 DDoS Attacks Toward Customers
61 Infrastructure Outage (Partial 

or Complete) Due to Failures or 
Misconfiguration

54 DDoS Attacks on Services (DNS, 
Email)

52 DDoS Attacks Toward 
Infrastructure

43 Infrastructure Outages (Partial or 
Complete) Due to DDoS Attack

36 Botted/Compromised Hosts on 
Service Provider Network

21 Under-Capacity for Bandwidth
20 Botted/Compromised Hosts on 

Corporate or Command and 
Control Network

15 Advanced Persistent Threat on 
Corporate or Command and 
Control Network

11 Malicious Insider
8 Industrial Espionage or Data 

Exfiltration
2 Others

• Top malware teams in 2012
1.	 Along with the growth in Android market in 

mobile segment, the malware with android 
phone also grew substantially and could 
have potentially devastating effects with the 
increase in smart phones. 

2.	 The first Android botnet was also seen, 
expecting many more in the coming years. 

3.	 The top malware content types are seen as 
below. Java forms 87% of the total exploit. 
PDF and Flash are the next content types 
which are used for malware distribution.

4.	 Malware hidden in images have also seen on 
rise, and are also used to steal information 
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and distribute  it.

• Top Site Category
1.	 Majority of encounters happen in the places 

that online users visit the most—and think 
are safe.

2.	 Cybercriminals have paid close attention to 
modern browsing habits to expose the largest 
possible population to web malware.

3.	 Organizations of all sizes are embracing social 
media and online video; most major brands 
have a presence on Facebook and Twitter, 
and many are integrating social media into 
their actual products, nurturing   more 
opportunities to deliver malwares.
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Taking a Deep Dive into 
Android System

- Nikhil Bhalwankar
Email : bhalwankar.nikihil@gmail.com

When it comes to mobile phones, the first name 
which comes to mind is ANDROID. Android is a 
mobile operating system which has become so much 
popular that it has now gained a top position in the 
market. Class, simplicity and elegance have made 
Android very popular amongst users.

But this is not the only reason for Android to become 
so much popular. The main reason is Android is 
an open source operating system. This means the 
source code of Android is open for all. This feature 
has attracted large number of developers to develop 
new features and even customize Android operating 
system too. This also helped mobile manufacturers 
who planned to use Android as their mobile OS. New 
features can be easily added either by modifying the 
source code or by adding new lines of code to the 
existing source code.

To give an example, Samsung (the leading smartphone 
manufacturer which uses Android) has developed 
TouchWiz UI. TouchWiz is not simply the user 
interface; but it’s a framework which is integrated 
with Android. Running TouchWiz based applications 
has been made possible because of this development 
by Samsung. In the similar fashion, HTC uses HTC 
Sense UI which too is a framework and has been 
developed for similar purpose as that of TouchWiz.

This article will provide information about not so 
obvious facts of Android - Information which a naive 
user might not know but will truly get amazed once 
he comes to know about the facts.  Article starts 
with explaining the concept of rooting. Rooting is 
also related to installation of custom Android ROMs 
which are explained next. The term bootloader 

is explained which comes into picture when the 
mobile phone starts. Next, the android partitions 
are explained along with the role played by each 
partition. ClockWorkMod Recovery tool is explained 
next which plays a vital role during the installation 
of custom ROMs. The actual Android OS installation 
procedure is mentioned next. Another interesting 
feature called CPU Overclocking is also covered.

Rooting / Super user access to Android

Android is Linux based operating system. Hence, the 
concept of root or system’s super user is present here 
too. However, smartphone manufacturers keep root 
access locked when the phone is manufactured. This 
is because if the user accidentally deletes any file or 
folder from the root directory, there is a chance of 
Android installation getting corrupt. It is very much 
possible to get root access to android phone. Rooting 
the phone makes Android world open for play. 
Rooting makes it possible to install custom versions 
of Android operating system too. There are softwares 
available for rooting the Android phone. One such 
example is ClockWorkMod Recovery tool. This tool 
will not only root the phone but will also provide 
advanced options to access Android Recovery 
Console. 



29The Exponent Group of Journals For Information Technology, Volume 1, Number 4, Sept - Nov 2013

The above screenshot shows the super user filesystem of rooted Galaxy Note GT-N7000 running customized 
Android 4.2.2 version. Left hand side box shows the file explorer window whereas right hand side box shows 
the terminal emulator window of the phone.

Stock ROM vs. Custom ROM

The term ROM refers to Read Only Memory. It’s the storage on mobile phone where the operating system is 
flashed (installed in short). Stock ROM is the android version which comes by default with any mobile phone. 
Mobile phone manufacturer makes the device specific changes which includes device drivers and framework 
installations. The manufacturer then loads the Stock ROM on the mobile device.

Custom ROM – Android 4.2.2 Slim Bean on rooted Galaxy Note GT-N7000
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Custom ROM is the term which is often co-opted 
for AOSP ROMs. AOSP ROMs are based on Android 
Open Source Project. In simple words, AOSP means 
unmodified Android i.e. source code from Google 
itself. Custom ROMs are very close but one step 
above the AOSP ROMs which includes device specific 
customizations. The term Custom ROM comes from 
the fact that these ROMs are customized by third 
parties. Not the mobile manufacturers themselves. 
This is possible because Android source code is 
open. This fact attracts a lot of developers to develop 
custom ROMs. It is even possible that a custom 
ROM is based on a Stock ROM with customizations. 
Examples of few custom ROMs,

•	 CyanogenMod

•	 AOKP ( Android Open Kang Project)

•	 Slim Bean

•	 Asylum

•	 Jelly Beer

•	 Stunner

•	 Ultimate

•	 Paranoid Android

•	 Jelly Bam

•	 Revolt

It is required to have a rooted mobile phone to install 
custom ROMs, whereas Stock ROMs do not require 
having a rooted mobile phone. However, the user 
can still root the mobile phone running Stock ROM 
explicitly.

There is one more term which is used in conjunction 
with ROM. The term is called as Firmware. Basically 
ROM means the operating system itself whereas 
firmware is version number of the operating system. 
Thus Android OS can be referred to as ROM whereas 
versions such as Gingerbread 2.3.6, Icecream 
Sandwich 4.0.4, Jelly Bean 4.1.2 etc. are known 
as firmwares. For every mobile phone running 
Android, under SettingsàAbout Device build number 

is mentioned. This build number is nothing but the 
code used for firmware. Consider the example of 
firmware N7000XXKKA for Galaxy Note GT-N7000. 
The breakup of the same is as follows,

1) N7000 is model number

2) XX is region code

3) K is year code

4) K is month code

5) A is revision number

Below is the convention which Samsung uses for its 
mobile phones.

Some of the Region Codes

Code Country Name
CP Finland
DB Vietnam
DC Thailand
DD India
DT Australia

DX
Indonesia, Malaysia, Philippines, 
Singapore, Vietnam

DZ Malaysia, Singapore
JA South Africa

JC
Algeria, Morocco, Nigeria, South Africa, 
Tunisia

JP Arabic
JR Arabic

JV
Algeria, Egypt, Iran, Iraq, Kuwait, Morocco, 
Nigeria, Oman, Pakistan, Saudi Arabia, 
South Africa, Syria, Tunisia, Turkey

MT Switzerland

XA
Austria, France, Germany, Italy, 
Netherlands, Switzerland, United Kingdom

XB Denmark, Norway, Sweden
XC Portugal, Spain
XD Croatia, Czech, Hungary, Slovakia

XE
Bulgaria, Estonia, Kazakhstan, Latvia, 
Lithuania, Russia, Ukraine

XF Bulgaria, Croatia, Romania
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XW
France, Germany, Italy, Netherlands, 
Portugal, Spain, Turkey, United Kingdom

XX
Austria, Belgium, France, Germany, 
Hungary, Italy, Spain, United Kingdom

ZC China, Hong Kong
ZH Hong Kong
ZT Taiwan

 
Year Codes

Code Year
A 2001
B 2002
C 2003
D 2004
E 2005
F 2006
G 2007
H 2008
I 2009
J 2010
K 2011
L 2012
And so on…..

 
Month Codes Revision Codes
Code Month Code Revision
A January 1 1
B February 2 2
C March 3 3
D April 4 4
E May 5 5
F June 6 6
G July 7 7
H August 8 8
I September 9 9
J October 10 A
K November 11 B
L December 12 C

And so on….

Please note that the naming convention / codes can 
get updated by Samsung as newer Android versions 
as well as newer smartphones are coming out at 
rapid rate.

Bootloader

Bootloader is the program which runs before the 
start of operating system. The storage of Android 
phone is made up of several partitions. Some 
partitions are used for user data; some are used 
for applications while some of them are reserved 
for operating system specific files. Bootloader is 
a security mechanism for these partitions. Every 
Android phone has its own bootloader. There is 
large number of android phone manufacturers, each 
having a separate set of hardware for the mobile 
phones. Thus, every manufacturer has its own 
version of bootloader depending upon the hardware 
requirement of the phone.
Some of the Android phone manufacturers lock the 
bootloader once it is installed on the mobile phone. 
Once the bootloader is locked, the user can’t switch 
to any other version of Android except the one 
which manufacturer has provided with the phone. 
Bootloader locking concept is not developer friendly 
as it will not be possible to install custom ROMs on 
bootloader locked phones.  

Partitions in Android

Since Android is based on Linux OS, it too has its 
own file system structure. Below are the partitions 
present in Android OS.

•	 /boot: This partition is required for booting/
startup of the mobile phone. Without this 
partition, phone will not start. This partition 
contains kernel and ramdisk.

•	 /revovery: This partition comes into picture 
when something goes wrong with mobile 
device. This partition can be considered as 
a way towards maintenance of the mobile 
phone. In case of any issues with the mobile 
OS, this partition even allows to restore the 
backup of the working state of mobile phone. 
There are other maintenance related tasks 
available too.

•	 /data: This partition is used for storing user 
data. User data such as contacts, applications, 
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messages etc. is stored here. Whenever a fac-
tory data reset operation is performed, this 
partition is fully wiped. 

•	 /system: This partition is dedicated to storing 
all the files, folders, data related to Android 
Operating System. Also, the applications 
which come inbuilt with the Android installa-
tion are stored here.

•	 /cache: Frequently required data and appli-
cation related details are stored under this 
partition. This makes access to the data fast-
er thereby resulting in faster completion of 
tasks.

•	 /storage: This partition contains internal and 
external SDCard details.    There will be two 
folders present in this partition named sd-
card0 (for internal) and sdcard1 (for external) 
in case the mobile has one external SDCard.

Dalvik Cache

Dalvik Cache is a cache memory which is used by 
Dalvik software program. Dalvik is a java based virtual 
machine which is used for running the programs with 
.apk extension. Dalvik helps in optimizing the running 
applications. It is required to clear the Dalvik cache in 
case the mobile is facing boot loop related issues.

ClockWorkMod Recovery

Like desktop and laptops, Android phones have 
a recovery console too. Stock ROMs have Stock 
Recovery console whereas Custom ROMs require 
customized version of recovery console to cater 
the flashing needs. ClockWorkMod Recovery is one 
such advanced recovery tool which not only allows 
rooting i.e. granting super user access but also 
allows flashing new Android version. ClockWorkMod 
Recovery basically accesses the recovery partition of 
the mobile phone storage. Recovery partition comes 
to rescue when something goes wrong with your 
device and you need to fix it up.

The backup of the existing ROM i.e. existing state 
of the phone can be taken using ClockWorkMod 
Recovery. By default, the backup is stored on 
external SD Card. There are options available to store 
the backup on internal SD Card too. The backup is 
of great help when it comes to restoring the system 
to its best working state. In case Android OS gets 
corrupt and it is not possible to operate the mobile 
phone, the latest backup can be restored back. This 
is something like flashing the backup and overwriting 
the existing ROM.

Go through the below screenshots. The left hand 
side shows the progress of the ROM backup running 
through ClockWorkMod Recovery. Whereas the 
right hand side shows multiple options available with 
ClockWorkMod Recovery to manage the system. It 
is possible to wipe data and cache partition from 
the recovery console. Wipe Data is also known as 
Factory Reset. Factory Reset makes factory settings 
to be restored back on the mobile phone. In simple 
words, this means the mobile phone will be back 
at a state when the user bought the mobile phone 
from the shop. It is also possible to format SD Card 
through ClockWorkMod Recovery.

Flashing

Flashing means fully erasing the data present in 
ROM modules and replacing the data with new one. 
In simple words, flashing refers to installing new 
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operating system by overwriting the existing one. 
Flashing of the new Android operating system can 
be done through ClockWorkMod recovery console. 
Below are the brief steps to be carried for flashing,

1. Start phone in recovery mode (press volume 
up+home+power buttons simultaneously)

2. Wipe data

3. Wipe cache partition

4. Wipe dalvik cache (required to overcome 
boot loop related issues)

5. Format /system partition (depending upon 
the Android OS version requirement)

6. Install zip from SD CardSelect <Android 
Version>.zip

7. Install zip from SD CardSelect<google_
apps_package>.zip

                                   Download Mode

Samsung phones have one more method of flashing 
the Android OS. If the user has downloaded .tar.
md5 file instead of .zip file, the user can install the 
operating system via ODIN. ODIN is the flashing tool 
which can be installed on desktop or laptop running 

Windows OS. The tool requires performing first 4 
steps mentioned above before connecting the phone 
to desktop or laptop.

1. Start phone in recovery mode (press volume 
up+home+power buttons simultaneously)

2. Wipe data

3. Wipe cache partition

4. Wipe dalvik cache (required to overcome 
boot loop related issues)

5. Start the phone in download mode (press vol-
ume down+home+power buttons)

6. Connect the phone to desktop or laptop.

7. Follow Android version specific instructions 
and select appropriate options through 
ODIN and start flashing.

Overclocking

Overclocking is the term used in case of CPU i.e. the 
Central Processing Unit. Overclocking the CPU means 
running the CPU at a frequency higher than desired. 
Overclocking requires root access. Overclocking 
makes a phone to work faster. Even the games which 
experience lag during playing can run smoothly after 
overclocking. CPU overclocking increases battery 
usage as CPU is running at a frequency higher than 
desired. It is very much important to decide at what 
overclocked frequency the CPU may run. Taking 
a wrong decision here may burn the hardware 
components of the phone due to excessive heat 
generation.

Disclaimer

The above mentioned steps in the article are generic 
steps. The steps will defer depending upon every 
mobile phone. Rooting the mobile will void the 
warranty. Also, all the steps should be carried out 
by user at his/her own risk. Neither the author nor 
the publication house be held responsible for any 
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damage to the mobile phone.
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IT Operational Processes - An ITIL 
Way

- Mangesh Patekar
Email : mangesh.patekar@gmail.com

An IT operation is a separate function within the IT 
organization, with clear tasks and rights. Operations 
management is used to control & monitor day to day 
business. There is whole range of IT activities which 
relate to all aspects of IT service support & delivery.

The role of IT operations management consists 
of performing continuous activities as well as the 
control and maintenance of the IT infrastructure 
so the services can be delivered and supported in 
accordance with the agreed service level agreement. 
On other side facility management relates to the 
physical environment. Typically this includes DC 
management, power, Fire, DC footprint and many 
more.

Purely from service industry perspective whenever a 
company grabs new order or project in competitive 
market, very first thing that needs to be done is KAP 
(knowledge Acquisition Process). KAP plays a key role 
in order to understand the customer IT environment 
in a clean way. This helps in understanding the 
service areas or domains within IT service support 
the customer is operating. It may be either server 
management, backup Infrastructure, storage, 
Datacentre, Business applications and so on. From 
an internal customer perspective it is important to 
understand first the business requirements in terms 
of their expectations, applications uptime & SLA’s 
(service Level Agreement).

A major gap or pain area which usually creates issues 
is lack of alignment between Business needs & IT 
services. Generally it is observed that business needs 
are versatile in nature with domain specific needs & 
desire. These may be variable in nature, like domain 

specific applications or situational requirements like 
high data growth or even completely new business 
areas.

Understanding domain specific business needs & 
converting it in to meaning-full IT requirements is a 
skilled job. Best practice & process framework allow 
IT to pursue the required goals in a systematic way. 
Many times it is mis-understood that Best practices & 
processes are like laws or standards. The purpose of 
defining a process is to make sure it is been handled 
in a systematic and strategic manner. However, in 
some cases, people misinterpret it in the name 
of protocols, procedures, and so on making it very 
complex. The process that is supposed to make 
things easier ends up becoming complex, killing 
the whole purpose behind it. Process management 
allows us to apply knowledge, skill, tool, technique & 
system to define, measure, control, report & finally 
improve overall workflow so as to increase customer 
satisfaction.

Out of such best practices & processes available in 
industry, ITIL (Information Technology Infrastructure 
Library) is a market leader. It was developed by the 
Office for Government Commerce (OGC) in England. 
Proven with versatile domains like Oil & Gas, 
Manufacturing, Automobiles, Pharmacy, Retail and 
many others, ITIL has major deployments across the 
world.

ITIL describes processes, procedures, tasks and 
checklists that are not organization-specific, used 
by an organization for establishing integration with 
the organization’s strategy, delivering value and 
maintaining a minimum level of competency. It 
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allows the organization to establish a baseline from 
which it can plan, implement, and measure. It is 
used to demonstrate compliance and to measure 
improvement.

Implementing such practices & processes on practical 
level is a big task. Business & top management’s 
willingness is the key to achieve successful end results. 
Generally any process has Macro level & Micro level 
Processes. Macro Level process orientation is at 
broad level with wide spectrum of service support 
& delivery. Whereas Micro level processes are at 
individual specific service level. Initially when one 
designs a process for a business, has to start with 
the process description & scope. By and large there 
are 4 sets of basic documents (which may vary as per 
different process format & domains) which need to 
be documented.

L1 Documents: Process description sheet and scope 
of service

L2 Documents: Procedure and steps (Functional 
Level) to be carried out to implement the process

L3 Documents: SOP’s & technical procedures for 
actual process implementation

L4 Documents: Checklist & data gathering formats 
for generating meaning full reports.

Fundamentally Service Management has two 
components: Service Support & Service Delivery. 
These two components are linked together through 
the Service Desk.

•	 IT Support Services mainly deals with aligning 

IT services with the current and future needs 
of the business and its customers. 

•	 To improve the quality of the IT services. 

•	 To reduce the long-term cost of provisioning 
those services.

ITIL Service Support

ITIL Service Support consists of 5 processes & one 
function. Let me explain the role of an individual 
process.

Service Support Model

• Service desk: Service desk acts a single point 
of contact between end users & IT service 
provider. It handles Incidents and Requests, 
and provides an interface for other activities 
such as Change, problem, Configuration, 
Release, Service Level and IT Service 
Continuity Management

• Incident Management: Incident is basically 
an event that is not part of the standard 
operation of a service that causes, or may 
cause, an interruption to, or a reduction in, 
the quality of service. The process goal is to 
restore the operation as quickly as possible.

• Problem Management: A problem is the 
unknown underlying cause of one or more 
incidents. The process goal is to minimize the 
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impact of disruptions to IT services & to find 
the root cause analysis (RCA). When a similar 
incident repeats for more no of times & the 
root cause is unknown that time the incident 
gets converted in to problem.     

• Configuration Management: Configuration 
management deals with identifying, 
controlling, maintaining and verifying the 
versions of all Configuration Items in existence 
with the organisation and determining the 
relationships between those items.

• CMDB: Configuration management database 
(CMDB) is a repository of information related 
to all the components of an information 
system. It contains the details of the 
configuration items (CI) in the IT infrastructure

• Change Management: It ensures that 
standardized methods and procedures are 
used for efficient and prompt handling of all 
changes, in order to minimize the impact of 
any related Incidents upon service.

• Release Management: While implementing 
change, release management ensures all 
aspects of a release into the live environment, 
both technical and non-technical.

ITIL Service Delivery

ITIL Service delivery consists of 5 processes as ex-
plained below.

Service Delivery Model

• Service Level Management: SLM is 
responsible to maintain and improve IT 
service quality through a cycle of negotiating, 
defining and managing the level of IT services 
and instigating actions to eliminate poor 
service.

• Availability Management: AM optimizes 
the capability of the IT infrastructure and 
the supporting organization to deliver a cost 
effective and sustained level of availability 
that enables the business to satisfy its 
objectives.

• Capacity Management:  Ensures best use 
of the appropriate IT Infrastructure to 
cost effectively meet business needs by 
understanding how IT services will be used 
and matching IT resources to deliver these 
services at the agreed levels currently and in 
the future.

• Financial Management: FM provides cost 
effective stewardship of the IT assets and 
financial resources used in providing IT 
services.

• Service continuity Management: SCM 
supports overall Business Continuity 
Management process by ensuring that the 
required IT technical and services facilities 
can be recovered within required and agreed 
business time scales.

Organizations implement ITIL to improve service 
& customer satisfaction. It achieves better trade-
offs between IT service & cost. Other benefits to 
embracing ITIL best practices include:  

• IT services alignment with Business needs

• Improved availability and stability of services

• Improved communication within IT and with 
users 

• Improved efficiency of internal processes 

Service Support groups together processes like 
change management, configuration management, 
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incident management & release management. On 
other side Service support encompasses processes 
like availability management, capacity management, 
financial management & continuity management. 
Implementing such parent & child processes makes 
life easy at professional level.

Large IT organizations are continuing to embrace the 
Information Technology Infrastructure Library (ITIL) 
initiatives, but at a slower pace than in past years.

Figure below shows that 39% of organizations are 
utilizing ITIL in year 2011, about the same as the 
40% that were embracing ITIL in 2010. In percentage 
terms, ITIL adoption increased the most between 
2008 and 2009 and then grew another 7% between 
2009 and 2010 before flattening out in year 2011 & 
ahead. 

ITIL best practices have been implemented by 
many big organizations across globe. The process 
oriented architecture such as ITIL gets adopted faster 
in sectors like service industry, banking & finance 
sector, oil & gas, media industry etc. Service industry 
is highly dependent on such best practice framework 
to achieve performance, systematic tracking of 
incidents/calls & customer satisfaction.

Indian organizations are no exception to above. India 
has a wide spectrum IT service industry with large IT 
operations which demands ITIL for better efficiency 
in work area, Customer support satisfaction and 
chargeback.

But the buzz word is - Is it really simple to implement 

any best practices?

It looks easy to hear but the hardest part comes 
while implementing such processes in a real time 
environment. Not all processes end up being 
successful. Every organization is different & unique 
in the form of their people, processes, environment, 
domain etc. It is very important to implement right 
processes at right time.

ITIL challenges or roadblocks

• Organizational Willingness
No process can be implemented successfully 
without strong willingness of top 
management. In order to implement ITIL, Top 
management needs to identify the pain areas 
of business operations. It could be different 
for different organizations like handling user 
calls, technical resolutions, product delivery 
procedures, applications support issues and 
many others. Next step is to decide on where 
to start?   One can start at change management 
level wherein they can streamline, record, 
analyse their system changes effectively. 
Capacity Management is another good place 
to start. Once decided, Top management shall 
be firm on implementing process framework 
irrespective of any other resistance at various 
levels.

• People Problem
Practically people are reluctant to change. 
Generally it’s seen that people like to carry on 
with what they are doing for years together. 
This reflects in case of work & work culture, 
tools used at workplace, some standard 
procedures and many others. It is difficult 
to change the mind-set of people to use 
something new and divert them from using 
old one. Effective communication is the 
key. It is required to show them how it’s 
going to ease their life.  Process benefits 
can be communicated through Effective 
demonstrations, training & discussions etc. 
secondly management need to identify 
right people to implement the process, own 
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the process & engage them based on their 
capabilities.

• Already own a Technology or Tool
Many times it happens that people say we 
have a tool or technology in place, then why 
do we need new one? One has to remember 
here that success requires people, process, 
and technology. Technology by itself is almost 
never an adequate solution. What makes 
difference is whether the tool is implemented 
intelligently or not. Tool used in infective way 
is an expensive mistake. Tool is just a medium 
to build & streamline the process flow. 
Acceptance and understanding of real value 
of processes is the key to win.

• Complexity & Time
Many times it is observed that organizations 
do follow some procedures. Over a period of 
time these procedures becomes standard for 
them. Complicated paper work and repetitive 
approval cycle kill the procedures. Such issues 
can be sorted out and complexity of work can 
be reduced with better understanding and 
implementation of processes at right time.

Conclusion
Implementing ITIL is not a quick fix nor easy. Any 

process & best practice rollout takes a lot of thought, 
commitment and hard work to successfully change 
the way the IT organization does business. It may 
happen that what employees are doing today may not 
do it again or they may continue to do the things but 
in a different way. Implementing ITIL differs for each 
environment. The issues can be circumvented only 
by knowing the business & IT well, their strengths, 
weaknesses, people and their ability. A successful ITIL 
implementation means making process operations 
easier than before.  Success of process depends on 
acceptance by everyone.
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1.	 Who was the father of WWW?

A.	 Ted Nelson

B.	 Bob MetCalfe

C.	 Tim Berners-Lee

D.	 Jonathan Ive

2.	 What is Error 403? 

A. Site not found -in HTTP

B. Site Access Forbidden/Password 
Protected

C. Incorrect Password

D. You are not authorized to view this page. 

3.	 Who created Java? 

A. Jerry Yang

B. David Filo

C. Larry Wall

D. James Gosling

4.	 What is AirPort?

A. Wireless technology from Apple to 
connect computers

B. CD burning technology

C. Programming language

D. Cloud technology

5.	 Which was the first indian company to be listed 
on the NYSE?

A. Wipro

B. TCS

C. Infosys

D. HCL

6.	 What was the original name of Netscape 
Navigator? 

A. Mozilla

B. Safari

C. Ubuntu

D. Firefox

7.	 Which country has the domain initial .za?

A. Zimbabwe

B. Zambia

C. South Africa

D. Uzbekistan
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8.	 What is Fire Wire? 

A. A wire that easily catches fire

B. A very fast type of connection called bus, 
that’s often used for transferring audio 

and video files. Fire Wire was originally 
developed by Apple

C. A wire that can be used to produce fire

D. A type of USB/pen drive
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Business Intelligence in simple terms is nothing but 
collection of tools which enables decision makers 
in faster and better decision making. It’s a strategic 
tool which helps decision makers get insight of 
their company data for better strategic, tactical or 
operational decision making.  This article focuses on 
basic BI concept and key aspects to be considered in 
BI and lastly types of BI tools available.

Last couple of decades witnessed a tremendous 
growth in IT field. The 90’s and early 2000 decades 
were mainly dominated by ERP solutions for 
business in IT world.  Banking, manufacturing, retail, 
Pharma industries started using the ERP solution 
to record their daily transactions. Development in 
ERP solutions slowly integrated various modules 
like Accounts receivables, Accounts Payable, GL etc. 
and enabled data collection at finer granular level. 
Over the years, ERPs collected huge amount of data 
and same time the innovations in hardware storage 
area made storage space cheaper. Business trying to 
use data and information collected from ERPs and 
other applications and thus BI becomes the essential 
part of strategic business management. In growing 
market competition and need, business started 
analyzing their data and often need to know answers 
to questions like 

Which is top selling product and in which region? 

What is the spending pattern of credit card holders? 

Who are the top 10 customers? 

What are the revenue % contributions of major 
regions?  etc.

To answer these questions first and foremost, data 

need to be collated from different sources into 
standard format. Initially this was a cumbersome 
process as data was not in structured format as 
required for analysis purpose moreover sometimes 
sources use to be heterogeneous and much of the 
analyst’s time was spent in data cleansing rather 
than productive analysis. There was an increase in 
demand for data cleansing and getting to a standard 
format useful for analysis, thus business started doing 
data warehousing. Data warehousing is nothing but 
collection of data from different source systems 
used across enterprise, cleansing data to a standard 
format and aggregating to a summary level. This 
process is made simpler by sophisticated ETL (Extract-
Transform-Load) tools available in the market like 
Informatica, Data Stage, ODI (Oracle Data Integrator) 
etc. So in general one can conceptualize as BI tool 
running on top of the data warehouse / data mart 
but it is not true always. Typically enterprise wide 
architecture depicted in below diagram

Fig 1: BI architecture.

As said earlier, BI tools meant to analyze data more 
efficiently and assist decision makers in accurate 
business decision making. The accuracy of decision 
depends on the quality on underlying data. Data 
Source can be different operational databases from 

Business Intelligence

- Shyamkant Matondkar
Email : shyamkant@gmail.com
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different departments of an organization and also 
external source like flat files, .csv, . xls files. This 
inconsistent data, need to be reconciled to have 
common codes, format etc. ETL does all this and 
build a data warehouse. Based on the functional 
requirement or departmental need this DW can be 
further broken into subset called Data Marts.

BI specific tasks are performed over these data marts 
or data warehouses. For real time data analysis 
loading data incrementally to DW / DMs is very 
crucial and challenging. Real time data helps decision 
makers in precisely accurate decision making.

Normally the conceptual model used in BI is 
multidimensional as shown in fig 2 below,

Fig 2: Star Schema

This is also called as star schema. In these the central 
table is called as fact table and surrounding al tables 
are dimension tables. Fact is nothing but measures 
or data used for analysis. Fact table is similar to 
transaction table, for example fact could be sales 
value, total customer, total issues handled over a 
time period, etc.

The attribute that defines data are termed as 
Dimensions in BI terminology. It is similar to master 
table like customer master, product master etc. 
Unique combination of each dimension member 
represents a fact. There is another model called snow 
flake schema where dimensions are normalized in 
multiple tables unlike star schema.

BI is also known as OLAP (Online analytical processing) 
which is different than online transactional 
processing system. OLTPs are meant to record day to 

day transactions where as OLAPs uses data collected 
by OLTP for decision making. OLAP facilitates quick 
navigation through data by aggregating, filtering, drill 
down, slice and dice,  pivot etc. Also, it helps business 
analyst to simulate different business scenario for 
what-if analysis.

Typically there are three types of OLAP engines as 
below

MOLAP (Multi dimensional OLAP)
MOLAP is quiet popular for analytical processing. 
MOLAP databases are also referred as cubes. 
Dimensions are categorized as Dense and Sparse 
based on frequency or sparsity of data along 
dimension. Data stored in terms of blocks and these 
blocks are indexed for optimized data retrieval. It has 
an excellent data computing and retrieval time with 
faster query response.

ROLAP (Relational OLAP)
Dimensions and facts are implemented on relational 
databases. Mostly ROLAP uses star schema as 
multidimensional architecture. New tables may be 
created to hold the aggregated data. It relies on 
traditional SQL queries for computing and retrieving 
data. Each column in fact table links to a specific 
dimension table i.e. it’s a foreign key to dimension 
table.

HOLAP (Hybrid OLAP)
HOLAP is combination of MOLAP and ROLAP. Typically 
in HOLAP, MOLAP runs on top of ROLAP to split the 
data. it can be implemented in different ways. One 
method is to store most granular data into a ROLAP-
RDBMS and aggregated data to a certain level into 
a MOLAP. Advantage of this is pre aggregated data 
is available for fast access due to MOLAP. Other 
method is to store recent data into MOLAP and stale 
of relatively old data into ROLAP. As business always 
need recent data for analysis, it’s quickly available 
whereas same time historical data is also available 
but relatively low speed.

We have seen that BI tools stores historical data, 
sort and aggregate it and thus gives insight of data 
to decision makers through dashboards, scorecards,  
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traffic light reports etc. Business can anytime quickly navigate through data to take decision based on past 
performance. This is also known as Descriptive Analytics. It answers your most of the WH questions like what 
happened, when, where etc.  Today all management reporting uses this descriptive analytics

Further to descriptive analytics there are Predictive and Prescriptive analytics.

Descriptive analytics gives insight to historical data, predictive analytics uses statistical modeling, data mining 
etc. to predict future events based on the historical and current data. This model searches through data for 
any pattern matching to discover any risks or new business opportunities. It predicts what could happen in 
future. 

Prescriptive analytics further not only anticipates the likely occurrence of the situation but also recommends 
decision using simulation techniques to take advantage of predictions. It can continually and automatically 
takes new data to improve predication accuracy.

BI Use Cases

User can create static reports or graphical dashboards to analyze various KPI and matrices. Dashboards are 
used to compare performance viz. a viz last year, last month or season. A typical dashboard is as shown 
below.

Fig 3: BI Dashboard

BI and underlying DW is modeled and build based on the business requirement. Manufacturing companies 
analyze their pending invoices, Accounts payable, account receivable using BI tools thus to improve delivery 
and supply chain. Telecom companies use BI to analyze their customer churn. Insurance sectors, apart from 
claim analysis, use BI for fraud detection using complex algorithms.  In customer relationship management 



45The Exponent Group of Journals For Information Technology, Volume 1, Number 4, Sept - Nov 2013

it is used to analyze customer spending patterns 
and based on that send them flyers, emails for 
promotional events and offers etc. One good example 
is online shopping portals.

Normally organization planning and budgeting is 
resource and time intensive process where most of the 
time is wasted in managing manually maintained files 
like MS excel. Also there tend to be a tedious approval 
process and exchange of files between line of business 
and corporate finance. Planning and budgeting 
solutions like Hyperion Planning, Cognos TM1 etc. 
streamline these processes to help organizations 
to prepare their budgets, forecast, and prepare 
statutory and regulatory report and thus streamlines 
and optimizes planning business processes reducing 
overall turnaround time. Workforce planning, Capex 
planning, Public sector planning are some of the 
customized pre-built planning solutions available 
which cater to specific planning requirement. 
Hyperion profitability and cost management tool 
provides insight into costs and profitability. It helps 
organizations improve organizational performance 
discovering drivers of cost and profitability. Hyperion 
Financial Management, Cognos controller, solution 
for finance people, financial manager in rapid 
financial consolidation and publish financial results. 
It also helps matching and eliminating intercompany 
transaction, currency conversion in accordance 
with GAAP or IFRS standards, calculating minority 
interests etc. Also banking and financial institutes use 
BI solutions for potential risk analysis and to explore 
market opportunities for cross/up selling.

BI tools available in market

BI tools leading today’s market are Oracles Hyperion 
Essbase, Hyperion Planning, Hyperion Financial 
Management, Enterprise Performance management, 
Oracle OBIEE, IBM Cognos BI reporting, IBM Cognos 
TM1, IBM Cognos Controller, Business Objects, 
MicroStrategy, SAP Netweaver BI, etc.

MicroStrategy provides analytic solutions for Sales, 
HR, CRM, SCM, Governance etc. to various industries 
like Media, Education, Energy, Food, Government 

etc. whereas SAP BI provides reporting and planning 
solutions predominantly to SAP environment. 
Business Objects also now under SAP umbrella has a 
variety of BI products like Data visualization, Enterprise 
Information Management, Enterprise Performance 
Management, Planning and Consolidation etc. 

In memory Analytic

Technology is exploiting the ever decreasing cost of 
memory and storage space by having a large memory 
to decrease data computing and retrieval latency. 
Secondly 64 bit Operating systems are common 
which makes large addressable memory available. 
It’s a different concept than caching. Caching holds 
the frequently access data into memory whereas In-
memory analytics replicates the entire cube or data 
into memory and avoids unnecessary I/O operations.  
Its best suited for read only data. Data is loaded 
incrementally to it.  There are several crucial factors 
contributes to In memory Analytic like multi core 
processors, 64 bit OS, increase memory processing 
capabilities, column oriented databases, compression 
algorithms etc.

In memory BI helps users build their reports, 
dashboards quickly and refreshes data at lightening 
fast speed.

Big Data

Traditionally BI is based on relational databases, but 
today world has seen exponential growth in data such 
that it is said that around 90% of today available data 
is generated in last 2-3 years only. Traditional RDBMS 
has some limitation over efficiency when data grows 
beyond. It’s very difficult to find relevant information 
or piece of data in such tremendously huge data.  
Also today business just cannot take decision based 
on data grown in house rather to make their business 
agile; they need to consider external data available in 
the market. This huge data is termed as Big data. Big 
data handles efficiently much larger volume of data 
than traditional RDBMS. It has open door for business 
to harvest the opportunity to answer questions which 
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were previously considered beyond reach.

Complex Event Processing

So far data used in BI is near real time and it always 
requires some cleansing activities before it is in usable 
formats for BI applications.  But the growing business 
demands decision to be taken on real time data 
rather events as and when it happens. And this called 
CEP. It’s different from traditional BI in the sense it 
does not require DW to load data. CEP operates on 
data stream of operational data. Classic example 
that we are aware is getting an instant SMS when 
we withdraw money from ATM. But events could be 
more complex than that and it helps business to take 
real time decision.

Cloud BI service

For business today managing the DWBI applications 
today is a huge task. Apart from their core business 
managing the BI infrastructure, ensuring system 
availability to users, ensuring proper security access 
to the environment is tough task. To focus on core 
business and outsource these tasks, business can opt 
for cloud services. Main benefits of for running BI on 
cloud are,

• Ease of infrastructure procurement, speedy 
application deployment

• Massive computing power available on 
internet 

• Focus on core business and lower cost of 
ownership

• Reduce cost as pay per use model
• Hardware virtualization improves resource 

utilization and same time reduces cost
Along with benefits there are few concerns while 
opting for cloud.

Data security and availability of data are the top 
hindrances to opt for cloud. Lack of control over 
services, though having SLAs, reliability of services 
availability are another reasons for client concerns. 
As cloud industry is relatively new to BI pricing model 
is maturing, and difficult for customers to go for right 
choice.
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