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Editorial

- Prasad Chaubal
Email : chaubals@gmail.com

We have achieved a major milestone with the launch 
of the third volume of the “Exponent Group of 
Journals – Information Technology” journal. First of 
all, we have been able to nearly double the number 
of articles within a journal volume as compared to the 
previous two volumes without compromising on the 
quality of the articles. Secondly, more than 50% of 
the articles have been contributed by Guest Authors, 
who have shared their expertise and knowledge with 
us through these articles. In this section, we will 
briefly look at the different article topics covered in 
this journal volume.

We have continued the trend established in the first 
two volumes by commencing the third volume with 
the “IT in the News” section. This section captures 
the latest developments in the IT sector that could 
directly or indirectly impact the common man either 
in the short term or long term.

The next article touches upon the applications of GPS 
(Global positioning system) and how it can be used 
in various areas like education, lifesaving services, 
navigation over water, aiding blind persons, search & 
rescue operations & agriculture etc.

Going ahead, the next article shows us how 
virtualization is used effectively in cloud computing 
by cloud service providers to provision computing 
resources on-demand. Cloud providers can virtualize 
all three components of the hardware – storage, 
compute and network. In this article we look at 
compute virtualization techniques used by cloud 
providers and identify the techniques employed by 
some of the leading Infrastructure as a Service (IaaS) 
providers.

Continuing from the first volume, we continue 
with covering the profiles of various IT product and 
service based companies. In this volume, we cover 
“Quick Heal Technologies”, which is a leading solution 
provider in India in the security domain.

The next article focuses on the cyber warfare. While 
conventional wars have been fought for ages and 
their effects are well known to mankind. Cyber war 
seems to be creeping up slowly but steadily on all 
of us. The bitter truth about this type of war is that 
no country, man, woman or child can escape its 
disastrous effects. This article illustrates how some 
countries have already experienced the havoc it 
can create on its land and people. While others are 
either currently experiencing it or will inevitably 
experience it sometime in the future. What remains 
in the hands of every common man irrespective of 
the nation he or she belongs to is to be prepared, 
aware and alert in order to mitigate the sudden but 
lasting impact that cyber war rages on mankind. 
Cyber war, strategies and policies may help you 
understand or even introduce you for the very first 
time to a whole different type of warfare along with 
its unique weapons and techniques. But to state the 
fact brutally this is just a drop from the ocean. Cyber 
war and its impact is far more vast than one has 
experienced or one can possibly comprehend at this 
point of time.

The next article gives an overview of card payment 
business, its processing and how information 
technology drives it. The credit/debit card industry 
has harnessed the benefits of advances in information 
technology leading to continuous innovation and 
growth in this field. The importance of cards within 
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banks’ payment product portfolio is explained here 
in great details.

Moving forward, the next article covers the Jugad 
approach for creating clusters. As the need for resource 
intensive computing is growing, so is its cost. We look 
into cluster computing as a low- cost alternative that 
can satisfy the need for these resources. Beowulf 
Cluster is one such cluster architecture that provides 
high performance computing from commodity 
hardware.

The consecutive article gives us some insight into the 
phenomenal changes that information technology 
has witnessed in recent few years. It also takes us 
through the different roles that today’s technology 
industry expects from an IT project manager.

Moving ahead, we cover one of the hottest upcoming 

operating systems for desktop computers which is 
UBUNTU. UBUNTU Linux is the most user friendly 
Linux operating system with high graphics support. 
UBUNTU is based on Debian Linux Distribution and 
is distributed as free and open source software using 
its own desktop environment. We cover various 
aspects like OS installation, file system, OS services, 
& security.

The next article describes architecture and 
functionality of WINE. WINE is free, open source 
software that is used to run Windows applications 
on UNIX-like operating systems. It also presents a 
comparative study between WINE and other similar 
software available for cross platform compatibility.
We hope you enjoy reading this third volume of 
the Journal, through which we try to touch various 
aspects of the IT world.
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IT in News

Apple’s profit down, Samsung soars in first 
quarter CY-2013

In the first quarter of CY 2013, Apple’s profit fell for 
the first time in ten years. However, revenues beat 
the market expectations owing to strong iPad and 
iPhone sales. Its revenues were up 11.2% year-on-
year at $43.6 billion but the net profit of $9.5 billion 
was down by 18.1% year-on-year. The declining profit 
is fuelling speculations that Apple may be losing its 
shine after its legendary CEO Steve Job’s unfortunate 
death. The stock price of Apple has also declined by 
42% from its peak levels reached last September.

During the same quarter Samsung’s profit, driven 
by its smartphone business, rose by a record 82% 
to $4.45 billion. It is estimated that in the process 
Samsung surpassed Nokia as the world’s top seller of 
cell-phones toppling Apple as the world’s top seller 
of smartphones [1].

References

1. Samsung Rides Smartphone Sales, http://online.
wsj.com/article/SB10001424052702304723304577
368650277097594.html?mod=WSJ_topics_obama

2. Apple Q2 Revenue Beats Expectations, Profit 
Down, http://www.ibtimes.com/apple-q2-revenue-
beats-expectations-profit-down-1211997

3. Profits may be down, but Apple isn’t crumbling 
just yet, http://musically.com/2013/04/24/profits-
may-be-down-but-apple-isnt-crumbling-just-yet/

Oracle announces IaaS for big data 
appliance

In April Oracle announced its new Oracle Big Data 
Appliance X3-2. It appliance was launched with two 
flavors – the Starter Rack and In-Rack Expansion 
suited for big data customers having varying maturity 
levels in big data applications. While the Starter 
Rack is intended for customers venturing newly into 
big data, the In-Rack expansion helps scale out for 
mature big data projects. Moreover, this appliance 
was also made available as Oracle Infrastructure as a 
Service (IaaS) for on-premise hosting [1]. Oracle IaaS 
offers Oracle appliances, including the hardware and 
software both, for on-premise hosting by customers 
along with hardware support for ensuring reliability 
and availability. With Oracle IaaS, enterprises can 
avoid capital costs by spreading the cost of new 
systems over time.

Oracle has already announced its forays in cloud 
computing with Oracle public cloud and Oracle 
Infrastructure as a Service (IaaS) offerings. With its 
public cloud offering, Oracle focuses on delivering 
its database, java services, cloud ERP and social 
software on a subscription basis. However, the 
Oracle IaaS offerings are mostly on-premise and 
differ significantly from the IaaS offerings by Amazon, 
Rackspace and Microsoft. The key value proposition 
of Oracle IaaS is just a different pricing model of the 
Oracle Appliance along with improved support for 
ensuring reliability and availability [2].
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Indian companies to hire 5 lakh cyber 
security professionals by 2015

Cyber security is the new challenge that every country 
is facing today and India is also no exception to that. It 
is expected to have 5 lakh cyber security professionals 
by 2015 to support its fast growing internet economy 
and major share of that goes to finance sector. While 
other industries like telcos, utility sectors, power, 
oil and gas, airlines, government (law & order and 
e-governance) will hire the rest.

In futuristic view, India is expecting to streamline 
growth in e-commerce, e-governance which requires 
large number of cyber security professionals. And 
awareness for the same is fast spreading across 
industries and government.

Reference

1. Cybersecurity to create 5 lakh jobs in India, 
http://www.techgig.com/tech-news/editors-pick/
Cybersecurity-to-create-5-lakh-jobs-in-India-17950

SAP debuts Lumira; self-service business 
intelligence

Ahead of its Sapphire Now customer conference 

next week, SAP announced the availability of Lumira, 
a self-service business intelligence platform that 
replaces the Visual Intelligence product it has on 
offer today.

The company is touting the new software’s cloud 
capabilities, such as its ability to visualize data in 
real-time, share documents across devices, publish 
datasets to the cloud and share analytics around 
them. It’s built on HTML5 and, naturally, has native 
support for SAP’s HANA in-memory computing 
technology.

Nonetheless, the business case remains the same: 
with self-service software, you can reduce the need 
for IT support without necessarily resorting to the 
Microsoft Excel spreadsheet.

Reference

1.  SAP debuts Lumira; self-service business intelligence, 
http://www.zdnet.com/sap-debuts-lumira-self-
service-business-intelligence-7000015218/

Flexible batteries coming for your gadgets

TV screen that hangs on the wall like a poster or 
smartphone that can fold up and fit into a pocket 
are closer to reality because of advances towards 
development of flexible batteries that could power a 
new genre of electronics devices. 

Those polymer, or plastic, batteries are the topic of 
the cover story in the current edition of Chemical 
and Engineering News (C and EN), the weekly 
newsmagazine of the American Chemical Society, 
and the world’s largest scientific society. Mitch 
Jacoby, C and EN senior correspondent, focuses on 
the latest research that involves organic polymers, 
which exhibit key properties that are needed for the 
next generation of batteries. 

Those batteries will not just be flexible, but powerful, 
lightweight and made from inherently safe materials 
and their uses will extend beyond consumer 
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electronics to include electric vehicles and other 
transportation applications. 

The article published in the Newsmagazine explains 
that lithium-ion technology likely will continue to 
be the mainstay, but flammable, liquid electrolytes 
need a safety upgrade. Scientists are searching for 
nonflammable, solid electrolytes to restore lithium 
batteries’ reputation after the recent Boeing 787 
Dreamliner safety incidents and other fire-related 
concerns. 

The article indicates they are confident that the 
obstacles to making flex batteries a reality can be 
overcome.

Reference

1. Soon, flexible batteries for your gadgets – 
http://timesofindia.indiatimes.com/tech/personal-
tech/computing/Soon-flexible-batteries-for-your-
gadgets/articleshow/19966311.cms
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Applications of GPS

- Shyamkant Matondkar
Email : shyamkant@gmail.com

Global Positioning System (GPS) - everyone must 
have come across this term and many of us knowingly 
or unknowingly must be using it. We primarily 
recognize GPS as locator device which helps to locate 
ourselves on earth or helps us to find the route to our 
destination. But that’s not all that a GPS has to offer.

Some parts of the world are still out of manual reach 
due to extreme weather and geographic conditions. 
But GPS has brought every corner of the world within 
human reach and thus has made map making easy.

GPS was originally designed and developed by US 
department of defense for the sole use of defense. 
GPS technology is a sophisticated as well as a 
complicated form of satellite technology that uses 
a complex network of processors and servers to 
receive and transmit data to and from the earth. It 
is a satellite based navigation system that provides 
location information. It is very simple to use, just like 
using a TV or radio without knowing the intricate 
details of its functioning. Anybody who owns a GPS 
receiver can make use of the GPS services. In this 
article, we will primarily focus on the benefits of GPS 
for common use. 

Today most smart phones have inbuilt GPS 
functionality.

Earlier GPS was used by US defense only, but in 1983 
when due to navigational error Soviet interceptor 
aircraft shot down civilian carrier KAL 007 killing all 
on board passengers, GPS was made available for 
all.  And thus it was opened for civil and commercial 
users around the world.
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GPS provides PNT (Positioning, Navigation and 
Timing) services to users. This system consists of 
three segments: Space, Control and User. US Air 
Force maintains and operates space and control. 

GPS Usage and Application

GPS is used for navigational, surveying, mapping, 
routing, charting and time distribution purposes.

Today a large number of GPS led applications are 
impacting every aspect of our life. GPS is used in 
almost every gadget today such as cell phones, 
wristwatches, ATM and many more. Now with IT 
blend, GPS usage has become very simple and more 
useful in real life. There are many smart phone GPS 
based compass apps available today which are very 
accurate and we need not carry a separate compass.

Benefits of GPS

Navigation
When we think of GPS, the first thing that strikes our 
mind is a device which helps us find our destination 
and en-route us to get there. 

Imagine how you would feel when you know the 
shortest route to your destination whenever you 
travel. GPS helps in planning your road trip by 
considering traffic conditions so that you can avoid 
the heavy traffic roads. Also, it can suggest alternative 
routes that can avoid toll booths, if required.

The GPS system in the car provides you with turn 
by turn directions and with voice compatibility you 
need not keep looking at the device as it speaks 
out the directions aloud for you. This is a very basic 
and useful feature when you are visiting unfamiliar 
places. However, apart from navigation, GPS has 
many fold usages.

With new GPS receivers data can be transferred to 
computers.

Nearby Area search

Some GPS systems let us find nearby hangout areas, 
restaurants, ATM, tourist’s spots, train stations, etc. 
Again, it’s an extremely useful feature in an unfamiliar 
place, if you are in trouble. Many smart phones today 
come with this inbuilt feature.

Tracking Device

As a tracking device, it helps to locate vehicle, person 
or any object to which it is attached. So if you misplace 
it, it’s easy to trace. In the same way, car theft can be 
tracked if it has a GPS installed within it. 

GPS is also used to track movements of our loved 
ones, elderly persons, school kids, etc. A smart GPS 
shoe is an example of such tracking where a GPS 
receiver is installed in the shoes. This is also used to 
track Alzheimer’s patients.

Today GPS devices can be configured to send out 
pre-defined text messages or emails at regular 
intervals. This is very helpful for parents to know 
the whereabouts of their kids. Unfortunately, GPS 
tracking also has some pitfalls, since it can be used 
by thieves to track movement and rob houses when 
the residents are out.

Life saving services

GPS also plays an important role in life saving services 
such as Ambulance. In countries like India where 
most of the time it’s difficult to find addresses easily, 
GPS technology comes to the rescue. With the help 
of GPS, it is easy for the ambulance to reach the point 
of distress. Also, the GPS helps in finding the shortest 
route with minimal traffic congestion. Additionally, 
with correctly uploaded information, it is very 
feasible to find the closest hospital and medical 
facilities available in the vicinity of the patient. 

In India many ambulance services are getting GPS 
enabled e.g. In Nagpur NMC has equipped 30 
ambulances with GPS. Same way Bihar on pilot basis 
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has 10 GPS enabled ambulances.

Maps and Navigation over water

In the past, sailors have used compass and paper 
based maps while exploring the world. Those were 
accurate to the best of knowledge available those 
days and also were not easy to carry and required 
careful reading. We also have many examples of lost 
sailors or sailors landing up in totally different areas.
 
However with a handy little GPS device, a traveler 
knows the exact location on the map as well as the 
exact direction to the destination. GPS devices can 
allow sailors to steer around hidden dangers under 
water. It is the fastest and most accurate way to 
navigate, measure speed and determine location.
 
GPS with accurate digital mapping, Automotive 
Navigation Systems or Satellite Navigation systems 
provide travelers accurate navigational data. Major 
advantages of GPS are accuracy, easy to use and carry. 
GPS is drastically changing the marine navigation and 
replacing the paper nautical charts.

GPS is also being extensively used by oceanographers 
for underwater surveying, buoy placement and 
locating navigational hazards. In the 2010 oil spill 
in the Gulf of Mexico, GPS was used to track the oil 
spread.

Saving endangered species

GPS is also used to protect environment and preserve 
endangered species by studying their behavior. In 
Africa, GPS chips installed on endangered rhinos 
helped track their location and behavior. In addition 
to location tracking, GPS also sends alerts on cell 
phone if the animals travel beyond the reserve areas. 
A similar migratory pattern was studied for 
endangered mountain gorillas of Rwanda. In Italy, GPS 
was used to protect endangered Testudo Hermanni.

Aiding Blind persons

GPS technology also plays very important role in 
helping blind persons. Every possible effort is being 
made to use GPS technology to make navigation easy 
for blind persons. Today smart phones come with a 
voice recognition application that works on human 
verbal instructions. With verbal instructions, this 
application finds the route to your destination and 
with its voice compatibility feature it gives you turn 
by turn directions. GPS aided devices have raised 
confidence in visually impaired person to travel and 
visit various places uninhibitedly.

But there are some limitations to this as well like signal 
strength, battery life of the device, unavailability of 
updated maps, etc. Also, GPS does not alert the blind 
traveler about ordinary obstacles lying ahead or 
when to cross the busy intersection. Thus, GPS does 
not assure safety to blind traveler but make his or her 
traveling easier.

Currently, significant research and development is 
being carried out in this field to cover every minute 
detail e.g. Fairfax county, Virginia has developed a 
map covering every manhole cover, storm drain, 
road sign, telephone or power pole, fire hydrant, etc.

GPS in schools

GPS is also useful to keep an eye on your children and 
their hangouts. Today, considering security and safety 
of school children, many schools are incorporating 
cameras. GPS is the next step in security especially 
in buses. It also helps in keeping an eye on over-
speeding school buses and ensures that the driver 
stops at every red signal.

States in India like Haryana, Bihar have decided to use 
GPS for mapping all primary, middle, high and senior 
secondary schools in the state to identify locations 
for opening new institutes. 

On commercial side GPS helps courier and 
transportation services to improve their service. 
Most of the city transport systems are also using GPS 
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in fleet movement and thus updating passengers 
with current location and time required for the next 
bus to arrive.

GPS in search and rescue operation

GPS plays a very vital role in disaster rescue, relief 
and rehabilitation. In India Department of Science 
and Technology has launched GPS-based national 
program for earthquake hazard assessment. Under 
this program, an extensive geodetic data has been 
generated through GPS networks. It also helps in 
predicting floods and seismic monitoring. Precise 
positional data from GPS also assists scientists in 
crustal and seismic monitoring.
 
GPS station can be used to precisely locate the 
position of search and rescue team. It also helps in 
mapping disaster regions where little or no mapping 
information is available.
 
Apart from response and recovery phases, GPS can 
also be utilized during preparedness and mitigation 
phases. GPS device attached to buoys help in 
measuring height and velocity of wave and thus can 
be used in tsunami warning system.

Agriculture field

Precision farming initially started in USA and consists 
of site specific crop management. It is all about 
balancing resources, time and place to yield more 
crops. In precision farming usage of agricultural 
resources and practices are improved over changing 
soil and crop requirements. GPS along with GIS 
helps farmers collect and analyze the large amount 
of geospatial data. GPS helps in defining field 
boundaries, irrigation system, creating precise field 
maps with problem areas like weeds, collect soil 
samples, etc.

Indian initiative in the field

In addition to GPS, Russia, European Union, China 

and India are also developing their own satellite 
navigational system.

Indian Space Research Organization (ISRO) is 
developing “Indian Regional Navigational Satellite 
System (IRNSS)”. IRNSS would primarily provide 
Standard Positioning Service for civilian and 
Restricted Service to authorized users. Full IRNSS 
system constellation is expected to realize by 2014.

GAGAN (GPS-aided geo-augmented 
navigation)

Airport Authority of India with the help of the 
Indian Space Research Organization’s (ISRO) is 
implementing GAGAN to provide navigation system 
for all phases of flight over the Indian airspace and 
in the adjoining area. Once functional by 2013-2014, 
it will help aircraft take the shortest possible route 
with GPS data provided by the satellites, thus saving 
fuel and time. Thus flights over the country and the 
Indian Ocean, from East Africa to Australia, will be 
safer, more economical and environment friendly.

Developing a GPS application

GPS is the default feature of smart phone today and 
there are lots of GPS applications available for use. 
One can also create his or her own GPS application 
using APIs exposed by the mobile OS e.g. Android’s 
location API platform, W3 geolocation API, Windows.
Devices.Geolocation, Qt Mobility Geo Position API, 
Blackberry Java GPSLocationPicker, etc. provide 
location API to track device location. Apple iOS 
CoreLocation Manager also provides location API for 
determining the user current location. Geoloqi is yet 
another API provider to develop location apps for 
iPhone and Android.

GPS devices in India

Use of GPS is still not common in India but surely 
picking up. Smart phones come with built in GPS 
and its usage is increasing steadily. Some of the 
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market leaders in personal GPS devices in India 
are MapmyIndia, Satguide, Garmin, etc. Also there 
are Commercial GPS solution providers for fleet 
management, commercial buses and transportation, 
courier services, monitoring delivery truck system, 
etc. A few examples are iTrack, indTrack, Novire, 
Silver star tracking solutions and SonikGPS.
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Virtualization in laaS cloud

- Bhargav Gulavani
Email : bhargav.gulavani@gmail.com

Cloud computing today has become synonymous 
with utility computing. This means that we can 
request computing resources from a cloud provider 
on-demand and pay only for what we use. Specifically, 
we can request a Cloud provider to provision a 
computing infrastructure with a desired hardware 
configuration and a desired operating system (OS) 
for our use. Most of the Infrastructure as a Service 
(IaaS) cloud providers use virtualization to provision 
computing resources on-demand. Virtualization 
technology enables creation of multiple logical views 
of a single physical hardware,e.g., creation of several 
virtual machines on a single physical machine. 
Cloud providers can virtualize all three components 
of the hardware –storage, compute and network. 
In compute virtualization the cloud provider can 
virtualize the server and create multiple operating 
systems on it – all of the operating systems sharing 
the same server hardware (CPU, memory, NIC 
and hard-disk). Each such operating system can be 
considered to be a virtual machine(VM) running on 
the shared physical server machine. Cloud providers 
programmatically create such virtual machines in 
their datacenter upon user requests. In this article 
we will study compute virtualization techniques 
used by cloud providers and identify the techniques 
employed by some of the leading IaaS providers. 
Network and storage virtualization techniques are 
not discussed here and are beyond the scope of this 
article.

Modern operating systems support multi-tasking 
and hence allow multiple user applications to run 
simultaneously. However, enterprises find it difficult 
to manage and maintain multiple applications 
running on the same OS. This is so because different 

applications do interfere with each other in complex 
way. For example, different applications may require 
differing and conflicting patches and upgrades of 
the underlying OS, one application may hog the 
hardware resources thus affecting the performance 
of others running on the same OS, and security 
compromise of one application may adversely 
affect all others running on the same OS. Hence 
enterprises have preferred decentralized approach 
of running different applications on dedicated and 
mostly commodity machines. However, even the 
decentralized approach has several drawbacks. 
Firstly, more machines increase the maintenance 
cost, including power, space, cooling costs, and 
administration cost. Secondly and more importantly, 
individual machines run at a very low efficiency 
resulting in wastage of compute power. Virtualization 
overcomes the drawbacks of decentralization by 
allowing multiple OSes to be created on the same 
server hardware while still retaining the advantages 
of decentralization, namely application isolation. 
Additionally virtualization offers the following 
benefits to the administrators.

1. New VMs can be easily, and even programmatically, 
provisioned on existing server hardware when 
needed.

2. Administrator can limit the underlying server 
capacity, like CPU cores and memory, consumed by a 
guest VM, thus preventing one VM from hogging the 
server resources.

3.Since a VM is not bound to a server, it can be easily 
migrated from one server to another when desired. 
This is particularly useful when one VM requires 
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more server resources during peak load periods. 
Additionally, this capability can also be used as a 
mitigation strategy for business continuity in case of 
disasters.

Virtualization techniques

Traditionally, OS runs on the server hardware 
and manages the server resources including CPU, 
memory and I/O devices. However, most of the 
popular virtualization technologies available today 
introduce a virtualization layer, called hypervisor, in 
between the server hardware and the guest OS. In 
this architecture the virtualization layer consisting 
of the hypervisor runs directly on top of the server 
hardware and is responsible for managing CPU, 
memory and I/O devices on behalf of the guest 
OSes. In order to facilitate communication between 
the guest OS and physical hardware, the hypervisor 
implements hardware abstraction for each of 
the guest OS. Thus each guest OS runs on top of 
virtualized hardware and hence is termed as a Virtual 
Machine (VM). The high level architecture of this 
virtualization technology is depicted in Figure 1. This 
kind of virtualization mechanism is also called as type 
1 virtualization or bare metal virtualization since the 
hypervisor runs directly on the server hardware.

Figure 1 Hypervisor based server virtualization

Note that the virtualization software need not 
necessarily run directly on top of the hardware, it 
may even run from within the host OS. When the 
virtualization software runs as an application within 
a host OS, it is called hosted virtualization(a.k.a. 
type 2 virtualization). Oracle’s VM VirtualBox [7] 
(formerly Sun VirtualBox, Sun xVMVirtualBox 
and innotekVirtualBox) is an example of hosted 
virtualization technology. VirtualBox has been very 
popular for creating hosted VMs on desktops and 

workstations. However, for server virtualization in 
cloud datacenters, hypervisor based virtualization 
technologies that run directly on the server 
hardware are preferred, since several performance 
optimizations can be done to minimize virtualization 
overhead with modern day hypervisors as compared 
with hosted virtualization, as discussed below. We will 
now review different kinds of hypervisor technologies 
available in the market. These technologies can be 
broadly categorized in the following three classes.

1. Full virtualization (e.g., VMware Workstation, ESX),

2. Paravirtualization (e.g., Xen, Citrix Xenserver), and 

3. Hardware assisted virtualization (e.g., VMware 
Workstation, ESX, Microsoft Hyper-V, Xen)

Full virtualization

Most of the x86 operating systems assume that 
that they run on the physical hardware. The OS 
kernel instructions to access the hardware, like I/O 
operations to files or network, run in the privileged 
mode. In Full Virtualization, the hypervisor intercepts 
such privileged instructions and translates them 
appropriately for execution on the underlying 
physical hardware. Non-privileged instructions 
such as access to memory or performing arithmetic 
operations do not require translation. In this 
virtualization approach neither the guest OS is aware 
of being virtualized nor does the underlying hardware 
provide any facility for virtualization. The hypervisor 
is responsible for creating the hardware abstraction 
view for the guest OS including a virtual BIOS, virtual 
devices and virtualized memory management. It 
translates all operating system instructions on the 
fly and caches results for future use. However, the 
user level instructions run unmodified at native 
speed. While full virtualization is a natural approach 
when the OS is tightly coupled with the hardware, 
there are significant performance problems in 
trying to emulate the hardware in the software 
virtualization layer. VMware’s virtualization products 
and Microsoft Virtual Server are examples of full 
virtualization technology.The other two virtualization 
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technologies take assistance from either the guest 
OS (paravirtualization) or the underlying hardware 
(hardware assisted virtualization).

Paravirtualization

In this technology, the kernel of the guest OS 
needs to be modified such that non-virtualizable 
instructions  are replaced by hypercalls into the 
hypervisor. The hypercall implementation of the 
hypervisor executes the guest kernel’s instruction 
on the underlying hardware. While the binary 
translation technique used in full virtualization is 
very difficult to build, it is relatively easy to modify 
the guest OS to enable paravirtualization. The 
open source Xen server and Citrix’s Xenserveruse 
the paravirtualizationtechnology. VMware also 
provides support for paravirtualization in its various 
virtualization products in the form of VMware 
tools and optimized device drivers. Although the 
key value proposition of paravirtualization is lower 
virtualization overhead, the performance advantage 
of paravirtualization over full virtualization can vary 
greatly depending upon the workload [4]. Moreover, 
since this technology requires modifications to 
the guest OS, the guest OS is not agnostic to the 
fact that it is running in virtualized environment. 
Consequently, some proprietary OSes like Windows 
OS that cannot be modified are not suitable guest 
OSes in paravirtualized environments.

Hardware assisted virtualization

In this technology the underlying hardware 
is modified to support virtualization natively. 
Specifically, the privileged OS instructions trap into 
the hypervisor code thus facilitating the hypervisor 
to execute virtualized instructions on behalf of the 
guest OS. The trap is facilitated by the underlying 
hardware thus removing the need for either binary 
translation or OS modification. First generation 
hardware assisted virtualization technologies include 
Intel’s Virtualization Technology (VT-x) and AMD’s 
AMD-V. Currently, VMware’s binary translation 
technique outperforms the first generation hardware 

assist implementations [4]. However, over time 
the hardware assist technologies are expected 
to mature and perform as good as or better than 
binary translation based virtualization techniques. 
Microsoft’s Hyper-V is an example of hardware 
assisted virtualization technique. Newer versions 
of VMware’s virtualization products can use the 
hardware assisted virtualization features if the 
underlying hardware supports them [8].Xen uses 
hardware assist features to virtualize Windows OS. 
We summarize the comparison among competing 
virtualization technologies Table 1 which is adapted 
from [4].

Parameter Full virtual-
ization

Hardware 
assist

Paravirtu-
alization

Guest OS 
modifica-
tion

Not 
required

Not 
required

Requied, 
not 
available 
for 
Windows 
OSes

Perfor-
mance

Good Fair, 
but will 
improve 
over time 
as this 
technique 
matures

Good, 
depending 
upon the 
workload

Maturity Oldest 
technol-
ogy, very 
mature

Recent 
technol-
ogy, intro-
duced in 
2006, will 
mature 
over time

Fairly 
mature

Exponents VMware, 
Microsoft

VMware, 
Microsoft, 
Xen

Xen, 
VMware

Table 1 Comparison of hypervisor based virtualization 
techniques

Virtualization in public clouds

Most of the IaaS cloud providers use virtualization 
as the underlying technology for compute resource 
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provisioning. Amazon AWS uses the open source 
version of Xen virtualization technology to host 
VMs in its datacenters [3]. It uses paravirtualization 
for hosting Linux VMs and hardware assisted 
virtualization for hosting Windows VMs. Rackspace 
also uses the Xen virtualization technology for 
creating virtual machines in its public IaaS datacenters 
[1, 2]. Windows Azure, on the other hand, uses its 
proprietary Hyper-V virtualization technology to host 
VMs.

Virtualization technologies described above 
enable VMs to be created programmatically and 
that too within few minutes. This characteristic of 
programmatically provisioning and managing VMs 
is the cornerstone of the Application Programming 
Interfaces (APIs) provided by IaaS cloud providers 
for creating and managing VMs in the public cloud. 
Furthermore, VM can be created from user supplied 
OS image. For this purpose the user first needs 
to upload the OS image to the cloud provider’s 
datacenter and then invoke appropriate API to create 
a VM from the uploaded OS image. Cloud providers 
also provide tools to create OS images from the 
OS running on user’s desktop or workstation. The 
format of the OS image varies from one cloud 
provider to another. It depends upon the underlying 
virtualization technology used by the cloud provider. 
Windows Azure provides tools to create OS image in 
the VHD (virtual hard disk) format since this format 
is natively recognized by Hyper-V. On the other 
hand, Amazon uses a proprietary format called AMI 
(Amazon Machine Image) for creating OS image. This 
is because it uses a proprietary variant of the Xen open 
source virtualization technology. However, Rackspace 
does not provide any tools to generate an OS image 
from the OS running on user’s server or desktop. In 
contrast, Rackspace provides tools to migrate user’s 
application from local desktop or workstation to VM 
having the desired OS in their public cloud. Once all 
the applications are migrated and installed on the 
cloud VM, the user can create a snapshot of the OS 
and applications running in that VM. This resulting 
image can then be used to spawn multiple similar 
VMs in their public cloud. Rackspace uses the VHD 
file format for storing the OS snapshot [5]. In Table 
2 below we summarize the comparison between the 

virtualization technologies and capabilities provided 
by several IaaS cloud providers.

IaaS Cloud 
Provider

Virtualiza-
tion tech-
nology

Supported 
OS

OS Image 
format for 
uploading 
to cloud

Amazon 
AWS

Modified 
version of 
Xen open 
source [3]

Linux, 
Windows

AMI 
(Amazon 
Machine 
Image)

Windows 
Azure IaaS

Hyper-v Linux [9], 
Windows

VHD 
(Virtual 
Hard Disk)

Rackspace 
public 
cloud

Citrix 
XenServer 
and Xen 
open 
source 
[1,2]

Linux, 
Windows

--

Table 2 Comparison of virtualization technologies 
and capabilities of public IaaS cloud providers

All the IaaS cloud providers allow programmatic 
lifecycle management of a VM. This is facilitated by the 
programmatic interface provided by the underlying 
virtualization platform to create VM from a specified 
virtual disk, start VM, and stop or power-down the 
VM. Cloud providers leverage these interfaces to 
provide Application Programming Interfaces (APIs) to 
manage VMs in the cloud. These APIs are hosted as a 
web service that can be accessed over the internet. 
This gives the end user several capabilities to manage 
their VMs in the cloud. Furthermore, these VMs can 
be created in the cloud within few minutes. This 
enables the users to scale up or down their cloud 
based deployment depending upon the load. This 
feature would have been virtually impossible without 
using virtualization technologies. Thus, in addition to 
providing the benefits as mentioned at the start of this 
article, virtualization technologies enable cloud users 
to programmatically manage compute resources in 
the cloud.This capability helps companies to start 
small in the cloud and grow their cloud footprint 
as they gain more experience and confidence using 
the cloud. This is one of the key incentives attracting 
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big and small companies to the cloud. Thus, it could 
be said that virtualization is the key enabler for IaaS 
cloud and cloud computing in general. 
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Introduction

In today’s “Information Age”, especially with the 
advent and flourish of the internet, data security and 
integrity has become a critical component not only 
in managing companies, businesses and government 
organizations successfully, but also in households 
having personal computers and laptops. The number 
of cyber-attacks on corporate and government sites 
have increased multi-fold in the last decade. Every 
day we are facing threats through computer viruses, 
trojans, malwares and spywares to our data security. 
To counter this ever increasing threat, several 
companies across the world have developed anti-virus 
solutions. One such company that has specialized 
itself in developing robust solutions in the security 
domain is Quick Heal Technologies. A privately held 
company, Quick Heal Technologies was launched by 
the “Katkar” brothers in Pune, India in 1993 and has 
established itself as a leading provider of Internet 
security solutions within India in the consumer, small 
office and home office segments with a market share 
of nearly 30-35%.Today, Quick Heal Product family 
has created a benchmark in the security domain of 
the IT industry and is certified by ICSA Labs, Virus 
Bulletin and West Coast Labs UK. In fact, in 2009, 
Red Herring, a global media company that highlights 
technological innovations, named Quick Heal as one 
of the 100 ‘most promising’ technology companies 
in Asia.

The Beginning

Mr. Kailash Katkar, the elder of the two Katkar 
brothers and the current Chief Executive Officer of 

Quick Heal technologies, had an entrepreneurial 
mindset right from childhood. Over time, he started 
repairing TVs and radios as a profession. Soon, 
he even started repairing calculators and ledger 
posting machines. In the early 1990s, he realized 
that Computers were going to replace calculators 
and ledger posting machines and hence he decided 
to focus on a business model involving computers. 
He even convinced his brother, Mr. Sanjay Katkar, the 
co-founder and the current Chief Technical Officer 
and Technical Director of Quick Heal Technologies to 
earn a bachelor’s degree in Computer Science. While 
repairing computers, Mr. Kailash received a lot of 
requests to clean computers infected with viruses. 
Mr. Sanjay Katkar, who by now was pursuing his 
Masters in Computer Science (MCS) from University 
of Pune, took up the task of writing the Ant-virus 
solution as a final year project. This resulted in the 
birth of Quick Heal Anti-virus solution.

The Ups and Downs

Both the Katkar brothers then decided to take the 
entrepreneurial route and launched their company 
CAT (Center for Anti-Virus technology) Computer 
Services Pvt. Ltd. They started marketing and selling 
Quick Heal Anti-virus software to both consumers as 
well as corporates. However, it was far from a rosy 
ride for them.  First of all in the early 90s, not many 
Indian consumers were aware of Internet security 
and its benefits. Secondly, not many banks were 
ready to support the venture financially because it 
was an IT initiative. Hence, they had to bootstrap 
their way through the initial phaseby transferring all 
the funds from the hardware maintenance business 
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to support Quick Heal. On top of that, they were 
playing a catch up game with quite a few global 
companies like Symantec (Norton Anti-Virus) and 
McAfee in the forefront. However, even though 
the other name-brand anti-virus solutions were 
able to detect the virus, the only solution available 
then was to delete the infected file. This solution 
worked in other countries, notably the United States 
of America (USA) since the US customers would 
maintain backups and could restore the infected 
file. However, very few Indian customers maintained 
regular backups then and hence would end up losing 
data. The Katkar brothers then took up this challenge 
of finding a better solution and eventually, after a lot 
of brainstorming, came up with a solution through 
which the infected file could not only be cleaned but 
also restored. This solution became an instant hit 
with the Indian customers and Quick Heal’s demand 
in the market grew multi-fold.

In 1998, both Mr. Kailash and Mr. Sanjay took a major 
strategic decision of shedding off the “Computer 
Maintenance firm” tag and moving into the realm of a 
product-based company. As a result, the company had 
to undergo a lot of hardships as it was understaffed 
and could not meet the required deadlines, thereby 
losing a few customers. The cash crunch situation 
affected the product development process as well. 
However, the Katkar brothers truly believed in the 
value offered by their product and were ready to 
weather the storm. Their initial strategy was to 
market and sell the product through distributors. 
However, that strategy did not succeed as expected 
and hence they decided to include computer vendors 
as well for selling the product. However, this revised 
strategy posed another set of challenges as they 
had to educate the vendors about data security and 
integrity and instill a sense of confidence within them 
about the product. However, after a difficult phase of 
couple of years, the tide changed and the company 
was able to create a network of thousands of resellers 
within Pune itself. In fact, as per Mr. Kailash Katkar, 
Quick Heal Technologies was the first ever software 
vendor within India to approach hardware resellers 
to sell software products.

The Growth

Quick Heal Technologies, the brand name owned 
by CAT Computer Services Pvt. Ltd., has enjoyed 
phenomenal success in this past decade. It has 
received several awards such as Maharashtra IT 
Award in 2009 for outstanding performance, CRISIL 
Emerging India Awards in 2009, one of the most 
coveted Indian business award in the Small and 
Medium-sized enterprises (SME) segment under 
the category of ICE & ITES (Information Technology 
Enabled Service) and winner (ranked 16th amongst 
the top 50) of the Deloitte Technology Fast 50 
program in 2010 awarded to technology companies 
showing most revenue percentage growth over the 
last three years (Quick Heal’s growth was a whopping 
244% in the years 2008 - 2010). Quick Heal has 
consistently won VB 100% award for maintaining 
good detection rates on most platforms, including 
Windows desktops, servers and Linux servers. The 
Computer Reseller News (CRN) Channel Champions 
survey also awarded Quick Heal Technologies the 
topmost position for the third consecutive year in 
2010. This survey was conducted by CRN India, a 
channel magazine of United Business Media, and 
included IT channels within metro as well as non-
metro and other smaller cities. In fact, the US edition 
of CRN has been conducting such surveys for the last 
several years and the basic methodology followed in 
India is the same although it has been customized 
to address local market dynamics. Following chart 
shows the different areas considered for the ranking.
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In fact, Quick Heal’s USP has been its post-sales 
support and partners rate it very highly as local 
engineers are available even in most of the smaller 
cities. Moreover, Quick Heal provides remote email, 
chat and telephonic support.

Today, Quick Heal Technologies is not only a market 
leader in the anti-virus solutions market in India, 
but has a customer base all over the globe. In order 
to meet the demand from growing customer base, 
Quick Heal Technologies has partnered with Tata 
Communication’s Global Content Delivery Network 
(CDN), powered by BitGravity, to ensure effective and 
efficient distribution of its software and patches.

The award winning range of Quick Heal’s products 
includes Quick Heal Antivirus Pro, Quick Heal 
Internet Security, Quick Heal Total Security and PC 
Tuner. With the launch of Quick Heal 2013 series, a 
new set of features are being brought to market such 
as web browser sandbox – a virtual environment 
that isolates the browser-exploiting threats, thus 
preventing them from reaching the entire system 
and protecting against 0-day malware attacks; lesser 
disk space and memory utilization by optimizing the 
signature files and reducing the virus database size 
by nearly 25%, provision to block HTTPS enabled 
websites, USB drive authentication for Quick Heal 
Total Security users, etc.

Quick Heal Technologies has also ventured into the 
mobile security domain by launching products like 
Quick Heal Mobile Security and Quick Heal Mobile 
Security for Android. The mobile security products 
offer a lot of powerful features such as automatic 
real-time virus and spyware scans with optional 
manual scan, blocking of unwanted calls and SMSes 
and data protection and anti-theft features such as 
remote blocking of the phone, notifying the owner’s 
alternate mobile number in case the SIM card is 
changed and blocking mobile phone usage in case 
the Smartphone’s SIM card is removed.

Recently, Quick Heal took up a new initiative called 
“TrackMyLaptop” to trace stolen laptops. This 
service is designed for four different segments of 
users, namely Quick Heal users, users that have 

purchased a second-hand laptop and Cyber Crime 
Law Enforcement Authority. This service does not 
require installation of any new additional software, 
but instead uses the MAC ID, which is the physical 
address of the laptop, for tracing the stolen laptop. 
Moreover,this service is completely free of cost for all 
the laptop-using community of India and is intended 
to serve the community by curbing the menace of 
laptop thefts.

The Future

In August 2010, Quick Heal technologies received 
a major boost, when Sequoia Capital India, one of 
the leading Venture Capital firms in India, invested 
Rs 60 crore in the company. Quick Heal Technologies 
is planning to use the capital in growing the product 
portfolio as well as establishing its foothold in the 
overseas market. The company is also planning to 
use the money for acquiring other companies in 
the same segment. While the company’s current 
focus is on consumers and SME market in India, 
research and development of anti-virus solution for 
large enterprises is also underway. The company 
is exploring possible partnerships with Internet 
service providers, managed service providers and 
solution integrators.The company is working out 
plans to reach Rs. 1,000 crore revenue in the coming 
two years, to increase its domestic user base by 
50% each subsequent year and to simultaneously 
increase its international presence. Thus, Quick Heal 
Technologies is aiming to be a global leaderin the IT 
security domain in the coming years.
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Introduction

Cyber war has become an increasing concern all 
over the world. While some countries have already 
seen its’ catastrophic effects, others have realized 
the seriousness of this type of war. Security on the 
national level protecting the military cyber domain 
network, government and public websites has proved 
to be efficient only to a certain extent in the cyber 
warfare concern. Cyber warfare challenges national 
security through their internal network. Every link 
that can be compromised is sufficient to make the 
entire network susceptible to attack. The cyber space 
domain has been structured in such a way that it can 
be manipulated to launch an organized cyber war 
attack. Protecting every weak link and loop hole in 
cyber space is the way to go. The trouble is, who is 
going to be able to put this protection into place, 
and really who is going to pay for it. Civilians are 
just now starting to hear about the effects of cyber 
war, and it has been going on for a long time, one 
of the first major events being in 1998, over twelve 
years later. Overall, if a deeper look is taken at past 
cyber war events, an analysis of the attacks used in 
these events, and the defensive strategies that are 
employed, along with international law and ethics, 
this should give a clear picture of where cyber war is 
currently and where it is possibly heading.

Definitions

An important definition that should be known for 
understanding cyber war is cyberspace. Cyber space 
has been defined as, “a domain characterized by the 
use of electronics and the electromagnetic spectrum 

to store, modify, and exchange data via networked 
systems and associated physical infrastructures” 
(Fahrenkrug, “Cyberspace Defined). Cyberspace 
is where the global community connects to each 
other over this extremely large network. Attacks 
on smaller parts of the network can ultimately 
affect the larger part. Cyberspace is also defined 
as, “the nonphysical environment created by joined 
computers interoperating on a network” (“What is 
Cyberspace”). One of the good parts of cyberspace 
is that any other part of the world can be reached 
in a split second, but this is also a downside when 
it comes to cyber war. The internet is vulnerable to 
attacks from anyone connected to it, and there will 
always be people looking to exploit those (Kass, 
“A Warfighting Domain”). Another problem is that 
performing attacks in cyberspace are much cheaper 
than a physical war, and as stated before faster (“The 
National Strategy”). This makes it more compelling 
to use cyber war in place of physical wars. Also, some 
countries are more connected in cyberspace than 
others, making them more vulnerable to attacks. One 
of the more vulnerable countries is the United States 
because of their dependence on cyber controlled 
systems (Clarke, Knake “Cyber War”).

This brings us to the many definitions of cyber 
warfare. In one way it is defined as an, “Internet-
based conflict, involving politically motivated attacks 
on information and information systems” (“What is 
Cyber Warfare”). The attacks used during a cyber-
war can, “disable official websites and networks, 
disrupt or disable essential services, steal or alter 
classified data, and cripple financial systems,” and 
these are just some of the examples (“What is Cyber 
Warfare”). Another definition states that cyber war 
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is, “a conflict that uses hostile, illegal transactions 
or attacks on computers and networks in an effort 
to disrupt communications and other pieces of 
infrastructure as a mechanism to inflict economic 
harm or upset defenses” (Schaap, 127). The fact 
that cyber war and even cyberspace are not well 
defined makes it hard to deal with and come up with 
a concrete answer about whether or not it should 
be used, how a country should defend against it, 
and more. For example, cyber warfare has become a 
challenge for the US military. The reason is that their 
defense network is one of the most highly targeted 
networks in cyber war. The US defense network 
contains large amounts of critical information and 
protecting this data is essential. The military also 
allows interdepartmental sharing of information, 
and this can include some civilian agencies such as 
the Department of Homeland Security in case of 
emergencies. In this scenario, protecting critical data 
becomes a crucial task. Cyber war has been used in 
the past by many countries, but now it is starting to 
play a larger role.

Past Cyber War Events

Some of the important events that have happened in 
cyber war history are: the 2003 attacks on Iraq, the 
2007 attacks on Estonia, the 2007 attacks on Iraq, the 
2008 attacks in Georgia, and the 2009 attacks on the 
US and South Korea.

The cyber war conflict in Iraq 2003 is an example 
of how cyber war was used as an integrated part of 
conventional attack. The motive was to demoralize 
the enemy in order to facilitate a potential attack. 
This is one of the events that mark the beginning of 
cyber warfare. The United States was going to attack 
the financial system in Iraq, but because they were 
afraid of the collateral damage that could come 
out of it, they did not use a cyber attack in this way 
(Elliot, “Cyber Warfare”). Iraq was the site of another 
cyber attack that was launched in 2007, and this was 
to take out the communications of the terrorists 
working there (Elliot, “Cyber Warfare”).

The next interesting cyber war scandal was the 

Estonian attack of 2007. It has been recorded as the 
biggest DDoS attack seen. It initially targeted online 
banking, newspaper websites and government 
electronic services. This DDoS started attacking 
servers that were running parts of the telephone 
network, the credit card verification systems and 
internet directories. All the national banks were 
down making commerce and communication 
unavailable, which drastically affected not only 
the government but civilians as well. This went on 
for weeks and hundreds of key sites were affected 
making it impossible for Estonia to do much about to 
stop the attacks. They reported the attacks to NATO, 
which stopped shortly after being reported (Schaap, 
144). In 2008, Georgia was also a victim of cyber war 
as well. For more information about these please see 
the section on DoS and DDoS attacks.

The July 2009 cyber war in the US and South Korea is 
another very important chapter in cyber war history 
(“July 2009 Cyber Attacks”). The targets were mostly 
financial websites, news media, and government 
websites. This was the first attack where computers 
from twenty four countries were hijacked raising the 
count to one hundred and sixty six thousand bots, 
and they were used maliciously to launch the attack. 
US websites were hit with nearly one million requests 
per second. More information on this DDoS attack is 
listed under the section on botnets.

Please see appendix A for a chart detailing the 
differences within some of the most important 
events in cyber war history.

DoS and DDoS attacks in Cyber War

• Denial of service attacks, DoS for short, or distributed 
denial of service attacks, known as DDoS attacks, are 
classic examples of malicious cyber warfare (“Denial-
of-service Attack”).

• A DoS attack or a DDoS attack is an attempt to make a 
computer resource unavailable to its intended users. 
DoS attacks are interesting in the respect that there 
is not one specific way that they could be carried out. 
The methods, motivations, and targets of DoS attacks 



24 The Exponent Group of Journals For Information Technology, Volume 1, Number 3, June- Aug 2013

often vary a great deal.

• Most commonly, a DoS attack is achieved by over 
saturating a machine or information system with a 
plethora of external communications requests which 
consume resources such as bandwidth, disk space, 
and processor time. As a result of the great number 
of communication requests, the information system 
cannot respond to legitimate traffic or responds so 
slowly that it is considered completely ineffective. 
Disruption of configuration information, such as 
routing information, resetting of TCP sessions, and 
disrupting physical network components also can 
cause a service or information system to be unusable.

• A common example of a DoS attack is a fork bomb. 
A fork bomb makes use of the fork operation, which 
enables a running process to create another running 
process. The fork bomb will recursively create 
processes, which will therein create more processes, 
which, in most cases, will leave the computer 
unusable. Fork bombs rely on the assumption that 
the number of programs and processes that execute 
on a given machine has a definite limit and can be 
reached in a rapid manner.

• In April 2007, as two days of rioting shook the 
country and the Estonian embassy in Moscow found 
itself under siege, a massive distributed denial of 
service attack overwhelmed most of Estonia’s internet 
infrastructure, bringing online activity almost to a 
standstill. In this instance, the civilian sites belonging 
to organizations such as banks, newspapers, internet 
service providers, and even home users were the 
targets (Jenik, “Cyber War in Estonia”). Most of the 
ISPs came from hackers in Russia, but the biggest 
part of the attack was a botnet which was made up 
of millions of previously virus infected computers 
around the world to hurt the Estonian infrastructure 
(Jenik, “Cyber War in Estonia”). The way this was 
achieved was by groups such as Nashi, Young 
Russia, and Mestniye distributing scripts on the web 
forums their members frequented, inviting them to 
participate in an “Internet War”. This provided them 
with a simple script which could be run as a “.bat” 
file on their computers, which would cause their 
machines to participate in a DDoS against Estonia.

• The DDoS attack on Georgia in 2008 was similar 
to that of Estonia in 2003 in the sense that similar 
scripts were distributed for both of these attacks 
(“Evidence that Georgia”). Attacks flooded the 
President of Georgia’s website, making it unavailable 
over a weekend (Leyden, “DDoS Attack”). This attack 
was interesting because of the obvious possible 
political motive. Among the messages contained in 
the floods of traffic was “win+love+in+Russia.” In 
2007, Iraq was hit with a DDoS attack which was part 
of an actual war. This attack on Al-Jazeera’s websites 
began shortly after the network published photos 
of US soldiers who had been taken prisoner by Iraqi 
forces. The attack consisted of a DNS flood (Roberts, 
“Al-Jazeera”).

Botnets in Cyber War

• The topic of a botnets is another important part 
of cyber war. In its simplest explanation, a botnet is 
a collection of “robots” that run autonomously and 
automatically. Botnets are typically implemented for 
community recognition or financial gain.

•  A bot herder will usually rent out the services of 
the botnet to a third party source who will usually use 
the power of the botnet to create or misuse SMTP 
mail relays for spam emails, implement DoS attacks, 
click fraud, spamdexing, which is manipulating the 
relevance or prominence of resources indexed by a 
search engine, theft of valuable information, adware, 
spyware and much more (Security: Botnets”). 

• The architecture of botnets has evolved over time. 
Differing topologies of the botnet can make the 
botnet more resilient towards things like shutdown, 
enumeration, or command and control location 
discovery. Some examples of botnet topologies are 
star, multi-server, hierarchical, and random. Recently, 
to thwart detection, many botnets have been scaling 
back in size.

•A botnet is extremely functional and the methods it 
uses to accomplish its tasks are extremely inventive. 
For example, to send an email, a botnet operator 
send out viruses or worm which infect the users’ 
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computers, whose payload is a malicious application 
known as the bot. The bot on the affected PC logs into 
a particular “command and control” server which is 
typically an IRC server, but sometimes a web server. 
A spammer will then purchase the services of the 
botnet from the operator. “The spammer provides 
the spam messages to the operator,” who instructs 
the compromised machines via the IRC server, 
causing them to send out spam messages (“Botnet”).

• The way a botnet will control an individual 
computer, for the most part, is by having a rootkit 
installed on it. “A rootkit is software that enables 
continued privileged access to a computer while 
actively hiding its presence from administrators by 
subverting standard operating system functionality 
or other applications” (“Rootkit”).

• The “cyber war” between the US and South Korea 
in 2009 involved malware identified as Win-Trojan/
Agent.67072.DL. The Botnet used for this DDoS 
attack has been identified as having an estimated 
one hundred and thirty thousand to two hundred 
thousand active bots (“Orchilles, “July US and 
South Korea”). Based on the sites involved, it may 
be concluded that this attack was against the US 
Government and South Korean government. This is 
interesting because the 2007 Iraq attacks were during 
an actual war, against one of the sides, whereas these  
attacks were against both parties. This shows a sort 
of rebellion by third party hackers.

• The Cutwail botnet was founded or created around 
2007. Also known by the aliases of Pushdo and 
Pandex, it is mostly involved in DDoS attacks and 
for sending spam emails (“Botnet”). It is estimated 
that the Cutwail botnet was the largest botnet with 
respect to infected hosts. It has been estimated that 
the total size of the botnet was between one and a 
half to two million individual computers, capable of 
sending over seventy four billion spam messages a 
day.

• Botnets are interesting methods of cyber attack 
because the success of them is only limited to the 
ingenuity and creativity of their creators. As new 
botnets become old botnets and security professionals 

learn how to detect them and protect against them, 
black hat information security individuals will develop 
new methods for their botnets to grow and infect. 
The defense against botnets is an ever evolving 
struggle between the creators and protectors.

Phishing in Cyber War

• A method of attack that is often used by botnets is 
phishing. Phishing affects millions of people all over 
the world. It is estimated that between May 2004 
and May 2005, approximately one million users in the 
United States alone suffered losses due to phishing, 
which totaled over approximately nine hundred and 
twenty nine million dollars. Businesses in the United 
States lose an estimated two billion dollars each year 
because of victimized clients.

• Though phishing is a very powerful method of 
cyber warfare, there are many precautions one could 
take to combat phishing. Responses to phishing can 
be broken up into three categories, social responses, 
technical responses and legal responses. Social 
responses are strategies that users can develop to 
change the way they perceive vulnerabilities on a 
social level. One type of social response is education. 
People can be trained on how to recognize phishing 
attempts, and to deal with them. People can 
take steps to avoid phishing attempts by slightly 
modifying their browsing habits. A user should never 
trust phone messages or emails that request account 
verification. Also, nearly all legitimate emails from 
companies to their customers contain an item on 
information that is not readily available to phishers. 
For example, all American Express emails address 
customers by their full names. If an American Express 
customer received an email addressed as “Dear 
Valued American Express Customer:” then the user 
should be immediately tipped of that this is very 
likely an attempt at phishing.

• Technical responses are strategies that users can 
employ to identify fraudulent websites based on 
technical information that they can easily gather. 
Most websites that are targeted for phishing are 
secure websites with SSL certificates where the 
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website’s URL is used as the identifier. “In theory, it 
should be possible for the SSL authentication to be 
used to confirm the site’s validity to the user” but, in 
practice, this is easy to spoof (“Phishing”). The flaw in 
this technology is that the browser’s user interface is 
insufficient to deal with today’s strong cyber threats. 
Also, different types of authentication techniques are 
being used to verify that the site is authentic and not 
a victim of XSS or web site forgery. Many institutions 
are implementing user chosen photos that show up 
before you can authenticate with a password. Users 
are instructed not to enter a password until they 
see the photograph that they have chosen. Legal 
responses are very self-explanatory and represent 
legal action taken by governments to prosecute 
suspected phishers. There has been a great amount 
of legislation that has been proposed in the past 
several years to combat phishing which includes, but 
is not limited to, the Anti-Phishing Act of 2005.

• Aside from botnets, DDoS attacks and phishing, 
various other types of cyber attacks exist. A zero-
day also known as a zero-hour or day zero attack 
is a computer threat that tries to exploit computer 
application vulnerabilities that are unknown to others 
or undisclosed to the software developer. Zero-day 
exploits which is actual software that uses a security 
hole to carry out an attack are used or shared by 
attackers before the developer of the target software 
knows about the vulnerability. The term “zero day” 
comes from the age of the exploit. “A “zero day” 
attack occurs on or before the first or “zeroth” day 
of developer awareness, meaning the developer has 
not yet had any opportunity to distribute a security 
fix to users of the software” (“Zero Day Attacks”). 
This presents an obvious advantage to the attacker 
because the software developer would not have had 
any time to prepare for the attack or to start writing 
a patch to his or her software to defend against the 
attack.

Network Design

The internet was originally made as a communication 
method. There was no discussion of cyber attacks, 
defensive measures, or even the possibility of such 

things because at the time this idea was not at the 
front of people’s minds. As a result of this, all the 
current security and identification protocols and 
methods were added after the original framework 
was made. Now, there are different defense measures 
and ideologies that are employed today.

Defensive Strategies

• Today there are three defensive strategies 
currently being employed, with the first one being a 
combination of two others.

• The first is known as the heavily offensive based 
defensive strategy (“Proactive Cyber Defense”). To 
put this into context, this is essentially the North 
Korean strategy when it comes to cyber warfare. 
Instead of being one of the peaceful countries, they 
want to amass the largest and most skilled soldiers 
for the cyber wars to come. How do they accomplish 
this? They attack, attack, and attack. This involves 
frequently attacking infrastructures for the sake of 
causing chaos and learning from these attacks. They 
can collect data on what attacks were successful, 
how did the targets respond, what kinds of attacks 
worked, etc. With a heavy volume of attack, the 
attackers can gather massive amounts of valuable 
data that can show them potential weak points. As 
one can guess, this leaves them as a largely disliked 
nation, making this an unfavorable option for certain 
nations including the members of NATO.

• This is due to the attacking strategy potentially 
violating the very loosely defined laws regarding 
cyber warfare. Currently the laws are not well 
defined when it comes to cyber war and need to be 
adapted to include it, for more information please 
see the section on international laws. Due to this 
loose definition of international law many nations 
are fearful of the repercussions that may come from 
employing this method.

• The next two defensive policies are the mainly used 
defensive methods of today and for the foreseeable 
future. Purely defensive is another type of defensive 
strategy. For a large majority of the world this is the 
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current defensive scheme. If one were to visualize 
this in a manner that is easily understandable, one 
can think about their current home network. Most, 
if not all, current home networks employ a strictly 
defensive measure by using a combination of anti-
virus software, firewall software, or hardware, and 
an intrusion detection system. This strategy is simply 
waiting to be attacked and hoping that it can be 
adequately defended against. We can see this by 
taking a look at the United States’ modern army, 
air force, and naval strategies. Simply put having a 
purely defensive is not a good strategy.

• If one were to sit in a purely defensive strategy 
it would end up with many unblocked attacks. 
These attacks would end up impacting the critical 
infrastructure and anything after this point is just 
a costly manner. Not only does it cost money, but 
it leaves a lack of fear into other countries eyes. In 
today’s society, a country needs to show that they 
have some type of offensive power in order to defer 
attacks away from us. There needs to be some 
demonstration of power in order as a psychological 
line of defense to stop other countries from 
potentially attacking.

• One of the main problems with using a purely 
defensive plan is playing against a stacked deck. 
As stated before, the internet was not made with 
security as the main concern. As a result, the number 
of different ways to attack a given target are almost 
infinite. To put this in a clearer context, assume there 
are one thousand ways to attack a computer. You 
have blocked nine hundred and ninety nine of these 
methods, leaving only one potential attack method 
open. This is essentially just as bad as leaving all one 
thousand methods of attack open. It only takes one 
hole in the line of defenses to cause a chain reaction 
of the whole wall collapsing. Due to this, a purely 
defensive strategy is no longer an acceptable form of 
defense.

• The current methods of protection include using 
firewalls and IDSs, these methods protect against 
known attacks. The problem with this is not hard to 
see, but new methods of attack are constantly being 
made. This is due to hackers or attackers being clever 

and intelligent.

• There are many ways to manipulate access controls, 
firewall rules, and signature detection methods and 
attackers know this. There are many ways to get a 
result that will allow an attacker to infiltrate a system. 
As stated before, defending against every potential 
method of attack is a very hard and tasking process. 
An example of the cleverness of attacks is highlighted 
in the attack against the United Stated Pentagon in 
2008; see section below detailing the event.

• One of the growing problems with using a purely 
defensive measure is the sheer volume of attacks 
that occur. On average, the Department of Defense 
networks are probed approximately two hundred 
and fifty thousand times an hour. There are foreign 
intelligence organizations attempting to hack 
into U.S. computers, and terrorists are active on 
more than four thousand websites (Johnson “U.S. 
Strategic Command”). This is a numbers that is only 
going to grow as time goes on. There is a common 
misconception among civilians about these numbers 
though, they believe that each one of these attacks 
is due to one individual just continually poking at our 
networks. People fail to realize that their very own 
computer can be part of an attack. This is due to the 
concept of zombie computers, or botnets which were 
mentioned in the section called botnets.

• Once an attacker gains access to your computer he 
can then use your computer to attack his intended 
target or to gain more zombie computers. Due to this 
nature of attack the number of computers used for 
these attacks are growing rapidly with each event.

• The last type of defensive strategy is known 
as preemptive. As stated before, there is a need 
to defend the network perimeter via new and 
innovative processes and this is the current ideology 
behind it (Nakashima, “US Eyes Preemptive”). This 
will block malicious content before it even can reach 
the gateway of the network, which is like EINSTIN v 3 
and described in more detail below. This blockage of 
the content would occur by attacking the known data 
whether it be in route to the protected network or if 
it known to exist on a given network. There are many 
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limitations to this ideology though.

• The first problem comes from being costly. The 
higher the level of security the cost will have to rise 
as well. Most likely this will occur through the raising 
of taxes. This will be a hard tax bill to pass because 
of the lack of knowledge regarding cyber warfare. 
With the general public not knowing about cyber 
warfare, it will be substantially harder to pass a bill 
that supports increasing the budget for this project.

• Another big concern is the effect of international 
law. At the current moment, the international laws 
were not meant for cyber warfare and as a result 
this creates open interpretation of what is wrong 
and what is right. This will be further outlined in the 
pages to come. This brings up an ethical issue as well. 
If the NSA makes EINSTEIN v 3, is it ethical for them 
to collect and analyze all the data in the manner that 
they planned? This also will be discussed in greater 
details in the pages to come.

2008 attack against the United Stated 
Pentagon

This attack involved the use of an infected thumb 
drive. This thumb drive was inserted into a laptop 
and from there it began to siphon various classified 
files from the Pentagon’s network to the attacker’s 
foreign data servers (Gewirtz, “Inside Look”). The 
laptop was located at an offsite European facility. 
This attack went undetected for a long time and as 
a result this is deemed as one of the worst security 
breaches in American history. This attacked caused 
the Department of Defense to suspend the usage of 
USB drives. There is currently an implementation of 
this ruling that allows only the highest ranking officers 
to use USB drives, while everyone else is forced to 
use floppy disks. There are two important points that 
should be taken away from looking at this attack.
The first point is the highlighting of just how intelligent 
and how crafty attackers are. Up until the point of 
the attack no one really considered a USB drive as a 
dangerous attack method. Then when something of 
this caliber happens it ends up getting wide spread 
coverage. The point is there are going to be more and 

more new ways of attacking in the future. For example 
installing backdoors in CPU’s before they even come 
to the United States, and it is just impossible to guess 
what the rest of these new methods of attack will be.
The second point to note is where the attack took 
place. This attack took place in an offsite European 
facility. There are numerous gateways into parts of 
our critical infrastructure creating numerous targets 
of attack. Currently, this problem is being fixed, but in 
a slow manner. There is a need to lower the number 
of gateways of attack because it will allow simplified 
network monitoring. This will allow analysts to be able 
to monitor the traffic in real time and if a discrepancy 
is seen, they can take the correct measures to 
protect against a potential attack. Not only does 
this need to be fixed from an analyst’s perspective, 
but it the physical security of the gateways needs to 
be protected. These gateways range from nuclear 
missile silos, which are heavily guarded, to the 
office of a United States ambassador, which is not 
as secure as the nuclear silos. Less secure gateways 
due to physically unstable networks, poor network 
security, poor security policies, and more can lead 
to an easier method of access into the supposedly 
secure network.

Ideology shift

Due to all the inherent flaws in using a purely 
defensive strategy, there is a movement to shift to 
a preemptive defensive measure. The U.S. Cyber 
Command wants to employ defenses that can 
respond to attacks at network speed. Active defenses 
work by placing packet sniffers at the interface of a 
network and the open internet to detect and stop 
malicious code before it passes into our networks 
(Clarke, Knake, “Cyber War”). This means instead 
of waiting for an attack to commence there will be 
a proactive defense of the network perimeter by 
creating new and innovative processes. This blocking 
of malicious code is currently considered to be within 
the Pentagon’s authority, but it is hard to employ on 
private sector networks. A current real world example 
of this ideology shift is demonstrated in the EINSTEIN 
defense system.
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EINSTEIN Defense System

Currently all of the network gateways of government 
agencies are secured using EINSTEIN v 2.0. This is 
an advanced intrusion detention system. As stated 
before, an intrusion detection system is a purely 
defensive strategy and as a result it suffers from the 
same inherent flaws of a purely defensive strategy 
(Baldor, “US Works to Secure”). The solution to the 
problems with EINSTEIN v 2.0 was EINSTEIN v 3.0.

• With v 3.0 there is an ability of the system to 
automatically detect malicious network activity, 
creating alerts when it is triggered. Einstein 3 will 
also, “be able to read e-mail and other Internet 
traffic” (“Einstein 3”).

• Einstein 3 would not only sit inside of the protected 
network, but will also sit on the outside of the 
network. Since it sits outside of the network it is a 
preemptive measure of defensive. If it works as 
intended, it will sit outside of the gateway and block 
traffic, sit at the gateway to block what has gotten 
through, and then sit inside the network to try and 
sniff out if anything potentially got through.

• It will do so by providing Intrusion Prevention 
Systems or IPS, which has the ability to do full deep 
packet inspection and threat-based decision making 
on network traffic, according to the White House 
(Nakashima, “US Cyber Strategy”). This deep packet 
inspection combined with the threat-based decision 
making will allow the network to shut off or change 
control access rules in a network speed response 
time.

• EINSTEIN 3 suffers from all the problems of a 
preemptive defensive system, which was discussed 
earlier, and the specific problem of who should make 
this technology, the NSA or the private sector. The 
NSA does have supercomputing power which is a 
huge plus, but there are privacy concerns. With 
the ability to read e-mail and perform deep packet 
inspection, many people are screaming big brother. 
People do not believe the NSA should have this level 
of access to data. On the other hand, there are some 
private sector companies looking into this. While 

they do not have the same level of supercomputing, 
they claim that through various years of network 
analysis they have the means to be able to see an 
attack and shut it down before it can grow. Using 
the private sector companies would eliminate the 
worry of the government as big brother. Due to this 
debate, contract issues, legal issues, and many other 
reasons Einstein 3 is unfortunately years away from 
implementation.

International Treaties and Law- The Effect 
on Cyber War

Scott Borg, the director of the US Cyber Consequences 
Unit states, “we are in a world where governments 
have not decided yet whether the tools of cyber 
attacks are weapons,” and “we don’t really have any 
clear international understanding” (Schapp, 145).

• International treaties and laws play a large role in 
cyber war. It is important to note that currently there 
are no laws specifically governing cyber wars. This 
means that cyber war gets looked at by the same 
laws and treaties that regulate physical warfare, 
such as the United Nations and North Atlantic Treaty 
Organization.

• While the UN promotes peace, and prohibits use of 
force, it does allow for self defense in the event of an 
attack. Article 51 of the UN charter says if an attack is 
made on a member party then that member has the 
right to self defense, either individually or collectively 
with the other members of the UN (“Charter of the 
United Nations”, art 51).

• In the 2007 attacks on Estonia, they notified the 
authorities of the attacks on their websites. NATO 
responded by saying that “cyber attacks are not a 
clear military action,” so the collective self defense 
rule was not applied in this situation. After NATO 
visited Estonia however, the attacks stopped (Schapp, 
144).

• This is one major issue with using the treaties 
already in place because there are no definitions that 
include cyber war or cyber attack. Cyber attack does 
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not fit nicely into this category because it does not 
generally result in physical harm.

• This leads to another issue with using these treaties, 
the attribution of cyber attack is much harder to 
determine than that of a physical attack. In the case 
of Estonia, they blamed Russia for the attacks, but 
since there was no clear evidence of this, these 
attacks do not prove a use of force. This type of cyber 
attack will usually get attributed to cyber terrorism, 
but really it is an event of cyber war because the 
definition of cyber war includes the idea of one nation 
intentionally disrupting another nation’s networks 
and computers (Clarke, Knake “Cyber War”).

• The law of war, or law of armed conflict is another 
way that war is viewed internationally, and this 
was discussed in the Geneva Conventions, and the 
Additional Protocols to the Geneva Conventions, as 
well as the Hague Conventions (Schapp, 149).

• There are six categories to the laws of war which 
are: military necessity, distinction, proportionality, 
unnecessary suffering, perfidy, and neutrality. Cyber 
war can be fit into all of these categories, but it is not 
made specifically for cyber war.

• One that is important when conducting cyber 
war, as well as land war, is distinction. This is where 
civilians are not allowed to be the object of attack 
(Additional Protocol II, art. 13). In cyber war, it is 
sometimes harder to distinguish what will harm 
civilians, but it means that government networks 
should be fair game.

• Unnecessary suffering is another important part of 
the law of war, and generally one that cyber war can 
follow. In a cyber war, the physical harm is usually 
less due to the nature of the attacks, which makes 
using it a benefit not only to the country attacking 
but to the country defending as well. Also, the issue 
of neutrality is a problem in cyber war because states 
that declare themselves neutral could be involved in 
an attack indirectly, such as the way in 2008 when 
the United States was used when Georgia decided 
to relocate their important websites after being 
attacked, making it hard to judge if they were involved 

in the attack or not (Korns, Kastenberg, 60).

• There are many other laws that can be viewed as 
affecting cyber war such as: The International Outer 
Space Law, The International Telecommunications 
Law, The International Aviation Law, as well as many 
more. In the end, none of these laws directly mention 
cyber war, but it is now finally getting noticed. 
For example, in 2010, the US Air Force published 
a doctrine on operation in cyberspace (Stoltz). 
This is just one very small part of the international 
community, and it is thought that in the near future 
the UN might begin to include cyber war in their 
doctrine.

Can the results of world history be a lesson 
for the development of a cyber warfare 
strategy?

In all of the described cases in this paper, the current 
method of defense was a purely defensive strategy. 
The countries were not preemptively defending their 
networks, and as a result one vulnerability lead to the 
exploitation of the whole network. There needs to be 
a movement towards preemptive defense networks, 
but there are many issues that need to be fixed 
before this can occur. There needs to be declaratory 
policies put into place that will show attackers how 
society will view aggressive cyber attacks. In order 
for these preemptive measures to be implemented, 
there needs to be a discussion of the legal issues of 
cyber war. Ideally this would occur in an international 
format, much similar to NATO. While this meeting 
would not have every country in it, there would be a 
high enough number of representatives so that it is 
viewed as the global policy for cyber warfare. Without 
the clarifications of cyber war laws, there is almost 
a fear instilled in the countries considering acting 
preemptively. No one wants to use this, because 
no one is completely sure of how the other nations 
will view this act. Will there be a chain reaction of 
other preemptive measures that ultimately lead 
to a cyber war? At this point no one really knows. 
Cyber warfare is essentially a game with the rules 
missing. The players loosely know how to play the 
game, but are not aware of the specifics. No one 
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wants to cheat the game, much like no one wants to 
break international law. Until this meeting of nations 
occurs, the development of cyber warfare defensive 
strategy will be a slowed and un- innovative process.

The Morality of Cyber War

After looking at how international laws and treaties 
govern cyber war, an issue of ethics is brought up. 
There are many different thoughts about whether or 
not cyber war is in fact ethical.

• One of the first major issues is that some do not 
believe that a cyber weapon is really a weapon at 
all, and in fact some do not believe cyber war really 
exists (Owens, Dam, Lin 240) because it does not 
directly cause physical harm.

• A weapon is defined as, “a tool that has utility in 
causing bodily harm or death to a human being or 
in damaging or destroying property” (Bayles, 9). 
While cyber weapons do not directly cause harm 
or destruction and they are actually nonlethal, the 
collateral damage is what becomes unethical. For 
example, if an attacker turns off the electric grid in 
a country, and there is a physical war occurring, the 
many wounded soldiers in the hospital could die as 
a result of this attack. While the cyber attack itself 
did not harm these soldiers, the collateral damage 
is consequence. This example proves that cyber 
weapons are hard to use on a specific target and 
also it is hard to determine what affect they have 
(Janczewski, 105).

• This leads into another ethical issue with cyber 
war, discrimination which was part of the law of war. 
Performing a cyber attack on an enemy’s military 
network is considered ethical because combatants 
are legal targets. If in the process, a civilian network 
is targeted, this is not legal and could result in civilian 
suffering (Bayles, 7).

• Another part of the law of war is proportionality and 
it means that the level and extent of force may affect 
not only the legal military targets but the civilians as 
well. So the example given before about turning the 

power off in a country would end up causing civilian 
suffering making it not discriminate, but in certain 
cases the military gain from this would outweigh the 
civilian suffering making it in fact proportional. 

• On the other hand, if the financial network of a 
country is targeted, this could cause severe civilian 
suffering which would make it not discriminate. Most 
economies are now tied together in a global economy, 
so attacking the economy of a major country could 
harm more than just the civilians of that country 
which would make it not proportional.

• On the outside, cyber war appears ethical, but 
when looking deeper into the effects it has shown 
that this is not always the case.

• To help show the ethical implications of cyber war, 
it is easier to use an event that has already occurred. 
The 2009 cyber attack on the United States and South 
Korea, which was explained in detail earlier, is an 
interesting act of war to look into. In this attack, many 
different types of websites were attacked ranging 
from government websites, financial websites, and 
even the Washington Post (Clarke, Knake “Cyber 
War”). While attacking the government websites 
may be considered legal, the attack on the financial 
websites as well as news websites is not legal. There 
is no discrimination between the combatants and 
noncombatants in this particular event. Also, this 
event had no clear military objective, making it 
unethical right from the beginning according to the 
law of war. If there had been an objective, then 
proportionality would have played a larger role, 
making the gain of taking down these websites 
greater than the suffering of the civilians affected by 
it. However, since this is not the case, the collateral 
damage was extensive for the United States as well as 
South Korea (“July 2009 Cyber Attacks”). The United 
States lost money by trying to fix these issues and 
bring their websites back online, as well as loss by 
trying to decide how to protect against these attacks 
in the future, and the financial websites lost profits 
from possible customers. All of this had an effect 
on the civilians as well as the government, making 
this event unethical. In the end, North Korea was 
blamed for the attacks, but attribution is hard to do. 
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The attacks came from a Korean-based language 
browser, which is why North Korea was blamed, but 
the malicious code was found on computers in 16 
countries (“July 2009 Cyber Attacks”).

• This leaves some unanswered questions, such as 
how can you decide who to blame in the event of 
a cyber war? Is it ethical for a country to hide the 
source of their attacks, making it harder to find 
them? Finally, is cyber war a more ethical type of war 
overall? This question will remain unanswered until 
more is known about cyber war, and until more is 
done to control it. In the case of this cyber war, and 
the current laws in place, this event is not ethical.

Cyber Crime, Cyber Terrorism, and Cyber 
War

While it is difficult to draw a line in the sand between 
cyber crime, cyber terrorism, and cyber war it there 
is in fact a difference between all of them. There 
are many definitions for each of these, and they 
are all overlapped in some way. As stated before, 
cyber war is one country disrupting or taking down 
another country’s networks (Clarke, Knake “Cyber 
War”). Cyber crime on the other hand, is more of an 
exploit of systems for a monetary gain. The crossover 
between cyber crime and cyber war is that some 
of the same techniques are employed in both. For 
example, botnets are used in cyber crime when they 
are used for monetary gain. While when they are used 
in cyber war, such as in the 2009 attacks on South 
Korea and the US, they are sometimes combined 
with DDoS attacks and used on a large scale to take 
down websites throughout both countries, but there 
was no gain of money. Cyber terrorism is different 
from cyber war in that usually this comes from 
specific groups not controlled by the government. It 
is cyber war when a government is doing the attacks, 
and it is cyber terrorism when it is done by a specific 
group of people with a political objective. Such as 
the Islamic terrorist groups which use their cyber 
capabilities to conduct propaganda, requirements, 
training, and more (“Examining Cyber Capabilities”). 
In the end, all of three of these are interconnected. 
Based on research this is what is believed to be the 

difference, but really the lines are blurred. Hopefully 
in the future, these will be more definitive, making 
them easier to defend against.

In the Event of a Cyber War, What Would 
Really Happen?

Cyber war events can range from small attacks, such 
as the 2008 take down of the President of Georgia’s 
website all the way to big attacks, which we have not 
yet seen happen. The ability to cause harm by using 
cyber attacks is there, and there is the possibility 
for lots of harm to come from this. According to 
some extreme examples, the capability to take 
down the electric grids in the United States, would 
be just a few clicks of the mouse (Clarke, Knake 
“Cyber War), but even small attacks cause trouble. 
Communication plays a large part between different 
parts of the government, different countries, and 
between the government and civilians. This is one 
piece that can be disrupted in the event of a cyber 
war, and it can cause major confusion. If government 
agencies can’t talk between themselves, then 
they can’t decide on what actions to take, and if 
they can’t communicate with the public then they 
cannot let them know what is happening. Another 
issue is information being stolen and spying, and 
it is known that this is already happening. China, 
Russia, and North Korea are just some of the big 
players when it comes to stealing data and spying, 
as well as being leaders in cyber war itself. (Schapp, 
“Cyber Warfare Operations”). The real issue is that 
the critical infrastructures of countries are the most 
susceptible in the event of cyber war, and this greatly 
affects civilians. Parts of the critical infrastructure 
such as: financial industries, power and electric, and 
transportation could be taken down leaving civilians 
stranded, without access to money, and in the dark. 
Cyber war has not happened on this scale yet, but 
it important to know that it is fact a possibility. The 
US in particular, is extremely vulnerable in this area 
because of our dependence on cyber controlled 
systems, other countries, such as China, have already 
started designing a backup plan in case these events 
occur (Honegger, “Counterterrorism”) (Clarke, Knake 
“Cyber War”). The problem with trying to secure 
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these critical infrastructure systems is that most of 
them are controlled by private sector companies, 
approximately eighty-five percent, and the US 
government does not have any authority over them 
(Baldor, “Secure Zone”). For now, if there was a cyber 
war, the US as well as many other countries would 
have a hard time recovering and retaliating, which 
has been seen in many of the previous incidents of 
cyber war such as in Estonia.

Conclusion

Overall, cyber war is a large, growing topic because it 
is relatively new, making it hard to draw the line on 
what it really involves. Cyber war is possible because 
of a few major reasons. First, when the internet 
was designed, security was not in mind initially. 
The only reason for designing the internet was to 
improve communications across the world, and 
making it open and fast. This was the original plan, 
but now it can be seen that the design is working 
against countries when it comes to cyber war. This 
openness of the internet is part of why cyber war 
is actually happening. Another reason why cyber 
war is happening is because of the dependence 
of countries on cyber controlled systems, such as 
the power grids, financial networks, and more. As 
discussed earlier, the United States is one of biggest 
potential targets of cyber war because of the fact that 
they are dependent on cyber systems. Plus, “ninety-
eight percent of all U.S. government communications 
travel over civilian-owned-and-operated networks” 
(Jensen, “Cyber Warfare”). This means that since the 
US government really has no right to control privately 
owned networks, most of these go undefended. There 
have not been enough defensive strategies or laws 
put into place to protect these parts of our critical 
infrastructure. The US government is spending too 
much time on offensive strategies instead of trying 
to protect their important assets. EINSTEIN is an 
example of where the US government is trying to do 
something to protect the critical infrastructure, but 
it has not been implemented yet. Lastly, without a 
clear definition of what cyber war is, there is no way 
to completely defend against these types of attacks 
or create laws to regulate them. Which brings up the 

ethical question of should cyber war be used? Most 
may believe this is a better chance at not doing as 
much physical damage, but the amount of collateral 
damage can be just as hurtful. Also the civilians do not 
know about cyber war, and it has not been a large topic 
until the recent emergence of WikiLeaks being in the 
news. Recently, WikiLeaks released a document from 
the US that described everything they considered to 
be part of the critical infrastructure. Now, anyone 
can access that information, so this needs to be 
protected to stop cyber attacks on these important 
assets. Civilians should know about cyber war and 
do as much as possible to protect themselves from 
being affected by using firewalls, encryption, etc. It 
will not always be possible to be safe considering 
these methods will not protect against the power 
turning off or the financial websites being taken 
down. It is Cyber war is a growing concern for all, but 
it is hard to decide where to take action due to the 
fact that most of cyber war is left to the unknown. No 
one really knows when the next event will happen, 
and no country is completely prepared to deal with 
it. David Gewirtz said it best when he said, “When it 
comes to a future cyberwar, the issue is no longer if 
it’ll happen. Instead the concern is when it’ll happen, 
how bad it’ll be, and how many attacks we’ll have to 
wishstand” (Gewirtz, “The Coming Cyberwar”).
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Appendix A- Chart Detailing Events in Cyber War History

Event Type Motive Targets Method Effects

Iraq 
2003

Part of physical 
war

Facilitate 
Conventional 
attack

Military and 
defense 
networks

Hacking
Successful conventional 
attack

Estonia 
2007

Stand Alone
Blocking 
national 
websites

Financial 
websites, news 
media, and 
government 
services

DDoS

Disabled servers of 
telephone networks, 
credit cards, and 
national banks

South 
Korea 
2009

Stand Alone
Act of 
disruption

Public and 
private sector

DDoS attack by 
zombies in a 
botnet

Government, banks, and 
internet security sites

United 
States 
2009

Stand
Alone

Act of 
disruption

Public and 
private sector

DDoS attack by 
zombies in a 
botnet

Federal trade 
commission, 
department of 
transport, and NASDAQ
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Introduction to Card Payments

Cards are one of the most diverse payment 
instruments in financial market today. There is a 
steady growth in number of card users. Volume of 
card transaction has been growing consistently for 
the last twenty years. In particular, growth has been 
driven by debit cards; in some markets at the expense 
of credit cards.

Introduction of more-specialized and innovative 
instruments, such as cards linked to consumer-
directed healthcare accounts, are gaining the 
attention of more and more financial institutions and 
their clients. Today cards are just not about plastic 
but more about efficiency, data, control and ultimate 
savings.

The importance of cards within banks’ payment 
product portfolio is well documented. The 
Capgemini’s World Payments 2010 report highlighted 
the importance of payments for banks by reporting 
that cards remain the preferred non-cash payment 
instrument, accounting for more than 40% of 
payments in most markets and above 58% globally. 
“Debit card transactions continue to take market 
share from other types of payment methods because 
they easily allow people to bypass the use of cash,” 
says Kevin Brown, global head, transaction services 
product, international banking, RBS (World Payment 
Report 2012)

World Non Cash Markets and Trends
(*Source: World Payment Report 2012)
Cards (debit cards and credit cards) are still the biggest 
driver of non-cash payments volumes globally.

Cards accounted for 55.8% of all non-cash payments 
in 2010, up from 53.4% in 2009 and 35.3% in 2001. 
Debit cards alone accounted for more than one 
in three of all payments, partly as the use of cards 
for smaller-ticket transactions becomes more 
widespread.

The aggregate use of cheques continued to decline 
(down 6.7% in 2010), while the outright volume 
of credit transfers and direct debit transactions 
continued to increase in 2010, though the relative 
usage of these instruments is gradually declining 
compared to cards. Please refer to below figures 1.0 
& 1.1

Fig 1.0 – Comparison of Non Cash Transactions
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Fig 1.1 – Trends in Payment Instruments

Non Cash Payment Trends in Europe

(*Source: European Central Bank’s Press Release)
Card payments accounted for 39% of all transactions, while credit transfers accounted for 28% and direct 
debits for 25%.

Please refer to figure 1.2. The number of card transactions rose by 6.7% to 33.9 billion, with a total value of € 
1.8 trillion. This corresponds to an average value of around € 52 per card transaction. The below chart shows 
the use of the main payment instruments from 2000 to 2010 in Europe

Fig 1.2 – Non Cash Trends in Europe
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Card Payment Statistics in India
(*Source: http://www.rbi.org.in/scripts/BS_ViewBulletin - Date of Publish: Feb 11, 2013)
Please refer to below table 1.0 for understanding the card payment statistics in India

Volume (Million) Volume (Million)
2011-12 2012 2011-12 2012

Oct. Nov. Dec. Oct. Nov. Dec.
Cards 5731.59 543.54 533.47 553.46 15510.78 1594.08 1636.4 1642.9
Credit Cards 322.15 35.84 34.2 36.32 978.73 109.93 112.12 112.56
Usage at 
ATMs

1.84 0.26 0.21 0.22 10.64 1.28 1.21 1.24

Usage at 
POS

319.96 35.58 34 36.1 966.14 108.64 110.91 111.32

Debit Cards 5409.45 507.7 499.27 517.14 14532.04 1484.15 1524.28 1530.34
Usage at 
ATMs

5081.91 467.81 452.15 473.75 13997.73 1416.36 1452.07 1461.25

Usage at 
POS

327.52 39.89 47.12 43.39 534.33 67.79 72.2 69.09

Prepaid 
Payment 
Inst (PPIs)

30.6 5.7 6.18 7.18 62.01 7.22 8.23 8.18

Number of 
ATMs (in 
actuals)

95686 102542 103968 105784 - - - -

Number 
of POS (in 
actuals)

660920 764674 784642 799702 - - -

Table 1.0 – Payment System Indicators

Thus, overall the future for cards seems bright. It is the fastest growing product in the payments business the 
area that drives enormous revenues

Major advantages of accepting payments via cards to the merchants

• Customer prefer non cash payments - People expect non cash payments by credit or debit card

• Encouraging impulse purchases – Since the customer doesn’t need to have cash he is encouraged to do 
impulse purchases and thus there is possibility of increase in revenue of the store

• Avoiding lost sales - If a customer leaves without cash they may not return

• Reaching a wider customer base - Payment can now be accepted via  phones, mails and online from 
customers thus being able to reach wide customer base

• Better Cash Flow – Clearing and settlement of card payments happens faster than cheques, although 



40 The Exponent Group of Journals For Information Technology, Volume 1, Number 3, June- Aug 2013

this depends on the arrangement one has with the 
merchant account.  Funds can take up to four working 
days to reach a business bank account
• More security – High security since it is required to 
handle less cash on business site 

• Operational Ease – Reconciliation become easier 
due to regular statement of card transactions is 
easier leading to operational ease and convenience

• Global Usage - Cards can be used anywhere around 
the globe leading to ease of use internationally. Also, 
conversions of currency are handled automatically 
in case of cards. Due to the global usage made easy 
card payments have become a very important mode 
of payment or tourist-sector businesses or those who 
frequently travel overseas

• Quicker Payment – Accepting cards ensure quicker 
payments through the POS (Point of Sale) as they are 
processed via card associations for faster deposits of 
funds to the business account of merchants

• Simplified end-of-day processing – All the 
transaction in a day are stored in point-of-sale 
terminal which are batched together at business end 
of day for further processing

Information Technology Driving the Card 
Payments Business

Information Technology today has become an integral 
part of almost all areas of business and industries. A 
business environment cannot be imagined without 
software systems, website, customer databases, 
payroll systems and other important areas. 
Technology has become increasingly significant and 
plays a vital role for organizations to use in acquiring 
a competitive advantage.

Information Technology has been leveraged to 
enhance efficient processing of card payments as well. 
Card industry has harnessed the benefits of advances 
in information technology leading to continuous 
innovation and growth in this field. The adaptation of 
card payments over internet has enabled heavy use 

of variety of cards across the globe. New channels of 
delivery enabled by technology like mobiles, internet 
have resulted in significant gain in momentum and 
popularity in usage of cards

The use of electronic/online mode of card payments 
for purchase of goods and services and making 
payments to public utility companies is becoming 
increasingly popular. This involves intermediaries like 
aggregators and payment gateway service providers 
handling customer funds.

Harnessing Information Technology in 
Innovating Variety of Cards

Card Payments industry has now become more 
efficient in processing and marketing. It’s still a very 
competitive space. There’s a huge amount of room 
for card products to grow, such as the healthcare 
area. While Credit Cards and Debit Cards are highly 
popular, specialized cards like Gift Cards, Payroll 
Cards, Virtual Cards, Prepaid Cards, and Contactless 
Cards are also being explored and gaining attention 
in the market thanks to advance technologies

Credit Card - Issued to card holders which allows 
them to pay for goods and services. The issuer of the 
card creates a revolving account and provides credit 
limit to the card holder from which the he can borrow 
money for payment to a merchant.

Corporate Credit Card - Corporate Credit Card 
gives the best expense management solution to 
corporates with global acceptance and customized 
solutions. These cards are issued after assessing the 
credit worthiness of the corporate. The corporates 
defines the limit on individual cards. The corporate 
bears the liability for the entire outstanding amount 
on the cards. The payment is made directly to the 
bank once a month instead of multiple payments to 
individual employees/suppliers. Exposure risk of the 
Corporate is mitigated by the fact that the card is a 
charge card wherein the full payment is to be made 
at the end of each month with no revolve allowed on 
the outstanding.
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Debit Card - Also known as a bank card or check 
card provides the card holder electronic access to 
his or her account(s) at a bank or financial institution 
allowing the card holder to withdraw funds from a 
his designated bank account.

Gift Cards – Gift cards are stored value card which 
are closed loop wherein they have a specific amount 
programmed into them. People who want to get a 
gift for someone might consider a gift card. It looks 
more like a credit card, with a magnetic strip on the 
back that logs the amount of money that the card 
holds.

Payroll Cards – This is also a stored value card 
offered by some companies to their employees as 
an alternative to payroll cheques or direct deposit. 
Funds and data are metaphorically ‘physically’ stored 
on the card, in the form of binary-coded data. Payroll 
cards are similar to debit cards and can be used to 
make purchases or withdraw cash at ATMs. Pay roll 
card or disbursement card is generally used by the 
corporate customers/large firms to give to their 
employees who go on tour for payment of incentives 
to staff, wages to workers etc. 

Stored Value Open Loop Cards – These stored value 
cards are initially programmed with a specific amount 
but then can be reloaded with cash and used again 
unlike closed loop stored value cards. Hence open 
looped.

Virtual Cards - The idea of card payments beyond a 
card is already gaining importance in card industry. 
This is not plastic card but a digital number that 
rides the Visa and MasterCard settlement rails to 
bring efficiency to central processing and purchasing 
operations. Virtual account number generated 
remains inactive until the client tells the bank it 
wishes to perform a transaction worth a specific 
amount.

Prepaid Cards – In prepaid cards, money is on deposit 
with the issuer similar to a debit card. Prepaid debit 
cards are usually issued in the name of an individual 
account holders, while stored value cards are usually 
anonymous which are not issued in name of a specific 

individual. The data is maintained on computers 
affiliated with the card issuer. The value associated 
with the card can be accessed using a magnetic stripe 
embedded in the card, on which the card number is 
encoded; using radio-frequency identification (RFID); 
or by entering a code number, printed on the card, 
into a telephone or other numeric keypad.

Decoupled Debit Cards – It is a single card to process 
both debit and credit transactions. It will aggregate 
points from either type of transaction. ACH network 
is used to process debit transactions and the Card 
Association (Visa, Master Card, etc.) network is used 
for processing credit transactions

Contactless Cards – Contactless Cards use Near Field 
Communications (NFC) technology wherein the user 
just has to wave the card before a reader to make 
a payment. It’s the fast and easy way to pay and as 
secure as chip and PIN. Near field communication 
(NFC) is a set of standards for devices to establish 
radio communication with each other by touching 
them together or bringing them into close proximity, 
usually no more than a few centimeters. Barclay’s 
have already launched Contactless Card in the market 
which needs to be held within 4cm of the contactless 
reader to make a payment, and the light goes green 
to confirm that the payment has been approved.

Purchasing through cards is the most efficient way 
for buyers and sellers to transact business today. And 
with a bright future ahead, there is still a huge scope 
of innovation in card payments with more and more 
variety of cards to be launched in the market

Online/Electronic Processing of a Card 
Payment

A typical card payment process involves below 
entities:

Cardholder: The owner of the card used to make a 
purchase

Merchant: The business entity who accepts credit/
debit card payments for products or services sold to 
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the cardholder

Acquirer: The bank or financial institution or other 
organization that provides card processing services 
to the merchant

Card Association: A network such as VISA®, 
MasterCard®, American Express® or Discover® that 
acts as a gateway between the acquirer and issuer 
for authorizing and funding transactions

Issuer: The bank or financial institution or other 
organization that issues the credit/debit card to the 
cardholder

The flow of information and money between these 
parties (always through the card associations) is 
formally known as the interchange, and it consists of 
the following few steps (Please refer to figure 1.3 for 
the process flow) :

Fig 1.3 – Card Payment Processing

1. Authorization - The cardholder shall make purchase 
and then pay by swiping the card on the reader. The 
merchant shall then submit the transaction to the 
acquirer. The acquirer shall verify whether the card 
number, expiry date, transaction amount are valid 
and then the transaction is processed. 
Please find below step by step process flow of a 
typical credit card

1. The cardholder places an order for goods and 
services from the merchant and swipes the card on 

a card reader

2. The authorization request to first send to the 
acquirer or payment processor

3. The acquirer will then send the authorization 
request to the credit card association. The 
authorization request includes: 

o Credit Card Number
o Expiry Date of the Card
o Billing Address (used for AVS (Address 
Verification System) validation)
o the CVV (Card Verification Value) number
o Amount of the Order

The Credit Card Association sends the request to the 
Issuer which performs below checks

o validates the Card Number and Expiry Date 
o checks the amount of the order against the 
available credit 
o checks the billing address provided against 
the billing address on file 
o validates the CVV number

If approved, the amount of the order is reserved 
from the total of available credit for the cardholder.

4. The Issuer shall send the authorization response 
back to acquirer via Card Association. The 
authorization response consists of either an approval 
along with Address Verification System (AVS) and 
Card Verification Value (CVV) response codes or a 
decline. 

5. The approved authorization is stored on secure 
servers for batching purpose by the merchant which 
is normally done at end of business day

6. Depending on the state of the authorization, the 
cardholder receives confirmation of the order: 

o If declined, the cardholder told to pay using 
some different payment mode
o If the authorization is approved by the Issuer 
and Credit Card Association then the cardholder 
confirmation of order

2. Batching – Authorized transactions are stored in 
a batch. Merchant shall send them to acquirer by 
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batching them out in order to receive payment from 
the issuer. Merchant shall batch out the transactions 
normally at the end of his business day
3. Clearing and Settlement - The acquirer sends the 
transactions in the batch through the card association 
to the issuer. The issuers are debited for payment 
and the acquirer is credited. Thus, the issuers 
make the payment to the acquirer for the batch of 
transactions. Let’s see the clearing and settlement 
processes in detail

a. Clearing:
During the process of clearing, the acquirer shall 
provide accurate information of issuer.  There 
is no transfer or exchange of funds during the 
process of clearing.  Only data is exchanged during 
clearing with no money exchange.  The acquirer 
provides data which is required to identify the 
cardholder’s account and provide the amount 
of the purchase.  When the issuer gets this data, 
the issuing bank shall post the amount of the 
purchase by cardholder as a draw against the 
cardholder’s available credit and then prepares to 
send payment to the acquirer.

b. Settlement:
The next process after clearing is the settlement 
where the funds are actually transferred.  The 
issuer provides the information of funds which 
are transferred from its account to the acquirer’s 
account. The settlement of funds takes place 
between issuers and acquirers through accounts 
with intermediary banks.  Payments are made 
usually through the Automated Clearing House 
of the nation which is an electronic funds transfer 
system.

4. Funding - Once the acquirer accounts gets the 
payment funds, it shall credit the merchant account 
with discounted amount. The merchant’s account is 
credited with funds equal to the transaction amount 
minus the discount rate. The discount is nothing but 
the fee of the acquirer for processing the transaction. 
Acquirer can also charge miscellaneous fees for the 
processing of transaction.

The entire process - from authorization to funding - 

usually takes about 3 days. However, Merchant Card 
Processing from Bank Associates Merchant Services 
takes just 12 hours. 
Major Disadvantages of accepting payments via 
cards

• Accepting payments via cards involve costs like 
transaction fees and charges

• A separate agreement is required to be signed with 
card company to accept and process major charges
  
• Frauds in card industry are rising alarmingly

• The fraudsters are using more complex and more 
innovative ways. An illegally acquired existing card 
can be tampered by erasing the metallic strip with 
a powerful electro-magnet. A fraudster can create a 
fake card from scratch using sophisticated machines. 
Most cases of counterfeit fraud involve skimming, 
a process where genuine data on a card’s magnetic 
stripe is electronically copied onto another. White 
plastic can be created which is a card-size piece of 
plastic of any color and legitimate magnetic stripe 
data can be encoded for illegal transactions. Site 
cloning is another way of fraud where the entire site 
is cloned or just the pages from which customers 
place their purchase orders online.

• Banks have to borne cost for both card fraud and 
fighting fraud. The anti-fraud measures require 
acquirers and issuers to ensure secure storage of 
sensitive data. This is a major cost to the card payment 
industry. The financial crisis and the necessity to 
restructure balance sheets have forced all banks to 
focus on the bottom line – including the costs of 
payment systems

• There are more touch points in the card payment 
transaction process like acquirers, card association 
and at each one point there exists potential risk

• Criminals are today doing wholesale stealing of data 
which is causing issues for the payment card industry

• In cards payment industry, the regulatory initiatives 
are paying more attention on cost. The main threat 



44 The Exponent Group of Journals For Information Technology, Volume 1, Number 3, June- Aug 2013

has been the pressures placed by regulators on 
interchange charges/fees

•  Banks over the years have developed more 
complex systems through internal development 
or through purchase of vendor systems. There are 
separate systems in banks to process transactions 
from various payment modes. Card payments are 
processed on different systems. With these factors 
in place, banks are finding it expensive and difficult 
to manage so many payment systems. Thus coupled 
with the cost and revenue pressures due to the 
complexity of banks current systems has caused 
banks to turn their attention at payment service hubs 
as a potential solution

Payment Services Hub for processing Card 
Payments

Cards remain the driver of growth in payments 
industry and banks just cannot ignore cards from 
their overall strategy for gaining hold in world of 
payments. 
Normally within a bank a card payment system is 
a separate system itself. Due to this banks have to 
create separate infrastructure to process payments 
via credit, debit and prepaid cards. It has led to 
the maintenance of domestic and international 
infrastructures for processing of the card payment 
transactions.
Older systems were often massive applications 
and were not designed to share data with other 
applications. There was no concept of reusing 
services. Integration is often performed by loosely 
connecting the systems on an ad-hoc basis. Moreover 
due to mergers and acquisitions there is a possibility 
of denser mixture of technologies and integration 
methodology. The multitude of systems and 
connections has led to highly complex architecture 
where multiple origination and acquisition channels 
connect to multiple transaction systems 
Bank’s card payment system is required to be 
processed on a hub which is altogether a different 
approach to simplify complex. In a payment hub, 
common services are shared and obtained under a 
shared architecture. Such kind of a hub is capable 

of existing along with bank’s old systems and other 
value-added system. The payments services hub is 
the heart of all the payments at the bank for any 
type of payment mode be it Card Payments or RTGS 
or NEFT etc. 

A card payment processing involves authentication 
and associated security services, routing, 
authorization and clearing. Authentication is an 
excellent example of a function in card payment 
processing that share many characteristics with 
other payment products also. Authentication can 
definitely be shared across different payment 
products of the bank and hence can be considered 
in a payment service hub deployment. It is a good 
solution wherein authentication service is provided 
by the hub than from card application. Please refer to 
the figure 1.4 for the payment services hub with all 
common services being utilized in various payment 
modes

Fig 1.4 – Payment Services Hub

Users can initiate channel through card payment 
channel and the payment request is sent to the 
payment services hub for processing the Service 
Integrator. Processor utilizes the required services 
and processes the transaction as per product 
workflow (life cycle). Transactions are then routed 
to the intermediary bank for clearing and settlement 
through the Transaction Gateway. Payment Services 
Hub comprises of various common component 
services which can be used for processing payment 
transactions received from various channels like 
Cards, RTGS, NEFT etc.
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To summarize, with non-cash payment volumes 
growing globally, greater efficiency and visibility is 
demanded from both bank and customer. Consumer 
and merchant acceptance of payment cards has been 
phenomenal. Hundreds of millions of cardholders 
make billions of transactions worth trillions each 
year. And still there is a huge scope of innovation in 
technology in the card industry. Through the use of 
new as well as established technologies there still 
are uncharted paths to be discovered in the card 
business.
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In this era of computerization, the computer has 
become a backbone of almost all human activities. The 
applications thus designed to meet the growing user 
needs tend to consume a huge amount of computing 
resources. This calls for need of high performance 
computing on the side of service provider. The 
technology is fast-progressing with more powerful 
computing machines becoming available day-by-
day. But not all of them could be adopted for use 
due to cost constraints. In these times of economic 
slowdown, new management trends like the ‘Jugaad’ 
are evolving, where everyone wants the best from 
the waste. One such method can be to pool the old 
computing units to function as one single unit which 
can be used for high performance computing. This 
architecture is called Cluster computing.

In the past decade, parallel supercomputers have been 
conventionally used for high-performance computing. 
However, their acceptance is declining. Some 
reasons for this decline are parallel supercomputers 
incur higher principal and operational costs, they are 
difficult to program (the parallel processing paradox), 
and in most cases difficult to upgrade without 
replacing the entire system.

At the same time, the commodity hardware that 
is mostly used in personal computers is becoming 
cheaper, evolving more rapidly, and is easily 
becoming available everywhere in the world. Since 
they are widely used, a huge number of applications 
are being developed for them for e.g. the image 
rendering applications. But when these applications 
are to be used on a production scale like film making 
they necessitate the use of more computing. A very 
good solution to this cluster computing.

Greg Pfister, in his book In Search of Clusters, defines 
a cluster as “a type of parallel or distributed system 
that: consists of a collection of interconnected whole 
computers, and is used as a single, unified computing 
resource”. Unlike Cloud computing where multiple 
Virtual Machines (VMs) run on individual nodes, 
here in clustering multiple nodes function as a single 
computing resource. In cloud computing the main 
aim of the system is to provide services, whether 
they are Infrastructure, Platform or Software. These 
services are provided over internet by a service 
provider. In contrast, clusters are implemented for 
private usage and may be considered as a private 
cloud. Moreover, clusters may not necessarily expose 
their management capabilities as a service over the 
Internet in contrast to modern day cloud computing 
platforms.

Different types of clusters are available like the High 
availability (HA-Clusters), the load balancing clusters 
and the High Performance Computing Clusters. You 
can opt for high availability clusters if you have an 
application that needs to be available all the time, 
like for e.g. the police department website of a city 
or your own stock market application. In these types 
of clusters there is a primary server which usually 
receives all the requests and is connected to the 
secondary server. This server keeps monitoring the 
primary server and as soon as the primary server 
fails, the secondary server takes over. Hence, we get 
an uninterrupted service due to HA-Clusters.

The Load balancing Clusters, although somewhat 
similar to HA-Clusters have one major difference. In 
Load Balancing Clusters the incoming requests are 
handled by a load balancer which distributes these 



47The Exponent Group of Journals For Information Technology, Volume 1, Number 3, June- Aug 2013

requests on different nodes under it. It uses algorithms 
like the Round-Robin, Least Connection, Weighted 
Least Connection to distribute the requests between 
different nodes. These clusters can be used if you 
are having an application where you may expect a 
sudden load of requests, like for e.g. a website which 
displays results of exams or any intranet service that 
expects huge number of logins at a time.

The High Performance Compute Clusters (HPCC) are 
used where large number of processing power is 
required. You can opt for these if you have application 
that requires extracting data from a huge database, 
rendering very-high resolution images, scientific 
calculations. Beowulf Clusters are HPCCs which are 
implemented using Commodity of-the-shelf (COTS) 
Computers like desktop PCs. One major application 
of Beowulf clusters can be to form several clusters of 
a few machines to use them as compute nodes in a 
cloud computing environment.

Beowulf Cluster Architecture

Architecture of a Beowulf Cluster is shown below 
(Source [4]). The key components of a cluster 
include, multiple standalone computers (PCs, 
Workstations, or SMPs), an operating systems (OS), 
a high performance interconnect, communication 
software, middleware, and applications.

Interconnection technologies

The Interconnection technologies may be categorized 

into four types based on whether the connection 
is from the I/O bus or the memory bus, and based 
upon their communication method, i.e., whether the 
nodes communicate using messages or using shared 
storage [2]. The first one, the I/O Attached Message 
based systems includes most high-speed networks 
VIA, TCP/IP whereas the Shared Storage based 
systems include Shared disk subsystems. The Memory 
Attached Message based are usually implemented in 
software as optimizations of I/O attached message-
based whereas the Shared Storage system include 
Global shared memory, Distributed shared memory.
I/O attached message-based systems includes all 
wide-area and local-area network technologies. I/O 
attached shared storage systems include computers 
that share a common disk sub-system. Memory 
attached systems are rare, as the memory bus of a 
node may have a design that is unique to it. Yet they 
can be implemented in software or with memory 
mapped I/O, such as Reflective Memory [9]. Hybrid 
systems such as the Infiniband standard [10], which 
is an I/O attached interconnection that can be used 
to send data to a shared disk sub-system as well as 
to send messages to another computer, are most 
extensively used today. Similarly, SCI [11] may also be 
used for both shared memory and message passing.
Considerations for selecting an interconnect 
technology for a cluster depends upon factors like 
compatibility with the cluster hardware and operating 
system, its price, and performance. Performance is 
usually measured in terms of latency and bandwidth. 
Latency is the time taken for the software to create 
the message along with the time taken to transfer it 
from one node to another. Bandwidth is the number 
of bits per second that can be transmitted over the 
interconnect hardware.

Protocols

Most networks use the standard Transmission Control 
Protocol/Internet Protocol (TCP/IP) [12]. Although 
the TCP/IP protocol is suitable for some cluster 
applications and is the simple to use when building 
a cluster with inexpensive Ethernet products, it 
proves inefficient in cluster applications since it was 
developed for error-prone wide-area networks in the 
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first place. Cluster environments are comparatively 
less error-prone and physically small hence the 
mechanisms used in TCP/IP for ensuring data delivery 
add to the latency in cluster applications. Hence it is 
preferable that the technologies developed specially 
for clusters, for e.g., the VMMC should be considered 
in such applications. We discuss only VMMC here 
since the detailed discussion of all such technologies 
is beyond the scope of this article.

Virtual Memory-Mapped Communication (VMMC) 
is a communication protocol based on Distributed 
Shared Memory (DSM), where the memory is 
physically distributed amongst the nodes in a cluster. 
VMMC maps a page of user virtual memory to 
physical memory of nodes. Its specially-designed 
hardware allows the network interface to write to 
the local host memory and update the remote host 
memory.

Network Topologies

For cluster computing, switched networks are 
preferred over shared networks since they allows 
transmission of multiple simultaneous messages 
which can prove beneficial to overall application 
performance. The topology of the network depends 
upon the network hardware used. Networks such 
as Ethernet only allow configurations that may be 
observed as a tree since they implement transparent 
routing algorithm in hardware. Other networks, such 
as Myrinet [13], allows configuration with redundant 
paths between nodes in a cluster.

Operating Systems

The choice of operating system depends upon 
many factors, the most important being the type 
of applications for which the cluster is built and the 
end users. The other factors include manageability, 
scalability, extensibility, scalability and the ability to 
support different types of hardware used to build 
a Beowulf cluster. Linux distributions are preferred 
because they are open-source and free. Yet Beowulf 
clusters can also be implemented in Windows OS to 

suit user needs.

Middleware

Middleware is a software layer located between 
the OS and the applications. Middleware allows the 
integration of software from different sources and 
rapid application development. The main purpose 
of a Beowulf cluster is to provide a unified high 
performance computing resource and this can be 
achieved with middleware that gives an abstraction 
of the single system image (SSI). This Middleware 
can be Message-based middleware, RPC (Remote 
Procedure Call)-based middleware [14], Java-based 
middleware (Java Development Kit, Java Remote 
Method Invocation[15] or Java Virtual Machine) or 
Internet based middleware.

Parallel I/O

The scalability of an application refers to its ability 
to use additional resources. In many cases, the 
scalability of an application is more limited by 
the performance of the I/O system than by the 
performance of processors in a cluster. Scaling such 
applications requires scaling the available bandwidth 
of the I/O sub-system. A Beowulf Cluster can have 
massive amount of data storage capacity since its 
each node be having at least one disk attached. 
These disks can produce a huge, common storage 
subsystem. This storage subsystem can be effectively 
accessed using a parallel I/O system.
The design goals of a parallel I/O system are [16]:

• Maximize the use of available parallel I/O 
devices to increase the bandwidth;

• Minimize the number of disk read/write 
operations per device;

• Minimize the number of I/O-specific 
operations between processes to avoid 
unnecessary and costly communication;

• Maximize the hit-ratio (ratio between 
accessed data to requested data), to avoid 
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unnecessary data accesses.

Libraries and Tools

Beowulf Clusters allow tool and libraries that have 
been developed for existing parallel supercomputers, 
such as MPI [17] or PVM to be used. Message passing, 
using MPI, is a widespread method for developing 
parallel and distributed applications. MPI provides 
a communication layer, which may or may not be 
known to the user. Both free and proprietary versions 
of MPI are available. More significantly, MPI permits 
portability of applications across most distributed 
and parallel platforms. One such MPI is the MPICH2 
Message passing interface. It is available for most of 
the Operating Systems used today and can be useful 
for experimental implementations of clusters.

Implementing Clusters [6]

A Beowulf cluster can be implemented on a Windows 
Machine as well as any standard distribution of Linux.

Hardware consideration: Nodes in a cluster offer 
computing and data storage capability to the cluster. 
Since we are using commodity hardware, no extra 
cost will be incurred for hardware. A node can be 
assembled using minimal specifications. These are:

• Processors: Minimal recommended 
processors include Intel Pentium PII/PIII family. 
Optimal specifications include dual-core 
processors.

• Memory: Minimal recommended 
configuration is 128 Mbytes of RAM. Optimal 
specifications include 1 GB to 4GB.

• Secondary Storage: No secondary memory 
is required for nodes if they are booting over 
the network. For applications like Data mining 
adequate amount of secondary storage should 
be used.

• External Interface: Most of the external 
interfaces (keyboard, mouse, monitor, etc.) 

are not required for slave nodes. PCI slot is 
mandatory for using an NIC card to connect the 
nodes to form  a cluster.

Implementation on Windows OS

Here we can consider using MPICH2 as MPI for cluster. 
The Pre-requisites are that at least two computers 
with Windows XP, Windows NT, SP6 or Windows 
2000 networked with LAN equipment (hub, switch 
etc.), TCP/IP and NETBUI are installed Windows set 
up phase, and that the network is started with all 
the network cards detected and the correct drivers 
installed.

Implementation on a Linux Distribution

It is more preferable to use Linux as the Operating 
system for clustering because it is Open Source, 
It is free and it is more customizable as compared 
to windows. We can optimize Linux as per the 
needs of our cluster. MPICH2 can also be used for 
implementation on Linux.

Applications Of Beowulf Clusters

The demand for computing power is increasing day-by-
day in areas like image processing in the entertainment 
sector, E-Commerce in the finance sector, Research 
needs of medical and paramedical sector and the 
scientific research centers. It is not possible for every 
such companies/institutes to buy and maintain high 
performance parallel supercomputers. Beowulf 
Cluster can be an inexpensive alternative to these 
companies/institutes.

Also, Cluster computing has become an attractive 
option for low-cost commodity supercomputing 
due to availability of commodity high-performance 
microprocessors and high-speed networks [4]. 
Beowulf Clusters deliver a high performance 
computational platform for most of the parallel and 
distributed applications. They can even be used for 
grand challenge or supercomputing applications. 
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GCAs (Grand Challenge Applications) [18] are 
fundamental problems in science and engineering 
with far-reaching economic and scientific impact. 
They are considered intractable without use of 
supercomputers. Their resource needs such as 
the amount of processing and memory required 
distinguishes GCAs from other applications. For 
example, applications that predict typhoons or 
earthquakes require huge amount of computational 
power and storage. Running such an application on a 
single PC would complete the processing (prediction 
of disaster) only after the disaster has already 
occurred with irreversible effects. Conventionally 
parallel computing supercomputers costing millions 
of dollars were used for these applications. Such 
applications can be migrated to run on Beowulf 
clusters and can offer comparable performance at 
lower costs [19].

Another popular application of Cluster computing is 
for Data Mining. The process of data mining requires 
huge amount of computational power and storage 
also. The cluster computing environment can satisfy 
the needs of such operations. One such application 
of Beowulf Cluster is for business applications like 
predicting the behavior of stock market which 
requires huge amount of computing resources.

Cluster computing can also be used to satisfy 
the growing needs of the IT sector. Some of the 
leading companies in IT sector which use cluster 
computing are Compaq (ProLiant, AlphaServer, and 
NonStop Himalaya systems) [20], Hewlett-Packard 
(HyperFabric technology) [21], IBM (IBM S/390 
server) [22], Microsoft (Application Center) [23] and 
Sun (Data Centre) [24].

Beowulf Clusters can also be used as compute nodes 
in a cloud computing environment. The compute 
nodes in a cloud need to be thick machines having 
huge memory as well as processing power. So if an 
institute or organization has a number of PCs that 
are to be weeded out or are underutilized, they can 
simply group them into small clusters which can 
function as compute nodes for a cloud. This will help 
the organization to evaluate the benefits of cloud 
computing without purchasing additional hardware 

for deploying a cloud.

Conclusion

We have seen that how Beowulf Cluster is a low cost 
High-Performance Computing alternative to parallel 
processing supercomputers. The emphasis has 
been laid on using the commodity hardware since 
it is easily available and can be upgraded with little 
or no difficulty. The key components of a Beowulf 
Cluster like the interconnection technologies and the 
operating systems have been discussed in brief. We 
have also seen where these clusters are being used 
and their potential applications.

As newer processors are becoming available every 
year with higher computational power than its 
predecessors, large-scale upgradation of processors 
(or the entire motherboards) by users is generating a 
problem of disposal of the old ones. These computer 
components contain hazardous elements that can 
prove to be very harmful to the eco-system. Using the 
old processors (or motherboards) for clustering can 
help alleviate this problem. Thus being economical 
and eco-friendly, Cluster computing provides one of 
the best platforms for high-performance computing.
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“Project management is the application of knowledge, 
skills, tools and techniques to project activities to 
meet project requirements”. – PMBOK Guide

The Changing Face of Technology

Information technology (IT) has witnessed a big 
change in the way technology has been an enabler 
for the business. May it be ecommerce, banking, 
trading, entertainment, social networking, utilities 
or even governance at state or national levels. Today 
smart phones and other internet ready devices 
have redesigned personal computing and taken it 
to an entirely new level. Technology has impacted 
every aspect of our lives both on the personal and 
professional fronts. Technology today is the main 
form of communication with a rapidly growing and 
emerging variety of channels:

• Email
• Instant messaging
• Text messaging
• Social media
• Social networks
• Collaboration

With technology forming a part of our daily lives, it has 
become imperative on the technology companies to 
understand and keep pace with changing businesses. 
In today’s competitive world understanding the 
business and adding value to it through technology 
has become a default norm for technology companies 
to survive and prosper.

The businesses in these modern times are 

characterized by applications, which are often 
complex, spanning multiple technologies, and 
touching several lines of businesses and applications. 
Technology has been one of the major drivers of this 
complexity and acceleration. The global recession 
has not helped the project manager either. All this 
has shortened the project life cycles with the goal of 
faster release to the market to keep their dates with 
customer requirements and deadlines. Acceleration 
of everything from communication to production 
methods is the order of the day. The caveat being 
that the quality cannot suffer and erode customer 
satisfaction.

The Traditional Way

From initial Information Technology days most of the 
technology companies followed an onsite-offshore 
model where an onsite coordinator would sit on the 
client site, take in the requirements and coordinate 
with the offshore team to implement the projects. 
This model is still followed in several technology 
companies. In this case the developer would just 
follow the functional document sent by the onsite 
coordinator without giving much thought about 
the full impact of functional change brought about 
through the technical project. In the early years one 
of the constant and critical goals was to deliver on 
time and with good quality. The project lead would 
put more emphasis on completing the project in time 
and with a certain quality and wouldn’t really bother 
to think out of the box to enhance the functionality. 
The Project manager would have a high level view of 
different projects in his department and meeting the 
CTQ (Critical to Quality) parameters would be his No 
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.1 objective. The PM (project manager) would rarely 
go beyond these factors keeping his knowledge about 
the projects more or less superficial. With technology 
getting so closely coupled with the business, the 
expectations from technologists has tremendously 
changed at all levels, be it a developer, business 
analyst, quality tester or even a project manager.

The Project Manager – A Bollywood Hero ?

This role of the Project manager(PM) has evolved 
over the years and today’s PM finds himself/
herself playing the roles of a business development 
manager, HR  ,technical expert as well as a customer 
relationship manager. He/She has to wear multiple 
hats, perform multiple roles to ensure incident free 
smooth execution and a smile on his customers face. 
This is especially true in a recession hit world, where 
one cannot afford a failure as competition is so 
intense and a small slip can lead to losing a customer 
and thus revenue.

Recently I read a very interesting analogy of the PM 
role with today’s Bollywood superstar. In the olden 
era (1950’s) the bollywood hero was expected to 
be a good actor besides being presentable like Dilip 
Kumar, Raj Kapoor, etc. The 70’s saw the advent of 
heroes who were not only good actors but were also 
expected to woo the leading ladies and the audiences 
alike...he had to be romantic and Rajesh Khanna was 
born. The 80s saw another angle of the Bollywood 
heroes, besides all the attributes listed above, he had 
to fight the baddies on screen and thus the angry 
young man Amitabh Bacchan was born.

Today’s bollywood heroes pretty much sums up 
the travails of a project manager. The hero of today 
besides being endowed with drop dead looks, has to 
woo heroines, beat up baddies, pull off unbelievable 
stunts, perform dance sequences, which often 
resemble acrobatic gymnastic routines, and in the 
recent times, we have also seen some of them singing 
too. Ability to act is now a given! It is now the other 
attributes, which make the superstar of today, be it 
Hrithik Roshan or Akshay Kumar.

Managing Expectations

Research has proved that lack of understanding of the 
stakeholders, the inability to manage expectations 
with respect to understanding perceptions on 
the project success criteria, and implicit stake 
holder expectations are major factors in a project’s 
failure. Today’s project managers are expected to 
understand the directions of influence in the project 
and be in a position to identify the decision makers 
and the key influencers. It is also very important 
for the project manager to understand the cultural 
aspects of the client’s company and the interests of 
the key stakeholders. Managing the expectations and 
maintaining the relationship with customers, who 
are often situated thousands miles away is indeed 
a challenge and therefore calls for great project 
management skills and leadership. This means that 
the project manager has to anticipate and plan 
while ensuring that the appropriate control systems, 
historical data, and the knowledge base within 
the stakeholders are maintained and developed. 
Upward management involves maintaining robust 
relationships with the project sponsors and the 
senior management is responsible for continued 
organizational support to the project. Downward 
management involves managing the team and 
sideward management is all about knowledge sharing 
and managing the peers to collaborate as opposed 
to competing with them. This point is worth noting 
that instead of the traditional conflict of interest with 
peers, today’s managers need to collaborate together 
keeping in the view the organizations benefit.

Innovation & Value addition

Customers often complain that the offshore teams of 
being reactive and the offshore project managers are 
perceived as ‘order takers’. Customers today expect 
project managers to be assertive and participative, 
with a questioning attitude and ability to think out 
of the box. Excellent communication and negotiating 
skills are required to manage both internal and 
external environment. Cross cultural exposure comes 
in handy to build rapport and ease into conversations 
with clients and customers of different cultural milieu. 
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Great client relationships are often the cornerstones 
of customer development and often translate into 
‘customers for life’. In a mature relationship, project 
managers are also considered as frontline salesmen 
and often consulted on new projects or business 
opportunities. The project managers are expected 
to scale up the value chain and perform in a client 
advisory role.

Managing People

Today’s project manager is the first line of HR interface. 
A good project manager is expected to motivate 
his or her team to perform consistently without 
affecting their morale or work-life balance. They are 
also measured on the attrition count in their team, 
buttressing the theory that ‘Employees don’t leave 
organizations, but they leave their bosses’. Ability to 
counsel, mentor, and coach the team members are 
considered essential attributes of a project manager.

To Conclude

In recent times, the role of a project manager is under 
increasing threat by the concept of self managed 
teams propagated by software development 
models such as TSP (Team Software Process-CMM 
Methodology), Agile/Scrum, having said that, it is 
safe to say that the project manager will continue to 
coexist with other personas such as a Scrum Master, 
a TSP lead or a technical manager. However it is 
imperative that the project manager continues to 
reinvent/reposition to ensure, he or she stays ahead 
of the game. The project manager besides being very 

communicative needs to have the big picture always 
in mind. Awareness of the industry standards and 
benchmarks of acceptable project success criteria 
is a necessity for a contemporary project manager. 
It is very important for the project manager to stay 
in touch with the latest delivery methodologies and 
adopt the best practices. A project manager’s role 
as a coach and mentor cannot be over emphasized. 
Successful project managers are also often great 
negotiators. Negotiation skills are called upon in 
negotiating with the team, project sponsors, senior 
management, and most importantly the clients. It 
is however important to realize that in the current 
scenario ‘One size fits all approach’ may not work. 
Different projects need different skills. As the 
budgets shrink, customers are also looking at project 
managers with analytical/technical skills. However 
the onus still lies on firms to ensure that the right 
person is at the helm of any project and they are 
provided with continuous training opportunities to 
keep pace with the changing face and complexities 
of the projects.
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Operating System is the word which has now become 
an integral part of our life. We speak of Windows, 
Linux, Mac; and Android etc. every now and then. 
There are no desktop/laptop users (simple or 
advanced users) which are not aware of Windows 
operating system. In Information Technology industry, 
Operating Systems have gained extreme importance. 

The most famous and well known operating system 
which every person knows is Microsoft Windows. 
The users who are willing to learn computers starting 
from scratch can use Windows easily along with 
the highly skilled users. Currently Windows 7 is the 
most stable version of Windows operating system 
compatible with current generation computers. 
Windows 8 is recently introduced by Microsoft and 
will slowly replace Windows 7.  

But there is a world other than Microsoft Windows 
which offers better features and that too for free of 
cost.This is none other than Linux operating systems 
for desktops and laptops. One such very well-known 
Linux Operating system which falls under open source 
category is UBUNTU LINUX. In brief, open source 
operating system means the operating system whose 
source code is open for all. It is not required to pay 
for using these operating systems. They are available 
free of cost. 

UBUNTU Linux is the most user friendly Linux 
operating system with high graphics support. 
Style, class, simplicity, elegance, security has made 
UBUNTU Linux an eye opener for IT Industry. 
UBUNTU is based on Debian Linux Distribution and 
is distributed as free and open source software using 
its own desktop environment.The origin of the name 

UBUNTU comes from South Africa which mentions 
UBUNTU meanshumanity towards others. The name 
suits very well as UBUNTU Linux is very much user 
friendly and easy to understand and free of cost. 
The development of UBUNTU is done by Canonical 
Ltd. which is a UK based company owned by Mark 
Shuttleworth.

Installing UBUNTU Linux

Installation process of UBUNTU Linux is pretty 
simple. A user even with only basic knowledge about 
computers can easily proceed with the installation of 
UBUNTU Linux. If the user first wants to try UBUNTU 
before proceeding ahead with actual installation, 
user can try UBUNTU without formatting the hard 
disk. This option is known as UBUNTU LIVE which 
allows the user to use UBUNTU virtually. Even the 
trial can be done online. Visit the below website link 
to try UBUNTU online,

http://www.ubuntu.com/tour/en/

The installation process is pretty simple. Some of 
the inputs asked by the installation process are as 
follows,

1) Installer asks for the language in which installation 
needs to be done. On the same screen, there is an 
option to try UBUNTU or proceed with installation.

2) Installer checks whether you have sufficient 
free hard disk space available for installation and 
whether you are connected to the internet. If you 
are connected to the internet, the UBUNTU can 
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download the updates automatically for you once 
you confirm.

3) Installer proceeds with disk partitioning. The user 
gets two options. Either erase full hard disk and 
install UBUNTU OR resize the partitions yourself and 
then install UBUNTU.The second option is useful in 
case the user wants to proceed with dual boot. Dual 
boot means installing two operating systems on the 
same machine. The boot loader will ask for which 
operating system to run when the machine starts.

4) Installer asks which country the user lives in and 
the time zone related details.

5) Installer provides a screen which asks user his/
her full name, computer’s hostname, desktop’s 
username and password.

6) That’s it. Now the installer will proceed with the 
operating system installation. User needs to reboot 
the machine once installation is completed.

UBUNTU Linux Desktop

UBUNTU Linux desktop is made up of UNITY Desktop 
Environment. UNITY is actually a shell interfacefor 
the GNOME desktop environment developed by 
Canonical Ltd for UBUNTU. UNITY is not a collection 
of applications but it is an interface to effectively use 
the existing programs.

UNITY Launcher

As the picture shows, the UNITY Launcher bar is 
placed at the left hand side as a vertical rectangular 
strip. The users canpin multiple applications on 
this Launcher bar.This makes switching between 
the applications very easy. In short this is a quick 
launch bar. It is a dock that also serves as a window 
switcher. Multiple instances of an application are 
grouped under the same dock icon, with a number of 
indicators to the side of the icon showing how many 
instances are open.

UNITY Dasher

Dasher is the first icon from top on the UNITU 
Launcher. User can search for installed applications, 
recently accessed files (documents, videos, music 
etc.) and can even perform a remote search for 
information (Google docs, twitter etc.)

Top Menu Bar

Top menu bar displays window title and menu options 
for the running applications.

Notification Bar

Notification area is actually an indicatorfor battery, 
network, and clock status.

UBUNTU Filesytem

UBUNTU Linux uses ext4 filesystem. The fullform of 
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ext is extended. It is a filesystem which is specifically 
designed for Linux Kernel. The directory structure 
after the UBUNTU Linux installation is somewhat as 
follows,

/bin: -This directory contains binary executable for 
the essential user commands.

/boot: - This directory contains the static files for 
the boot loader. Boot loader is the one which starts 
as soon as the desktop starts. Boot loader controls 
thebooting (starting)of operating system.

/etc: - This directory contains computer (host) 
specific system configuration. E.g., the hosts file 
which contains IP address to hostname.domainname 
mapping, operating system version related files too 
are stored here.

/dev: -Hardware components such as hard disk 
partitions, DVD-ROM etc. are treated as devices. 
All the information related to these components is 
stored under this directory.

/home: - User home directory. If there are 10 users 
created, there will be 10 directories with particular 
username. As a part of security, no user can access 
other user’s home directory.

/lib: - This directory contains essential shared libraries 
and kernel modules

/media :- This directory is a mount point for 
removable devices such as mobile, tablet, Pen Drive, 
USB DVD ROM etc…

/mnt: - This directory serves as a mount point for 
temporary mounted filesystems.

/opt: - This directory contains add on application 
software packages

/sbin: -This directory contains system level binary 
files

/tmp: - This directory contains storage of temporary 
files generated by operating system as well as 
application programs installed.

/srv: - This directory contains data for the different 
services provided by operating system.

/usr: - This directory contains all the user binaries, 
their documentation, libraries, header files, etc. 
and its supporting libraries can be found here. User 
programs like telnet, ftp, etc. are also placed here. 
As the name suggests, this directory is for the user 
utilities and applications.

/var: -This directory contains variable data like system 
logging files, mail and printer spool directories, and 
transient and temporary files. Some portions of /var 
are not shareable between different systems. For 
instance, /var/log, /var/lock, and /var/run. Other 
portions may be shared, notably /var/mail, /var/
cache/man, /var/cache/fonts, and /var/spool/news.

/root: - This directory is used by the superuser of the 
UBUNTU Linux operating system. It is nothing but the 
home directory for the superuser.

/proc: - This is a virtual filesystem which maintains 
the kernel and process status in the form of text files. 

UBUNTU Settings

UBUNTU Linux provides all the facilities to manage 
the installed UBUNTU version. Below are the controls 
available for the same.

Appearance: -Allows changing the desktop 
background image and applying themes to the 
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desktop.  

Keyboard Layout: -The user can select the required 
keyboard layout using this option. Multiple layouts 
such as English US, English UK, Arabic, Afghani, 
Bengali, French, Croatian, Hindi, German etc.. are 
available.

Language Support: - The user can install additional 
languages into the existing UBUNTU system using this 
option. A large number of languages are supported 
by UBUNTU.

UBUNTU One: -The user can manage his UBUNTU 
One personal cloud service account using this option.

Screen related: - These options allow you to adjust 
screen resolution, color depth, brightness, contrast 
etc along with screen timeout.

Additional Drivers: - This option searches for 
additional drivers which user has not installed 
but are necessary for effective functioning of the 
system. Upon user’s confirmation the drivers will be 
downloaded.

Bluetooth: - Bluetooth services management for 
pairing the devices, sending/receiving files etc.

Power: - This option provides multiple settings for 
saving the power. This helps a lot in case the user 
is running the laptop on a battery. Even if the user 
is running the desktop/laptop on AC power, these 
options will reduce the AC power usage as much as 
possible to save electricity. This also leads to lesser 
heat generation.

Printing: -The option is available for managing 
printers and faxes, scanners etc. 

Removable Media: - Manage removable devices such 
as pen drive, portable mp3/video player, mobiles, 
USB DVD/CD ROM, USB Hard Disk etc.

Backup: - The option allows the user to take periodic 
backups of the UBUNTU Linux installation. In case of 
disaster, the user can recover the system from the 
backups taken. The name of the backup tool is Deja 
Dup.

User Management: - Creating/deleting/modifying 
user accounts, granting different access levels to 
users.

Software Sources: -This option is available for 
automatic/manual updates of UBUNTU Linux 
installation. Updates are fully free of cost. You can 
even add other software repositories here and 
get updates for the software included in these 
repositories.

Time and Date: -The user can change time and date 
settings (includes country, time zone settings).

Software Packages shipped with UBUNTU 
Linux

There are multiple software packages shipped with 
UBUNTU Linux installation for absolutely no cost. 
Majority of these software are distributed under 
free software license. One of the very well-known 
software packages is LibreOffice Suit. This office 
suit contains draw (Visio), writer (word), math, 
impress (power point), and calc (excel) applications 
which provides almost same functionality as that of 
Microsoft Office. But for free of cost. This office suit 
even allows saving the documents in a format which 
can be understood by Microsoft Office. 

Mozilla Firefox web browser is shipped with UBUNTU 
Linux for accessing the internet. As far as mail 
client is concerned, UBUNTU Linux prefers Mozilla 
Thunderbird as its default mail client. User can 
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configure multiple email accounts using this mail 
client.For instant messaging and VOIP (text, voice, 
video, file transfer etc…), Empathy is used by UBUNTU 
Linux. Transmission is a bit torrent client provide by 
UBUNTU with a simple interface on the top of a cross 
platform backend. Shotwell Photo Manager is used 
for photo management. For photo editing, there 
are free programs such as GIMP available which 
can be downloaded from UBUNTU Software Center. 
For video editing, the user can download Openshot 
Video Editor, Kdenlive Video Editor 

for free from UBUNTU Software Center. VLC Media 
Player too can be downloaded from UBUNTU 
Software Center for viewing video files. UBUNTU 
Software Center can be considered as a repository 
of different software. The user needs to search 
the required software in this repository and can 
download the same. Even there are paid software 
available too. 

UBUNTU Linux is extremely helpful for software 
developers too. Netebans IDE, Eclipse IDE tools are 
supported by UBUNTU Linux for Java Application 
Development (desktop, web applications).If the 
application involves access to database, MySQL 
database can be installed on UBUNTU Linux to which 
java application can be connected. For deploying the 
java web application, Apache Tomcat web server 
can be installed on UBUNTU Linux which will host 
the website. There are freesoftware available for 
html, Perl, php programming and shell scripting too. 
Thus, all the programming needs are also fulfilled by 

UBUNTU Linux. In short, UBUNTU Linux is having a 
complete pack of necessary software for all the daily 
needs of the user.

Security

UBUNTU Linux also has appropriate security majors. 
Built-in firewall and virus protection is available. Even 
there are periodic security related updates provided 
by Canonical for enhanced protection. The user 
gets added security with AppArmor which protects 
important applications so that there will be no 
unwanted access to the system. In short, the private 
data remains absolutely private. 

UBUNTU One

UBUNTU is not behind in cloud services too. 
UBUNTU One is the personal cloud service provided 
by Canonical. The user can sync all the contents 
anytime, anywhere and access them from wherever 
he is.Canonical provides the suit of cloud services 
including storage, sharing, syncing and streaming. 
The user has immediate access to his music collection, 
favorite photos, videos, important documents at 
any time from any device. The user can register for 
UBUNTU one and get sync services and 5 GB free 
cloud storage. The user can also pay and buy higher 
plans which supports music streaming and higher 
storage capacity.

Advantages of UBUNTU Linux

Why should I switch to UBUNTU? This is the question 
which will definitely come into the mind of reader 
of this article. There are n number of advantages of 
UBUNTU Linux. Below are some of them,

Amazon Search: -When the user performs search 
using UNITY Dasher, the result also include products 
that can be purchased from Amazon.com. Thus, 
enabling the idea of online shopping from the desktop 
itself.With other platforms, the user has to open the 
web browser and visit the required online shopping 
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website and the go ahead with the purchase.

Easy installation procedure of applications: - It is 
very simple to install applications on UBUNTU Linux. 

a) The user needs to visit UBUNTU Software Center

b) Search for required application. There can be 
multiple results including related applications too.

c) Click on install button for the application the 
user wants.

d) Done…

Same GUI across all devices: - Be it a desktop, laptop, 
server, mobile or tablet; UBUNTU Linux offers same 
GUI across all the devices. This makes UBUNTU Linux 
very much user friendly across all the devices allowing 
the users to make full advantage of UBUNTU Linux.

Personal Cloud Services: - UBUNTU One is the 
personal cloud service provided by Canonical. The 
user can sync all the contents anytime, anywhere and 
access them from wherever he is. Canonical provides 
the suit of cloud services including storage, sharing, 
syncing and streaming.

Remote Login: - When the UBUNTU Linux boots and 
gives the user login prompt, it shows three options;

a) User login
b) Guest login
c) Remote login

Remote login allows the user to set up a connection 
to a remote machine through UBUNTU One cloud 
service. This eliminates the need to first login to the 
local machine and then use VNC viewer or Remote 
Desktop Connectivity tool to connect to the remote 
machine.

Performance Improvements: -There are significant 
performance improvements made by Canonical for 
UBUNTU Linux.

a) Merging of unity 2D and 3D

b) Improved Linux kernel
c) Improved OpenGL
d) New X Org, X Windows Stack

All these enhancements give a significant 
performance boost to UBUNTU Linux.

Hardware Drivers: -UBUNTU Linux installer installs 
all the necessary drivers for hardware components. 
Now a days, desktops and laptops have onboard 
hardware components and the drivers for them are 
automatically installed by UBUNTU Linux installer. 
Thus, the user does not have to manually search the 
drivers on internet, download them and then install. 
In case if there are specialized hardware components 
such as external graphics card (NVDIA, AMD etc…); 
the user has to download the drivers manually. 

To sum the things up UBUNTU Linux operating 
system is a complete packof software which a 
naive user uses in a day to day life. And that too for 
absolutely free. The style, simplicity and elegance of 
UBUNTU Linux operating system are attracting more 
and more users. Currently the user base of Ubuntu is 
more than 20 million and is a very good alternative to 
its commercial rivals.
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Introduction

During college days, we used to get lot of assignments. 
In one of the assignments, we were expected to 
prepare a report by evaluating a software on different 
operating systems. The software that I chose could 
run on Windows but not on UNIX. I could solve my 
problem by using a software called WINE. WINE 
stands for Wine Is Not an Emulator. WINE is free, 
open source software that is used to run Windows 
applications on UNIX-like operating systems.

Why WINE?

To understand what exactly WINE is and how it 
benefits UNIX-like operating systems, we need to 
look 20 years back from now and understand the 
history of computers. Microsoft was the undisputed 
leader at that time in the field of operating systems. 
The key factors responsible for the growth and 
popularity of Windows operating system were 
the marketing strategy of Microsoft, use of Intel-
compatible processors, adoption as per the changes 
in technology and ability to hide complexity from end 
user resulting in user-friendliness. 

At the same time, people were striving for free, 
open source, flexible operating system. This led 
to the evolution of UNIX operating system which 
was free, open source, secure and portable. Today 
different variants of UNIX are available in the market. 
But, Windows is so popular that 70-80% personal 
computers run Windows as their primary operating 
system. Though UNIX has its own set of features, 
the percentage of windows applications available 

for individual, government and organizational use 
is really huge. In order to become popular UNIX- 
like systems had to support the existing windows 
applications. WINE proved to be a solution in such 
situation by running most windows applications on 
UNIX.  

WINE was initialized in 1993 by Bob Amstadt. Later 
on it was taken up by a company called CodeWeavers. 
WINE is free and open source software. It has a GNU 
General Public License that allows redistributing it 
and/or modifying.

To understand the importance of WINE we need to 
address one obvious question - why applications 
written for windows cannot run as it is on UNIX. The 
simple reason behind this is the difference between 
executables in Windows and Linux. The executable is 
a file that has been compiled into bytecode and can 
be directly executed by the operating system. The 
compilation of source code into bytecode is carried 
out by a specialized program called compilers.  This 
bytecode contains instructions understandable by 
a particular operating system. Hence, bytecode is 
platform dependent. Windows supports .exe or 
.com file format while UNIX executable are of ELF 
(Executable and Linkable Format) standard format. 

WINE acts as a compatibility layer between 
application and operating system thus, helps most 
of the windows applications to run on UNIX. WINE 
translates Windows API calls to POSIX (Portable 
Operating System Interface) calls. POSIX is a standard 
provided by IEEE to ensure portability between 
UNIX-like systems. If you have access to the Windows 
program’s source code, WINE can also be used to 
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recompile a program into a format that Linux can 
understand more easily.

Architecture of WINE

Following diagram shows Architecture of WINE. The 
architecture of WINE resembles the architecture of 
Windows NT operating system.

Let’s explore each section in the diagram shown 
above: 

• The first layer is Windows Application i.e. executable 
file for application.

• The second layer is WINE software system that 
comprises of WINE Server, WINE executable and 
WINE drivers. 

• WINE server provides the implementation of core 
DLLs (Dynamic Link Libraries) of Windows. These 
DLLs are:

o NTDLL: Ntdll.dll exports the Windows Native 
API. The Native API is the interface used by user-
mode components of the operating system.

o GDI32DLL: This DLL is used to support Graphical 
Device Interface (GDI) for rendering graphics and 

fonts.

o Kernel32DLL:  Used to support WIn32 
functionality. This functionality includes access 
to file systems, devices, processes, threading etc.

o User32DLL: user32.dll implements the 
Windows USER component that creates and 
manipulates the standard elements of the 
Windows user interface, such as desktop, 
windows, and menus. It thus enables programs 
to implement a graphical user interface that 
matches the Windows look and feel.

• WINE executable: It is a thread that invokes windows 
applications. When a windows application is run 
through WINE, WINE executable thread starts and in 
turn initializes essential DLLs and makes connection 
to WINE server.

• WINE drivers: WINE drivers act as an interface 
between Windows application and UNIX drivers. 
As WINE only contains translated Windows API, 
Windows drivers are not available in WINE and 
Windows application cannot directly access UNIX 
drivers. WINE drivers bridge this gap by implementing 
necessary DLLs to access UNIX drivers.

• At the lowest layer, there are libraries and drivers 
provided by underlying UNIX operating system.

Currently, WINE is supported in Ubuntu, Fedora, 
SUSE, CentOS, RedHat, Mandriva, Slackware versions 
of Linux. WINE is also available for Solaris and 
FreeBSD operating systems. Another way to install 
WINE is getting the source code and compiling it. 
After successful Installation, WINE creates Virtual 
Windows drive called drive_c.  Generally programs 
will install themselves somewhere under Program 
Files inside the virtual Windows drive following 
Windows conventions.

Advantages of WINE

One interesting feature that comes with WINE is 
Winelib. Winelib is a development toolkit which 
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allows you to compile your Windows applications on 
UNIX. Winelib supports c/c++ code and can create 
executables understandable by UNIX. Using this 
feature we are able to modify the source code of 
Windows application. It is also possible to call UNIX 
APIs from Windows application. 

Let’s explore more about features of WINE. One the 
most important features is, it is free and open source.  
We can extend it as per the requirement.  An open 
user support forum is available wherein end-users 
post the questions, comments or tips. WINE also 
maintains AppDB which stores information about 
applications supported by WINE. Currently WINE 
supports about 19000 applications. Developers can 
submit their apps in this database. WINE also exposes 
a bug tracking system through BugZilla. Users can 
report a bug or submit a fix for bugs. 

WINE has continuously adapted itself as per the 
changes in Windows architecture. WINE supports 
Win32 executables for Windows 9x/NT/2000/XP, 
Windows 3.x and DOS. Other features supported 
are Unicode characters, Internationalization in 16 
languages, true-type fonts.

WINE is widely used for playing windows based 
multiplayer games in UNIX. WINE supports 
technologies like X11, OpenGL and DirectX which deal 
with 2D and 3D graphics and multimedia specially used 
in gaming applications. PlayOnLinux is a graphical 
front-end for the WINE software compatibility layer 
which aims to simplify the installation of Windows-
based applications and especially games on Linux.

WINE makes it possible to take advantage of all the 
UNIX strong points viz. stability, flexibility, remote 
administration, security etc. WINE makes it possible 
to access Windows applications remotely. WINE 
makes it economical to use thin clients: simply 
install WINE on a Linux server, and you can access 
these Windows applications from any UNIX terminal. 
UNIX has always made it possible to write powerful 
scripts. WINE makes it possible to call Windows 
applications from scripts that can also leverage the 
UNIX environment to its full extent.
Virtual machines are thought of alternatives to WINE. 

Virtual machine is an abstraction layer over physical 
hardware. Virtual machines are implemented 
through softwares like Virtual Box, VMware, QEMU, 
etc. They create a virtual hard disk on top of physical 
hardware and hence take more space. WINE on the 
other hand acts as a simple low size library to provide 
compatibility layer between operating system and 
windows application.

Virtual machines allow installation of multiple 
operating systems. But for installation, a licensed 
copy of guest operating system is recommended. 
On the contrary, WINE freely converts Windows 
application to UNIX executable.

Limitations of WINE

It is said that every coin has two sides. Along with 
many features WINE has few limitations. Though 
WINE runs on UNIX platform, it is prone to Malwares, 
Trojans and other viruses. It is recommended that we 
should run applications downloaded from a trusted 
resource. Running WINE as a root user should be 
avoided as it gives Windows application complete 
access to your system. We can use open source 
antivirus software to scan applications running under 
WINE. Not all applications run as fast as they run on 
Windows. The applications making use of extensive 
3-D graphics face some performance issues. 

CYGWIN

So far we have seen how WINE can be used to run 
windows applications on UNIX environment to utilize 
strong points of UNIX. But, if one wants to do other 
way round, Cygwin is the solution. Cygwin provides 
UNIX environment on Windows platform. Cygwin 
was originally developed by Cygnus Solutions, which 
was later acquired by Red Hat. The acronym cygwin 
originated from Cygnus and windows. It is free and 
open source software, released under the GNU 
General Public License. Today it is maintained by Red 
Hat, NetApp and many other volunteers.
 
Cygwin consists of a dynamic-link library (DLL) 
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as an API compatibility layer providing UNIX API 
functionality, and a collection of software applications 
that provide a UNIX-like look and feel. Cygwin 
provides a full featured file system same as a typical 
UNIX system including directories like ‘/home’, ‘/
bin’, ‘/var’, ‘/dev’ etc. Windows drives ‘C:’,’D:’,etc. are 
accessible under directory ‘/cygdrive’. With Cygwin, 
administrators can login remotely to any PC and run 
shell command scripts. Shell command scripts can 
also be created through cygwin. Standard Windows 
command line tools can even be intermixed within 
the UNIX shell script environment. Cygwin is a 32 
bit platform that will operate on both 32 and 64 bit 
Windows installations.

One limitation of cygwin over WINE is that it cannot 
run UNIX executables directly.  Cygwin requires 
rebuilding your UNIX application from source if you 
want it to run on Windows.

Many other tools like Windows Services for UNIX 

(SFU), UWIN, MinGW also provide the similar 
functionality as cygwin. All of these tools have their 
own merits and demerits.  They attempt to utilize the 
best features of both Windows and UNIX. We can 
choose a tool that best suits the requirement. 
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1. Who is considered the father of the Internet?
A. Ted Nelson
B. Bob MetCalfe
C. Leonard Kleinrock
D. Jonathan Ive

2. What is 1 Petabyte? 
A. 2048 Terabyte
B. 1024 Terabyte
C. 1024 Gigabyte
D. 500 Gigabyte

3. Who was the father of Hypertext?
A. Ted Nelson
B. Lary Elison 
C. Steve Jobs
D. Bill Gates

4. Who thought up the name C++?

A. Jerry Yang
B. David Filo
C. Larry Wall
D. Rick Mascitti

5. What is Error 404?
A. Site Access Forbidden/Password Protected
B. Site not found -in HTTP
C. Incorrect Password
D. You are not authorized to view this page.

6. Which company first manufactured CDs?
A. Moser Baer
B. Sony
C. Philips
D. IBM

IT Trivia – Answers
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1) C
2) B
3) A
4) D
5) B
6) C




