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Editorial

- Shyamkant Matondkar
Email : shyamkant@gmail.com

This volume starts with insight on some of the major 
news fro m IT world.   

Our ar  cles follow the news sec  on. Con  nuing with 
the SAP ar  cle series, the ar  cle will introduce us 
to SAP Labs India. SAP Labs India is a Largest R&D 
center of SAP outside Germany and has contributed 
signifi cantly to product strategy and core solu  ons. 
It quickly takes us through current Indian market sce-
nario for ERP, SCM, CRM, BI etc. and market share 
of SAP and other vendors like Microso   and Oracle.
Today, many organiza  ons are moving towards Cloud 
to op  mize opera  onal IT cost. However, nobody 
wants to own the hardware. Cloud is preferred to 
host applica  ons on pay per use model. These cloud 
applica  ons are hosted in datacenter from where it is 
accessed. It is very important for datacenter to be ag-
ile for speed and scalable as per demand on fl y. And 
for that its network architecture is very crucial. Next 
ar  cle in this volume walks us through these data-
center infrastructure and architecture comparing dif-
ferent network topology design with pros and cons.

In our earlier volumes we have seen computer net-
works and studied diff erent OSI models and seen 
diff erent error detec  on techniques in data trans-
mission. A  er detec  ng error in transmission it’s 
important to correct it as well. Keeping us on same 
track, next ar  cle talks about Error Correc  on tech-
niques.

Security is very key aspect in any organiza  on from 
accessing to offi  ce premises to accessing your own 

system. So far machine access are based on pass-
word while building access are based on swipe cards. 
Both this methods are vulnerable and there is a need 
for crea  ng strong op  on to this. We have heard and 
seen a lot about use of biometric iden  fi ca  on. Even 
our cell phone has an op  on of biometric iden  fi ca-
 on, where user can set his fi gure prints or face rec-

ogni  on to unlock phone. Our next ar  cle will you 
through in detail about various biometric iden  fi ca-
 on methods and how they work. It also highlights 

advantages and disadvantages of it and educate us 
about its future trends like mobile payments, online 
banking, healthcare etc.Few years back personalized 
marke  ng service looks like something fi c   ous with 
the advent of mobiles and mobile internet, which is 
no more fi c  on but a reality. 75% of brand market’s 
study reveals that loca  on based marke  ng was an 
important part of their business strategy in 2017. We 
could learn what loca  on based marke  ng is, where 
LBM idea was conceptualized from and how social 
networking giants like Facebook is using it.

Coming to the end of this volume, we hope, as al-
ways, you fi nd this volume also quite informa  ve and 
knowledgeable. Wish you happy reading!!! 

We would con  nue our eff orts to bring latest news 
and interes  ng ar  cles to you in New Year as well. 
Happy New IT Year 2018!!!
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Company Pro ile – SAP Part 4

- Anand  Nimdeokar
Email : anandnimdeokar@gmail.com

 SAP – India

SAP India is the fastest growing subsidiary of SAP SE, 
the world’s leading provider of business so  ware so-
lu  ons. SAP India began its opera  ons in 1996 with 
headquarters in Bangalore and offi  ces in Mumbai, 
New Delhi, Kolkata, and a direct presence in nine cit-
ies across India, besides having marke  ng associates 
in Sri Lanka and Bangladesh.

Declared as the ‘Hub of the year in Asia Pacifi c and 
Japan” in 2007, SAP India witnessed an unprecedent-
ed growth of over 100% both in terms of license rev-
enue and customer acquisi  on.

Website :  h  p://go.sap.com/india/index.html

Email: info.india@sap.com

Facebook page:  h  ps://www.facebook.com/SAPIn-
dia

Twi  er Handle : @SAPIndia

SAP Labs India

SAP Labs India is SAP’s largest Research and Devel-
opment center outside its headquarters in Germany 
and a part of a connected lab network of 18 Labs. 
Founded in November 1998, SAP Labs India drives 
SAP’s product strategy, is responsible for SAP core 
solu  ons and provides product localiza  on and In-
dia specifi c solu  ons. Through a network of three 
labs in India -Bangalore, Gurgaon and Pune - and an 
employee base of approximately 6500, SAP Labs In-
dia focuses on business innova  on through radical 
simplifi ca  on to ensure customer success. SAP Labs 
India embraces SAP’s culture of global diversity, in-
nova  on and is a hot spot for talent.

SAP Labs India works across sectors and industries – 

private and public sector, municipali  es, u  li  es, in-
frastructure and transport to support the over 6600 
customers of SAP in the Indian sub-con  nent. The 
Lab has contributed signifi cantly to the recent inno-
va  ons from SAP such as SAP HANA, the pla  orm for 
next genera  on applica  ons and analy  cs, S4HANA, 
the next genera  on business suite, Fashion Manage-
ment Suite, IoT Solu  ons like Fleet Management, 
Connected Logis  cs for ports, Connected Retails, 
Solu  ons for Goods and Service Tax, Trac-o-Health, 
Producer Payment solu  on for milk co-opera  ves 
among several others.

As a Global Services and Support organiza  on, Labs 
India has the largest produc  on team outside Ger-
many providing assembly, valida  on and test servic-
es, and is credited as being the largest tes  ng cen-
ter within SAP. Accoun  ng for close to 50 percent of 
SAP custom development, Labs India also provides 
remote maintenance services to approximately 80 
percent of North American customers.

Located within the SAP Labs India facility in Banga-
lore, is the SAP Co-Innova  on Lab (COIL). Set up in 
2009, COIL provides a pla  orm for our ecosystem to 
develop innova  ve solu  ons on SAP Technologies 
and applica  ons and augments SAP’s strategic intent 
to co-innovate with partners and customers. COIL as 
a pla  orm, has enabled several co-innova  on proj-
ects that span across mobile applica  ons, analy  cs, 
real  me data pla  orm and cloud among others. 
Recent examples of co-innova  on applica  ons built 
include Reverse Osmosis Monitoring & Op  miza  on 
(ROMO), and Fleet Analy  cs using SAP HANA which 
won the SAP HANA innova  on award 2015.

Employees of SAP Labs India work in an environment 
rich with the culture of innova  on. People are the 
focus, of all func  ons within SAP Labs India and the 
workplace is non-hierarchical, fl uid and fl exible. SAP 
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Labs India has won several awards for its best-in-class 
diversity and employee policies. Great Place to Work 
has ranked SAP Labs as #7 among the best compa-
nies to work for in India, and #2 in the Informa  on 
Technology Industry.

SAP Labs India is a strong proponent of Sustainability 
and Social Responsibility. The key pillars of its corpo-
rate social responsibility include ensuring Educa  on 
and Digital literacy to women and youth from the un-
derprivileged sec  ons of the society, Entrepreneur-
ship development -focusing on crea  ng social en-
terprises and helping engineering students embrace 
entrepreneurship; Technology dona  on for NGO’s; 
Disaster relief support for devasta  ons caused by 
natural calami  es and Swachh Bharat (Clean India) 
campaign.

SAP Market Share in India & Challenges from com-
pe  tors to SAP So  ware Market in India 

Indian enterprise applica  ons market con  nues to 
grow amid the expecta  ons of growth from the gov-
ernment’s push on Digital India, Make-in-India and 
Smart Ci  es. Mid-segment also drives growth due to 
cloud-based, pay-per-use solu  ons.

India’s so  ware landscape is largely dominated by a 
bunch of global so  ware companies such as Micro-
so  , Oracle, SAP, IBM and SAS, etc. They are ruling 
the market for years now as most of the big-  cket cus-
tomers from BFSI, retail, pharma, healthcare, FMCG 
and others use their enterprise-grade solu  ons for 
running businesses globally. However, things have 
changed in the last few years. Their business mod-
els have been challenged. Small players and startup 
companies have popped up globally to take on these 
tradi  onal giants off ering core so  ware solu  ons to 
customers.

Even though Microso  , Oracle and SAP s  ll share 

most of the so  ware revenues, the rise of new play-
ers is pre  y signifi cant. Rela  vely new players like 
Qlikview, Infor, Epicor and Salesforce, among others 
began to solve the key challenges in the tradi  onal 
enterprise applica  ons, giving customers cheaper 
and easy-to-deploy solu  ons. Many startups in India 
have also come up solving the tradi  onal problems 
in their new so  ware systems. Companies such as 
CRMNext are a good example to men  on here. In 
other words, the rise of new players and startups is 
purely the result of new tech trends.

So  ware market is today also driven by the con-
sump  on of new age technologies such as the data-
center moderniza  on, cloud, internet of things (IoT), 
BYOD, etc. As the pressure on the tradi  onal play-
ers in the banking, retail and FMCG, among others 
have increased to off er be  er and fast services, the 
demand for more agile technology have increased. 
So  ware market is o  en caught in the demand cycle. 
In FY 2016, most of the Indian customers are mov-
ing to digital technologies. Indian companies are vy-
ing with global counterparts to off er services. Indian 
banks have begun movement to the digital pla  orms 
in the wake of the wallet war in the Indian market. 
Thus, digital has infl uenced the so  ware demand in 
the country in a big way.

Because of the sca  ered nature of so  ware market 
in India, it is diffi  cult to decide the so  ware leader 
in the market. Microso   has a sound presence in all 
segments – be it end user compu  ng, be it enterprise 
so  ware and be it cloud. While it is a leader in the 
overall market size, it stands way behind in the enter-
prise so  ware space. SAP leads the enterprise so  -
ware market, followed by Oracle and others. Oracle 
leads the RDBMS market with no close compe   on 
at all. So the strengths of Microso  , SAP and Oracle 
are diff erent in the so  ware space.

Volume in totality

Because of the growth of the Indian market, there 
has been a signifi cant growth of the so  ware market 
in the subcon  nent. Many of the Indian fi rms have 
expanded globally. Plus, SMEs and SMBs have moved 
up the ladder by inves  ng in technology. Keeping all 
factors in sight, the Indian so  ware market is set to 
witness a growth of 12.8%. According to Gartner, “In-
dian so  ware market is likely to witness a growth of 
12.8% and will reach $5.3 billion in 2016.”
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Enterprise software size and trends

Enterprise so  ware market, as discussed earlier, is 
shaping up in sync with the demand trends at the 
user organiza  on. Organiza  ons in India want to 
know how to use digital technologies, services and 
disciplines to create new growth opportuni  es. 
Businesses are ge   ng ready to digitally transform, 
crea  ng new organiza  ons, and leadership roles. 
This transforma  on is genera  ng varying degrees 
of adop  on, experimenta  on and spending in the 
newest technologies. Branded companies that sell to 
consumer markets are more rapidly purchasing and 
adop  ng digital applica  ons to expand their digital 
footprint and strengthen their compe   ve posi  on-
ing. Increasingly, Indian enterprises will be evaluat-
ing emerging technology solu  ons on innova  on and 
business impact rather than cost and ease of deploy-
ment. Most of the vendors – SAP, Oracle, IBM, HPE, 
SAS, Salesforce.com, etc – endeavored to reap on the 
digital wave in the country.

The growth is much be  er than the previous year 
which witnessed merely 8%. Digital transforma  on 
has been the biggest reason behind this growth. 
Large banks moved to digital pla  orm, in an a  empt 
to op  mize their services. In addi  on, retailers and 
entailers also made IT investments in the future tech-
nologies.

Several leading trends that are common across the 
India so  ware market include: 1) So  ware as a ser-
vice (SaaS) adop  on and development, 2) Open 
source so  ware (OSS) adop  on, and its broader mar-
ket implica  ons, 3) Changing buying behaviors and 
purchasing styles associated with digital business 
and the digital India ini  a  ve of Indian government, 
and 4) Demand for specialized so  ware vendors that 
can deliver on the digital business vision.

Enterprise applica  ons market underwent a trans-
forma  on since most of the players pursued custom-
ers in the midsec  on of most of the ver  cals. While 
there was a  me when enterprise apps’ market had 
slowed because of the tepid spending by Indian orga-
niza  ons, it has gained pace and become a lot more 
vibrant. Growth of the overall enterprise so  ware 
market stands as a tes  mony. This is a  er a long  me 
when the growth has moved to double digits. As dis-
cussed, thanks to the new wave of startups in the 
enterprise apps space. New startups and emerging 
players have added spice to the market through their 

targeted, core applica  ons which are easy to deploy 
and do not need big setups. These players are woo-
ing customers with their innova  ve solu  ons claim-
ing to solve the age-old process-related problems in 
large enterprises. Sensing the growing compe   on, 
the tradi  onal players are coming out with op  ons 
and acquiring companies.

All in all, the enterprise so  ware marketplace has 
become even more dynamic as its growth and struc-
ture are being shaped by the factors and forces of 
decentralized purchasing, consumeriza  on and mo-
bility, infl uence of emerging markets, cloud-based 
implementa  ons, and new consump  on models. 
Mainly enterprise resource planning (ERP) so  ware, 
customer rela  onship management (CRM), supply 
chain management (SCM) and Business Intelligence 
(BI) or analy  cs so  ware are part of the enterprise 
so  ware ecosystem.

This year, the spending was also driven by govern-
ment as the Government of India formally kick start-
ed the Digital India program. Several states began to 
move on the modern IT pla  orm. It is believed that 
the government spending will increase this year as 
well.

The top business priori  es for Indian users have 
been: 1) increasing enterprise growth; 2) delivering 
opera  onal results; 3) improving profi tability and 
margins; 4) improving IT applica  ons, infrastructure, 
legacy; and 5) consolida  ng business opera  ons. 
These priori  es led Indian enterprises to increase 
their IT spending. Overall posi  vity in the market in 
the regime of the new government added energy in 
the market and inspired organiza  ons to invest in IT 
and improve their processes. If Gartner is to be be-
lieved, op  mism regarding spending within Indian 
organiza  ons refl ects confi dence in India’s regional 
economic performance, as well as the need to adopt 
be  er technology to eff ec  vely compete in a tougher 
global environment.

Gartner also believes that in the next fi ve years, pri-
ority areas of so  ware spending will include web 
conferencing; teaming pla  orms and social so  ware 
suites; enterprise content management; customer 
rela  onship management (CRM) and security. Indian 
organiza  ons favor the cost-eff ec  ve use of these 
technologies before embracing these tools. It o  en 
leads them to make a quick decision on buying any 
applica  on.
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Indian ERP Market

The Enterprise Resource Planning (ERP) so  ware re-
mains the fi rst choice for large enterprises as they 
are faced with mul  ple organiza  onal challenges and 
have to deal with day-to-day business complexi  es. 
Unlike the previous years, the growth of ERP seg-
ment has gone further. Major ver  cals such BFSI, re-
tail, healthcare and manufacturing, mid-size compa-
nies embarked upon the ERP journey. While SaaS and 
cloud dominated the ERP segment, on-premise ERP 
did not vanish at all. There were companies which 
con  nue to invest in on premise ERP solu  ons, one 
of the tyre manufacturer put its money in the on-
premise ERP recently. However, be  er licensing and 
pricing models on the cloud led so  ware companies 
to tap the mid-size players. Players such as SAP, Or-
acle, Microso   and others closely worked with their 
partners to deliver cloud-based ERP. Microso   set 
up three of its datacenters in the country in order to 
gain trac  on in the government.

Another reason why the ERP so  ware market wit-
nessed posi  ve rebound was the improvement in 
global economic condi  ons. The ERP so  ware mar-
ket witnessed double digit growth. Overall the size 
of the enterprise so  ware market stood at (as per 
Dataquest) Rs 2699 crore with 12% growth. It is much 
be  er than 8% growth the previous year. It is poised 
to improve in the on-going year because of revived 
buying and increased spending. The overall market 
size in FY 16 remained Rs 2699 crore. SAP remained 
an undisputed player with 47% market share. Oracle 
con  nues to follow with close to 17% market share 
followed by Microso   and others.

CRM Market

Customer rela  onship management is growing rap-
idly across organiza  ons. It is evident from the fact 
that several SMEs, SMBs and startups invested in 
SaaS-based CRM solu  ons. Large enterprises con  n-
ued to invest in CRM technologies so that they can 
off er be  er services to their customers. Ecommerce 
has been one of the frontrunners to invest in CRM. 
Even BFSI organiza  ons con  nued their CRM invest-
ments. The CRM market grew to Rs 2690 crore with 
14% growth rate. It is an encouraging growth. Even 
small organiza  ons want to be ahead of the curve to 
serve customers in the best possible way. Microso   
and Google tried to reap on the opportuni  es in the 

mid-segment. FY16 witnessed interes  ng implemen-
ta  ons in the mid-market by all players such as Or-
acle, Microso   and others. Oracle and SAP seemed 
to have broken the premium tag which used to shoo 
customers away.

Supply Chain Management

Delivery of goods is a big ques  on. Many companies 
in the logis  cs, FMCG, ecommerce and manufactur-
ing put their money in the SCM solu  ons. Thus, Indian 
Supply Chain Management and procurement appli-
ca  ons market sustained its growth with more than 
15% growth. According to an analyst fi rm, the SCM 
so  ware market witnessed robust growth through 
sustained applica  on demand, as supply chain con-
 nues to be a key source of compe   ve advantage in 

driving business growth objec  ves.

India’s SCM so  ware market stood at Rs 1619 
crore in FY 16 from Rs 1412 crore in FY15. SAP 
con  nues to hold onto the top spot with 36% 
market share, closely followed by Oracle with 
31%. Infor, Sage and JDA So  ware also consoli-
dated their posi  on in the supply chain market.
Overall, the SCM market is fragmented as there are 
several small players. Plus, many enterprises con  n-
ue to rely on open source alterna  ves. The fragment-
ed market points out at the growth opportunity in 
the SCM space. New business models such as cloud 
and SaaS are signifi cantly changing the supply chain 
market.

Indian Business Intelligence market

Indian business intelligence (BI) so  ware revenue 
reached at Rs 1780 crore in FY 16 over Rs 1548 crore 
in FY 15 with 15% growth. Big data and analy  cs are 
becoming a topic of serious discussion in Indian orga-
niza  ons as they want to be able to predict, prevent 
something and take informed decisions.

The BI and analy  cs market has majorly been infl u-
enced by the development of mobile, informa  on, 
cloud and social media technologies which are dis-
rup  ng the market. Self-service analy  cs engines 
are disrup  ng the space as organiza  ons are able to 
deploy and use analy  cs on their own unlike before 
when the tradi  onal BI tools could only be handled 
by an expert in the organiza  ons. Players such as 
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Tableau and Qlik are off ering customers freedom to 
choose and deploy analy  cs quite easily. Tailored 
solu  ons for ver  cals are proving to be another ad-
vantage as mid-size players are able to use them and 
take insights into their business.

In India, there are several BI and analy  cs players. 
However, the market is led by SAP with 26% mar-
ket share followed by IBM (23%), SAS (16%), Oracle 
(10%), Qlik Tech (3%) and Tibco (1%), among others. 
The BI market also reserves a great opportunity for 
vendors as this is largely a fragmented space where 
several players are ac  ve and trying to innovate with 
their applica  ons.

India’s so  ware market is set to move further in the 
wake of the government spending in Smart Ci  es, 
Digital India and Make in India program. Besides, or-
ganiza  ons are keen to upgrade their systems. How-
ever, the demand is majorly driven by small busi-
nesses and startups. This is an exci  ng  me for the 
country and so for the so  ware market. 

SAP News

 SAP Plans $2.2 Billion Investment in Connected 
Devices

 htt p :/ / w w w.b lo omb e rgqu int .co m/ bu s i -
ness/2016/09/28/sap-plans-2-24-billion-invest-
ment-in-connected-devices-market

 SAP plans to invest $2 billion into the ‘Internet of 
Things

 http://www.businessinsider.com/sap-iot-2016-
9?IR=T

 SAP confi rms Al  scale acquisi  on, aims to fi x Big 
Data challenges

 http://siliconangle.com/blog/2016/09/28/sap-
confirms-altiscale-acquisition-to-fix-big-data-
problems/ 

 Samsung, SAP to cooperate on next-gen in-mem-
ory pla  orms

 Samsung Electronics and SAP have opened a joint 
research centre that will develop memory solu-
 ons for next-genera  on in-memory compu  ng.

 h  p://www.zdnet.com/ar  cle/samsung-sap-to-
cooperate-on-next-gen-in-memory-pla  orms/

 SAP Targets Small(er) Businesses with SAP HANA 
Express Edi  on

 http://www.forbes.com/sites/adrianbridgwa-
ter/2016/09/22/sap-targets-smaller-businesses-
with-sap-hana-express-edi  on/#d4299bb7287d

 Bristlecone Selected by UCT for Digital Transfor-
ma  on With SAP S/4HANA® 

 http://www.prnewswire.co.in/news-releases/
bristlecone-selected-by-uct-for-digital-transfor-
ma  on-with-sap-s4hana-597542661.html

 Elmo Solu  ons Announces CAD/PDM/PLM Inte-
gra  on for SAP ERP Systems

 https://in.finance.yahoo.com/news/elmo-solu-
 ons-announces-cad-pdm-225500293.html

Conclusion

ERP industry has witnessed a tremendous growth 
over the recent years as the need of automa  on is ris-
ing, making it a vital need for every business. Today, 
the compe   on in produc  on sector has intensifi ed 
and it is going to be even more intense in the coming 
years. So amidst all these circumstances, there is no 
point of running a large enterprise in the absence of 
a system that automates all its tasks. Owing to all the 
technological advancements happening around, it 
has been very crucial to maintain pace with the latest 
trends and technologies to stand strong in this wide-
spread compe   on. SAP has successfully tackled 
these aspects by good customer support network all 
over the world, strong R & D in products & services, 
by entering in new markets like cloud apps by cloud 
compu  ng (SaaS), market leading cloud pla  orm 
(PaaS), Flexible on Demand infrastructure (LaaS) & 
thru diversifi ed acquisi  ons. 

References

1. h  ps://en.wikipedia.org/wiki/SAP

2. h  p://mybrandbook.co.in/so  ware-market-
india-picks-pace/

3. h t t p s : / / a c a n d o s a p . f i l e s .w o rd p re s s .
com/2015/09/applica  on_lifecycle_manage-
ment

4. h  p://www.industryweek.com/technology/



10                                                                                   The Exponent Group of Journals For Information Technology, Volume 6, Number 1, Dec 2017 - Feb 2018

fi ve-trends-will-shape-future-erp 5. h  p://go.sap.com/solu  on/cloud.html



The Exponent Group of Journals For Information Technology, Volume 6, Number 1, Dec 2017 - Feb 2018                                                                                   11

Datacenter Infrastructure – Part 3

- Bhargav Gulavani
Email : bhargav.gulavani@gmail.com

Introduction

In this ar  cle, we shall study typical network archi-
tecture employed in a datacenter. Network plays 
crucial role in datacenter, as it is responsible for in-
terconnec  ng server and storage nodes among each 
other, and to the internet. Network design is cri  -
cal not only because it contributes to a signifi cant 
capital and opera  onal cost but it also needs to be 
scalable to accommodate future needs. One of the 
key requirement of the network design is to provide 
high inter node bandwidth, while being cost and en-
ergy effi  cient and scalable. Scalability means that, it 
should be possible to add more servers or racks to 
the datacenter with minimal addi  onal cost, and 
without the need of replacing high-cost networking 
gear. In this ar  cle, we study some of the common 
network designs and compare them on the following 
four requirements.

1. Bisec  on bandwidth, which is defi ned as the 
bandwidth available between the two par   ons, 
if the network is bisected into two par   ons, i.e., 
par   oned into two halves

2. Cost effi  ciency

3. Energy effi  ciency

4. Scalability

 Datacenter network – physical layout

Network switch is typically used to connect mul  ple 
servers together so that they can communicate with 
each other over the created LAN. Any such switch 
has fi xed number of ports, one per server. Although 
commodity network switches having 10-20 ports are 
fairly cheap, network switches with high port counts 
which are needed for tying mul  ple servers in a data-
center together are more than ten  mes expensive 

per port than commodity switches. One could imag-
ine connec  ng all servers via commodity switches 
by organizing the switches in a hierarchical tree like 
structure, but that would increase the network la-
tency between servers connected via the highest-
level switches. Hence, typical datacenter architec-
ture involves using lots of commodity switches and 
few switches with high port count. This results in a 
networking fabric organized as a two-level hierarchy 
as depicted in Figure 1. Servers and storage nodes 
are interconnected via a small commodity switch, 
called Access switch, having few ports. Mul  ple such 
commodity switches are interconnected via high end 
switch, called Aggrega  on switch, or Cluster switch, 
having many ports.

Components are connected to Access switch via 
twisted copper cables. These cables nowadays sup-
port bandwidth of 1Gbps. However, for lengths 
longer than few meters, capacity of these cables is 
severely restricted below 10Gbps. In contrast, Ag-
grega  on switch connec  ons are made via Fiber 
cables that rou  nely support bandwidths upward of 
10Gbps. Fiber cables can even support bandwidth of 
up to 100Gbps and their capacity is not restricted by 
the length of cable.

Consider the network confi gura  on depicted in Fig-
ure 1. In this confi gura  on, any two servers connect-
ed to the same Access switch can communicate at 
1Gbps. Suppose each Access switch has 20 ports. Ev-
ery pair of servers connected to an Access switch can 
simultaneously communicate at 1Gbps, resul  ng in 
20Gbps overall bandwidth. However, if all these serv-
ers try to send or receive packets from 20 other serv-
ers connected to another Access switch, then they 
will be restricted by the 10Gbps uplink bandwidth of 
the Aggregate switch. Here, the aggregate switch is 
oversubscribed at the ra  o 1:2, i.e., the Aggregate 
switch allows only 10Gbps although individual Access 
switches can communicate at 20Gbps. Oversubscrip-
 on is common in network designs and even in tele-
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communica  on networks. It is common prac  ce that 
works on the assump  on that not all components de-
mand their share simultaneously, which is a prac  cal 
solu  on to minimizing overall capital and opera  onal 
cost of the network. However, oversubscrip  on re-
duces the bisec  on bandwidth of the network, which 
is defi ned as the bandwidth available between the 
two par   ons, if the network is bisected into two 
par   ons, i.e., par   oned into two halves. Suppose 
the Aggrega  on switch depicted in Figure 1 has 100 
ports; then the bisec  on bandwidth of the network 
would be 500Gbps (= 100/2 * 10Gbps).

Following are the consequences of two-level net-
work hierarchy.

1. Bandwidth among servers connected to same 
Access switch has homogeneous profi le and 
is typically much more than bandwidth across 
Aggregate switch.

2. Bandwidth between two servers connected 
via Aggregate switch may vary dynamically 
depending upon the network ac  vity along 
the uplink between their respec  ve Access 
switches and the Aggregate switch.

Networking fabric design of a datacenter is thus a 
trade-off  between speed, scale, and cost. How much 
to spend on networking versus spending the equiva-
lent amount on buying more servers or storage is an 
applica  on-specifi c ques  on. Top-or-Rack and End-
of-Row switch confi gura  ons are most common net-
work layouts in datacenters. We describe these lay-
outs in the next two sub-sec  ons.

Top of Rack (ToR) switch con iguration

In Top of Rack confi gura  on, all servers within a rack 
connect to one or two Ethernet switches installed 
inside the rack. These switches could be commodity 
switches designed as 1RU-2RU, with as few as 10-20 
ports, suffi  cient for connec  ng components within a 
rack. The top or rack switch is connected directly to 
one or more aggrega  on switches via a Fiber cable.

Although, this layout is called as ‘top or rack’, the 
switch loca  on need not necessarily be at the top of 
the rack. They could very well be placed at the bot-
tom or middle of the rack. However, the term Top of 
Rack specifi cally entails a switch in each rack.

This layout restricts the twisted cable copper cables 
to within a rack, thus simplifying cable management 
in the datacenter. Long running copper cables can 
be diffi  cult to manage within a datacenter, and can 
also restrict the sever access speeds. By restric  ng 
the copper cables to within a rack, ToR confi gura  on 
avoids poten  al problems associated with long run-
ning copper cables. Figure 2 depicts the schema  c of 
ToR confi gura  on.

Following are the advantages of ToR confi gura  on.

1. Twisted copper cabling restricted to within a 
rack, thus reducing cabling cost

2. Cable management is easier with less cables 
involved

3. Rack is the unit of upgrade and maintenance

Following are the disadvantages of ToR confi gura-
 on.

1. A switch per rack results in a large number of 
switch to deploy and manage, thus resul  ng 

Figure 1 Two-level networking fabric of typical datacenter
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in maintenance and manageability problems 
and lower space effi  ciency

2. More components lead to more cooling cost 
and hence lower energy effi  ciency

End of Row (EoR) con iguration

‘End of Row’ is an alterna  ve confi gura  on, where 
the server racks are organized side by side in a row, 
and racks in either end of the row consist of net-
work gear (typically aggrega  on switch) responsible 
for providing network connec  vity to servers in the 
racks along the row. In this confi gura  on, each serv-
er in the row is connected via twisted copper cable 
to the aggrega  on switch located at the end of row. 
However, the end of row network racks need not 
necessarily be placed at one end of row, as the name 
suggests. It could very well be placed in the middle 
of row, resul  ng in MoR layout. Figure 3 depicts the 
schema  c of End of Row switch layout.

This layout signifi cantly reduces the number of 
switches required in the datacenter, thus reducing 
the cost and power requirement. However, it em-
ploys copper cables of signifi cantly longer lengths, 
instead, thus incurring signifi cant cable management 
and maintenance costs. Longer copper cables may 
also restrict the network speeds to below 10 Gbps, 
at the lowest level.

Following is the summary of advantages of EoR con-
fi gura  on.

1. Fewer switch count, as a switch is not re-
quired per rack

2. With lesser number of network devices, it has 
less cooling requirement and is thus more en-
ergy effi  cient than ToR design

Following is the summary of disadvantages of EoR 
confi gura  on.

1. Cabling complexity

2. Unit of upgrade and maintenance is a row

Datacenter network logical layout

In this sec  on, we describe how the networking gear 
including the switches, routers and cables are inter-
connected to realize a logical network within the 
datacenter.

3-Tier Hierarchical DCN

This is a legacy and a common design adapted from 
tradi  onal campus networking designs. It consists of 
three layers of network switches and routers, name-
ly, access, aggrega  on and core. Individual servers 
are connected directly to access switches, the aggre-
ga  on switch connects mul  ple access switches (as 
depicted in Figure 1) and fi nally all the aggrega  on 
layer switches are connected to each other and to 
the internet via the core layer switches. Access and 
aggrega  on switches typically operate at Layer 2, 
whereas core layer switches operate at Layer 3, and 
hence could also be called as routers. Figure 4 de-
picts the schema  c of 3-Tier Hierarchical network. 
Although, this design is commonly employed in data-
center networks, it has been unable to cope up with 
the demands of modern datacenters. This is so, be-
cause of the following reasons.

1. This design requires expensive and power 
hungry network devices at higher layers of 
topology, especially at core layer

2. More network switches along the network 

Figure 2 Top of Rack confi gura  on
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path results in higher latencies

3. High over-subscrip  on ra  o, especially at 
highest layers, results in poor bisec  on band-
width

However, this design has several advantages as out-
lined below. 

1. Modular design

2. Common and legacy architecture for data-
center networking, as it does not require any 
custom protocols or components

Fat Tree DCN

This network design address some of the draw-
backs of 3-layer design, namely, low bisec  on band-
width, and the need of expensive network devices. 
The switch topology in this architecture is based on 
the Clos topology widely used in telecommunica-
 on switch networks [5], and is parameterized by a 

number k that determines the number of switches 
in each layer. This network design supports k pods, 
where each pod contains, k2/4 servers, k/2 access 
layer switches, and k/2 aggrega  on layer switches. 

The core layers contain k2/4 core switches where 
each of the core switches is connected to one aggre-
gate layer switch in each of the pods. Figure 5 depicts 
the schema  c of a Fat Tree network for k = 4.

Although the network elements in fat tree design 
also follow the hierarchical organiza  on consis  ng of 
access, aggrega  on and core layers, it employs com-
modity network switches at each layer. Moreover, 
this design achieves maximum possible bisec  on 
bandwidth with 1:1 oversubscrip  on ra  o.

Although, fat tree design allows maximum bisec  on 
bandwidth, it suff ers from scalability problems. The 
maximum number of switches and the number of 
ports on each switch is a parameter of k. Moreover, 
this design requires custom addressing scheme and 
rou  ng algorithms. We summarize the drawbacks of 
this design as follows.

1. Higher number of switches compared 3-  er 
architecture, which may lead to higher main-
tenance and management costs

2. Limited scalability

3. Need for customized addressing scheme and 
rou  ng algorithms

Figure 3 End of Row confi gura  on

Figure 4 3-Tier Hierarchical Network
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Conclusion

In this ar  cle, we studied the key considera  ons in 
designing datacenter networking. Key goal of data-
center networking design is to provide high inter 
node bandwidth, while being cost and energy ef-
fi cient, scalable, and fault tolerant. We argued that 
network design is typically a trade-off  between high 
inter-node bandwidth, cost or energy effi  ciency, and 
scalability.

We studied two of the most common network con-
fi gura  ons used in datacenter racks, namely ToR and 
EoR, along with their advantages and disadvantages. 
Subsequently, we discussed the most common logi-
cal network designs, 3-Tier and Fat Tree network de-
signs, along with the trade-off s and design choices 
they make.
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Background

In the last few parts of our series, we saw layers of 
OSI model & TCP / IP model. We have also seen er-
rors that may occur in case of data transmission. 
These errors need to be corrected. But as we learnt, 
in order to correct errors, those fi rst need to be de-
tected. We have also seen diff erent error detec  on 
techniques i.e. Parity checking, checksum & CRC. Let 
us now proceed with error correc  on techniques, 
which are FEC – Forward Error Detec  on and ARQ - 
Automa  c Repeat Request.

Error Correction Techniques

We might again think what is the need of this error 
detec  on and correc  on? The thing is that when 
data is transmi  ed from source to des  na  on, how-
ever the channel may be, there is a chance of noise 
/ disturbance ge   ng added to the original data. 
This is called as noise or unwanted component that 
is added to original data which changes meaning of 
original data. Hence, we cannot guarantee correct-
ness of data being received at the receiver end. That 
is why several error detec  on & correc  on methods 

are used in data communica  on.   

So basically, Error correc  on is the process of detect-
ing errors in transmi  ed messages and reconstruct-
ing the original error-free data. Error correc  on en-
sures that corrected and error-free messages are 
obtained at the receiver side. So we would have got 
importance of these error correc  on techniques. In 
this part if our ar  cle we are going to see what are 
types of these error correc  on techniques and how 
do they work.

Forward Error Correction

This is basic technique of error correc  on. In its sim-
plest form, every character in source data is sent 
twice. It is the job of receiver to check both the in-
stances of sent character for adherence to the proto-
col being used. If conformity occurs in both instanc-
es, the character is accepted; else if there is some 
mismatch, then the character that conforms to pro-
tocol is accepted. Moreover, if conformity does not 
occur in either of the instances, then the character 
is rejected and a blank space or an underscore (_) is 
displayed in its place. This is very basic as it sounds. 

Figure 1. Error correc  on techniques



The Exponent Group of Journals For Information Technology, Volume 6, Number 1, Dec 2017 - Feb 2018                                                                                   17

The fl ow is as shown in Figure 2.

Hamming Codes

Let us now see an example of this ‘Forward Error Correc  on’ method. Hamming code is best example of this 
technique. The name Hamming code is basically a linear block named a  er its inventor R. W. Hamming. It is 
error correc  ng code.

We have already seen Parity bit logic for detec  ng errors in data transmission. Just to revise again, Parity is 
of 2 types – Even Parity & Odd Parity. Even parity means number of 1’s in given data including parity bit itself 
should be even (2, 4, 6, 8 and so on). And as we can guess, Odd Parity means the number of 1’s in the given 
data including the parity bit itself should be odd (1, 3, 5, 7 and so on). 

Consider the following example of Hamming code.

Figure 2. Forward error correc  on fl ow
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7 bit 
H a m -
m i n g 
Code

Bit

D7

Bit

D6

Bit

D5

Bit

D4 / P4

Bit

D3 

Bit

D2 / P2

Bit

D1 / P1

The above is an example of 7-bit Hamming Code. 

In this example, bits P1, P2 & P4 are parity bits, whereas D7, D6, D5 & D3 are data bits. If correctly observed, 
parity bits P1, P2 & P4 are at 20, 21 & 22 posi  ons. Remaining bits are data bits. In our example, data bits are 
D7, D6, D5 & D3. 

So  ll now we have seen loca  on of data and parity bits. Now the ques  on is, what would be the values of 
parity bits? Let us see that. 

Selec  ng P1 

Bit P1 is adjusted to 0 or 1 so as to establish even parity over bits 1,3,5,7. In the Hamming code example 
men  oned below, we can get how P1 is selected.   

7 bit 
H a m -
m i n g 
Code

Bit

D7

Bit

D6

Bit

D5

Bit

D4 / P4

Bit

D3 

Bit

D2 / P2

Bit

D1 / P1

Selec  ng P2 

Bit P2 is adjusted to 0 or 1 so as to establish even parity over bits 2,3,6,7. In the Hamming code example 
men  oned below, we can get how P2 is selected.   

7 bit 
H a m -
m i n g 
Code

Bit

D7

Bit

D6

Bit

D5

Bit

D4 / P4

Bit

D3 

Bit

D2 / P2

Bit

D1 / P1

Selec  ng P4

Bit P4 is adjusted to 0 or 1 so as to establish even parity over bits 4,5,6,7. In the Hamming code example 
men  oned below, we can get how P4 is selected.   

7 bit 
H a m -
m i n g 
Code

Bit

D7

Bit

D6

Bit

D5

Bit

D4 / P4

Bit

D3 

Bit

D2 / P2

Bit

D1 / P1

Let us now see one example of how the parity bits are decided in Hamming codes. 

Example

Consider data bits 1 0 1 1 are to be transmi  ed. We are to generate 7-digit Hamming code. So, according to 
the syntax we studied above, these data bits will be fi lled in following posi  ons in Hamming code. 
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7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

D4 / P4

Bit

D3 = 1

Bit

D2 / P2

Bit

D1 / P1

We are to decide what would be the parity bits indicated with yellow color. 

Decide P1

Let us again revise how we are to calculate value of this P1. 

Bit P1 is adjusted to 0 or 1 so as to establish even parity over bits 1,3,5,7. In the Hamming code example 
men  oned below, we can get how P1 is selected.   

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6

Bit

D5 = 1

Bit

D4 / P4

Bit

D3 = 1

Bit

D2 / P2

Bit

D1 / P1

So, here as D7 = 1, D5 = 1, D3 = 1, in order to set even parity of these bits, P1 or D1 needs to be set to 1. 
Hence, fi nal values would be as follows – 

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6

Bit

D5 = 1

Bit

D4 / P4

Bit

D3 = 1

Bit

D2 / P2

Bit

P1 = 1

In the very similar way, we would decide P2. 

Decide P2

Bit P2 is adjusted to 0 or 1 so as to establish even parity over bits 2,3,6,7. In the Hamming code example 
men  oned below, we can get how P2 is selected.   

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5

Bit

D4 / P4

Bit

D3 = 1

Bit

D2 / P2

Bit

P1 =1

So, here as D7 = 1, D6 = 0, D3 = 1, in order to set even parity of these bits, P2 or D2 needs to be set to 0. 
Hence, fi nal values would be as follows – 

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

D4 / P4

Bit

D3 = 1

Bit

P2 = 0

Bit

P1 = 1

Decide P4

Bit P4 is adjusted to 0 or 1 so as to establish even parity over bits 4,5,6,7. In the Hamming code example 
men  oned below, we can get how P4 is selected.   
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7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

D4 / P4

Bit

D3 = 1

Bit

D2 / P2

Bit

P1 =1

So, here as D7 = 1, D6 = 0, D5 = 1, in order to set even parity of these bits, P4 or D4 needs to be set to 0. 
Hence, fi nal values would be as follows – 

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

P4 = 0

Bit

D3 = 1

Bit

P2 = 0

Bit

P1 = 1

Hence, the complete code word is as follows.

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

P4 = 0

Bit

D3 = 1

Bit

P2 = 0

Bit

P1 = 1

Let us now check how error detec  on & correc  on happens using Hamming Code.

In the other way round, suppose 7-bit Hamming code received is as follows: 

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

P4 = 1

Bit

D3 = 0

Bit

P2 = 1

Bit

P1 = 1

Let us analyze parity bits. 

i) Parity Bit P4 

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

P4 = 1
  

1 0 1 1

This itself tells it is odd parity. Hence, there is an ERROR. 

ii) Parity Bit P2 

We will now check bits D7, D6, D3 and D2. 

Bit

D7 = 1

Bit

D6 = 0

Bit

D3 = 0

Bit

P2 = 1

1 0 0 1 

This is EVEN parity and hence there is NO ERROR  

ii) Parity Bit P1 
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Bit

D7 = 1

Bit

D5 = 1

Bit

D3 = 0

Bit

P1 = 1

1 1 0 1

This is odd parity and hence there is ERROR

Let us now form a word of parity bits. 

Bit

P4 = 1

Bit

P2 = 0

Bit

P1 = 1

1 0 1

(1 0 1) means digit ‘5’ in 10 digit numbering system. 

That means there is an error in 5th posi  on, which is D5. Earlier value of D5 was ‘1’. Hence, let us make it ‘0’ 
and then check erroneous parity bits again.

Assump  on: (changed D5 from ‘1’ to ‘0’)

Received erroneous data. 

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 1

Bit

P4 = 1

Bit

D3 = 0

Bit

P2 = 1

Bit

P1 = 1

Data a  er change.

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 0

Bit

P4 = 1

Bit

D3 = 0

Bit

P2 = 1

Bit

P1 = 1

Check P4.

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 0

Bit

P4 = 1

1 0 0 1 (EVEN parity : NO ERROR)

Check P1.

Bit

D7 = 1

Bit

D5 = 0

Bit

D3 = 0

Bit

P1 = 1

1 0 0 1 (EVEN parity: NO ERROR)

There was not any erroneous case for P2. That means our assump  on was right. D5 should be ‘0’. So that was 
the bit of error. 

Therefore, corrected bit is as follows: 
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Figure 3 Advantages of Hamming Codes

7 bit 
H a m -
m i n g 
Code

Bit

D7 = 1

Bit

D6 = 0

Bit

D5 = 0

Bit

P4 = 1

Bit

D3 = 0

Bit

P2 = 1

Bit

P1 = 1

This is how error in data is detected & corrected using Hamming code method. Thus, in this part of our ar-
 cle, we have seen what error correc  on techniques are. We have seen simple example of Hamming codes 

too. In next part of this ar  cle, we would have a look at ARQ. 
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Introduction

 Biometric Identi ication

Biometrics is a technology used to iden  fy an individ-
ual electronically based on their unique, measurable 
biological characteris  cs. For example, fi ngerprint 
detec  on has long been used to dis  nguish one in-
dividual from another, as each person’s fi ngerprints 
are never iden  cal. The same concept is built upon 
in biometrics, allowing a computer to scan in the bio-
metric iden  fi er and compare it against a database 
for matches.

Biometric Iden  fi ca  on is the automa  c iden  fi ca-
 on of living individuals by using their physiological 

or behavioural characteris  cs. 

In computer security, biometrics refers to authen  -
ca  on techniques that rely on measurable physical 
characteris  cs that can be automa  cally checked.  
There are several types of biometric iden  fi ca  on 
schemes including the following.

 face: the analysis of facial characteris  cs 

 fi ngerprint: the analysis of an individual’s 
unique fi ngerprints

 hand geometry: the analysis of the shape of 
the hand and the length of the fi ngers

 DNA or gene  c fi ngerprint: examina  on of 
person’s unique sequence of DNA base pairs

 re  na: the analysis of the capillary vessels lo-
cated at the back of the eye

 iris: the analysis of the coloured ring that sur-
rounds the eye’s pupil

 signature: the analysis of the way a person 
signs his or her name

 vein: the analysis of pa  ern of veins in the 
back of the hand and the wrist

 voice: the analysis of the tone, pitch, cadence 
and frequency of a person’s voice

Figure 1 Biometric iden  fi ca  on schemes (source: 
imprivita.com)

If we think about it, an ordinary passport photo is a 
crude example of biometrics. When the border 
guards look at our face and compares it with our 
passport photo, what they’re doing is intui  vely 
comparing two images. Is one nose bigger than an-
other? Are the eyes further apart? That is simple bio-
metrics in ac  on in our day to day lives.

Biometric iden  fi ca  on is already playing a cri  cal 
role in computers, couple of examples are listed be-
low.

Electronic commerce

Nowadays mobile devices include a fi ngerprint scan-
ner where we place our index fi nger. The computer 
in the device analyses our fi ngerprint to determine 
who we are and, based on our iden  ty, authorize us 
diff erent levels of access to perform tasks on the de-
vice. Most common example is the ability to sign in 
to the mobile device, sign in to our banking app to 
make payments 
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or avail of any banking services that we could per-
form through our ATM or at the bank’s teller counter.

Identity system

Biometric iden  fi ca  on usually applies to a situa-
 on where an organiza  on needs to iden  fy a per-

son. The organiza  on captures a biometric from that 
individual and then searches a biometric repository 
in an a  empt to correctly iden  fy the person. The 
biometric repository could be managed by a law en-
forcement agency, such as the Integrated Automated 
Fingerprint System (IAFIS) run by the FBI in the USA, 
or be part of a na  onal iden  ty system like India’s 
UIDAI system.

Biometric Authentication

Biometric authen  ca  on works by comparing two 
sets of data – the fi rst one is preset (reference da-
tabase) by the owner of the device, while the sec-
ond one belongs to a device visitor. If the two data 
are nearly iden  cal, the device knows that “visitor” 
and “owner” are one and the same, and gives ac-
cess to the person. But when fi ngerprints are being 
used to control access to buildings and computer sys-
tems, more sophis  cated methods have to be used: 
a computer has to scan the surface of our fi nger very 
quickly and then turn the scanned representa  on 
into a code it can check against its database. How 
does this happen? The important thing to note is 
that the match between the two data sets has to be 
nearly iden  cal but not exactly iden  cal. This is be-
cause it’s close to impossible for 2 biometric data to 

match 100%. For instance, the “visitor” might have a 
slightly sweaty fi nger or a  ny,  ny scar that changes 
the print pa  ern.

Designing the process so that it doesn’t require an 
exact match greatly diminishes the chance of a false 
nega  ve (the device doesn’t recognize the fi nger-
print) but also increases the odds that a fake fi nger-
print might be considered genuine.

How biometric identi ication & authentication 
methods work
Fingerprints and signatures have been used for years 
to prove an individual’s iden  ty, but individuals can 
be iden  fi ed in many other ways. Biometric iden  fi -
ca  on systems examine a par  cular trait or physical 
characteris  cs listed in Biometric Iden  fi ca  on sec-
 on above, and use that informa  on to authen  cate 

a user.  In this sec  on we will explore biometric iden-
 fi ca  on and authen  ca  on using fi ngerprint scan-

ner and iris scanners, and understand how they work.

Fingerprint Scanners

Having our fi ngerprints taken at a police sta  on in-
volves pressing our fi ngers onto an ink pad and then 
rolling our fi ngers onto paper to leave a clean impres-
sion on the page. Our fi ngerprints are also stored on 
a computer database so the police can check if we 
have commi  ed any known crimes, or fi nd us if we 
do so in future.

But when fi ngerprints are being used to control ac-
cess to buildings and computer systems, more so-
phis  cated methods have to be used: a computer 

Figure 2 Biometric Authentication low (source: aware.com)
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has to scan the surface of our fi nger very quickly and 
then turn the scanned representa  on into a code it 
can check against its database. How does this hap-
pen?

In the biometric process of fi nger scanning, minu  ae 
are specifi c points in a fi nger image. There are two 
main types, known as ridge endings and bifurca  ons. 
Some  mes, other details, such as the points at which 
scars begin or terminate, are considered minu  ae.   
The number and loca  ons of the minu  ae vary from 
fi nger to fi nger in any par  cular person, and from 
person to person for any par  cular fi nger (for exam-
ple, the thumb on the le   hand). When a set of fi nger 
images is obtained from an individual, the number of 
minu  ae is recorded for each fi nger. The precise loca-
 ons of the minu  ae are also recorded in the form of 

numerical coordinates, for each fi nger. The result is 
a func  on that can be entered and stored in a com-
puter database. A computer can rapidly compare this 
func  on with that of anyone else in the world whose 
fi nger image has been scanned.
There are three types of fi ngerprint scanners: op  cal, 
capaci  ve and ultrasound.

Optical Scanner

An op  cal scanner works by shining a bright light 
over our fi ngerprint and taking what is eff ec  vely a 
digital photograph. The scanner uses a light-sensi  ve 
microchip (either a CCD a charge-coupled device, or a 
CMOS image sensor) to produce a digital image. The 
computer analyses the image automa  cally, select-
ing just the fi ngerprint, and then uses sophis  cated 
pa  ern-matching so  ware to turn it into a code.

Capacitive Scanner

A capaci  ve scanner measures our fi nger electrically. 
When our fi nger rests on a surface, the ridges in our 

fi ngerprints touch the surface while the hollows be-
tween the ridges stand slightly clear of it. In other 
words, there are varying distances between each 
part of our fi nger and the surface below. A capaci  ve 
scanner builds up a picture of our fi ngerprint by mea-
suring these distances. Scanners like this are some-
what like the touchscreens on iPhones and iPads. 

Ultrasonic Scanner

Ultrasonic scanners will make their appearance in the 
newest genera  on of smartphones. Basically, these 
will emit ultrasounds that will refl ect back into the 
scanner. Similar to a capaci  ve one, it forms a map of 
the fi nger unique to the individual.

What happens in a fi ngerprint scan?

Unlike ordinary digital photos, scans have to capture 
exactly the right amount of detail—brightness and 
contrast—so that the individual ridges and other de-
tails in the fi ngerprint can be accurately matched to 
scans taken previously. Remember that fi ngerprints 
might be used as evidence in criminal trials, where 
a convic  on could result in a long jail sentence or 
even the death penalty. That’s why “quality control” 
is such an important part of the fi ngerprint scanning 
process.

Fingerprint scans produce images with enough detail 
to allow an accurate comparison with other scanned 
images. Here’s how the process works with a simple 
Op  cal Scanner.

1. A row of LEDs scans bright light onto the glass 
(or plas  c) surface on which our fi nger is 
pressing (some  mes called the platen). 

2. The quality of the image will vary according to 
how we are pressing, how clean or greasy our 
fi ngers are, how clean the scanning surface is, 
the light level in the room, and so on.

Figure 3 Digital representa  on of biometric informa  on (source: kilopass.com)
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3. The refl ected light bounces back from our fi n-
ger, through the glass, onto a CCD or CMOS 
image sensor.

4. The longer this image-capture process takes, 
the brighter the image formed on the image 
sensor. 

5. If the image is too bright, areas of the fi nger-
print (including important details) may be 
washed out completely—like an indoor digi-
tal photo where the fl ash is too close or too 
bright. If it’s too dark, the whole image will 
look black and details will be invisible for the 
opposite reason.

1. The algorithm tests whether the image is too 
light or too dark; if so, an audible beep or LED 
indicator alerts the operator and we go back 
to step 1 to try again.

2. If the image is roughly acceptable, another 
algorithm tests the level of detail, typically 
by coun  ng the number of ridges and making 
sure there are alternate light and dark areas 
(as we would expect to fi nd in a decent fi n-
gerprint image). If the image fails this test, we 
go back to step 1 and try again.

3. When the image passes these two tests, the 
scanner signals that the image is OK to the 
operator (again, either by beeping or with a 
diff erent LED indicator). The image is stored 
as an acceptable scan in fl ash memory, ready 
to be transmi  ed (by USB cable, wireless, 
Bluetooth, or some similar method) to a 
“host” computer where it can be processed 
further. Typically, images captured this way 
are 512×512 pixels (the dimensions used by 
the FBI), and the standard image is 2.5cm 
(1 inch) square, 500 dots per inch, and 256 

shades of grey.

4. The host computer can either store the image 
on a database (temporarily or indefi nitely) or 
automa  cally compare it against one or many 
other fi ngerprints to fi nd a match.

Iris Scanners

Let us imagine a jailer having to carry a jangling bunch 
of keys wherever he goes.  Imagine how cool it would 
be if he could unlock the door just by staring at it for 
a couple of seconds! Iris scanning technology could 
soon make this kind of thing completely rou  ne. It 
is already being used in airports and military bases 
where fast, reliable iden  fi ca  on is vitally important. 
Iris scans are the most accurate form of biometrics, 
far superior as a form of iden  fi ca  on to fi ngerprints 
(which can wear out in  me) or DNA profi ling (which 
isn’t instant). Let us take a look at what exactly are 
iris scans and how they work.

The iris is the coloured ring of muscle that opens and 
shuts the pupil of the eye like a camera shu  er. The 
coloured pa  ern of our irises is determined gene  -
cally. It comes from a pigment called melanin – more 
melanin gives us browner eyes and less melanin pro-
duces bluer eyes. Although we talk about people 
having “blue eyes,” “green eyes,” “brown eyes,” etc., 
in reality the colour and pa  ern of people’s eyes is 
extremely complex and completely unique: the pat-
terns of one person’s two eyes are quite diff erent 
from each other and even gene  cally iden  cal twins 
have diff erent iris pa  erns.  This makes an iris scan 
unique.

To get past an iris-scanning system, the unique pat-
tern of our eye has to be recognized so we can be 
posi  vely iden  fi ed. There are two dis  nct stages in-
volved in iris-scanning: Enrollment and Verifi ca  on/
recogni  on.

Figure 5 Iris scan (source: nextgov.com)Figure 4 Fingerprint scanner (source: 
Alibaba.com) 
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Enrollment: First, all the people who register in the 
system are required to have their eyes scanned. This 
one-off  process is called enrollment. Each person 
stands in front of a camera and has his/her eyes digi-
tally photographed with both ordinary light and in-
visible infrared which is a type of light used in night 
vision systems that has a slightly longer wavelength 
than ordinary red light. In iris recogni  on, infrared 
helps to show up the unique features of darkly co-
loured eyes that do not stand out clearly in ordinary 
light. These two digital photographs are then anal-
ysed by a computer that removes unnecessary de-
tails (such as eyelashes) and iden  fi es around 240 
unique features (about fi ve  mes more “points of 
comparison” as fi ngerprint systems use). These fea-
tures, unique to every eye, are turned into a simple, 
512-digit number called an IrisCode® that is stored, 
alongside our name and other details, in a computer 
database. The enrollment process is completely au-
toma  c and fast.

Verifi ca  on:  Once the person is stored in the system, 
it is a simple ma  er to check his iden  ty. The person 
simply stands in front of another iris scanner and has 
his eye photographed again. The system quickly pro-
cesses the image and extracts his IrisCode®, before 
comparing it against the hundreds, thousands, or 
millions stored in its database. If his code matches 
one of the stored ones, he is posi  vely iden  fi ed; if 
not, he is either not known to the system or he is not 
whom he claims to be.

How does an iris scanner work?

Enrollment and verifi ca  on both involve photograph-
ing a person’s iris and extrac  ng its key features. 
Below is a simple outline of the scanning process 
developed in the 1990s by computer scien  st John 
Daugman.

1. A camera scans the person’s eye and produc-
es a digital image. 

2. Image processing so  ware a  empts to isolate 
the iris by drawing two circles, one at its in-
ner boundary (between the pupil and the iris) 
and the other at its outer boundary (known 
as the limbus, between the iris and the white, 
outer sclera). The inner boundary is rela  vely 
easy to detect, because it is generally a circle 
with a sudden change in brightness where 
the pupil gives way to the iris. A broadly simi-
lar process is used to fi nd the outer boundary, 
though it has to allow for the likelihood of the 
eyelids blocking part of the iris.

3. Polar coordinates (concentric circles and ra-
dial lines from their origin) are then added to 
the image to defi ne separate “zones of analy-
sis,” so that key features of the iris can be ac-
curately located and compared in two-dimen-
sional space. This system cleverly allows for 
the way the iris changes as the pupil grows 
(dilates) and shrinks (constricts) in diff erent 
light condi  ons.

4. The pa  ern of light and dark areas in the iris is 
then converted into digital form using band-
pass fi lters (crudely speaking, if the bright-
ness in a given area is more than a certain 
amount, the fi lters might register a 1, other-
wise they would register a 0), and then using 
a mathema  cal algorithm, this generates the 
unique digital IrisCode®.  A par  cular eye will 
generate roughly the same code whether its 
pupil is dilated or not.

Typical Biometrics System architecture

The system architecture depicted in Figure 6 shows 
fi ngerprint reader and webcam for face reading. Ad-
di  onal devices could be easily plugged in for bio-
metrics involving other characteris  cs such as voice 
print, hand geometry, iris scanner, re  nal scanner 
and vein reader for enrollment and verifi ca  on.

Advantages of biometric identi ication 
system

It today’s technology based society, tradi  onal indi-
vidual authen  ca  on methods are gradually becom-
ing obsolete. Biometric authen  ca  on is taking over 
tradi  onal passwords or ID card based authen  ca-
 on due to numerous advantages. Let’s examine the 

advantages of a biometric iden  fi ca  on manage-
ment system (which relies on “who you are”) vs. tra-
di  onal authen  ca  on methods that rely on “what 
you have” or “what you know.

Identi ication accuracy

Since every individual on the planet possesses unique 
physiological features that can’t be easily swapped, 
shared, or stolen, biometric iden  fi ca  on has the 
poten  al to accurately iden  fy someone without a 
shadow of a doubt nearly 100% of the  me. Occa-
sionally, the ability to accurately iden  fy someone 
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can be aff ected by environmental, age, or skin integ-
rity issues, but with a mul  modal biometric iden  fi -
ca  on system we can eliminate those factors. Mul-
 ple biometric a  ributes can iden  fy someone with 

100% certainty every  me we scan them.

Reduced administrative costs

Modern biometric iden  fi ca  on management sys-
tems are comprised of hardware and so  ware that 
are simple to install and easy to use. This reduces the 
need for intense training and ongoing management 
costs. Plus, biometric iden  fi ca  on management 
helps save other costs such as the issuance of new 
ID cards, and replacing lost or damaged ID cards. Bio-
metric iden  fi ca  on also generates cost savings for 
IT by elimina  ng the  me consuming and resource 
draining need to reset passwords. If we use single 
sign on solu  ons to log in to our network, think about 
the IT  me and cost of password resets every  me an 

employee forgets their password. In addi  on, if that 
password gets stolen, it can lead to a security breach.

Establishes accountability

Implementa  on of a biometric iden  fi ca  on solu  on 
creates a concrete ac  vity audit trail to help establish 
accountability. Each and every ac  on or transac  on 
will be recorded and clearly documented by the indi-
vidual associated with it which reduces the possibil-
ity of system misuse and fraud.

Adds convenience

Biometric technology makes individual iden  fi ca-
 on convenient without the need to carry around 

ID cards or remember complicated passwords. Due 
to the fact that passwords can be forgo  en or easily 
guessed and the fact that ID cards can be damaged, 
swapped, or shared, biometrics are more convenient 

Figure 6 Biometric system architecture
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because our individual physiological a  ributes are 
always with us.

Dif icult to forge

Biometric a  ributes are almost impossible to forge 
or duplicate. Even if one manages to forge a biomet-
ric a  ribute such as a fi ngerprint, modern biometric 
devices with liveness detec  on have the capability to 
iden  fy a fake from the original.

Improved Return on Investment (ROI)

Biometric iden  fi ca  on management off ers en-
hanced accuracy, improved accountability, and a 
reduc  on in opportuni  es for misuse. Compared to 
tradi  onal iden  fi ca  on systems that may rely on 
passwords, ID cards, or personal iden  fi ca  on num-
bers (PINs), the ROI is much higher with biometric 
iden  fi ca  on systems.

Challenges / Disadvantages

Security & Data challenges

Cannot revoke the fi ngerprint/iris/voice print re-
motely

A big disadvantage of biometric security is that a user 
cannot remotely alter them. If we lose access to an 
email, we can always ini  ate a remote recovery to 
help us regain the access. During the process, we will 
be able to change our password or add two-factor 
authen  ca  on to double our account’s security. Bio-
metrics, however, do not work like that. We have to 
be physically near the device to change its ini  al, se-
cure data set.A thief could steal our smartphone, cre-
ate a fake fi nger, and then use it to unlock the phone 
at will. Unless we quickly lock our phone remotely, a 
thief would quickly steal every bit of informa  on on 
the device.

Lack of revocability - Biometrics last a life  me

A concern with biometric-based authen  ca  on is its 
lack of revocability, meaning that a biometric cannot 
be tossed away and replaced like a password or a 
credit card number. Rather, it is permanently associ-
ated with a user. Recent experimenta  on with bio-
metric template techniques like sal  ng and one-way 
encryp  on reduce the collateral damage. But just as 

with passwords that are reused across sites, there 
will always be a poorly designed system that can re-
sult in a leak of biometric creden  als, ruining them 
for all other systems. Despite advancements in secu-
rity controls, one’s iden  ty, which is invaluable and 
irreplaceable, will always be at risk.

We can always change our password if somebody 
learns it, but there is no way to modify our iris, re  na 
or fi ngerprint. Once somebody has a working copy of 
these, there is not much we can do to stay safe, other 
than switching to passwords or using another fi nger.

Biometric iden  ty data is already hackable

Users are able to safeguard passwords by taking precau-
 ons like limi  ng sharing through channels they distrust 

and not reusing the same password across sites. Con-
taining the spread of biometric informa  on is a lot more 
diffi  cult. It might be easier to swipe a fi nger than type in 
a code, but this convenience comes at security cost.

Biometric iden  ty data will be easier to hack than 
passwords. Not only are they subject to all of the cur-
rent a  acks that work when hacking passwords, but 
biometric data were never designed to be secret. Most 
people make sure not to divulge their passwords, but 
it is diffi  cult to imagine a world where everyone wears 
gloves constantly to avoid leaving fi ngerprints.  A  ackers 
have already fi gured out how to bypass many of today’s 
biometric solu  ons.

Stealing a ingerprint and tricking the system

Crea  ng a fake fi nger (spoofi ng the fi ngerprint) is one 
of the most common methods that hackers use to 
trick a fi ngerprint or iris scanner are listed below. To 
unlock a smartphone secured with a fi ngerprint, the 
hacker/a  acker will fi rst need to fi nd a high-quality 
print, which contains a suffi  cient amount of specifi c 
pa  erns to open up the device. Next, the a  acker will 
li   the fi ngerprint, place it on a plas  c laminate, and 
then cast a fi nger to fi t this mold. Once the malicious 
hacker creates the fake fi nger, all he has to do is to 
place it on the scanner, press with his fi nger to con-
duct electricity and then misuse the unlocked phone.

Tricking an iris scanner

Iris scanners can be tricked rela  vely easily as below:

1. Take a zoomed-in photo of the “vic  m’s” eye 
with a cheap camera in night vision mode.

2. Print the iris image on paper.
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3. Put a wet contact lens on this iris image to 
mimic the roundness of the human eye.

4. Present this image with the contact lens to 
the iris scanner and the scanner iden  fi es.

Please watch the video (h  ps://youtu.be/gtQ4yzbsi-
c) to see the demonstra  on.

Big repercussions of stolen biometric informa  on

A stolen biometric has much greater repercussions 
for users than a stolen password. A biometric reveals 
a part of the user’s iden  ty that is intensely personal 
and could be used to falsify travel and criminal re-
cords, and legal documents. Imagine what a thief 
could do by accessing a vic  m’s bank accounts with 
his stolen biometrics!

Data privacy concerns

Governments use biometrics databases for border 
security, to verify employment, to iden  fy criminals, 
and to combat terrorism. Private companies argue 
biometrics can enhance our lives by helping us to 
iden  fy our friends more easily and by allowing ac-
cess to places, products, and services more quickly 
and accurately.  But the privacy risks that accompany 
biometrics databases are extreme.

Biometrics’ biggest risk to privacy comes from the 
government’s ability to use it for surveillance. As face 
recogni  on technologies become more eff ec  ve and 
cameras are capable of recording greater and greater 
detail, surrep   ous iden  fi ca  on and tracking could 
become the norm. 

The problems are mul  plied when biometrics da-
tabases are “mul  modal,” allowing the collec  on 
and storage of several diff erent biometrics in one 
database and combining them with tradi  onal data 
points like name, address, social security number, 
gender, race, and date of birth. Further, geo-loca  on 
tracking technologies built on top of large biometrics 
collec  ons could enable constant surveillance. And 
if the government gets its way, all of this data could 
be obtained without a warrant and without no  ce or 
warning.

Large standardized collec  ons of biometrics also 
increase the risk of data compromise from which it 
could be almost impossible to recover. In the near fu-
ture, biometrics could stand in for our driver license 
or social security number, and we could be asked for 
a thumbprint or an iris scan just to rent an apartment 

or see a doctor. This could lead to many vulnerable 
copies of that linked data that could wind up in the 
hands of iden  ty thieves. And any data compromises 
would be catastrophic; unlike a credit card or even a 
social security number, our biometric data cannot be 
revoked or re-issued.  

Biometrics are not for everyone

Biometrics do not suit just everyone. Consumer 
products, like mobile technology, will likely con  nue 
to use biometrics because of the premium end-users 
put on convenience, but enterprise products may 
opt-out to ensure maximum informa  on security.

In the coming years, we can expect an intensifi ed 
arms race between consumer products companies 
and hackers for supremacy in the space of biometric 
technology. Each new a  ack will undoubtedly cause 
companies and users to refl ect on their willingness to 
trade off  security for convenience.

Biometric technology trends for future

The global biometrics market is growing at a rapid 
pace due to the need for increased security and to 
combat the rising instances of security breaches, 
iden  ty the   and data hacking. Governments and 
business alike are looking for authen  ca  on tech-
nologies that not only provide reliable security but 
are also extremely diffi  cult to fake. Biometrics is one 
such solu  on that fulfi ls all these condi  ons as well 
as provides a great deal of convenience to the users.

Listed in this sec  on are some of the top biometric 
technology trends to watch, based on adop  on of 
biometrics that we are seeing so far.

Mobile payment

Mobile payment systems are being touted as the 
future of fi nancial transac  ons but they will need 
to adopt biometrics for providing the best security 
features, ease of use and achieving cost effi  ciency. A 
judicious mix of biometric technologies running on 
smartphones will off er the opportunity of clocking 
excellent growth rates.

A number of banks have now added biometrics to 
their mobile banking apps for user authen  ca  on.  
Furthermore the mobile lifestyle of consumers con-
 nues to drive new services and behaviours from 
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fi nancial ins  tu  ons. Therefore integra  ng biomet-
rics will not only provide added security and conve-
nience but will boost the rapid adop  on of mobile 
payments.

Online banking

The integra  on of biometrics in online banking pro-
vides banks and retailers the opportunity to off er 
safer payments and transfers thereby increasing cus-
tomer loyalty and convenience. Although custom-
ers were ini  ally apprehensive about the security 
risks associated with digital banking, providing an 
added layer of security with biometrics will help to 
pacify consumer doubts and increase their trust. It 
allows customers to authen  cate their transac  ons 
using their fi ngerprints, face, eyes from any corner 
of the world and that too with far lower risks than 
passwords that can be stolen. Therefore, the growing 
adop  on of biometrics in the banking sector is one 
major trend that we are seeing.

Tradi  onally, online shoppers have been bogged 
down by endless password lists and credit card PINs. 
The use of modali  es such as fi ngerprint scanning 
and facial recogni  on will not only off er a great deal 
of convenience but also an exci  ng and new form of 
security and iden  ty verifi ca  on. With the rapid in-
nova  on in the fi eld of biometric technologies, it will 
be no surprise if passwords soon become obsolete.

MasterCard announced that it has been working on 
a concept called selfi e pay. It allows customers to 
approve their online purchases by taking a picture 
of themselves for verifi ca  on. This is an example of 
facial recogni  on technology. Customers also have 
the op  on of using their fi ngerprints to authen  cate 
their purchases. Nowadays, most modern laptops are 
equipped with web cams and fi ngerprint scanners.

Immigra  on services

Immigra  on and law enforcement agencies around 
the world consider fi ngerprints to be one of the most 
reliable iden  fi ca  on tools. The use of biometrics 
helps to strengthen the integrity of the country’s im-
migra  on program as it helps to prevent known crim-
inals, those deported in the past and failed refuge 
claimants to obtain a visa by using a diff erent iden-
 ty. It also makes legi  mate travel easier and aids in 

smooth passenger fl ow at airports by readily and ac-
curately confi rming iden  ty.

eGovernment processes

Current eGovernment applica  ons face important 
issues in terms of informa  on security and accurate 
user authen  ca  on. In developing countries, ge   ng 
access to government services is not a simple and 
convenient task. It is rather a long and  me consum-
ing process. The use of biometrics will enable eGov-
ernment processes to reliably iden  fy ci  zens and 
safeguard the integrity of sensi  ve data stored in 
informa  on systems. Governments are able to pre-
vent fraud during elec  ons as the use of fi ngerprint 
recogni  on in e-vo  ng helps to ensure that ci  zens 
do not vote twice.

Workforce management

The integra  on of biometrics in workforce manage-
ment systems is a rapidly growing trend as it helps to 
eliminate employee  me the   and increases iden  -
fi ca  on accuracy and reliability. Time the   costs U.S. 
companies millions of dollars annually and tradi  on-
al methods such as passwords and swipe cards are 
unable to sniff  out employees that engage in buddy 
punching. The deployment of biometrics workforce 
management systems will help to achieve higher and 
faster return on investment by ensuring employee 
accountability and increasing produc  vity.

Healthcare and welfare

The global biometrics healthcare market is es  mated 
to reach US$5 billion by 2020 as per the Biometrics 
Research Group. Among the many factors fuelling 
this speedy growth, one is the urgent need to tackle 
the rising instances of medical fraud and to increase 
administra  ve effi  ciency in healthcare. Medical in-
forma  on of pa  ents is highly sensi  ve and valuable.

Previous methods such as photo ID cards, PINs or 
passwords were vulnerable to the  , fraudulent ac-
 vi  es and can also put the pa  ent’s life at risk. Bio-

metrics can overcome these challenges as it helps to 
accurately  e the correct medical treatment with the 
correct pa  ent records. It also ensures that only the 
authorized persons will have access to the pa  ent re-
cords.

Without any formal iden  fi ca  on document, govern-
ment lost enormous amounts of money in improper 
welfare payments as it was diffi  cult to iden  fy the 
deserving ci  zens qualifying for welfare. The deploy-
ment of biometric technologies will change this sce-
nario as it can accurately iden  fy ci  zens and then 
allocate welfare payments.
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Mul  -factor authen  ca  on

Un  l today, the most common and widespread 
method of authen  ca  on employs solely passwords 
but they are highly prone to loss and the  . It is well-
known that iden  ty the  s cost businesses a huge 
amount of money to the tune of billions of dollars. 
The deployment of proper biometric solu  ons will 
help to signifi cantly curb iden  ty the  s and thus 
provide great benefi ts for the economy. The most 
successful way in which biometrics can be used to 
enhance security is to incorporate mul  -factor au-
then  ca  on as it would reduce risk by involving dif-
ferent types of factors. It would require the intruder 
to use diff erent methods of a  ack as more than one 
type of authen  ca  ng factor is involved thereby 
making a breach extremely diffi  cult.

A mul  -factor authen  ca  on combines at least two 
of the following methods to verify a user’s iden  ty. 
The factors are – something the user knows (pass-
word), something the user has (a trusted iden  fi er) 
and something the user is (unique biometric). A PIN 
and password combina  on is not considered mul  -
factor since both factors are something the user 
knows. A full three-factor authen  ca  on will enable 
enterprises to combine password, a device iden  fi er 
along with the most important factor i.e. the unique 
biometric such as fi ngerprint or face. This kind of 
authen  ca  on approach is the future of biometrics 
technology and will provide excellent benefi ts to 
enterprise-wide security systems. Companies need 
to introduce mul  -factor authen  ca  on and ensure 
that users are educated on how to use them.

Point of sale (POS)

Some retailers and ATM manufacturers are also ex-
perimen  ng with solu  ons such as POS fi ngerprint 
readers. It eliminates the use of PINs or bar-codes 
and enhances the shopping experience for custom-
ers. When implemented at school lunch lines, it 
helps to create stress free environment for students. 
The students simply need to scan their fi ngers to get 
their lunch. They are not required to carry cash or 
remember their PIN. Retailers will be able to realize 
their return on investment (ROI) faster as fi ngerprint 
biometrics can eff ec  vely eliminate payroll the  .

Internet of Things

The adop  on of biometrics to secure the Internet of 
Things (IOT) is defi nitely one of the biggest market 
trends to watch in 2017. IOT represents machine-

to-machine and machine-to-sensor communica  on 
and also their ability to gather and leverage the use 
of data. It has the poten  al to redefi ne the way in 
which devices and systems are used and secured in 
the enterprise, consumer and manufacturing worlds. 
The Internet of Things is an emerging concept for 
both businesses and consumers and as it con  nues 
to evolve so will the mainstream adop  on of biomet-
ric technology. As biometric authen  ca  on is able to 
verify the true iden  ty of the applica  on user, it pro-
vides the security and reliability that manufacturers 
and enterprises require for IOT. Biometrics can be in-
tegrated in a wide variety of IOT applica  ons ranging 
from automo  ve, smart homes, banking, healthcare 
etc.

Wearable devices

Wearable devices will have a huge impact on the 
biometrics market in the bands and smart clothing 
segment. Wearables introduce new modali  es such 
as electro-cardiogram sensors and therefore open up 
a range of capabili  es for biometric technology. One 
example is the Nymi band that uses ECG biometrics 
and can be used for making payments as well as in 
access control applica  ons.

Conclusion

Biometric authen  ca  on has fi rmly expanded be-
yond its highly professional niche and arrived in 
the consumer mainstream. Today biometrics mat-
ter more than ever before. In this digital-driven era, 
more users will come to rely on biometrics as an an-
swer to problems concerning systems security and 
authoriza  on ma  ers. Although privacy, security and 
accuracy concerns are s  ll valid, biometrics is s  ll a 
system that promises the security and ease of use 
necessary for modern users needing access (even on-
the-go) to sensi  ve data.

Biometrics is already hard to forge or spoof, and new 
advances in technology and new trends like mul  -
modal can really ensure the highest security that so-
phis  cated authen  ca  on can give to facili  es and 
computer networks. As scanning devices are made 
less prone to mistakes and less subjected to sensor 
error, it will even become easier and faster to imple-
ment a biometric security system on a larger scale. 
This, coupled with its use on mobile devices, will 
ensure the technology is used for a wide variety of 
new scopes, including border and law enforcement 
controls.
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Although biometrics may be suscep  ble to false 
matches, possibly due to scanning and sensor errors, 
there are ways to minimize this, currently by u  liz-
ing mul  -factor op  ons like a password or smartcard 
combined with biometrics to add an extra layer of se-
curity towards authen  ca  on. If used together, and 
not alterna  vely, the systems are signifi cantly stron-
ger than when used individually.

Two-factor authen  ca  on is not a new concept. New-
est trends, however, see mul  -biometrics (the use of 
diff erent sets of biometric data simultaneously) as a 
good alterna  ve to increase matching accuracy for 
iden  fi ca  on and verifi ca  on. Mul  modal biomet-
rics systems, which use mul  ple sensors for data ac-
quisi  on, off er mul  ple recogni  on algorithms and 
take advantage of each biometric technology while 
overcoming the limita  ons of a single technology.

Advances in algorithms considering dynamic bio-
metrics that are less linked to physical characteris  cs 
but more to behavioural traits is where civilian and 
military researchers are concentra  ng their eff orts in 
trying to devise a security system that is, at the same 
 me, fool proof, reliable and quick to use. The call for 

quicker and more secure authen  ca  on systems for 
mobile devices will also boost the adop  on of bio-
metric technology.

As biometric devices become more secure and error-
free as well as more aff ordable, the extra security 

that they can provide, ul  mately, will outweigh any 
shortcoming of this technology as well as problems 
and concerns on privacy and safety.  Let us enjoy the 
convenience biometric technology brings to us with 
every advance in its adop  on and integra  on with 
other technologies in our day to day lives.
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Term Explana  on
IrisCode® IrisCode® is based on an algorithm developed and patented in the 1990s by Dr. Daug-

man. This is nowadays the most used algorithm in commercial iris recogni  on devices, 
thanks to its speed of matching with very low false match rates.

IT Informa  on technology or IT is the applica  on of computers and internet to store, re-
trieve, transmit, and manipulate data or informa  on, o  en in the context of a business 
or other enterprise.

CMOS CMOS is an on-board, ba  ery powered semiconductor chip inside computers that 
stores informa  on. This informa  on ranges from the system  me and date to system 
hardware se   ngs of the computer.

CCD A charge-coupled device (CCD) is a light-sensi  ve integrated circuit that stores and 
displays the data for an image in such a way that each pixel (picture element) in the 
image is converted into an electrical charge the intensity of which is related to a colour 
in the colour spectrum

DNA DNA or deoxyribonucleic acid is a long molecule that contains our unique gene  c 
code. Like a recipe book it holds the instruc  ons for making all the proteins in our bod-
ies.

Table 1 Explanation of Abbreviations
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Preamble and Context

In economics, the “economics of loca  on” is the 
study of strategies used by fi rms/organiza  ons in de-
termining where to locate, which is widely in indus-
try also known as Geomarke  ng or Loca  on-based 
Marke  ng. In simple terms, it is a direct marke  ng 
strategy that uses a mobile device’s loca  on to alert 
the device’s owner about an off ering from near-by 
business/stores depending on the search.

Location-based marketing (LBM)

Loca  on-based marke  ng is an integra  on of geo-
graphical intelligence into various aspects of mar-
ke  ng, including sales and distribu  on. It includes 
the research that is based on the use of geographic 
parameters in marke  ng research methodology, in-
cluding from sampling, data collec  on, analysis and 
presenta  on. Following are the reasons why impor-
tance has been given to LBM suddenly over the last 
2-3 years.

1. First, we are reaching a level of wireless pen-
etra  on where nearly a third of the world’s 
popula  on will own a smartphone in 2020

2. Second, 80 percent of all social media is now 
happening through the mobile phone. And 
with pla  orms like Facebook, Snapchat, In-
stagram and Twi  er leading the way - all of 
which encourage users to geotag their posts 
- we have a lot more data on who is doing 
what, where and when.

3. Lastly, the amount of mobile commerce con-
 nues to rise. As such, companies like Flipkart, 

Amazon etc. use geo-fences to intelligently 
serve up local ads to nearby customers.

In recent  me, it is most eff ec  ve way of marke  ng, 
because it is (a) Personalized, (b) Timely, and (c) Tar-
geted.

With sta  s  cs like above it’s not surprising to see the 
growth in Loca  on Based Marke  ng. Looking at the 
current state of loca  on-based marke  ng, there are 
four key areas that underpin it.

1. Sensors. Technology like Bluetooth Low Ener-
gy beacons sensors and microchips that allow 
for what is called near-fi eld communica  ons 
(NFC) are slowly star  ng to scale.

2. Geo-fences. These virtual fences that use 
GPS, Wi-Fi or RFID technologies allow for 
companies to set triggers or collect data when 
customers/employees enter their premises.

3. Context. Loca  on-based marke  ng only 
works properly with the right context. To un-
derstand how to market to customers, you 
have to know where they’re coming from or 
going, their preferences.

4. Ad tech. As much as many consumers would 
like to see adver  sing go away, marketers 
know that it is s  ll alive and well ($100 bil-
lion expected to be spent in mobile adver  s-
ing in 2017-2018).

Few recent examples of the same are as follows.

1. Starbucks. Starbucks experimented with 
loca  on-based ads at the tail end of 2015. 
It tracked users’ device ID and loca  on and 
then served them targeted ads based on that 
informa  on.

2. Campari America. In 2016, alcohol brand 
Campari America targeted drinkers aged 21-
34 while they were in areas with lots of bars 
and restaurants, off ering them a $5 discount 
with ride-sharing service when they ‘checked 
in’ at a venue.

With this, in current  mes, below are the top 12 loca-
 on based marke  ng applica  ons which are widely 
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used.

1. Foursquare

2. Yelp

3. Vouchercloud

4. Facebook Places

5. Gowalla

6. Where

7. Urbanspoon

8. Loopt

9. Group-on

10. SCVNGR

11. Brightkite

12. Google Places

In this ar  cle, we would focus and deep-dive in Face-
book Places.

Facebook and Facebook Applications

Facebook is a social network service website launched 
on February 4, 2004. The pla  orm currently has 1.71 
billion monthly ac  ve users across globe and 1.13 bil-
lion daily ac  ve users, on average. Below is the list of 
applica  ons that Facebook provide to its users, most 
of which are free.

1. Events Pla  orm

2. Photos

3. Marketplace

4. Places

5. Facebook Ques  ons

6. Videos and Live streaming

7. Notes

Facebook Places

Facebook announced Places on August 18, 2010. It is 
a feature that lets users check into Facebook using a 
mobile device to let a user’s friends know where they 
are now. On October 10, 2010, Places became avail-
able on BlackBerry, iPhone, Android and Windows.

Facebook Places is a geo-loca  on service which al-
lows a user to “check-in” to loca  ons and share the 
informa  on in the News Feed. Facebook Places was 
reported discon  nued on August 24, 2011, but was 
re-launched in November 2014, now including cov-
er images, discovery sec  ons, city/category landing 
pages, a deeper integra  on with the Loca  on API, 
Graph Search queries and user generated content. 
Facebook believes Places will also enable its users 
to take advantage of unexpected coincidences such 
as discovering that they are at the same concert as 
their friends. Users can “check-in” when they arrive 
at a loca  on, just as in rival service Foursquare, and 
see whether any of their friends are nearby. A user 
having a Facebook Page that is set up as a Place al-
lows people to check-in to that page. For example, 
you can see in Figure 4 that the “The Metropolitan 
Museum of Art in New York” has had over 600,000 
people “check-in” on their Facebook Page.

When the feature was launched ini  ally, Facebook 
started with 100, 000 business pages (pages which 
allowed companies/organiza  on to promote them 
and a  ract customers). Today, this number has 
grown mul  fold; with around 300 million pages it is 
one of the largest pla  orms to collaborate business 
and leisure for many.

According to the survey launched in India by Face-
book in 2016, Mumbai Interna  onal Airport has 
recd. maximum check-ins (4154/per day) followed 
by Bengaluru (2277/ per day) followed by Mumbai 
Domes  c Airport (2243/ per day).

Origin of the idea

One can immediately tell people/friends about the 
favorite spot with Facebook Places. People can share 

Figure 1. Example of Star-
bucks' LBM

Figure 2. Example of Cam-
pari America's LBM

Figure 3. Mark Zuckerberg 
inaugurating Facebook Places
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where they are and the friends they are with in real 
 me from your mobile device & desktop. With Plac-

es, one can discover moments when friends are at 
the same place at the same  me. One has the op  on 
to share loca  on by ‘checking-in’ to that place and 
le   ng friends know where one is. One can easily see 
if any of friends have also chosen to check in nearby.

So, in simple language, A Facebook Page is a page 
you can create on Facebook for everything you fi nd 
interes  ng or want to promote or represent – your 
business, your favorite car, your favorite food – what-
ever you want.

How to use Facebook Places for Organiza-
tion

For companies & NGOs that have a physical loca  on 
it makes sense to have a Facebook Place to track the 
people who are stopping by your store, offi  ce or ven-
ue. As such, Facebook has released a new guide for 
businesses to learn how to merge Facebook Pages 
and Facebook Places into a single Page, resul  ng in a 
newly designed Facebook Page which includes loca-
 on-relevant informa  on.

1. Step 1, Create or Claim Your Place. Search 
nearby Places to fi nd your business; if it’s 
not already added, you can add it manually. 
You then need to “claim” your business so 
you can edit relevant informa  on. This can 

be done through Google Maps integrated in 
Facebook Place.

2. Step 2, Claim the Place as yours. If your place 
is claimed, Facebook will discover the phone 
number. If the phone number is incorrect 
you can quickly change it. However before 
ge   ng to the phone number confi rma  on, 
you’ll need to log in to Facebook and search 
for the Place that you’ve created or check-in 
to. Once you fi nd the venue you can click on 
the “Is this your business?” link at the bo  om 
of the place as pictured below. If there is no 
associated phone number, Facebook requires 
a more manual verifi ca  on process.

3. Step 3, Merge your Place and Page. Last 
step is to merge the Place and the Page once 
you’ve completed the verifi ca  on process. 
This ensures that anyone who has “Liked” 
your Facebook Page will be connected to your 
Places Page; it enables you to manage off ers, 
links, status updates and more from one loca-
 on; and adds new features such as maps and 

check-ins to your main Facebook Page.

Done! In three steps, you’ve easily claimed your 
business and merged it with your Facebook Page. 
Post that encourage more check-ins & market 
your page by rewarding customers for checking 
in.

Figure 4. Facebook Places page of “ e Metropolitan Museum of Art”, New York
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General questions

1. How do I create a place on FB?

a. Tap Check In, and type in the name 
of your Place. If the Place hasn’t yet 
been created, you’re prompted to add 
it by tapping the name you just typed

b. When you see a screen with a map 
of your loca  on and an Add bu  on in 
the right corner, tap the Add bu  on

2. How do I add a loca  on to my Facebook page?

a. Click About on the le   side of your 
Page

b. Click Edit Page Info

c. Below the Loca  on sec  on, click to 
check the box next to has a street ad-
dress and enter the address of your 
business

d. Keep in mind that you can drag the 
map to reposi  on the loca  on of your 
business

3. How do I edit a place on FB?

a. Go to your page

b. Click ‘Edit page’

c. Click ‘Update info’

d. Remove your address, City / town and 
postcode

e. To the right of the ‘Address’ fi eld, 
there is a dropdown, click the down 
arrow and then ‘No physical street ad-
dress’

f. Click ‘Save changes’ at the bo  om

4. How do I delete a place on FB?

a. Log in to your Facebook account and 
click your name in the upper-right cor-
ner of any page to open your Timeline

b. Click the “More” tab below your cov-
er photo and select “Places” from the 
drop-down menu

c. Click the pencil-shaped “Edit” icon 
on the resul  ng page and select the 

“Hide Sec  on” op  on

5. Are there any costs involved in registering a 
FB place?

a. Its free of cost on FB as of today

6. Prerequisites

a. Loca  on should be on

b. Smartphone

c. Can be done through Android, ioS, 
Windows

Advantages and Disadvantages

Facebook Page has helped to create a brand for many 
individuals and businesses. Moreover, it’s a ma-
jor source of entertainment for people around the 
globe. Since Facebook is a global social networking 
site available in various parts of the world, loca  on 
is not a barrier. Also, with the Facebook transla  on 
feature, you can easily connect with Facebook users 
from diff erent countries and with people who speak 
a variety of diff erent languages.

Advantages

1. Networking and Reach: Facebook is arguably 
the most powerful social media and social 
networking pla  orm.

2. Business ac  vity: Using a Facebook page, 
one can increase brand value and social me-
dia presence for business. 

3. Image and Video Hos  ng: You can use Face-
book Page as a site to host images and videos. 
You can set privacy levels for individual al-
bums to control who can see what you share.

4. News an d Informa  on: The real advantage 
of Facebook is that it’s a real-  me social net-
working site. This makes it one of the best 
sources to stay updated with the latest news 
and informa  on. 

5. Personal Por  olio: Facebook’s Page gives a 
completely new look regarding your personal 
profi le branding.

6. Features: Its free to use as of now with no 
charge taken by Facebook to create a Page 
and tag a Place
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Disadvantages 

1. Loss of Control: While account owners ul  -
mately have control of what remains on their 
public profi le, there is li  le control over who 
posts informa  on or what those posts con-
tain. 

2. Cost of Maintenance: Content pages must 
con  nually be updated with new informa  on 
that readers will fi nd useful, benefi cial or in-
teres  ng for Facebook marke  ng to be eff ec-
 ve.

3. Compe   on: Marke  ng pla  orms executed 
via Facebook are open to easy duplica  on by 
compe  tors. Rival business owners can easily 
pose as “friends” or “fans” to gain access to 
your content.

Facebook Places Competitors

The social media giant, Facebook and its applica-
 ons/products, has rival like Foursquare, Yelp and 

Google. When two companies are compe  ng head 
to head with comparable products and similar strat-
egies – e.g. Foursquare vs. Facebook – whoever 
executes be  er will likely win. But when two com-
panies are be   ng on en  rely diff erent distribu  on 
channels, this would seem to portend larger industry 
ramifi ca  ons.

Facebook has plenty of ques  on marks ahead of it as 
it enters the local search market.  Are people going to 
check-in at all, given privacy and social graph issues? 
Do friend to friend recommenda  ons beat expert 
recommenda  ons? Are check-ins worthy of showing 
up in the newsfeed or will they be considered just 
noise?

Facebook owns social, and is doing a strong job with 

mobile.  Google exerts infl uence over the fastest 
growing mobile opera  ng system (Android), and has 
one of the largest mobile app (Maps).

The Yelp showdown that we’ve all been following re-
cently may soon become a Google / Facebook show-
down.  And that whoever snags Yelp might have a big 
leg up (those new Facebook venue pages would look 
awfully strong with some Yelp reviews on them and 
would help them rank nicely in Google).

There are lots of moving parts at play in the face off  
between Google Places and Facebook Places.  Some 
are feature specifi c, some are company specifi c, and 
some are occurring at a macro, industry level.

Comparison between Facebook Places and 
Google Places

On the surface, Google Places and Facebook Places 
would seem to have a lot in common. Both services 
have created a landing page for every local business 
in the world. Both services allow local merchants to 
“claim” their pages, giving the merchant some edi-
torial control over content on the page. And both 
services no doubt expect to grab a chunk of what is 
projected to be a $50B digital, local adver  sing mar-
ket by 2020 by claiming the middleman posi  on be-
tween the merchant and the end user.

Google relies on Search.  Facebook relies on Social.

Let’s look at how consumers are exposed to mer-
chant pages on Google Places and Facebook Places 
respec  vely.

On Google, it’s via the Google Search box.  If I search 
for something with a geographic component, say 
“San Francisco Taquerias,” Google shows me a mas-
sive seven pack of their own Google Places results, 
before showing any organic results.

Figure 5. Comparison of Google Places and Facebook Places
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Now, let’s look at Facebook Places.

Facebook users are exposed to Facebook Places 
pages via one of three ways; A) Search; B) When a 
friend’s check-in shows up in their newsfeed; or C) 
Via the Facebook Places feature.

Put another way, Facebook Places is a delivery en-
gine for person to person local merchant recommen-
da  ons. Every check-in represents an opportunity for 
a local business to go rocke  ng through Facebook’s 
interconnected social graphs via comments and likes.

New Consolidated Product/Application

The social media giant, Facebook, has introduced 
something that may soon rival sites like Trip Advisor, 
Foursquare, and Yelp.

Facebook’s new Places directory, a local search tool, 
lets users search for the best places to enjoy in any 
city in the world. When users go on www.facebook.
com/places, users simply type in a city or town, and 
they’re able to select from various restaurants, ho-
tels, bars, supermarkets, landmarks, and more in the 
area. Each featured place in search results are ranked 
by user ra  ngs and display comments from friends in 
a user’s social network.

There’s also addi  onal tools found in the top navi-
ga  on under “More” that anchor down to a map 
sec  on, where users can break down the city by 
neighborhoods. When users click on a category such 
as “landmarks,” they’re taken to a page where they 
view and fi lter results.

While some sources are specula  ng that the new 
Places tool won’t quite replace coveted search and 
travel sites, it does provide some supplement for 
fi nding out what to enjoy in a local area. And while 
there isn’t a mobile version of this app yet, one thing 
to note is that Facebook has the ability to display 
comments and feedback from friends, a strong fea-
ture of Facebook that may allow the social network 
to create mobile experience that’s incomparable to 

anything else to date.

This is a big step in the right direc  on for Facebook, 
a company that’s always fi nding ways to create u  lity 
for users and bring more adver  sing opportunity for 
local business owners.

Conclusion and way-forward

Virtual reality devices, loca  on-based services, per-
sonal broadcas  ng networks - 10 years ago, these 
technologies seemed like something out of a science-
fi c  on movie. Loca  on-based marke  ng (LBM) has 
expanded in the past few years, opening avenues 
to reach out to customers on the move. Loca  on-
based marke  ng and the technology that drives it 
are expected to grow this year, driven by adop  on 
from big brands and heavier investments by the so-
cial media giants like Facebook, Google. According to 
a new study of brand marketers, 75% believe loca-
 on based marke  ng is an essen  al element to their 

business strategy in 2017. With mobile Internet be-
coming widely accessible and the giants of social net-
working sites inves  ng in a more synchronized form 
of loca  on-integra  on into their products, there’s a 
lot to expect in the coming years.

Privacy is one of the main hesita  ons concerns that 
are holding this technology from sky-rocke  ng. By 
being straigh  orward with consumers and u  lizing 
specifi c tac  cs companies can push past the privacy 
barrier. Some of these tac  cs include in store Wi-Fi, 
geo-fencing and radio frequency iden  fi ca  on.

As the consumer increasingly becomes more inter-
ested in their loca  ons being used to enhance their 
experiences, loca  on awareness will be cri  cal for 
varied product and service off erings. With smart 
phone penetra  on and the number of ac  ve social 
media users, the use of loca  on services and its value 
is bound to soar up. Merchants or vendors who use 
this to their advantage will stand out amongst vari-
ous others helping them become leaders within their 
domain.


