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Editorial

- Amit Kesari
Email : amitsinh.kesari@gmail.com

Let me begin by extending our gra  tude to all our 
readers for helping us complete four successful years 
of the Exponent Group of Journals – Informa  on 
Technology. As we con  nue our journey into our 5th 
year, we bring you ar  cles from various areas such 
as security threat protec  on, storage infrastructure 
management, network fundamentals and so  ware 
development model. 

As has been the trend in all the previous volumes 
of the Informa  on Technology journal, we start this 
volume by exploring the latest news and trends in 
the I.T. sector all over the world. We then move on 
to our fi rst ar  cle, a very interes  ng ar  cle, about 
“Wikipedia”. Wikipedia is a web-based, mul  lingual, 
free-content encyclopedia wri  en and edited by 
thousands of people across diff erent geographical 
con  nents. The ar  cle briefl y covers the history of 
the origin of the website and its features. The ar  cle 
also talks about diff erent types of access levels that 
users have to the website and the roles that they can 
perform.

The next ar  cle is on the topic of protec  ng assets 
and businesses against the security threat of Distrib-
uted Denial of Service (DDoS). This ar  cle is actually 
a con  nua  on of one of the ar  cles in the previous 
volume, wherein we explored the use of exis  ng in-
frastructure to mi  gate the DDoS a  acks. In the cur-
rent volume ar  cle, we will primarily analyze special-
ized hardware and technology from specifi c vendors 

that help in mi  ga  ng the DDoS a  acks. 

The next ar  cle is related to a so  ware development 
model that is gaining popularity day by day and is 
called “DevOps”. The ar  cle highlights the benefi ts 
of the DevOps model and also compares it with the 
more tradi  onal So  ware development Life Cycle 
(SDLC) process. The ar  cle also briefl y explains the 
automa  on tools used in DevOps model as well as 
how one can manage security related risks that may 
arise in adop  ng the DevOps model.

Following the DevOps ar  cle, we look at some of the 
fundamentals within the Computer Networks do-
main. This ar  cle is again a con  nua  on of one of the 
ar  cles in the previous volume, wherein we studied 
the diff erent layers of TCP/IP protocol. In the current 
volume ar  cle, we will study the basics of Ethernet, 
diff erent protocols in Ethernet LANs as well as Eth-
ernet layers and components of an Ethernet frame.

The following ar  cle is also a con  nua  on of series of 
ar  cles related to Datacenter Infrastructure. The ar-
 cle elucidates the storage hierarchy in datacenters 

including but not limited to specialized storage de-
vices, Network A  ached Storage (NAS) and Storage 
Area Network (SAN). We fi nally conclude this volume 
by sharing some interes  ng and fun facts with our 
readers through the I.T. Trivia sec  on.

We hope that you enjoy reading this volume of I.T. 
Journal.
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IT in NEWS

We looked inside a secret Chinese bit-
coin mine

In China, savvy entrepreneurs are making mil-
lions a year by mining bitcoin. Danny Vincent 
visited one of the world’s biggest facilities of its 
kind to ilm the activity and people within.

 On the edge of a  ny Chinese town is a strange build-
ing where you can get an insight into the future – and 
only a handful of people know what is happening in-
side. I am on my way to visit one of the biggest bit-
coin mines in the world: where up to $8m in digital 
currency is generated per year by solving compli-
cated mathema  cal algorithms with computers. The 
loca  on is secret and I have been invited under the 
strict condi  on that I live onsite with the miners. The 
owners don’t want to broadcast their specifi c loca-
 on, because while the Chinese government is nei-

ther offi  cially pro or against bitcoin, the huge amount 
of money fl owing from these mines is outside state 
control. The town itself is so high up in the mountains 
that you have to bring your own cans of oxygen. Mo-
bile phone signals frequently disappear around the 
mountains and valleys that surround the township. 
But high speed wi-fi  makes video calls and chat apps 
the main mode of communica  on. 

Reference

1. http://www.bbc.com/future/story/20160504-
we-looked-inside-a-secret-chinese-bitcoin-mine

2. h  p://www.wsj.com/ar  cles/chinese-investors-
buying-up-bitcoin-as-yuan-falls-1478253610

Google Assistant: Tips for talking to Pix-
el, Google Home and Allo

Google’s new digital assistant can keep up a 
conversation and remember personal details to 
make your every wish its new command. Here 

are ive commands worth trying out.

Google Assistant (which replaced Google Now) is 
like Siri, but a lot more helpful, carrying full-fl edged 
conversa  ons and taking notes about your likes and 
dislikes. It taps into Google’s huge database of apps 
(like calendars, email and so on) as well as restau-
rant reviews, weather, travel, maps and a whole lot 
more. The voice assistant is baked into Google Pixel, 
the Google Home (the Alexa compe  tor) and the Allo 
app (on iPhone and Android). Here are some  ps to 
get you started.

Start with a “Good morning”: Google Assistant is 
deeply integrated with your Google account, includ-
ing Google calendar. A simple “good morning” at the 
start of your day will give you all the informa  on you 
need to start off  on the right foot. Google Assistant 
will give you a quick weather update, read your list of 
appointments or events for the day, alert you of any 
pending reminders and even go through the day’s 
news by automa  cally playing relevant podcasts 
from a variety of news outlets you can customize.

Reference

1. h  ps://www.cnet.com/how-to/google-assistant-
 ps-commands-pixel-google-home-allo/

Google’s Dart programming language 
returns to the spotlight

Once upon a  me, Google’s Dart programming lan-
guage seemed ready to take on JavaScript as the de-
fault language of the web. Google was even going 
to give it equal billing with JavaScript in its Chrome 
browser. But by the  me Dart was ready for prime 
 me, JavaScript — and the massive ecosystem 

around it — was already miles ahead. About a year 
and a half ago, Google gave up on the idea of Dart 
as a direct JavaScript compe  tor and instead repo-
si  oned it as a compile-to-JavaScript language along 
the lines of TypeScript or Coff eeScript.
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Since then, it got rather quiet around Dart. But that’s 
about to change. Google is hos  ng a Dart developer 
conference in Munich this week that marks Dart’s re-
turn into the spotlight. Internally, Dart has also been 
a major success at Google.

Reference

1. https://techcrunch.com/2016/10/26/googles-
dart-programming-language-returns-to-the-
spotlight/

2. h  ps://www.dartlang.org/

RFID + Camera + Lock = Smart Mailbox

A self-locking mailbox could someday fl ag down de-
livery drones and intelligently screen your driveway 
for intruders. Columbus State University computer 
scien  st Lydia Ray presented the technology, called 
the ADDSMART project, during a 20 October session 
at the annual IEEE Ubiquitous Compu  ng, Electron-
ics, and Mobile Communica  on Conference in New 
York City. The project aims to achieve two goals: 
clearly marking addresses for autonomous vehicles, 
and reducing the energy and data storage costs of 
home surveillance systems. An early prototype mail-
box a  achment suggests that the trick, in both cases, 
may be radio-frequency iden  fi ca  on. 

Powered by an Arduino Yun processor, one com-
ponent of the ADDSMART device controls a high-
frequency 13.56-MHz RFID reader, USB camera, 
passive-infrared mo  on sensor, solenoid lock, and 
an onboard Wi-Fi module. The second component is 
an RFID tag.  Ray came up with the idea when she 
saw an Amazon ad for drones delivering packages. 
She wondered how that would be possible, as some 
of her regular mail s  ll arrives at the wrong address.

Reference

1. http://spectrum.ieee.org/tech-talk/consumer-
electronics/gadgets/rfid-camera-lock-smart-
mailbox

Canonical Releases Ubuntu Core 16, a 
Secure OS for Today’s Woefully Insecure 
IoT Devices

Canonical announced yesterday the availability of 
Ubuntu Core 16, a slimmed down version of the 
Ubuntu opera  ng system that wants to be the de-
facto OS for Internet of Things (IoT) devices, which 
currently have a bad reputa  on when it comes to de-
livering security updates, something at which Ubuntu 

is a lot be  er. To date, IoT devices are responsible for 
the two largest DDoS a  acks ever recorded, against 
the website of journalist Brian Krebs (620 Gbps) and 
French ISP OVH (1.1 Tbps), but they’re also respon-
sible for the DDoS a  ack on Dyn, a managed DNS 
provider, which has brought down a large chunk of 
the Internet in the US and parts of Europe.

These are not dormant threats, but current-day 
problems. Just yesterday, a botnet of IoT devices had 
unabashedly a  empted to bring down the Internet 
connec  on of Liberia, a small African country, by 
DDoSing its state-operated ISP.

Reference

1. http://www.bleepingcomputer.com/news/se-
curity/canonical-releases-ubuntu-core-16-a-se-
cure-os-for-todays-woefully-insecure-iot-devic-
es/

2. http://www.zdnet.com/article/ubuntu-core-
16-linux-for-a-secure-internet-of-things/

AWS and VMware announce hybrid 
cloud partnership

It had been rumoured, but now it’s confi rmed: 
Amazon Web Services (AWS) and VMware have an-
nounced a strategic alliance which will culminate 
in a new hybrid cloud service snappily  tled ‘VM-
ware Cloud on AWS’.  The two companies say the 
announcement will give customers a full so  ware-
defi ned data centre (SDCC) experience, combining 
leadership in private and public cloud. The service 
will run on AWS bare metal infrastructure, while the 
SDDC side will come predominantly from VMware 
Cloud Founda  on, including VMware vSphere, VM-
ware Virtual SAN, as well as NSX virtualisa  on tech-
nologies.

The product will be available from ‘mid 2017’ on-
wards, and will be sold by VMware as an on-demand, 
elas  cally scalable service. The companies said pric-
ing informa  on would be made available closer to 
availability date. “VMware Cloud on AWS off ers our 
customers the best of both worlds,” said VMware 
CEO Pat Gelsinger in a statement. 

Reference

1. h  p://www.cloudcompu  ng-news.net/
news/2016/oct/14/aws-and-vmware-announce-
hybrid-cloud-partnership/

2. h  ps://aws.amazon.com/vmware/
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DDoS attack noticeably compromises 
mainstream websites

Last week, a wide scale Distributed Denial of Service 
(DDoS) a  ack struck the internet, shu   ng down ma-
jor websites such as Twi  er for small, yet no  ceable, 
periods of  me. The DDoS a  ack was aimed at Dyn, 
an internet infrastructure company based in New 
Hampshire. Dyn is a Doman Name System (DNS) ser-
vices company. The incident took place in the form 
of three repeated a  acks in one day, which fl ooded 
Dyn’s internet directory servers with malicious re-
quests from millions from servers. These a  acks lead 
to internet disrup  ons over the East coast and some 
parts of the West coast. In an ar  cle on the popular 
technology magazine Wired, Dyn described the at-
tack as “very sophis  cated and complex.”

A DDoS a  ack is characteris  cally simple; it involves 
simply overwhelming a server with requests, much 
like blocking an entrance to a building by sending 
too many people through the door at once. Usually, 
large companies with formidable fi rewalls can pre-
vent such simple raids. Thus, DDoS a  acks are eff ec-
 ve because they a  ack channels of communica  on 

such as routers and servers as opposed to a  acking 
a single website.

Reference

1. h  ps://thetartan.org/2016/11/7/scitech/  d-
la  kods

Microsoft Launches Cyber Security En-

gagement Center in India

Deepening its commitment to enhancing cybersecu-
rity, Microso   has announced the opening of its Cy-
ber Security Engagement Center (CSEC) in Gurgaon, 
India. The CSEC aims to drive public-private partner-
ships to fi ght cybercrime, strengthen the coopera-
 on with Indian businesses, government and aca-

demic organiza  ons on cybersecurity, and increase 
its contribu  on towards securing Indian computer 
and internet users from cybercrime threats. It brings 
together Microso  ’s Digital Crime Unit experts com-
prising a  orneys, inves  gators and security response 
experts from across the company. The Gurgaon cen-
ter is one of the seven centers globally and will serve 
as a dedicated hub for Microso   in India. 

As part of Microso   Consultancy Services (MCS), a 
dedicated India-based response team will also off er 
cyber monitoring, use machine learning based detec-
 on technology and ensure rapid response and reso-

lu  on to cyber threats to enterprise customers in the 
country.

Reference

1. h  ps://news.microso  .com/en-in/microso  -
launches-cyber-security-engagement-center-in-
india/#sm.0000q46ugg34ad14pvw10snq8lqs1

2. h  ps://news.microso  .com/en-in/microso  -
increases-cybersecurity-investments-in-india/#s
m.0000q46ugg34ad14pvw10snq8lqs1
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Smart Encyclopedia: Wikipedia

- Sailee Paralkar
Email : saik2004@gmail.com

 Introduction

Googling is a very famous concept these days. Ev-
erybody has an idea that when we search anything 
on Google or any other search engine, for any de i-
nition/article/term there are thousands of results 
that come out. Almost 95+ % of the top links are 
from Wikipedia. Wikipedia is a very vast encyclo-
pedia, we will say it’s not just an encyclopedia, it’s 
something beyond that.

Wikipedia, ‘the free encyclopedia anyone can edit’, 
is the world’s largest online encyclopedia. Let’s get 
familiar with Wikipedia.

De inition of Wikipedia

Wikipedia is a free encyclopedia, written collab-
oratively by the people who use it. It is a special 
type of website designed to make collaboration 
easy, called a wiki. Thousands of people are con-
tinuously improving Wikipedia, making thousands 
of changes per hour.

Wikipedia is a multilingual, web-based, free-con-
tent encyclopedia project supported by the Wiki-
media Foundation and based on a model of openly 
editable content. 

The name “Wikipedia” is made up from the word 
Wiki. Actually Wiki is a Hawaiian word. Wiki 
means quick. As well as it is a technology for creat-
ing collaborative websites and encyclopedia. 

The Wikimedia Foundation (WMF) is an American 
non-pro it and charitable organization headquar-
tered in San Francisco, California. It was founded 
by Jimmy Wales (Co-founder of Wikipedia) On 20 
June 2003. But actual Wikipedia was launched on 
January 15, 2001 by Jimmy Wales and Larry Sanger. 
Initially, it was only in the English language, but it 

developed similar versions in other languages in 
very short span.

Meaning of Logo

Figure 2 Wikipedia Logo

We can see it is an un inished globe constructed 
from jigsaw (puzzle) pieces —some pieces are 
missing at the top. Each piece bears a glyph (a 
character or symbol), it symbolizing the multilin-
gualism of Wikipedia. These glyphs are in most 
cases the irst glyph or glyphs of the name “Wiki-
pedia” rendered in that language. 

It indicates that encyclopedia is not complete yet 
& its open globe, so anybody can come & ill in the 
blanks. It’s open for all.

A wiki is a website which allows collaborative 

Figure 1 Jimmy Wales and Larry Sanger



The Exponent Group of Journals For Information Technology, Volume 5, Number 1, Dec 2016 - Feb 2017                                                                                   9

modi ication of its content and structure directly 
from the web browser free of cost. In a typical 
wiki, text is written using a simpli ied mark-up 
language (known as “wiki mark-up”), and often 
edited with the help of a rich-text editor. Its logo 
itself shows that it’s a free encyclopedia 

Multilingual Wiki 
As of July 2016 there are 282 language editions 
available on Wikipedia. & 4, 07, 08,771 articles 
uploaded on Wikipedia out of which 51, 90,372 
articles are in English.

For English, Wikipedia has 2 different encyclope-
dia English & Simple English. English is written 
in Standard English & Simple English is primarily 
written in Basic English. It is helpful for students, 
people who are trying to learn English. As of July 
2016, Simple English consists of 12 lakh content 
pages.

Scope of Wikipedia

The articles on Wikipedia are written by tens of 
thousands of volunteer contributors all over the 
world. In addition, hundreds of thousands of reg-
istered visitors make daily edits to the content. As 
a result, Wikipedia is a massive online source of 
information in various subjects.

Those contributing as writers and editors can do 
so regardless of their quali ications, so quality can 
vary and some ‘editing’ is carried out for not al-
together positive reasons. All users are advised to 
consult other sources to verify Wikipedia’s con-
tent before quoting it in a factual publication, as 
its ‘open source’ approach leaves it vulnerable to 
inaccuracies.

Features of Wikipedia 

 Excellent linking within articles takes you 
to content on different aspects of the same 

subject.

 External sources are listed at the end of 
most articles.

 Articles often include images and/or au-
dio/video content.

 Within the ‘Community portal’, you can in-
teract with others contributing to Wikipe-
dia, ind out what’s being worked on and 
what still needs to be added.

 You can join and contribute edits or new 
articles.

 The ‘talk page’ is a great place to discuss  
any doubts, improvements to an article or 
other Wikipedia page  

 Content can be found in multiple languages 
– although, as the illustration above shows, 
English is the most popular.

(Note: - We will see Community portal & talk pages 
later.)

User Access Levels 

A contributor’s ability to perform certain actions 
in Wikipedia depends on their user access level. 
This is determined by whether the editor is logged 
into an account, whether the account has a suf i-
cient age and number of edits, and what additional 
rights have been assigned manually to the account. 

Wikipedia has many access levels for simpli ica-
tion & good structuring; we will see few of them. 
Edit screens of unregistered users are headed by a 
banner that reads the following.

You are not logged in

Your IP address will be publicly visible if you make 
any edits. If you log in or create an account, your 
edits will be attributed to a user name, among oth-
er bene its.

New users

Users who edit through an account they have 
registered may immediately create pages in any 
namespace (except the MediaWiki namespace, 
and limited to eight per minute) and may also e-

Figure 3 Wikipedia Logo
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mail other users if they activate an email address 
in their user preferences. All logged-in users may 
mark edits as minor.

Auto con irmed and con irmed users

Several actions on the English Wikipedia are re-
stricted to user accounts that have been created 
for a certain number of days and which have made 
a certain number of edits. Users who meet these 
requirements are considered part of the pseudo-
group ‘auto con irmed’. The conditions for auto 
con irmed status are checked every time a user at-
tempts to perform a restricted action; if they are 
met, permission is granted automatically by the 
software. Although the precise requirements for 
auto con irmed status vary according to circum-
stances, most English Wikipedia user accounts 
that are more than four days old and have made at 
least 10 edits are considered auto con irmed.

Administrators

Administrator rights are granted by the commu-
nity at Requests for Adminship (RfA). The RfA 
process involves considerable discussion and ex-
amination of the candidate’s activities as an edi-
tor. Users who are members of this user group 
have access to a number of tools to allow them to 
carry out certain functions on the wiki. The tools 
cover processes such as page deletion, page pro-
tection, blocking and unblocking, access to modify 
fully protected pages and the Mediawiki interface. 
Administrators also have the ability to grant and 
remove account creator, rollback, ipblock-exempt, 
con irmed user, ile mover, page mover, pending 
changes reviewer, auto patrolled, template editor 
and edit ilter manager rights to other users, and 
to their own alternate accounts. By convention, ad-
ministrators also normally take responsibility for 
judging the outcome of certain discussions requir-
ing these technical controls (such as deletions). 
Administrators are not granted special editorial 
control over article content.

Bureaucrats

Bureaucrat rights are granted by the community 
on Requests for Bureaucrat (RfB) to exceptionally 
trusted users who are allowed to perform certain 
actions on other users’ accounts.

Bureaucrats have extended access to Special: User-
Rights, enabling them to add users to the ‘bureau-
crat’ group (but not remove them), [1] and both 
add users to and remove users from the ‘adminis-
trator’[2] and ‘bot’ user groups. Bureaucrats who 
are also Global renamers can use meta: Special: 
GlobalRenameUser to rename users (including 
themselves).

Additional details of access levels can be found at 
https://en.wikipedia.org/wiki/Wikipedia:User_
access_levels

How Wikipedia runs?

Wikipedia originally ran on UseModWiki, (Use-
ModWiki is a wiki engine written in the Perl pro-
gramming language) a general wiki script by Clif-
ford Adams. But In January 2002, Wiki switched to 
a PHP script, which in turn was completely over-
hauled the following July to create MediaWiki. Cur-
rently, most of the PHP code is in MediaWiki (Me-
diaWiki is a software, on which Wikipedia runs) 

 Database backend: MySQL and MariaDB, 
both

 Frontend and caching: Nginx and Varnish

 Application server: Apache

 Domain-name service: PowerDNS

 Operating system :  Linux

Now we are almost familiar with Wikipedia, we 
have got an idea about the scope & coverage of 
wiki. In next part we will see the sister projects & 
some important functions of Wikipedia. 

References

1. Simple English - https://simple.wikipedia.org/
wiki/Main_Page

2. UseModWiki - https://en.wikipedia.org/wiki/
UseModWiki

3. MediaWiki - https://en.wikipedia.org/wiki/
Help:MediaWiki_namespace

4. h t t p s : / / e n . w i k i p e d i a . o r g / w i k i /
Portal:Current_events
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DDoS Protection - Part 3

- Mohan Raut
Email : raut.mohan@gmail.com

Introduction
In the previous article, we saw primitive but 
partially effective methods wherein existing 
infrastructure was used to mitigate/stop DDOS 
attacks. In this article, we would be doing analysis 
on specialized hardware/technology that is used 
for DDOS mitigation. 

Typical DDoS Mitigation Vendor 
Approach
Mitigation can be termed as effective when it 
exhibits the ability to identify and block “attack 
traf ic” while non-attack traf ic is rightly directed 
to low through to its intended destination. 

Other than the intended victim, large scale DDoS 
attacks upset other customers who may be using 
the same shared network service/infrastructure. 
In order to reduce this collateral damage, service 
providers and hosting providers often shut down 
all traf ic destined for the victim’s site, thus 
completing the DDoS attack for that customer.

We have seen, in our earlier articles, different 
types of DDOS attacks which basically work on 
diverse strategies, using complex series of attacks 
to damage the customer network and hence a 
prudent vendor believes that the protection has 
to be done through a multi-layered deployment. 
Such vigilent DDOS vendors believe that in-depth 
information of traf ic low within the network is the 
key method to have signi icant detection and rapid 
incidence response.  Defence strategies, though 
very important, would be effective only when this 
network insight is captured and represented in 
user friendly manner. 

Since ARBOR NETWORKS is the leader in the 
DDoS Mitigation market, we would consider a Case 
Study of offerings from them and try to relate to 
the earlier articles where we analyzed few of the 
DDOS attacks. This shall give us more insight into 

the DDoS landscape.

ARBOR Case Study
As an overview ARBOR has the following solutions/
products offerings.

1. Arbor Networks Cloud (High Volume 
Attacks, multi-layer DDoS protection)

2. Arbor Networks APS (On-Premises, for 
Application Layer Attacks)

3. Arbor Networks SP/TMS (High Capacity On-
Premise Solution for Large Organizations)

4. ATLAS Intelligence Feed (AIF) 

5. Arbor’s Security Engineering & Response 
Team (ASERT) 

Below is a very good representation of how the 
complete cycle is divided into 3 phases namely 
Detect, Investigate & Prove.

a. DETECTION OF THE ATTACK. There are 3 
important functions who either individually or 
combine to detect an anomaly. 

1. ATLAS & ASERT. With the help of 
Arbor’s ASERT team & AIF, Arbor 
detects about the active threats that are 
prevailing on Internet & that is updated 
on the customer devices.

2. Packet & Flow analysis. With the help 
of packet capture & Net low technology 
(including BGP & SNMP), Arbor’s threat 
solutions provides holistic network 
visibility as well as provides platform to 
mitigate attacks, which enables speedy 
recognition and alleviation of malware 
and malevolent insiders.

3. Third Party Intelligence Feeds. Arbor 
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does pair up with external organizations 
so as to get more information on 
additional attacks.

b. INVESTIGATION OF THE ATTACK. Arbor 
accepts static entries for protocol thresholds, 
which when crossed display those alerts. It 
additionally does collect dynamic information 
and generates triggers for it.

c. RESPOND. Customer does have the option 
to analyse the information provided and 
either pre-con igure it for Auto-mitigation. 

He can also trigger manual mitigation which 
is recommended option due to the dynamic 
nature of traf ic.

With the above approach, customers get micro 
view of their own network as well as broader 
view of the GLOBAL INTERNET happenings and 
thus provide deep intelligence to Arbor to help 
customer get minute information of the network. 

Arbor’s Implementation
Today attacks are a combination of Volumetric, 

Figure 1 Detect, Investigate and Prove

Figure 2 Arbor’s Advanced Threat Protection Solution
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TCP State Exhaustion and Application-layer attack 
vectors in the same stream and at the same time.

The above is detailed representation of the 
important elements of the ARBOR Architecture, 
which with a bird’s eye view would be seen 
deployed 

a. Peak low SP CP (CP-  Collector Platform). 
This is the brain of the Arbor deployment 
at particular sites. It is placed of line in 
network with logical connectivity to the 
network and collecting all relevant data 
and creates Alerts/Reports from it. Net low, 
BGP & SNMP are the protocols which it uses 
as its tools to collect all data. This works in 
conjunction with TMS to mitigate attacks.

b. Peak low TMS (Threat Management 
System). This device is used for cleaning 
the unwanted traf ic and passing on 
genuine traf ic back to the network. This 
has various deployment options inline/
of line w.r.t actual data path, or in cloud, we 
would discuss it in subsequent sections. 

c. Pravail APS (Availability Protection System). 
This would always be inline in customer 
premises, used to mitigate slow application 
layer based attacks. When it sees a huge 
volumetric attack, it will signal the cloud 

devices to take action in mitigating DDOS 
attacks.

d. AIF. It would be sending incremental 
updates to all customer devices about the 
latest attacks, post which the devices can 
directly start blocking them.

Well today where everything is moving on 
to the cloud, wherein there is bare minimum 
infrastructure in the network, below can be 
depicted as an updated version of the above 
diagram, where in the customer is only deploying 
APS to detect low volume Application attacks, 
where as soon as it sees volumetric based attacks 
it triggers i.e. CLOUD SIGNALS to the Arbor devices 
located in the upstream premises. If the attack 
size exceeds the capacity it can further trigger 
to ARBOR CLOUD to take over mitigation. All of 
these come at a reasonably high cost (hence $ seen 
below)

Details of ARBOR technology stack
Arbor primarily depends on “THE NETWORK” 
to protect the infrastructure which is unlike 
few vendors which rely on logs or events for 
sources of data. It utilizes an advanced design 
that combines the live investigation and archive 

Figure 3 Arbor’s Layered DDoS Protection Solution for MSSPs
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of packets and low within a single solution and 
hence provides profound intelligence to the 
end customer. The Arbor Networks deployment 
consistently learns and adjusts continuously, 
cautioning administrators to assaults, and also to 
surprising changes in the deployment and usage. 
It supports packet/ low or combination of both 
types of deployments & uses it’s proprietary & user 
supplied intelligence to identify threat indicators 
within your network. These capabilities include 
statistical anomaly detection, protocol anomaly 
detection, ingerprint matching and pro iled 
anomaly detection.

ARBOR SP/CP
1. Basically uses Net low/C low/J low to 

collect all information for traf ic that is 
passing through the network. 

2. It uses SNMP to match some of the data 
collected from Flow. It uses BGP to get 
to know the source and destination of 
that data low.

3. It then analyzes this data and then 
displays statistics w.r.t to the network 
or customer speci ic.

4. It has pre-de ined details of the 
customer. It then collects data at regular 
intervals of time and creates reports 
mapping average data, w.r.t time.

5. It generates alerts based on violation 
of thresholds of static entries as well as 
dynamic data.

ARBOR TMS
1. This is the most critical component of 

this solution, used for traf ic-scrubbing.

2. Cases where “always-on” is requested, it 
is deployed in data traf ic and monitors 
all the content, all the time. This is one of 
the rare deployment case, since its basic 
strength is working in of line mode.

3.  However due to large attack traf ic 
nowadays, It is predominantly deployed 
in “diversion/reinjection” mode, where 
the traf ic stream which is mix of 
genuine & DDOS traf ic is redirected to 
TMS through the help of BGP protocol, 
which announces more speci ic route of 
the customer, basically to attract all the 
traf ic & take appropriate actions as in 

to block attack traf ic whereas genuine 
traf ic is send to the end customer.   SO 
all the traf ic that was destined to the 
customer would be now seen.

4. TMS software & hardware are so robust 
that it is practically seen start mitigating 
attacks within 4 seconds.  

5. Mitigations can be con igured to 
be automated or user initiated 
(recommended).

Countermeasures used by TMS to detect/
mitigate attacks
TMS uses the below techniques either individually 
or in combination to address modern-day ddos 
attacks.

1. Rate-limiting. Before completely 
blocking the traf ic, as a best practice it 
helps put on limits for all or few list of 
protocols arising from a particular list 
of IP’s.

2. Block known malicious hosts by 
using white and black lists. Basically 
black lists consist of proven evil hosts, 
whereas white lists are genuine. Both 
lists can be manually updated.

3. Block application-layer exploits. TMS 
has detailed visibility of each packet & 
with the help of complex combination 
of parameters, it blocks such packets.

4. Protect DNS services. Through its 
prede ined templates it mitigates DNS 
resource exhaustion, cache poisoning, 
ampli ication attacks and protects DNS 
services of the customer.

5. Protect VOIP services. Through its 
logic, it checks on for botnet, malformed 
request, scripts and ensures smooth 
low of very critical voice services with 

minimum.

6. IP location-based mitigation. It 
can determine source of attack and 
can block traf ic coming through that 
location.   

ARBOR APS
1. This is always deployed in-line, to detect 

& mitigate complex advanced attacks 
ranging from sub 100 mbps to 40 Gbps.
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2. Its strength is used to block low-
bandwidth, slow, attacks and hence is 
positioned in the enterprise network as 
irst line of defense. 

3. With the help of SSL module and 
certi icates, it can block encrypted 
attacks.

4. For high-volume attacks, APS is 
designed to work in conjunction with 
ISP cloud-based/Arbor Cloud based 
services so as to provide smooth off-
loading without any drop and hence 
ensuring availability.

5. APS smartly uses critical intelligence 
from ASERT to enhance and expand 
threat detection, providing accurate 
protection against a broad variety of 
availability threats.

ASERT & AIF
Arbor Networks Security Engineering and 
Response Team (ASERT) in luences a ifteen 
year universal deployment of Arbor products 
and third-party intelligence (ATLAS) to capture 
traf ic from 300 ISP deployments monitoring 90 
Tbps of Global internet traf ic.  This helps achieve 
microscopic visibility into global threat activity. 
Arbor also explores SNORT & SURICATA security 
policies to understand emerging threats.

Below is the list of information that is fed through 
AIF.

1. Botnets & DDoS Toolkits. Identi ies 
and blocks malicious traf ic from active 
botnets and the advanced toolkits used 
to launch DDoS attacks.

2. IP/Domain Reputation-Based Data. 
This contains known black listed hosts 
which are known source of problem

3. IP Geo-Location. Allows identi ication 
of location by country for sources of 
inbound and destination of outbound 
traf ic.

4. Malware Identi ication. Uses heuristics 
logic to identify Malware and blocks 
it from gaining access providing a 
preventative measure to your security.

5. Web Crawler Identi ication. Identi ies 
web crawlers to assure no impact 

to web site page ranking and search 
engine results while blocking malicious 
or irrelevant web crawlers.

6. Outbound Advanced Threat Protection. 
It Filters outbound threats before 
increasing risk to your systems and 
data.

On-Premise Protection Theory
For experienced security experts handling large 
networks, Arbor does provide SP-CP & TMS to be 
deployed in customer premises. Using Net low, 
BGP and SNMP, Arbor SP collects and analyzes 
data lowing through it so as to provide pervasive 
network visibility and DDoS attack detection.

Upon attack detection, Arbor SP can automatically 
reroute attack traf ic to the Arbor TMS which 
can be deployed in a shared scrubbing center. 
Following are the advantages of this approach.

1. Full Control of Mitigation. Through 
On-premise solution, enterprise can 
take care of its own mitigation

2. Visibility & Alerting delivers real-time 
visibility into attacks, blocked hosts, 
packets.

3. Manual or Automatic Mitigation 
Alerts. At a predetermined time, the on 
premise solution can automatically send 
an alert to the cloud upstream when 
a threshold of ddos traf ic is reached. 
This can be manually triggered when an 
alert is detected and it is concluded that 
action is mandatory.

4. Advanced Web Crawler Service. 
ASERT maintains policies in AIF 
designed to allow speci ic Web crawlers 
to access your site, while blocking 
those that are identi ied as malicious or 
irrelevant.

5. Forensics & Reporting. Through real 
time and historical data, it provides 
detailed information on attacks and 
trends.

6. Automatic Threat Updates. Arbor has 
real-time visibility into 70Tb/sec of 
global Internet traf ic due its network 
sensors and data feeds which is updated 
in real-time to all devices.
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On Demand Capacity for Mitigation; How 
Cloud Signaling Works

1. Cloud Signaling is a well-organized, 
cohesive way of linking the enterprise 
data center to the service provider 
cloud. 

2. This is manual or auto implemented 
by the on premise Arbor solution, who 
sees his capacity been utilized to a great 
extent & then it signals the CLOUD to 
take over mitigation using unique Cloud 
Signaling technology.

3. Based on pre-de ined methods, traf ic 
is redirected to the scrubbing centre 
where traf ic is cleaned and only genuine 
traf ic is send back to the customer.

4. This helps removal of saturation of the 
links and service to the customer is 

restored via the cloud. 

5. Arbor cloud is positioned to block the 
largest and the most complex of DDOS 
attacks.

Conclusion
In this article we studied a specialized solution 
provided by one of the leading DDOS vendors 
ARBOR. We shall continue our study of solutions 
for DDOS protection in the next article.
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What is DevOps? 

DevOps has become a very widely used buzzword 
in the IT industry.  As a result IT solution providers 
are in a race to build their own proprietary DevO-
ps solutions and businesses are increasingly get-
ting interested to understand how they can adopt 
DevOps to increase their returns on investment. 

There is no single market-agreed de inition of De-
vOps.  Some of the de initions we come across are 
as follows.

1. Wikipedia: DevOps is a culture, movement 
or practice that emphasizes the collabora-
tion and communication of both software 
developers and other IT professionals 
while automating the process of software 
delivery and infrastructure changes.  

2. Gartner: DevOps represents a change in 
IT culture, focusing on rapid IT service de-
livery through the adoption of agile, lean 
practices in the context of a system-orient-
ed approach.

3. Webopedia: DevOps is an enterprise soft-
ware development phrase used to mean a 
type of agile relationship between Develop-
ment and IT Operations. 

4. IBM: DevOps is an approach based on Agile 
and Lean principles across the entire soft-
ware development life cycle.  

5. DevOps.com: DevOps is the practice of 
operations and development engineers 
participating together in the entire service 
lifecycle, from design through the develop-
ment process to production support. 

6. opendatacenteralliance.org: DevOps is a 
way of collaborating and industrializing us-
ing highly automated approaches to deploy 

solutions that evolve as fast as the business 
needs.

In the DevOps approach the business, develop-
ment, IT operations and QA communicate and col-
laborate together to deliver the software applica-
tion continuously.

Any kind of system required by business need-
ing rapid delivery of innovation requires DevOps.  
Such innovation is driven primarily by emerging 
technology trends such as social media, mobile ap-
plications, big data, and cloud computing, which 
may affect all types of systems.

DevOps Bene its

DevOps provides signi icant return on investment 
to business in below areas:

 Enhanced customer experience:  This 
builds customer loyalty.  To deliver en-
hanced customer experience, the business 
continuously obtains customer feedback, 
and responds to this feedback rapidly.  This 
requires mechanisms to seek and obtain 
feedback rapidly from all stakeholders, 
namely, customers, suppliers, business 
functions, partners, etc.

 Increased capacity to innovate:  Organi-
zations use Lean thinking approaches to 
reduce rework and shift resources to focus 
on higher value activities.  This results in 
increased capacity of the organizations to 
innovate.   Continuous delivery of software 
to testing, involves repeatable mechanism 
for automated build, deployment and test-
ing of software.

 Faster time to value: Involves developing 
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a culture, practices and automation that en-
able fast, ef icient and reliable software de-
livery all the way from Development to QA, 
and then to production. 

Challenges in a traditional SDLC

Traditional SDLC starting from requirements to 
production necessitates lot of human intervention 
at different phases/milestones.  Predicting where 
things may go wrong even after risks are identi-
ied and mitigated is challenging for any software 

project.  Usual approach is to complete the coding, 
system and integration testing, user acceptance 
testing and then release the code to the operations 
team to install to production.  All the steps in this 
entire process will work out ine as long as the de-
velopment team and the operations team are com-
pletely in sync throughout from beginning.  Often 
this is not the case, and below are some of the usu-
al challenges projects face.

 After operations team deploys the code in 
the production environment there is a pos-
sibility of what was working on the devel-
opment and testing environments does not 
work in the production environment.  The 
reason for this failure is the production 
and non-production environments are not 
the same, and not synchronized frequently 
enough.

 New development tools make coding faster 
but sometimes the operations team is not 

able to catch up with frequent changes re-
leased to them.

 Production servers may need some tweak-
ing or ine tuning at the database or opera-
tion system level.  If there is lack of skill or 
expertise in this are then the deployment is 
at risk.

 Developers usually do not have access to 
production environment to verify how the 
application is behaving there.  So there is a 
need for feedback from end users which is 
not often received by developers.  

 In some instances there are no clear in-
structions or details of deployment to pro-
duction.  In these scenarios the operations 
team have to igure out things based on 
their own experience or skill, which causes 
ineffective transition from development to 
operations.

Thus with the traditional SDLC approaches, soft-
ware companies regret the complexity to bridge 
the gap between developers and operations team.  
The production systems are at stake no matter 
what. Such challenges have greater impact on the 
cost, schedule and reputation of the organization.

DevOps solution to traditional SDLC ap-
proach

DevOps aims as bridging the gap between develop-

Figure 1 DevOps approach to SDLC
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ers and the operations team for frequent deploy-
ments.  This is achieved by automatically deploying 
as soon as a change is checked in or committed by 
the developers.  Human intervention is minimized 
as much as possible.   Automation throughout the 
SDLC, continuous feedback and process improve-
ment is the key for adopting DevOps as depicted in 
the igure on the next page.

Following are some of the key principles in the De-
vOps approach.

 Develop and test against production like 
systems.

 Deploy with repeatable and reliable pro-
cesses.

 Monitor and validate operational quality.

 Amplify feedback loops.

The development and operations team work to-
gether collaboratively throughout the SDLC.  Op-
erations is fully aware of the progress the develop-
ers are making. This gives the operations staff an 
opportunity to discuss monitoring requirements 
from both a business and IT perspective with the 
developers. Operations starts designing the moni-
toring architecture while the servers have arrived 

and are being racked and stacked. Both the de-
velopment and operations teams are comfortable 
with the hardware requirement estimates but un-
derstand that they will have to see what happens 
during load testing and make adjustments. Devel-
opers start using the monitoring tools in their de-
velopment environment to identify issues before 
the application ever makes it to test.

Continuous Integration is a development prac-
tice that requires developers to integrate code 
into a shared repository several times a day. Each 
check-in is then veri ied by an automated build, al-
lowing teams to detect problems early. 

Continuous Testing is the process of executing 
automated tests as part of the software delivery 
pipeline to obtain immediate feedback on the busi-
ness risks associated with a software release can-
didate.

Continuous Delivery is a software development 
discipline where the project team builds software 
in such a way that the software can be released re-
liably and fast to production at any time.  This is 
achieved through automating the software appli-
cation release to the various environments.

Continuous Assessment is where the develop-

Figure 2 Continuous Delivery Process
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ment and operations teams work together, consid-
ering the feedback from all stakeholders including 
the end users for continuous improvement across 
the SDLC.

DevOps Automation Tools

Automation tools are helping organizations adopt 
DevOps.  Below diagram provides some of the 
choices of tools available for various delivery pro-
cess areas in the SDLC following the DevOps ap-
proach to provide continuous delivery.

DevOps PaaS solution providers

There are various vendors (providers) that pro-
vide end to end PaaS solutions for DevOps.  Some 
of the solutions we come across are given in be-
low table.  These are not exhaustive and there is 
no signi icance to the order in which they appear 
in the table.  Most of these solution providers also 
provide IaaS solution.

PaaS solu-
tion name

Solution 
Provider

Reference

Microsoft 
Azure

Microsoft https://azure.
microsoft.com/
en-us/overview/
what-is-azure/ 

HPE Helion 
Stackato

Hewlett-
Packard 
Enterprise

http://www8.
hp.com/us/en/
cloud/stackato.
html 

Amazon Elas-
tic Compute 
Cloud (EC2)

Amazon http://aws.ama-
zon.com/ec2 

Google App 
Engine

Google https://cloud.
google.com/ap-
pengine/

IBM Bluemix 
Cloud Found-
ry

IBM www.ibm.com/
bluemix 

Table 1 PaaS Solution Provider

Managing security related risks in De-
vOps adoption

Given its roots in lean thinking, DevOps is not de-

signed to maximize speed at the expense of se-
curity. It is designed to provide rapid feedback 
from the delivery of smaller chunks of capability, 
in short cycles. This rapid delivery and continu-
ous feedback cycle can help to enhance security. 
Including security in the DevOps lifecycle ensures 
that securing the applications and systems being 
delivered is an ongoing process included in the en-
tire delivery lifecycle, rather than a step that gets 
added to the end of the delivery cycle.

This section includes guidance on how security 
teams can work with the application delivery 
teams to address and mitigate security risks in-
volved in adopting DevOps approach.   These risks 
apply to any style of software development life-
cycle or methodology including: waterfall proj-
ects, agile projects, or projects that have adopted a 
broader DevOps approach. Because of the stream-
lined nature and advanced automation within De-
vOps projects, events and conditions related to 
these risks must be detected and responded to in 
a continuous manner, throughout the delivery life-
cycle.

For each kind of risk, special considerations for a 
DevOps project are described in the following sub-
sections.

Vulnerabilities related to the supply chain

Any software project that incorporates software 
components created outside of the project can be 
said to have a software development supply chain.  
DevOps development teams gain maximum lexi-
bility by making real-time design, coding, and inte-
gration decisions throughout the project lifetime. 
For this reason, the development teams might se-
lect supply chain components that advertise great-
er functionality and ease of integration and that 
downplay the security and assurance properties 
of the components.

To mitigate this limitation, it is recommended to 
build rigorous quality checks into the software de-
livery process by adopting continuous testing, a key 
tenet of DevOps. This practice includes testing in 
every stage of the delivery cycle. The tests include 
developer-run code-level tests that share the test 
results with the consumers of the components; au-
tomated functional, performance, integration, and 
security testing; and manual and automated code 
reviews of every component delivered. Because 
DevOps encourages delivering smaller chunks or 
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changes to each component in short cycles, the re-
sult is continuous testing of smaller changes to the 
components as they are delivered. This approach 
mitigates the associated risk.

Insider attacks from malicious actors

Cyber-crimes/attacks perpetrated by insiders can 
result in source code loss, source code compro-
mise, or subversion of the development process.  
These attacks might originate from the direct ac-
tion of malicious insiders, or as a result of malware 
infection on networks, workstations, or servers 
used within the development environment.

Advanced and streamlined automation within the 
DevOps environment increases the dif iculty of 
instrumentation and detection of anomalies that 
might result in source code loss, source code com-
promise, deployment of malware, or subversion 
of the development process. This limitation can 
be mitigated by including security testing – both 
white box and black box security tests – in the set 
of testing tasks carried out during the delivery 
cycle. These security tests, when run in every it-
eration or sprint, can detect any such malicious at-
tacks.

Virtualized, software-de ined infrastructure 
makes it possible for its con iguration to be under 
change control and thereby auditable. The ability 
to repeatedly break down and rebuild parts of the 
DevOp assembly pipeline helps minimize the oc-
currence of persistent malware on those parts.

Loss or compromise of source code

Projects that apply a lean (agile) or DevOps ap-
proach tend to have shorter delivery cycles in 
which small components or changes to the soft-
ware product are delivered more frequently. Al-
though each set of changes might not be delivered 
to the customer or user, the fast, short cycles can 
result in less rigorous project reviews and a less 
careful examination of completion of major tasks 
and milestones. These shortcuts can make it pos-
sible for development project errors and mistakes 
to slip into the development cycle unchecked. 
However, the goal of a DevOps project is to deliver 
smaller components of the software project to the 
quality assurance team and to the project review 
processes to reduce the risk of larger project er-
rors and mistakes from occurring in the irst place. 
Catching smaller errors early by delivering smaller 

software component changes more often, reduces 
overall risk.

Weaknesses in the design, code, and inte-
gration

If supply chain security is adequately managed 
and if insider attacks and project errors are under 
control, the most signi icant remaining risk in de-
velopment projects of any style is the introduction 
of weaknesses that can be exploited after the soft-
ware has been deployed. These weaknesses might 
be introduced throughout the development proj-
ect in design, coding, and integration.

Minimize the likelihood of software weaknesses 
using one of these strategies:

 Perform iterative tests and remediation.

 Implement a “secure by design” strategy.

Iterative test and remediation strategies can work 
on small-scale projects in which costs and sched-
ules are not constrained, and in which comprehen-
sive testing tools are available. 

“Secure by design” development strategies are ma-
turing at the same time that DevOps projects are 
emerging.  ‘Secure by design’ is all about planning 
and designing security and regulatory compliance 
into the software development project right from 
the start, balancing its business objectives. By au-
tomating security and regulatory compliance tests 
throughout development, deployment and pro-
duction cycle, security can reach a level never seen 
before in DevOps adoption.

Conclusion

Typically we have planned releases which are de-
ployed through a tool set, some of which may be 
automated but one needs to enter commands to 
invoke it.  A tool by itself may not mean much, but 
the utilization of it and integration of all the auto-
mated tools right from check in to deployment is 
offered by DevOps.

Frequent or continuous deployments (say 10 or 
more per day) need discipline at all levels and 
commitment to make it happen. There may be war 
room meetings between developers and opera-
tions team prior to deployment. What if the devel-
opment and operations teams are geographically 
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dispersed (i.e. thousands of miles away and there 
is challenge of time difference to conduct phone 
meetings). Operations team agenda is to keep the 
system down to a minimum time and in this pro-
cess some critical errors are not resolved in timely 
manner or are ignored. DevOps once in place can 
take all these factors out and make deployment 
journey smooth.

Using individual automated tools in a sporadic 
manner is trying to bring in ef iciency, i.e., doing 
things right.  But DevOps brings in effectiveness 
ensuring the project teams are doing right things.  
Before the organization adopts DevOps it needs 
to do a lot of thinking, planning and work. The or-
ganization needs to deal with the challenge from 
choosing the right tool up to change management, 
but the payoff in the long run may enable it to scale 
new heights.

Abbreviations explained

1. PaaS. Platform as a Service or PaaS is a set 
of cloud based services that enable business 
users and developers to build applications 
at speeds which on-premises solutions 
cannot match. As it’s a cloud based service 
there’s no need to worry about the set-up 
and maintenance of servers, patching, up-
grades, authentication, and so on, users can 
just focus on creating the best user expe-
rience possible. PaaS also delivers a set of 
additional services such as work low and 
design tools and rich APIs all intended to 
help business users and developers create 
applications that delight their users.

2. SDLC. Software Development Life Cycle.  It 

is a series of steps, or phases, that provide 
a model for the development and lifecycle 
management of an application or piece of 
software.

3. IaaS. Infrastructure as a Service or IaaS is 
a form of cloud computing that provides 
virtualized computing resources over the 
Internet.

4. IT. Information technology or IT is the 
application of computers and internet to 
store, retrieve, transmit, and manipulate 
data or information, often in the context of 
a business or other enterprise.

5. QA. Quality Assurance or QA is a way of 
preventing mistakes or defects in manu-
factured products and avoiding problems 
when delivering solutions or services to 
customers and meeting their requirements.
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 Introduction

In the last part of this article, we saw various lay-
ers in TCP / IP protocol suite. We have also under-
stood which protocols reside in which layer. We 
will have a look at these protocols as we go further. 
As we have already seen, in today’s world, Internet 
has become a basic necessity of a man. It is very 
huge. But this Internet can be thought of as a series 
of backbone networks that are run by various ISPs. 
These backbones are connected together with the 
help of various switching elements. We will study 
these switching elements in later parts of this arti-
cle. At the end, end-users of internet are connected 
together using this LAN. 

More about LANs

Let us revise this. Local Area Network is a com-
munication system that allows number of multiple 
independent devices to be connected together for 
the purpose of direct communication. 

What is Ethernet?

Ethernet, pronounced “E-thernet” (with a long 
“e”), is the standard way to connect computers on 
a network over a wired connection. It provides a 
simple interface and for connecting multiple de-
vices, such computers, routers, and switches. In 
February 1980, the Institute of Electrical and Elec-
tronics Engineers (IEEE) started project 802 to 
standardize local area networks (LAN). Ethernet 
is a traditional protocol having a technical name 
IEEE 802.3 and has 3 different standards. 

 10BASE-T - supports up to 10 Mbps

 100BASE-T - supports up to 100 Mbps

 1000BASE-T (also called “Gigabit Ether-
net”) - supports up to 1,000 Mbps

Figure 1 Ethernet cable and socket

 

Figure 2 Ethernet jack

We are very familiar to this cable and port. We use 
this in our day to day life. We connect-disconnect 
this LAN cable from Ethernet Port present on our 
computer or a laptop. 

As we can see in the picture, a standard Ethernet 
cable is slightly thicker than a phone cable and has 
an RJ45 connector on each end. Ethernet ports 
look similar to telephone jacks, but are slightly 
wider. We can plug or unplug devices on an Eth-
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ernet network while they are powered on without 
harming them. 

While Ethernet is still the standard for wired net-
working, it has been replaced in many areas by 
wireless networks. Wi-Fi allows you to connect 
your laptop or smartphone to a network without 
being connected to the wall by a cable. In spite of 
this, wired connections are less prone to inter-
ference and are more secure than wireless ones, 
which is why many businesses and organizations 
still use Ethernet.

Need of CSMA / CD Protocol in Ethernet 
LANs

In the irst part of Computer Networks, we have 
seen what a topology is. We have seen Bus, Ring, 

Star topologies. Machines connected on Ethernet 
may use these topologies as their network archi-
tecture. Speci ication of these topologies is that 
they have a single backbone as a medium to share 
information. 

Let us irst see how information is lown on LANs. 
On a LAN, a single medium is shared between the 
workstations. A sender among these workstations 
from network sends a frame (a data packet) on a 
medium. Now Ethernet, having a single backbone 
medium, broadcasts this frame on a network. We 
know the meaning of term Broadcasting. Because 
of Broadcasting, each workstation present on 
Ethernet receives this frame. The destination for 
which this frame was sent receives the frame and 
rest discards it.  

Let us consider this diagram. Here, suppose work-
station named ‘A’ is the sender and it sends a frame 
for destination ‘D’. Because of this, following things 

Figure 3 Ethernet port on laptop

Figure 4 Bus topology
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are observed. 

1. All remaining workstations in addition to 
destination ‘D’ also receives this packet. 

2. Being a single backbone (single cable con-
necting all the workstations), the cable or 
the medium gets occupied because of this 
frame. 

By this we come to know that all workstations re-
ceive a frame sent by a sender and the medium 
of complete network can be used only be a single 
sender at a time. So, the next questions may come 
to our mind is that what if more than one sender 
wants to transmit their frame? What will happen 
to medium in that case? Collision. Yes, Collision on 
a network! 

As we can see in the igure, A, B, C, D are four work-
stations. Time Intervals are t1 to t5. At time interval 
t1, sender ‘A’ sends the frame on a medium. Now at 
time interval t2, ‘D’ wants to send a frame to ‘A’.  At 
time interval t3, both the frames collide with each 
other forming a collision. In order to avoid this col-
lision, CSMA / CD protocol has come to the picture. 

What is CSMA/CD Protocol in LANs?

The full form of CSMA / CD protocol is – Carrier 
Sense Multiple Access with Collision Detection. We 
will see how this is implemented in a LAN.

 Every machine has equal right to the me-
dium i.e. any workstation can access the 
medium. Hence the term ‘Multiple Access’. 

 Every machine having a frame to send on 

a network irst checks or senses a medium 
for any presence of data. If medium is not 
occupied with any data, then the machine 
can start sending the frames.

 It may happen that two machines senses 
idle medium at the same time and ind me-
dium idle. In such cases, collision occurs. 
The protocol forces the machine to con-
tinue listening to the medium after sending 
frames. In case of a collision, each machine 
present on LAN receives the collision sig-
nal. Sender also destroys the data frame 
sent by sending a jam signal. Now, each ma-
chine waits for a random amount of time 
and resends the frame. Because of this ran-
dom time, chances of collision are reduced 
drastically. 

Format of Ethernet Frame

Let us quickly go through the format of Ethernet 
frame. 

1. Preamble. It contains seven bytes (56 
bits) of alternating 0s and 1s that alert the 
receiving system to the coming frame and 
for synchronization purposes. It’s actually 
added by the physical layer. 

2. Start Frame Delimiter. It’s ixed one byte 
ield. It signals beginning of the frame. The 

last bits ‘11’ indicates that the next iled 
from the frame is a destination address.

3. Destination Address. It of 6 bytes in length 

Figure 5 Packet collision on network



26                                                                                   The Exponent Group of Journals For Information Technology, Volume 5, Number 1, Dec 2016 - Feb 2017

and contains destination address. 

4. Source Address. It of 6 bytes in length and 
contains Source address. 

5. Length / type.

For values < 1518: It becomes a Length 
ield and de ines length of the data. 

For values > 1518: It de ines upper layer 
protocol that uses services of the internet.

6. Data. It is a data ield that is encapsulated 
from upper layer protocols. Its minimum 
length is 46 bytes and maximum length is 
1500 bytes. 

7. CRC. It contains error detection informa-
tion. 

Each workstation of Ethernet has 6-byte physi-
cal address printed on NIC card. We already know 
what NIC is from the last part. It is basically a hard-
ware address. 

Ethernet Layers

Figure 7 Ethernet Layers

Let us study these layers. 

LLC sub-layer

The full form of this layer is Logical Link Control 
sub-layer. This layer is responsible for low control 
and error control mechanism. Let us quickly go 
through what is low control and error control. 

Flow Control

Consider simple example of a water tap. We use a 
water tap to control amount of water we require. 
Suppose we have a bucket, and we want to ill it 
with this water tap. Bucket has some capacity. We 
can ill the bucket only till it’s full. After that if we 
pour the water with this tap into that bucket, it 
will fall out of it. The same example applies to Net-
works too. 

From the above example, that water tap is a sender 
and the bucket is a receiver. If water continuously 
lows into the bucket and once it reaches its capac-

ity, bucket has started discarding the water. In this 
case, water is our data frames. Hence, we need to 
use the ‘tap mechanism’ provided with which we 
can control the amount of water low from the tap. 
This is a kind of low control. In the network, low 
control mechanism also works in the same way. 

Let us now see the low control mechanism in net-
works. 

Basically, Flow control is the management of data 
low between computers or devices or between 

nodes in a network so that the data can be handled 
at an ef icient pace. Too much data arriving before 
a device can handle it causes data over low, mean-
ing the data is either lost or must be retransmitted.

Let us understand working of low control in above 
diagram. Sender is continuously transmitting data. 
Receiver accepts data, but once its buffer capacity 

Figure 6 Format of Ethernet Frame
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reaches to maximum level, the receiver sends ‘Not 
Ready’ signal back to sender. Meaning, the receiver 
can no more accept any new packets of data. It has 
reached its maximum capacity. Once Receiver feels 
that, yes, now it’s ok if the sender sends more data, 
then it sends ‘Ready’ signal back to the sender. 
Sender then resumes data transmission. 

Error Control

In a communication system, errors are introduced 

during transmission of data from transmitter to 
the receiver due to noise or some other reason. 
Basically there are 2 types of errors. 

The irst step of correcting errors is detecting the 
same. Hence, error detection has got signi icant 
importance in Networking. 

Parity Bits

So, these errors are needed to be detected and cor-

Figure 8 Flow Control

Figure 9 Types of Errors

Figure 10 Error Detection Methods
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rected. In order to detect such errors, one or more 
extra bits are added at the time of data transmis-
sion. These extra bits are called as ‘Parity Bits’. 
It is simplest technique for error detection. This 
technique adds an extra bit known as parity bit to 
each word being transmitted. For example, consid-
er below 8-bit information. 

Figure 11 Parity Bits

MSB and LSB mean ‘Most Signi icant Bit’ and 
‘Least Signi icant Bit’. Generally, MSB of 8-bit word 
is known as a parity bit. The remaining 7 bits are 
the data bits. As we are already aware, since parity 
bit is a digital bit, it can either be 0 or 1. 

Figure 12 Types of Parity Bits

Figure 13 Even Parity, Odd Parity

For odd parity, this bit is set to 1 or 0 at the trans-
mitter end such that number of 1’s in the entire 
word is odd, and as we may guess, for even parity, 
this bit is set to 1 or 0 at the transmitter end such 
that number of 1’s in the entire word is even. 

Figure 14 Even and Odd Parity

As shown in the above diagram, there are two 
words. The irst bit or MSB written as ‘P’ is a Par-
ity bit. In order to maintain even parity, this bit is 
reset or set to ‘0’. The second diagram has a Par-
ity bit set to ‘1’ for the Odd parity. So, we might 
think, how actually does this parity bit detect er-
rors in the word? Parity checking at the receiver 
can detect the presence of an error if the parity of 
the receiver signal is different from the expected 
parity. That means, if it is known that the parity of 
the transmitted signal is always going to be “even” 
and if the received signal has an odd parity, then 
the receiver can conclude that the received signal 
is not correct. If an error is detected, then the re-
ceiver will ignore the received byte and request for 
retransmission of the same byte to the transmitter.

Figure 15 Error correction with Parity Bits

As we can see in the above diagram, the bit next to 
MSB is changed. 1 is changed to 0. That is an error. 
Considering sender and the receiver has agreed 
on sending even parity word, and then at the re-
ceiving the word can be checked for parity. Now 
in above example, because of missing digit ‘1’, the 
parity of data has become odd. Hence, the receiver 
can detect such errors because of parity bit. 

Even though the Parity bit technique is much sim-
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pler, faster and easier, it has some drawbacks.

What are drawbacks of Parity Bits

Let us take an example for the disadvantages of 
Parity Bits. 

In these two examples, 2 bits have been changed in 
the data. Because of which the parity has remained 
the same. As the number of ‘bit 1’ is even, the to-
tal parity is same at both transmitting and receiv-
ing ends. Hence error cannot be detected in such 
cases. 

This is the major drawback of Parity bits. Hence, 
there was a need of another two approaches of er-
ror detection. Those are Checksum and Cyclic Re-
dundancy Check. We will study these approaches 
in our next part. 
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Figure 17 Illustration of disadvantages of Parity Bits

Figure 16 Drawbacks of Parity Bits
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Introduction

In the previous article of Datacenter Infrastruc-
ture series, we looked at the various alternatives 
available for building compute infrastructure of 
datacenters. In this article we shall study the stor-
age infrastructure of datacenters.

Storage hierarchy in Datacenters

Each server comes with a locally attached disk. Ap-
plications running on that server can use the local 
disk. However, applications may need much more 
disk space for storing its data than that is available 
on local disk. For example, web scale applications 
like internet search engines need several Peta bytes 
of data. Moreover, if application accesses only local 
disks for storing its data, the application is bound 
to that speci ic server, which can cause problems if 
that server or its local disk crashes. Furthermore, 
server local disk may have unused capacity which 
could have been used by some other applications 
running in the datacenter. Hence there is a need 
to allow sharing of disks across the datacenter for 
their effective utilization. Storage in datacenters 
can be classi ied into following categories, depict-
ed in Figure 1.

1. Server attached DRAM and directly at-
tached disk devices

2. Rack attached storage module consisting of 
a bunch of disks (and possibly DRAM)

3. Cluster attached storage device consisting 
of bunch of disks (and possibly DRAM)

Rack local and cluster local disks can either be 
connected to servers in the datacenter via a spe-
cialized network or they may be connected over 
the same network that connects servers with each 

other. Moreover, we need management software 
for aggregating various disks and providing aggre-
gated, reliable storage with either block view or 
ile system view to the applications running in the 

datacenter. This is achieved in one of the following 
two ways.

1. Specialized storage devices like SAN or NAS 
that aggregate a bunch of disks and provide 
block view and ile system view, respective-
ly, of the underlying storage.

2. Scale-out distributed storage software that 
aggregates multiple disks and provides ei-
ther a distributed block device view or dis-
tributed ile system view.

Specialized Storage devices

Specialized storage devices typically consist of 
several disks, SSDs or magnetic disks, packaged in 
a specialized device that provides File System view 
or Block Device view of the storage. These devices 
can be connected in the datacenter in the follow-
ing two ways.

1. Device is plugged into existing network 
switches thus making them part of the LAN, 
and available for all servers on the LAN, or 

2. Connected by a dedicated network com-
prising cables and switches to the servers 
in datacenter

Such storage devices come in two different la-
vors NAS – for ile based access, or SAN – for block 
based access [2, 3].

Network Attached Storage (NAS)

NAS is a shared ile storage device that resides on 
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Local Area Network (LAN) and has an indepen-
dent ip address. NAS provides the ile system view 
of the data stored in it. Servers on the LAN can ac-
cess the NAS device using its ip address and access 
(create/update/write/delete) iles on the NAS de-
vice. Following are the three main categories of 
NAS devices.

1. High-end or enterprise NAS – huge amounts 
of iles including VM images. Rapid access 
and clustering capabilities

2. Midmarket NAS – several 100s of terabytes 
of data. Cannot be clustered

3. Low-end or desktop NAS – useful for shared 
storage for small businesses or home usage

Advantages

1. Traditionally used for large shared ile sys-
tems

2. Clustering support improves reliability

Disadvantages

1. Bandwidth is limited by the networking in-
terconnect

2. Proprietary and costly devices

3. Backup doubles the cost – additional device 
required for backing up data

Storage Area Network (SAN)

SAN is a shared block storage device residing on 
the LAN and has complex networking gear to con-

nect it to the servers for high speed and ef icient 
access to the block devices. Servers can mount 
blocks from SAN device and access it as a local 
block device or a drive. These block devices can be 
used as back end store for high speed data access 
by server applications like databases.

Traditionally, dedicated network comprising net-
work cables and network switches are used to con-
nect the SAN storage sub-system with the servers. 
This allows the servers to access shared storage as 
if it were a locally attached device. In such a setup, 
SAN uses specialized protocol called Fiber Chan-
nel (FC) for communication between the servers 
and storage sub-system, hence called as FC SAN. 
Consequently, servers also need a specialized FC 
Host Bus Adapters (HBA) for interconnecting with 
the SAN system. Independent and dedicated net-
working ensures that the user or application’s net-
work traf ic in the datacenter is segregated from 
that of SAN, thus ensuring high bandwidth and re-
liable communication with SAN storage. However, 
this comes at an additional cost of procuring and 
managing additional networking gear. Moreover, 
the bandwidth of interconnect between the serv-
ers and storage sub-system should be designed to 
be high enough to withstand peak load.

With the emergence of iSCSI, SAN vendors have 
replaced FC protocol for communication between 
the servers and storage sub-system with iSCSI 
protocol. In iSCSI protocol SCSI commands are 
encapsulated within IP packets for transmission 
over Ethernet connection instead of dedicated FC 
connection. Thus instead of building and manag-
ing dedicated FC network, administrators can use 
existing LAN for interconnecting servers with SAN 

Figure 1 Storage Hierarchy of Datacenter adopted from [1]
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storage sub-system. Moreover, emergence of FCoE 
protocol, which encapsulates FC commands into 
Ethernet frames, has allowed FC communication 
protocol to be used over existing Ethernet net-
works thus obviating the need of dedicated net-
work for interconnecting servers and SAN storage 
sub-system.

Advantages

1. High speed reliable block device pool

2. Useful for low latency and high bandwidth 
applications like databases

Disadvantages

1. Dedicated networking gear increases pro-
curement and management costs

2. Bandwidth is limited by the networking 
interconnect – provisioning for peak loads 
risks wastage during low loads and provi-
sioning for average loads risks degraded 
performance at peak loads

3. Complex and costly system

4. Although iSCSI based SAN work on existing 
LAN, performance is drastically low com-
pared to FC SAN

SAN vs NAS Comparison

SAN NAS
Block access File access
Dedicated cabling, 
switches and storage 
hardware

Storage hardware as 
an independent device 
plugged directly into a 
network switch

Controller does not 
need full- ledged OS

File System 
management similar 
to standard OS needed

More complex and 
costly

Less complex and less 
costly

Highly scalable Comparatively less 
scalable

Table 1 Comparison of SAN and NAS storage

Converged Storage Infrastructure

Although, traditionally SANs have provided block 
access and NASs have provided ile system ac-
cess, more recently, some NAS vendors have also 
started providing block access and vice-versa SAN 
vendors have started providing ile system access. 

Thus we have multi-protocol storage devices that 
can give ile system view as well as block device 
view of the underlying storage subsystem. More-
over, with the adoption of iSCSI and FCoE proto-
cols for interconnecting SAN/NAS storage system 
with the servers, existing network infrastructure 
including cables and switches can be reused for 
interconnecting servers and storage sub-system. 
Infrastructure that exploits this convergence of 
storage protocols and network protocols to build 
a common network for storage and user traf ic is 
called as converged storage infrastructure.

Scale-out Storage

This kind of storage system does not have a dedi-
cated storage device, but it consists of distributed 
software that aggregates multiple disks attached 
to servers or rack level disks, and presents a dis-
tributed ile system view to users or a distributed 
object store view to users. Example include the fol-
lowing

1. Google File System – distributed ile system 
(open source)

2. Ceph – distributed scale-out object store 
(open source)

3. Elastic Cloud Storage (ECS) – distributed 
scale-out object store (proprietary)

4. Openstack Swift – distributed object store 
(open source)

Advantages

1. Lower overall cost compared to specialized 
storage devices

2. Software only solution, can be implement-
ed using off-the-shelf disk devices

3. Few open source options available

4. Fault tolerant – can withstand failure of 
multiple disks/servers

5. High read bandwidth

6. Scale-out, horizontal scalability

7. Compute can potentially reside close to 
data, thus reducing network overhead for 
read computation

Disadvantages
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1. Write operation costly, network bandwidth 
required for write operation

2. Complex management software

3. Very few open source options, and even the 
ones available are dif icult to manage and 
maintain

Summary

In this article we studied various storage systems 
used in datacenters. We looked at SAN, NAS stor-
age systems along with scale-out storage systems 
and the modern converged infrastructure systems.
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1.  What company invented loppy disc?

A. Sony

B. IBM

C. Microsoft

D. Intel

2. What is the irst domain name ever registered?

A. Symblolic.com

B. Google.com

C. Yahoo.com

D. Amazon.com

3. Which is the irst search engine?

A. Google 

B. Altavista 

C. Yahoo

D. Archie 

4. Number of bits used by IPv6 address?

A. 32 bits

B. 8 bits 

C. 128 bits

D. 512 bits

5. Who invented irst web browser?

A. Bill Gates 

B. Sir Tim Berners-Lee 

C. John Warnock 

D. Larry Page

IT Trivia – Answers 

1. B

2. A

3. D

4. C

5. B




