
1The Exponent Group of Journals For Information Technology, Volume 4, Number 2, Mar 2016 - May 2016

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

 Volume: 4 - Number 2                 Mar 2016 - May 2016

The Dean & 
Editor-in-chief

Samir Dattopadhye

Editorial Board :

Prasad  Kolte

Kishor Malve

Shyamkant  Matondkar

Rohan  Mhasalkar

Bhargav  Gulavani

Prasad  Chaubal

Amit  Kesari

Assistant Editor
Vaibhav  Karnik

Contents

I.T in the news                       5

SAP Part 5 - Advanced Modules Part B           Anand Nimdeokar             8   
    

Introduction to SQL Server Integration Poonam Savant  19     
Services     

Computers for the Young-agers and  Priya Shenvi  26
the Golden-agers

Introduction to C++ 11 Part 4                  Shreehari Lele  30

                                           
Computer Networks – PART 1  Nandan Bhalwankar 36

DDoS Protection Management – Part 2 Mohan Raut  43

I.T. Trivia     Shyamkant Matondkar 46

The Exponent Group of Journals for 

Information Technology is an E-journal 

published Quarterly by Booktionary 

Publishing House.

* This journal is published in association with Shree Aniruddha Upasana Foundation.
*  The views expressed in this journal are those of the authors and the editor may not nec 
 essarily agree with the same.
*  Copyright © 2012. All rights reserved. No part of this publication may be reproduced  
 or distributed in any form or by any means without the prior written permission of the  
 publisher.
* All disputes are subject to Mumbai Jurisdiction only.
* All correspondence may be addressed to:-

Editors Desk, Exponent Group of Journals
Email: editor.exponentjr@gmail.com, exponent.jr@gmail.com

The Exponent Group of Journals For 

Information Technology





3The Exponent Group of Journals For Information Technology, Volume 4, Number 2, Mar 2016 - May 2016

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

Editorial

- Bhargav Gulavani
Email: bhargav.gulavani@gmail.com

In this volume we present articles covering a broad 
spectrum of Information technology. We begin with 
highlighting the latest trends and development in 
Information technology around the world through 
our news section. Following the news section, 
we start with articles giving detailed overview of 
popular technologies like SAP and SQL Server. We 
then move on the important topic of guiding and 
mentoring digital natives -- kids and teenagers, and 
digital phobic, especially golden-agers in learning 
computers. Finally, we have articles on core 
Information technology topics like C++ 11, Computer 
networks and Distributed Denial of Service (DDoS) 
attack protection.

SAP is very popular enterprise software and is 
particularly well-known in Services industry. In the 
series of articles on Introduction to SAP, the author 
has meticulously presented various modules in SAP 
system. In this volume we present the fifth part 
of this series. In ‘SAP Part 5’, the author presents 
details of Business Intelligence modules and support 
tools of SAP. Specifically, the author provides a 
detailed overview of NetWeaver -- an internet based 
application platform, SAP Business Warehousing -- 
the analytics platform, and SAP HANA -- the widely 
popular in-memory database useful for performing 
real-time analytic processing. In the modern world 
data driven decision making is the norm. This entail 
processing and analyzing large volumes of data, 
sometime in real-time based. As such extraction, 
transformation and loading of data are essential 
steps in the preprocessing of data. In the article on 
Introduction to SQL Server Integration Services, the 
author first establishes the importance of Extract, 
Transform and Load (ETL) in modern enterprises. The 
author then dives deeper into the ETL capabilities 

of SQL Server Integration Services (SSIS) by first 
describing its architecture and then providing a quick 
tour of creating SSIS project in Business Intelligence 
Development Studio (BIDS). In the process the author 
describes the details of SSIS package consisting of 
Control flow, Data flow, and Event handler.

With the ever growing reach of computing devices 
and internet it is imperative for parents to groom 
their kids effectively. In the article ‘Computers for the 
Young-agers and the Golden-ager’ the author explains 
how parents can groom their kids by teaching them 
advanced computer skills like using email services, 
composing programs in languages like PHP, python 
and Javascript, and most importantly how computer 
games can be used to blend entertainment with 
a good learning experience. The author provides 
a listing of such games and websites offering such 
services. Although computing devices are broadly 
used by the masses today, we often find the golden 
agers being resistant to change their old habits and 
embrace the digital revolution. In the second part of 
this article, the author presents some techniques to 
help old agers get over their anxiety of learning to 
confidently use digital devices.

In the final section on core Information Technology 
topics, we cover C++ 11, Introduction to Computer 
Networks and DDoS protection techniques. We start 
with the fourth part of the series on Introduction to 
C++ 11. In this article the author details core language 
functionality improvements to C++ including new 
integer types, static assertions that are processed and 
caught at compile time, sizeof operator improvement 
that allows it to be used on non-static class members, 
provision of garbage collected runtime mechanisms 
for C++ programs, attributes that facilitate certain 
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compilers optimizations, and object alignment 
directives for efficient read operations. Computer 
networks have become commonplace these days. 
The article ‘Computer Networks’ serves as a basic 
introduction to this topic. It starts with a basic 
definition of computer networks and explains their 
key needs. It then dwells into the types of networks 
covering their application, merits and demerits. 
It concludes with a discussion on different ways of 
interconnecting computers to form a network, aka 
topology. In the series of articles on DDoS protection, 
we have a second part of DDoS mitigation techniques 

in the article titled ‘’. In this article the author 
focuses on DDoS protection techniques that one can 
employ with existing infrastructure without incurring 
additional costs of procuring specialized DDoS 
solutions. These techniques include monitoring of 
network traffic using tools like Wireshark, prioritizing 
critical control traffic, forceful termination of idle 
connections, disabling unused services and ports, 
blackholing of traffic and blocking dark ip addresses.

We conclude this volume with a brief Trivia on IT. 
Hope you find this volume informative and useful in 
your day-to-day activities.
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IT in News

Microsoft imagines future NFL games played out on 
your coffee table, via HoloLens

From an improved sideline Surface experience 
to an audacious vision for HoloLens, Microsoft is 
digging deep into its role as an NFL technology 
partner. If Microsoft has its way, future Super Bowl 
viewers will watch the game play out live on their 
coffee tables, as players outfitted with helmet cams 
provide up-close-and-personal views of the game. 
And on the field, coaches and players will see the 
same video the fans see—and adjust their game 
plans accordingly. NFL executives and players joined 
Microsoft executives on Tuesday in a panel billed as 
the “Future of Football”—a look at novel new ways to 
incorporate technology into America’s favorite sport. 
Lest we forget, Microsoft already partners with the 
NFL, outfitting players with Surface Pro 3 tablets for 
sideline use during games. Players can use the tablets 
to see images of their most recent plays, and now 
Microsoft hopes to bring its forthcoming HoloLens 
augmented-reality headset into the football mix as 
well. Currently, football fans at home can get a better 
understanding of what’s happening on the field with 
the NFL app for Xbox One. The app displays RFID data 
from sensors sewn into the players’ jerseys, providing 
viewers with real-time estimates of, say, how fast a 
receiver is sprinting downfield.

References

1. http://www.pcworld.com/article/3029070/
windows/microsoft-imagines-future-nfl-
games-played-out-on-your-coffee-table-via-
hololens.htmlhttps://www.microsoft.com/
microsoft-hololens/en-us

CES 2016 didn’t change the world, but it showed 
how the world is changing

CNET spent a full week in Las Vegas living and 
breathing the CES 2016 show. Here’s everything we 
discovered about the future of technology. CES, the 
world’s biggest and splashiest showcase for the latest 
and greatest in consumer electronics, is a victim of 
its own outsize expectations. Yes, a long list of game-
changing tech products first saw the light of day at 
the show -- everything from the VCR, the CD, DVD, 
Blu-ray, even the original Nintendo Entertainment 
System and the first Xbox -- but none of them 
changed the landscape overnight.  It’s a game of 
years and even decades, as these innovations trickle 
down from the early adopter tech community to 
society at large. Slowly but surely, though, as prices 
drop, that stack of VHS tapes becomes a shelf full of 
DVDs, then Blu-rays. And then the discs disappeared, 
too -- a tiny stick streaming Netflix in their place, and 
for under $40, too.

References

1. http://www.cnet.com/news/ces-2016-the-
final-word/

2. http://in.pcmag.com/apple-macbook-12-
inch-2015/98974/news/the-best-of-ces-2016

Googler shows off Android-powered smart mirror 
prototype

How about brushing your teeth and seeing Google 
Now cards on your restroom mirror? No, this is not a 
tease, well, at least for one Googler. Google software 
engineer Max Braun has designed such a ‘smart 
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mirror’ powered by Android which shows him time, 
date, current weather, a 24-hour forecast and news 
headlines.  Braun, who showcased his smart mirror 
in a blog post, had always wanted a smart mirror but 
he didn’t find one in the market thus leading him 
to make one for himself. The engineer used a two-
way mirror, display panel, controller board and other 
components to design the mirror of his dreams just 
like the one from Arnold Schwarzenegger’s movie The 
6th Day. The code behind the user interface leverages 
some simple Android APIs like TextClock for the date 
and time, as well as Forecast for the weather and the 
Associated Press for news. Braun is also trying to add 
traffic and reminders to the interface.

Reference

http://www.hindustantimes.com/tech/googler-
shows-off-andro id-powered-smart-mir ror-
prototype/story-dZ9xKwbDwF4HnXz3RfiiMJ.html

Rise of the machines as ANZ brings in robot workers 
to do the ‘boring’ jobs

Artificial intelligence takes over accounting 
departments

First jobs went to India, now ANZ Banking Group 
is leading the way locally in a global rise of robot 
software systems, which can do the work of employees 
in fields ranging from payroll administration to 
helpdesk support and customer service in a fraction 
of the time.  ANZ has spent the past year refining 
a well-developed program of work in an emerging 
field known as Robotic Process Automation (RPA), 
whereby tasks previously conducted by employees 
are now done by increasingly intelligent software 
that learns on the job.

Much of the robotic work is initially being conducted 
in ANZ’s network of so-called captive centres or 
hubs in India, the Philippines and China, but some 
Australian roles are already changing to incorporate 
the new systems. The bank says it is not a job 
reduction strategy; rather it is a move to existing 
operations and to refocus human workers on new 
areas. 

Reference

http://www.afr.com/technology/rise-of-the-
machines-as-anz-brings-in-robot-workers-to-do-the-
boring-jobs-20150820-gj3fp6

Project Skybender: Google’s secretive 5G internet 
drone tests revealed

Trials at New Mexico’s Spaceport Authority are 
using new millimetre wave technology to deliver 
data from drones – potentially 40 times faster than 
4G

Google is testing solar-powered drones at Spaceport 
America in New Mexico to explore ways to deliver 
high-speed internet from the air, the Guardian has 
learned. In a secretive project codenamed SkyBender, 
the technology giant built several prototype 
transceivers at the isolated spaceport last summer, 
and is testing them with multiple drones, according 
to documents obtained under public records laws. 
In order to house the drones and support aircraft, 
Google is temporarily using 15,000 square feet of 
hangar space in the glamorous Gateway to Space 
terminal designed by Norman Foster for the much-
delayed Virgin Galactic spaceflights. The tech 
company has also installed its own dedicated flight 
control centre in the nearby Spaceflight Operations 
Center, separate from the terminal.

Reference

http://www.theguardian.com/technology/2016/
jan/29/project-skybender-google-drone-tests-
internet-spaceport-virgin-galactic

Samsung warns customers not to discuss personal 
information in front of smart TVs

Samsung has confirmed that its “smart TV” sets are 
listening to customers’ every word, and the company 
is warning customers not to speak about personal 
information while near the TV sets. The company 
revealed that the voice activation feature on its smart 
TVs will capture all nearby conversations. The TV sets 
can share the information, including sensitive data, 
with Samsung as well as third-party services.

The news comes after Shane Harris at The Daily Beast 
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pointed out a troubling line in Samsung’s privacy 
policy: “Please be aware that if your spoken words 
include personal or other sensitive information, that 
information will be among the data captured and 
transmitted to a third party.”

Reference

http://theweek.com/speedreads/538379/samsung-
warns-customers-not-discuss-personal-information-
front-smart-tvs

Livestream your gunshot wound? It may save your 
life

The GoodSAM app connects you with a verified 
medic nearby and sends a video feed of your injuries, 
helping first responders better prepare.

When rushing to the scene of a medical trauma, 
emergency caregivers rarely know exactly what 
awaits them. But the same capability on your phone 
that lets you video chat with grandma or live stream 
a concert could give first responders a better sense of 
the trouble ahead. Enter GoodSAM, which launched 
in mid-2014 as an app that lets you alert local 
medics and transmit your location. On Wednesday, 
the company added a live-streaming feature that 
provides an uninterrupted video feed to emergency 
services. GoodSAM, short for Good Smartphone 
Activated Medics, is in use around the world, 
including the UK, India, Malaysia, Australia and the 
US. The live-streaming tool, nicknamed Emergiscope, 
will be available globally.

Reference

http://www.cnet.com/news/your-smartphone-can-
now-livestream-a-medical-emergency-to-a-nearby-
responder/

I used my eyes to control virtual reality, and someday 
you will too

VR headsets, and especially smartglasses, could 
get a lot better with the addition of eye tracking. 
Eyefluence convinced me.

I strapped a familiar-looking Oculus Rift headset 
over my eyes. This one’s been doctored: Around 
the lenses, a ring of sensors has been implanted. In 
front of me, what appears to be a foot away, there’s 
a screen. I see my own eyes, looking back at me. And 
they’re dilating. Eyefluence is a startup that claims it’s 
cracked the code to eye-tracking in head-mounted 
displays, and the result could change how you 
interact with virtual reality and augmented reality 
headsets in the future. The technology is a mix of 
advanced eye-scanning and eye-tracking hardware, 
plus a special sauce of user interface language that, 
according to co-founders Jim Marggraff and David 
Stiehr, can let you do things with simple eye motions 
without fatigue. Instead of using a trackpad or turning 
your head to aim at things in virtual reality, the goal 
here is to let subtle eye-flicks navigate around virtual 
interfaces. No hands required.

Reference

http://www.cnet.com/news/i-used-my-eyes-to-
control-virtual-reality-and-someday-you-can-too/
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SAP Part 5
Advanced Modules Part B

- Anand Nimdeokar  
Email : anandnimdeokar@gmail.com

In previous articles we have seen SAP Functional, 
Technical & Business Modules.  These modules were 
specifically made keeping business need of particular 
department, field or business need. 

Now In this article, we will see basic information 
about following BI Modules & Support tools which 
provides intelligence to large data produced by 
earlier modules;

1. SAP NetWeaver

2. SAP BW (Business Warehousing) 

3. SAP HANA - Advanced Capabilities for Real-
time Business 

Other SAP Support Tools:

4. SAP TR (Treasury) 

5. SAP XI (Exchange Infrastructure) 

6. SAP SEM (Strategic Enterprise Management 
Software) 

7. SAP Business One 

8. SAP OFFICE Application

9. SAP GUI (Graphical User Interface) 

SAP NetWeaver

SAP NetWeaver - a popular application computing 
platform that is responsible for the run time and 
development environment for SAP application is 
basically a combine of SAP software tools for business 
applications and SAP Kernel (OS). This application 
builder from the world of SAP is very useful for 

integrating business databases and processes from 
varied sources; along with exploiting contemporary 
web services technologies such as Microsoft’s.NET, 
Sun’s Java technologies and IBM’s Web Sphere.

SAP NetWeaver is an interoperable internet based 
Application Platform that is fully compatible with 
third party platforms and other SAP components 
and applications. As it boasts of a common runtime 
environment, this SAP module is being increasingly 
used for various SAP Business Suites such as SAP 
CRM (Customer Relationship Management), SAP 
SRM and so forth. An integral part of the popular 
mySAP product group from the company, NetWeaver 
is receiving a lot of industry attention because it 
happens to be the first web-based cross-application, 
fully interoperable platform that can be used for 
developing not only SAP applications but numerous 
others as well.

Figure 1

NetWeaver permits developers to integrate crucial 
information and processes from geographically 
dispersed locations via diverse technologies. It has 
been marked as a product that is fully equipped to 
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spur the adoption of web services for various verticals. 
In the current scenario, even though Web Services 
are seen as future-oriented development models, 
their rate of implementation has not been high. This 
is attributed to the competition and incompatibility 
existing between enabling products. This makes 
it important for organizations to implement the 
SAP NetWeaver Gateway that facilitates better 
consumption of business logic, easier provisioning, 
streamlining of SAP backend systems designed for 
web, mobile based applications and more.

Figure 2

As SAP NetWeaver is a useful tool for all devices 
and developers, it aims to bring about a reduction 
in complexity and skill sets required for accessing 
SAP data. Going a long way in removing deployment 
barriers, its simplistic interfaces are quite helpful in 
shortening development times. NetWeaver Gateway 
exposes the SAP Business Suite functionality 
in the form of REST-based OData services 
(Open Data Protocol services) and allows SAP 
applications to integrate data with an exhaustive 
range of technologies, devices and platforms, in a 
manner that’s easy to consume and understand. 
The usage of rest services brings forth:

• Easily comprehensible human readable 
results and helpful data that can be viewed 
using the browser.

• Stateless apps.

• Related and relevant pieces of information 
wherein one piece of data effectively relates 
to the other for better results.

• Use of standard commands like PUT, POST, 

GET and DELETE which allows users to 
work on the same format and get access to 
customized results.

• Capability of being used by a vast range of 
applications like Twilio, Amazon, Twitter, Face 
Book, YouTube, eBay and Yahoo!

SAP BW (Business Warehousing)

SAP BW (Business Warehousing) is a highly 
robust and scalable real-time data warehousing 
platform that captures stores and consolidates vital 
information, is the first choice for organizations 
looking for accelerated operations. SAP Business 
Warehouse, super charged by SAP HANA, offers 
decision-ready intelligence for businesses and powers 
the data warehouse environment with simplified 
administration tasks, reduced IT workloads and a 
lower TCO (Total Cost of Ownership). With real-time 
access to credible information, this widely used SAP 
module is used as an ERP tool and was earlier known 
as Business Information Warehouse.

Figure 3

It is an integral part of the SAP Net Weaver technology 
platform and enables “Online Analytical Processing” 
(OLAP) of varied data warehouse processes –in 
accordance to the business perspective of clients. 
Going a long way in providing solutions for data 
analysis, warehousing and reporting; it serves as 
an effective tool for extracting relevant information 
from large quantities of historical and operative data. 
The information views so generated are based on the 
specific business views of the organization.
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Figure 4

SAP HANA - Advanced Capabilities for Real-time 
Business

SAP HANA is an in-memory platform for processing 
high volumes of data in real-time.

HANA allows data analysts to query large volumes 
of data in real-time. HANA’s in-memory database 
infrastructure frees analysts from having to load or 
write-back data. HANA’s columnar-based data store 
is ACID compliant and supports industry standards 
such as structured query language (SQL) and multi-
dimensional expressions (MDX).

SAP HANA combines data processing, database 
and in-memory processing, provides libraries for 
planning, text processing, predictive, spatial and 
business analytics. It is virtually a package of software 
and hardware that processes real time data and 
applies the benefits of in-memory computing.

It showcases advanced capabilities like data 
virtualization, spatial processing, predictive text 
analytics, etc.; simplifies the process of application 
development; and facilitates the tasks of processing 
across large structures and data sources. This module 
also boasts of a multiengine query processing 
platform that is designed to support relational, 
graphical and text data, in the same system.

SAP HANA accelerates client business processes 
and goes a long way in conceptualizing new 

and improvised business models, speeding data 
transactions and creating solutions for better 
business performances. With significant processing 
speed, smarter text mining capabilities, features to 
deal with huge data sizes and a lot more, SAP HANA 
is the most appropriate platform for the deployment 
of real time, next-generation applications/analytics

HANA also includes a programming component that 
allows a company’s IT department to create and run 
customized application programs on top of HANA, as 
well as a suite of predictive, spatial and text analytics 
libraries across multiple data sources. Because HANA 
can run in parallel to a source SAP ERP application, 
analysts can access real-time operational and 
transactional data and not have to wait for a daily or 
weekly report to run.

SAP HANA can be deployed on-site as an appliance 
or purchased as a managed cloud or hybrid- cloud 
service. SAP HANA was previously called SAP High-
Performance Analytic Appliance.

Figure 5

The four components of SAP HANA:

• SAP HANA DB- Database Technology

• SAP HANA Appliance

• SAP HANA Application Cloud- based 
infrastructure

• SAP HANA Studio- A compilation of tools for 
modelling SAP applications
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Other SAP Support Tools are;

SAP TR (Treasury)

SAP Treasury - a popular SAP application that 
succeeds in offering organizations with the much 
needed competitive edge by ensuring competent 
management and control of treasury processes; 
is used for automating tasks and strengthening 
the Supply Chain Management system (financial). 
This module provides tools for cash and liquidity 
management, audit controls, accurate forecasts, 
efficient use of cash and an overall reduction in 
operational risks.

Figure 6

Equipped to handle financial risks by integrating 
smart strategies for the mitigation of risks, SAP TR 
(Treasury) is a powerful tool in the hand of cash 
managers wanting to gain,

• A comprehensive view of all the transactions 
taking place in their organization.

• Cash allocations by for and by the organization 
- locally as well as globally.

• Financial and treasury allocation processes.

It enables cash managers to determine cash liquidity 
by using forecast liquidity and bank balances and make 
payment advices accordingly. Some of the important 
tasks performed by SAP Treasury applications are:

• SAP Cash and Liquidity Management.

• SAP Bank Communication Management.

• SAP In-House Cash Management.

• SAP Treasury and Risk Management and so 
forth

Figure 7

Sub modules of SAP Treasury:

• CM (Cash Management): This is the most 
important component of SAP TR and is used 
for monitoring payment flows (both cash 
inflows and outflows) and safeguarding 
liquidity. Helping organizations meet their 
payment commitments, TR-CM determines 
the cash position in accounts and cash 
concentration. It also forecasts the liquidity 
situation and predicts the future inflows/ 
outflows for better planning purposes.

• CFM (Corporate Finance Management): ECC 
5.0 is a separate module in the FI Accounting 
component while ECC 6.0 CFM forms an 
integral part of the Treasury (FSCM). CFM is 
basically a group of solutions which is focused 
towards the analysis and optimization of 
business processes (financial) of a company. 
CFM deals with fixed-deposits, managing 
loans, securities, derivatives, foreign 
exchange and so forth. It is an effective tool 
for monitoring, planning as well as analyzing 
the financial position of an organization.

SAP XI (Exchange Infrastructure)

SAP Exchange Infrastructure (XI) is an innovative 
enterprise application integration (EAI) application 
with a strong integration with the SAP software. 
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A popular component of the NetWeaver group of 
products, it is being used for facilitating information 
exchange among the internal systems/software of 
a company and those belonging to external parties. 
SAP Exchange Infrastructure (XI) is compatible with 
internal enterprise and cross companies scenarios - 
thus enabling easy linking of enterprises across the 
globe. It is used for exchanging information between 
vendors with same or diverse technologies and/ or 
versions of applications.

Figure 8

SAP XI’s adapter engine offers:

• A central monitoring system for tracking 
message flows and processes.

• An integration of heterogeneous system 
components.

• A reliable runtime environment for process 
management, messages and so forth.

SAP designates XI as an integration broker because 
it mediates between entities boasting of differing 
requirements in regards to format, connectivity and 
protocols. According to SAP experts, XI brings about 
a reduction in integration costs by offering a common 
repository for varied interfaces. The SAP (System 
Application and Products) Integration Server forms 
the central component of SAP XI and facilitates 
convenient interaction between applications and 
operating systems across internally placed and 
externally networked systems.

The many advantages of integrating SAP XI 
applications include:

• Easy Integration with all SAP components and 
products (RFC, IDOC, Proxy).

• Reliable data security like in other SAP 
products.

• Possibility of asynchronous and synchronous 
communication.

• Presence of platform independent Java 
elements.

• .Net and JAVA Support.

• Effective tools for handling complex 
communication tools.

• A wide range of adapters for handling diverse 
tools/ technologies (Mail, JDBC, SOAP, CDIX) 
and so forth.

Figure 9

The contents of this course are best suited for people 
from the software industry, project managers, SAP 
ABAP developers, JAVA programmers and those 
desirous of carving a flourishing career in the field of 
information exchange.

SAP SEM (Strategic Enterprise Management 
Software)

SAP SEM (Strategic Enterprise Management 
Software) - delivering the capabilities for supporting 
companies with a wide range of analytical solutions 
for their financial processes; SAP SEM serves as a 
valuable tool for effective planning, consolidated 
financial reporting, corporate performance 
management, budgeting, forecasting, scorecards and 
risk management. It goes a long way in equipping 
organizations with the skills of finding solutions for 
the efficient management of their financial processes 
and uses data accumulated by the tools of SAP 
Business information Warehouse (SAP BW) and 
other sources.

In the existing competitive scenario, organizations 
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are looking towards innovative ways of fulfilling their 
organizational goals and policies. Large volumes 
of data and information are required for making 
effective strategies and result-oriented plans. SAP 
SEM (Strategic Enterprise Management Software) 
goes a long way in hand holding such organizations 
in their strategy making processes and ensuring 
the proper implementation and management of 
their plans. It provides a vital platform for the visual 
presentation of key figures and values. These views 
help users gain quick and relevant information that is 
critical for their strategy building processes.

Figure 10

Strategic Enterprise Management helps in the 
dynamic adaptation of an organization’s strategies 
and brings about positive changes in their profitability 
quotient. SAP SEM tools identify and implement 
value-building opportunities, as and when they arise

Figure 11

The benefits and features of SAP SEM components 

are underlined below:

• They measure business performance alongside 
targets, simulations and benchmarks - by 
using value drivers, management cockpits 
and a balanced scorecard.

• Help in managing risks and automating 
Business Consolidation processes.

• Control business with the help of value-based 
management principles.

• Integrate operational planning with strategic 
planning.

• Transform static operational planning into 
rolling forecasts.

• Support management and legal consolidation 
of inter-units, investments, profit elimination 
and so forth.

SAP Business One

SAP Business One  is a very popular tool for 
organizations looking towards effective solutions 
for managing their business functions across the 
departments of finance, customer relationships, 
sales, distribution, human resources and inventory; 
is a user friendly ERP Application for small, mid and 
large sized enterprises alike.

It supports 26 languages and is delivered with 41 
different country localizations. In most cases, the 
smaller and medium sized organizations find it 
difficult to install and maintain SAP components on 
their information systems. In the given scenario, SAP 
Business One ERP solutions help in implementing the 
necessary package specific to their needs and provide 
additional support for various areas of management.
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Figure 12

Some of the essential business functions of SAP 
Business One include;

• Financial management: Automation of 
financial/ accounting processes and support 
for budgeting, multiple currencies and bank 
reconciliation.

• Production and warehouse management: 
Effective monitoring and control of inventory 
across many warehouses; tracking of stock; 
management of production orders on the 
basis of material requirements planning; and 
so forth.

• Customer Relationship Management: Timely 
after-sales support as well as proper sales 
and opportunity management.

• Purchasing: Automation of the procurement 
process from the stage of making purchase 
orders through receipt of vendor invoices.

• Mobility: Provision of free apps for Android 
and iOS, which are based on the ones released 
by SAP via respective marketplaces.

• They come free of cost along with the User 
License and have the potential of interacting 
with SAP Business One components operating 
in the backend.

• Reporting and Business Intelligence: Easy 
access to data for creating new reports 
and customizing the existing ones. This 
is facilitated via a strong integration with 
reliable Crystal Reports.

• Analytics Powered by SAP HANA: SAP HANA 
databases offer instant access to real-time 
views and insights by integrating their in-

memory computing technology with that of 
SAP Business One components.

Figure 13

SAP Business One is an easy-to-implement, 
affordable, business management application that 
is specifically designed for meeting the urgent 
needs of dynamically growing and emerging small 
companies. The solutions offered by this power-
packed package goes a long way in giving on-demand 
access to sensitive real-time information and helping 
managers retrieve the same for strategic business 
decision making purposes.

This single system SAP tool showcases the highest 
levels of customer relationship management. It 
also offers financial, manufacturing as well as 
management control capabilities that pave the 
way for rapid employee productivity and better 
empowerment.

It allows the management to make more informed 
and reliable business decisions and place the 
organization far ahead of all competition.

Most industry verticals have their own unique 
requirements, business processes and challenges. 
This is the reason Why SAP and its partners offer 
over 550 fully integrated, pre-packaged, industry-
specific solutions, for making SAP Business One 
a customized solution for a wide range of clients. 
Regardless of whether organizations are in the field of 
manufacturing, sales or services, this package offers 
the correct small business software for all industries.

With SAP Business One, users can,

• Address their Business Processes with 
preconfigured, tested solutions.
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• Partner with industry experts who understand 
their specific requirements.

• Reduce costs and risk factors by implementing 
solutions that have proven track-records.

• Deploy built-in implementation as well as 
best practices and methodologies that are 
pre-built into the system.

SAP Business One promises improvements in the 
efficiency of SMEs, reduces expenses and improves 
relationships with customers.

SAP OFFICE Application

SAP Live Office - a valuable add-on for Microsoft 
Office tools and applications, gives users easy and 
reliable access to up-to-date information stored in 
SAP business objects and their intelligence platforms. 
SAP Office allows professional users to integrate the 
queries coming in from all SAP based objects linked 
to Microsoft Office documents and helps them get 
their data and other relevant information in a familiar 
environment.

Figure 14

Going a long way in helping consultants, team 
managers, project members, functional consultants 
and other SAP professionals re-use and update 
documents and their presentations with smarter and 
refreshed data; SAP Office delivers up-to-the-minute 
intelligence in business specific MS office documents. 
With Business Intelligence being directly integrated 
in familiar MS Office environments, users are allowed 
to embed refreshable, trusted information from 
all kinds of data sources into their spreadsheets, 

documents and presentations - therefore making 
it easier to share their insights across the entire 
organization.

The Benefits of Using SAP Office Applications are:

• Reduction in IT workload by making it 
convenient for users to get access to relevant 
information.

• Extension of BI platform security to MO 
applications.

• Lowering of BI delivery expenses by reusing 
content and accessing large sized MS Office 
user bases.

• Faster updates with valid information that 
manages to refresh directly within user 
documents.

• Easy handling of messages in Microsoft 
Outlook by handling the firewall and adding 
BI directly to e-mail applications.

• Comprehensive integration of SAP with Power 
Point, Excel, Word & Outlook.

Using SAP Office Components:

• Share trusted databases for collaborative 
decision making tasks, while maintaining the 
highest levels of security.

• Eliminate time-wasting discussions over data 
accuracy.

• Decrease IT involvement and bring about 
improvements in business users’ self-
sufficiency.

• Support confidential business decisions that 
are based on accurate, real time information.

• Decrease their cost of delivering BI by 
competently leveraging the existing BI 
metadata and content.

• Share the results of reports and queries with 
other users over the web or intranet, in a 
secured manner.
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• Publish reports that are specifically designed 
for the SAP (System Application & Products) 
platform and access office documents with 
real-time data feeds over the internet.

• Lower the percentage of user acceptance for 
querying and reporting purposes by using 
more accurate end-user tools.

SAP Office is increasingly helping businesses retrieve 
valuable information, perform calculations, create 
queries and share answers to queries, without having 
to go through complicated database languages or 
structures. It also helps in embedding up-to-date 
web intelligence information and SAP Crystal Reports 
into spreadsheets, presentations, emails and other 
documents with ease. With the ability to create 
system generated summary reports and queries, this 
SAP module relies on real-time information that is 
stored in SAP business components.

More and more SAP based companies are looking for 
consultants and professionals who are well versed in 
using the many features, benefits and functionalities 
of SAP Office. With attractive pay packages, bonuses 
and job positions in store, this SAP module is the 
right way to go.

Figure 15

SAP GUI (Graphical User Interface)

SAP Graphical User Interface (GUI) - an important 
ERP tool that allows SAP end users to use various 
software applications by providing easy-to-use 
graphical interface, runs on operating systems like 
Apple Macintosh, Microsoft windows, UNIX and so 
forth. This SAP component dominates a major share 
of the worldwide market and offers convenient 
accessibility to the views, formats, applications, 
features and functionalities of SAP applications. It 
also allows users to remotely access the SAP Central 
Server of an organization, via a network.

The first release of SAP GUI (Graphical User Interface) 
version 1.0 did not boast of many graphical tools like 
radio buttons. However, over time, SAP has revised 
its GUI module and the latest versions released in 
June 2012 (SAP GUI 7.30) were equipped with new 
customization features and useful functionalities - 
they were developed with the help of Visual Studio 
2010.

Figure 16

SAP GUI forms the most important client in the SAP 
R/3’s 3-tier architectural structure of databases, 
application servers and client based applications. 
Allowing users to enjoy the many benefits of 
SAP Business Information Warehouse and SAP 
ERP (Enterprise Resource Planning), this client 
software (SAP GUI) offers support to the distributed 
applications of SAP. For instance, it allows SAP users 
to prevent potential company-internal hackers to get 
access to unencrypted communications used in their 
organizations.
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Going a long way in preventing extended authorization 
to usernames/passwords linked with the confidential 
areas of the SAP system, ‘SAP Screen Personas’ are 
now being used with SAP NetWeaver ABAP programs. 
They are totally compatible with the system 
landscape and strongly protect all communications 
between servers and clients, through a tool called 
Secure Network Communications. These and other 
SAP GUI tools make this module totally indispensible 
in modern day organizations.

Along with the above mentioned functionalities, 
SAP offers many shortcuts in the command window. 
Some of these are:

• (/n) for navigating to a transaction from the 
existing transaction window

• (/o) for opening a new transaction window

• (/ex) for exiting the screen

• (/nex) for exiting GUI.

Advantages of SAP GUI

Some of the noteworthy benefits of SAP GUI are:

• A single face GUI for accessing all SAP 
components such as ERP, BI, CRM, SCM, XI, 
and SRM.

• Users are allowed to login with their 
preferred language, as the same GUI can be 
used in different languages.

• It is very user friendly and useful for creating 
favourites; start up transactions for reducing 
dialog steps, and so forth.

• This module is downward compatible for 
supporting all SAP applications that are 
below the current GUI Version. In other 
words, the latest version of GUI supports 
the lower versions of SAP components with 
ease.

• It contains user parameters that are defined 
for more frequently keyed inputs. This 
enables the automatic population of text 
boxes based on specific user logins and 

reduces the percentage of user inputs in real 
time.

• SAP GUI offers role based and easy to access 
SAP (System Application & Products) menus 
for reducing the GUI load.

• This SAP module is intelligent enough to 
determine the server that is least loaded 
in the event of more than one instances 
(application server) being configured.

• It allows access across low speed connections 
and displays screens without graphics/logos 
as they tend to consume more network 
traffic.

• GUI SAP boasts of ergonomically designed 
interfaces for configuring GUI font size, 
colors, logos, visual designs and custom 
layouts.

SAP GUI is responsible for handling the various 
layers of SAP: presentation, application as well as the 
database layers. Its family consists of:

• SAP GUI for HTML - which needs Internet 
Transaction Server (ITS) for providing access 
to SAP systems.

• SAP GUI for Java environment - a generic 
SAP GUI that covers many platforms and 
looks like the Windows version which is 
devoid of platform-specific decorations.

• SAP GUI for Windows environment.

In order to connect users to a SAP system, SAP GUI 
uses different protocols. For instance, SAP GUI for 
Windows and Java use DIAG/RFC for connecting 
users to their SAP systems while SAP GUI for HTML 
works in line with the HTTP Protocol.

SAP GUI consultants, functional consultants, super 
users and trainers are increasingly using this module 
for adding, modifying and deleting the various SAP 
access parameters. With the help of a certification 
course in SAP GUI applications, they can look 
forward to lucrative career opportunities in reputed 
companies worldwide. Most companies are on the 
lookout for experienced SAP GUI professionals and 
are ready to pay high salary packages to deserving 
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candidates.

Figure 17

Summary

The future of any software lies in the fact that 
how it can be integrated with other technologies. 
Because integration is the only process which drives 
the business in the future and SAP has the power 

to integrate people, process and information in an 
effective manner. This is the reason that irrespective 
of their business functions & organisation size, more 
and more companies are implementing SAP to run 
their enterprise business resulting in tremendous 
opportunities arising in SAP ERP Sector.
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Introduction to SQL Server 
Integration Services

- Poonam Savant
Email : poonamsavant@gmail.com

Brief about ETL

• ETL stands for Extract, Transform and Load. 
• It is a process that pulls data from one or more 

data sources, converts the data as per the 
requirements and places it in another data 
system.

• It is basically used in data migration and data 
integration projects.

   

Figure 1: ETL Workflow

Extract
• It is the process of reading data from one or more 

source systems.
• Source systems could be Flat file, Database, XML, 

Web queries, etc.

Transform
• It is the process of converting the extracted data 

from its previous form into the form as per the 
business requirements.

• If the data are coming from various sources in 
same or different structure, then first we need to 

transform the data to a common format so that 
the other transformations can be done on them.

• Once we have the data we need to perform 
various activities like:

o Data cleansing
o Data type check
o Trim the data to remove blanks
o Sorting the data
o Aggregating the data
o Check for business rules and apply 

business rules

Load
• It is the process of writing the data into the target 

system.
• Once the data is transformed as per the 

requirement, it is loaded into the destination 
systems.

• The destinations can also be as varied as the 
sources. Once the data reaches the destination, 
it is consumed by other systems, which either 
stores it as historical data, generate reports out 
of it, build modes to take business decisions etc.
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Need of ETL tools
• Nowadays, most companies’ existence depends 

on data flow.
• The variety of data got a little bit out of control. 

The unlimited growth of databases’ size caused 
mess that often slows down (or even disable) 
data finding process.

• Uncategorized data is assigned to different 
platforms and systems. As a consequence, 
finding wanted data brings a lot of troubles – user 
needs to know what data he administers, where 
it is located (and whether he has proper access), 
finally how to take them out.

• The IT departments – usually responsible for 
keeping the systems work – have to struggle with 
data in different formats and systems. ‘Keeping 
it alive’ is extremely time-consuming what delays 
the company’s work. 

• Slow transformation of data causes that it’s usually 
impossible to provide demanded information in 
demanded time. Formed divergence between 
data provided and data really existing in the 
moment of need harms the IT departments’ 
image.

• The purpose of using ETL (Extract, transform, 
load) tools is to save the time and make the 
whole process more reliable.

• ETL tools are designed to save time and money 
by eliminating the need of ‘hand-coding’ when a 
new data warehouse is developed. 

• They are also used to facilitate the work of the 
database administrators who connect different 
branches of databases as well as integrate or 
change the existing databases.

• The times of increasing data-dependence forced 
a lot of companies to invest in complicated data 
warehousing systems. Their differentiation and 
incompatibility led to an uncontrolled growth 
of costs and time needed to coordinate all the 
processes. 

• The ETL tools were created to simplify the data 
management with simultaneous reduction of 
absorbed effort.

• Depending on the needs of customers there are 
several types of tools. Some of the popular ETL 
tools are: -

• Informatica - Power Centre

• IBM  Infosphere DataStage
• SAP – Business Object Integrator
• IBM - Cognos Data Manager
• Microsoft SQL Server Integration Services
• Oracle Data Integrator
• SAS - Data Integration Studio
• Ab-Initio
• Pentaho Data Integration
• Sybase - Data Integrated Suite ETL

Introducing SSIS

• SQL Server Integration Services (SSIS) is a 
component of the Microsoft SQL Server database 
software that can be used to perform a broad 
range of data migration tasks.

• Integration Services provide a platform to build 
data integration and workflow applications. 

• The primary use for SSIS is data warehousing as 
the product features a fast and flexible tool for 
data extraction, transformation, and loading 
(ETL).

• The tool can also be used to automate 
maintenance of SQL Server databases, update 
multidimensional cube data, and perform other 
functions.

• First released with Microsoft SQL Server 2005, 
SSIS replaced Data Transformation Services 
(DTS), which had been a feature of SQL Server 
since Version 7.0. 

• Unlike DTS, which was included in all versions, 
SSIS is only available in the “Standard”, “Business 
Intelligence” and “Enterprise” editions.

SSIS Architecture

• The SSIS architecture comprises of four main 
components: -

1. The SSIS windows service
2. The SSIS object model
3. The SSIS runtime engine
4. The data flow pipeline engine

                          



21The Exponent Group of Journals For Information Technology, Volume 4, Number 2, Mar 2016 - May 2016

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

Figure 2: SSIS Architecture

• The SSIS windows service
• It is a Windows service for managing 

Integration Services packages (Packages are 
an executable unit of work within SSIS).

• The Integration Services service is available 
only in SQL Server Management Studio.

• Running the Integration Services service 
provides the following management 
capabilities:

1. Starting remote and locally stored packages
2. Stopping remote and locally running 

packages
3. Monitoring remote and locally running 

packages
4. Importing and exporting packages
5. Managing package storage
6. Customizing storage folders
7. Stopping running packages when the service 

is stopped
8. Viewing the Windows Event log
9. Connecting to multiple Integration Services 

servers 

The SSIS object model
• The SSIS object model has many features that 

make extending and programming packages 
easier, more flexible, and more powerful.

• Developers can extend and program almost 
every aspect of Integration Services packages.

• As an Integration Services developer, there 
are two fundamental approaches that you can 
take to Integration Services programming: -

1. You can extend packages by writing 
components that become available 
within SSIS Designer to provide custom 
functionality in a package.

2. You can create, configure, and 
run packages programmatically 
from your own applications. 

• The SSIS runtime engine
1. The SSIS runtime saves the layout of packages, 

runs packages, and provides support 
for logging, breakpoints, configuration, 
connections, and transactions.

2. Its executables are the package, containers, 
tasks, and event handlers that Integration 
Services includes, and custom tasks. 

• The data flow pipeline engine
1. The Data Flow task encapsulates the data 

flow engine.
2. The data flow engine provides the in-

memory buffers that move data from 
source to destination, and calls the sources 
that extract data from files and relational 
databases.

3. The data flow engine also manages the 
transformations that modify data, and the 
destinations that load data or make data 
available to other processes.

4. Integration Services data flow components 
are the sources, transformations, and 
destinations that Integration Services 
includes.

5. Custom components can also be included in 
a data flow.

Business Intelligence Development Studio (BIDS)

• Business Intelligence Development Studio is 
an IDE (Integrated Development Environment) 
that is used to develop business solutions that 
include SQL Server Analysis Services (SSAS), 
SQL Server Integration Services (SSIS) and SQL 
Server Reporting Services (SSRS) projects. 
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• It is Microsoft Visual Studio environment with 
additional project types that are specific to 
SQL Server business intelligence.

• BIDS is installed while installing MS SQL Server. 
It appears within SQL Server in the Start menu 
as shown in the following figure.

Figure 3: BIDS in the Start Menu

• The following screen appears when BIDS is 
opened.

Figure 4: Start Page of BIDS

• A new Business Intelligence project is created 
using the New Project option as shown below. 

Figure 5: Creating New Project in BIDS

• It provides various project options like Analysis 
Services, Integration Services, etc.

  

Figure 6: Project Types in BIDS

Integration Services Project
• Integration Services (SSIS) project is created in 

BIDS environment.
• An SSIS package (Package1.dtsx) is by default 

added when a new SSIS project is created.

Figure 7 : SSIS Project in BIDS

• The project consists of four main windows: -
• Solution Explorer (top-right window)
• Properties Window (bottom-right window)
• Designer Window (middle area)
• Toolbox (left-side area)

• Solution Explorer is a window where all the 
projects, Data Sources, Data Source Views 
and other miscellaneous files can be viewed 
and accessed for modification. 

• Properties Window displays the properties of 
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an object in a BIDS environment.
• Designer Window is the graphical interface to 

create SSIS packages.
• Toolbox provides a variety of tools which 

are used to develop a logical workflow in a 
package.

 
SSIS Package

• Package is an executable unit of work where 
a workflow is created to meet the business 
requirements.

Figure 8 : SSIS Package Flow

• Different components in SSIS package are: -
• Control flow
• Data flow
• Event handler

• Package explorer
Figure 9: SSIS Package Components

Control Flow
• Control flow is a high level container that 

contains one or more tasks which are added 
from the toolbox. It defines the order of 
execution of tasks within the package.

• A precedence constraint is a connector which 
connects one task to another within control 
flow to define the execution order. 

• Different types of control flow components 
are:-
1. Data Flow Tasks
2. Scripting Tasks
3. Maintenance Tasks
4. Analysis Services Tasks
5. Containers like Sequence Container, For 

Loop Container, For each Loop Container
Data Flow

• There are 3 data flow components in SSIS: -
• Sources
• Transformations
• Destinations

• Data flow, as the name describes, manages the 
data flow from the source to the destination. 

• A transformation is added between the source 
and destination if the source data has to be 
altered depending on the requirement.

• Data Path is a connector which connects 
different components within the data flow. 

• Before adding a data flow to the package, a 
Data flow task must be added in the Control 
flow.

• Different sources in data flow are: -
• OLEDB Source
• Flat File Source
• XML Source
• Excel Source
• ADO NET Source

• Transformations available in SSIS are: -
• Aggregate
• Sort
• Conditional Split
• Derived Column
• Script Component
• Merge
• Merge Join
• Lookup
• Union All
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• Script Component
• Different destinations in data flow are: -

• OLEDB Destination
• Flat File Destination
• Excel Destination
• Recordset Destination
• Raw File Destination

Event Handler
• Based on certain events in the package, we 

would like to take some action (handle the 
event) the way we want.

• An event handler is a workflow that is triggered 
in response to the events raised by a package, 
task, or container. 

• For example, an event handler can be created 
that sends an e-mail message when a task or a 
package fails; or clean up some tables when a 
data flow task is successfully executed.

• An event handler is constructed like a package, 
with a control flow and optional data flows. 

• It can be added to individual tasks or containers 
in the package.

• Examples of events are: -
• OnError – generated as the result of an 

error condition.
• OnPreValidate – fired before validation 

process starts.
• OnQueryCancel – fired when the user 

clicks on cancel or during an executable to 
determine whether it should stop running.

• OnTaskFailed – signals the failure of a task 
and typically follows OnError event.

• OnPreExecute – indicates that an 
executable component is about to be 
launched.

• OnPostExecute – takes place after an 
executable component finishes running.

Package Explorer
• Package Explorer provides a convenient 

explorer view of the package, with the package 
as a container at the top of the hierarchy, and 
underneath it, the connections, executables, 
event handlers, log providers, precedence 
constraints, and variables that are configured 
in the package. 

• If a package contains a Data Flow task, the 

Package Explorer tab includes a node that 
contains a hierarchical view of the data flow 
components.

Advantages of SSIS
• The SSIS designer provides a visual 

representation of the work being done.
• Being in Visual Studio and having access to 

.Net code makes it compatible with web 
services.

• SSIS can use .NET Data providers as an 
alternative to the OLEDB Providers allowing 
access to systems such as SAP and Oracle.

• It provides a more sophisticated structured 
error handling system as well as multiple 
options for logging and auditing.

• Debugging is simplified because package logic 
is all in one place.

• Package Configuration allows dynamic 
settings or retrieving configuration settings 
for packages.

• SSIS does not require an instance of SQL 
Server to run, so processing can be moved to 
a machine other than the SQL Server.

• It allows parallel execution of data flows.
• Bad data can be redirected to a different data 

sources for further examination or processing.
• SSIS is generally better for complex 

transformations, multi-step operations, 
operations requiring a lot of programmatic 
work, aggregating data from different data 
sources or types, and structured exception 
handling.

Disadvantages of SSIS
• SSIS does not run in non-Windows 

environments.
• If you have a number of SSIS packages that 

need to run in parallel and/or need to use a 
lot of memory (especially ones that have a lot 
of complex transforms), you’d have memory 
allocation conflicts between SQL and SSIS.  
SQL will typically win this battle which means 
SSIS pages to file.

• The same can be said for CPU - You need to 
ensure there are enough processors allocated 
for SSIS and SQL separately.  If the two 
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compete, SQL will typically win which will 
mean SSIS will run much more slowly.

• Microsoft SQL Server Integration Services is 
thought to work with other products, but the 
integration between two different applications 
isn’t trouble-free. Even more, it’s time- and 
effort-consuming and - in a consequence - 
reduce the efforts which should be focused 
on data integration aspects themselves.

Conclusion
• ETL is a process which pulls data from one or 

more data sources, converts the data as per 
the requirements and places it in another 
data system.

• ETL tools are designed to save time and money, 
and provide the business requirements 
reliably.

• Microsoft SQL Server Integration Services 
(SSIS) is one of the efficient ETL tools that is 
widely used in projects such as data migration, 
data integration, creating a standard data 
warehouse, etc.

• SSIS projects are developed in Visual Studio 

environment called Business Intelligence 
Development Studio (BIDS).

• SSIS provides a graphical representation of 
the work flow.

• Some of the beneficial features of SSIS are 
error handling, logging, debugging, package 
configuration, complex transformations, etc. 
to name a few.
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Computers for the Young-agers and 
the Golden-agers

- Priya Shenvi
Email : shenvipriyas@gmail.com

Starting from the Primary school, there is a need for 
children from all backgrounds and every part of the 
world to have an opportunity to learn some of the key 
ideas of computer science. They should understand 
computational thinking; learn to program; and get a 
chance to progress to the next level of excellence in 
these activities.  

Why and What should kids learn in computers?

Teaching kids about computers can prepare them 
for using the numerous forms of technology that 
are present throughout today’s society. Instead of 
educating children about the most revolutionary 
technology of their young lifetimes, we have always 
focused on training them to use obsolescent software 
products. In addition to providing entertainment to 
kids, computers can also be used as a resource for 
completing tasks such as homework assignments or 
projects. 

How to begin with: Teaching Computer Basics

Just as with any individual who is new to computers, 
we could start with teaching kids some computer 
basics; such as using a mouse and keyboard, and 
about general computer etiquette. Many websites 
offer interactive lessons for teaching children 
keyboard skills and how to use word processing 
programs. It enhances their understanding of what 
the computer is used for beyond games. 

When it comes time to upgrade the computer 
software or hardware or open the case to clean out 
the fan, we can invite the child to watch while we 
explain what we are doing and why. As the child 
learns how the computer works, we can advance their 
knowledge to the mechanics beneath the surface 
and even begin introducing them to the computer 

code used to create software programs.

Advanced Computer Skills

Once they are comfortable using a keyboard and 
mouse, they are ready to learn some advanced 
skills. We can consider setting them up with their 
own email accounts. We can send them emails from 
work and use email to ask them what they want for 
dinner or to discuss plans for the weekend. Some 
free games can give children an understanding of the 
graphics behind the computer games they play. They 
are essentially games they can play by themselves—
creating buildings, vehicles and characters.

They live in a world that is shaped by physics, 
chemistry, biology and history, and so we – rightly 
– want them to understand these things. But 
their world will be also shaped and configured by 
networked computing and if they don’t have a 
deeper understanding of this stuff then they will be 
intellectually crippled. They will grow up as passive 
consumers of closed devices and services, leading 
lives that are increasingly restricted by technologies 
created by elites working for huge corporations such 
as Google, Facebook and the like.

Technology is everywhere and there are a number of 
ways older kids can latch on and learn. When kids are 
10-18, they might start at the beginning with board 
games and programmable robots, or languages 
geared towards education. But they also might dive 
into languages like PHP, Python, or JavaScript as 
part of reading online, finding a neat project, and 
then trying to replicate the project on their own 
computers. 

Kids love computer games. The most highly engaging 
way for making children learn programming, is to 
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have them write a game. Teaching kids the joy of 
coding computers is by helping them write their own 
customized computer games. It will blend logical and 
creative thoughts to solve problems, and that’s a skill 
that will benefit them in any career. A game that they 
can play as they create it, then enhance and extend 
it into something unique. Children can pick up some 
creative learning Ideas using virtual school learning 
and then go to the next level with these hands-on 
experiments, technological resources, and projects. 

While parents might have mixed feelings about their 
kids being lost for hours in video games, some games 
can lead to programming e.g.  Minecraft can be put 
on the Raspberry Pi, a hand-sized computer designed 
to help kids get into hardware and software projects. 
Skyrim and other games make it somewhat easy for 
older kids to research then code modifications to 
make the game even more fun.

In addition, when a young child realizes that 
they have the power to create semi-autonomous 
computer programs, it opens up a whole world of 
creative expression that would otherwise be closed 
to them. Computer languages and tools are always 
changing, but understanding the basics of coding 
and demystifying the process means they’ll never be 
limited by the constraints of other people’s software. 
Most kids won’t decide to make a career out of 
writing code, but almost all of them will end up 
using computers as an important part of their future 
career. Understanding how computers work “from 
the inside,” at a fundamental level, will help them 
use computers more effectively in any field.

Further kids also need to know about algorithms 
(the mathematical recipes that make up programs), 
cryptography (how confidential information is 
protected on the net), machine intelligence (how 
services such as YouTube, NetFlix, Google and 
Amazon predict our preferences), computational 
biology (how the genetic code works), search (how 
we find needles in a billion haystacks) etc.  

Some interesting topics mentioned below can keep 
them engaged:

1. Mess-finding, Crossword Puzzles.

2. Fact-finding. Gathering data.

3. Idea-finding. Generating ideas

4. Use computer programming as a creative 
discipline to generate sounds, images, 
animations.

5. Useful resources like KS2, hubbardscupboard.
org, and starfall.com for some fun engaging 
activities.

6. As a teaching tool, we can use Scratch, the 
highly-regarded M.I.T.-developed tool that is 
designed specifically for introducing kids to 
coding.  Scratch is easy enough for an 8-year 
old to get instant results, yet capable enough 
to grow with them over the years as they gain 
skills. Using Scratch, kids can start with very 
small simple steps and gradually grow into 
coding sophisticated animations, games, and 
interactive stories. 

Some Useful Websites for Kids Creative learning:

• http://www.exquisite-minds.com/best-sites-
for-kids/

• http://www.funology.com/

• http://www.jrimagination.com/

• http://www.jumpstart.com/parents/games/
learning-games

• http://www.learning4kids.net/

• http://www.gameinstitute.com/

• https://www.codeavengers.com/

• https://www.khanacademy.org/computing/
computer-programming/programming-
games-visualizations

Computers are not just for the young – older 
people are getting on the computer to learn and 
communicate too

In this technological world there is a fear that the 
elderly people may become trampled, as surfing the 
Net, filling out web-forms, searching for information 
and using the computer itself, are not petty tasks for 
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many elderly people. Not having access to Internet 
or the inability to use it may also put elderly people 
at a disadvantage and make their independent living 
more difficult. 

We have to develop new ideas to make it more 
interesting, attractive and useful option and to 
fit better to their needs and desires. ICT can offer 
new ways to keep in touch with one’s relatives and 
friends, reduce the feelings of isolation and include 
the elderly more firmly and equally into the society of 
today. They possess a vast amount of life-experience, 
which in no ways should be wasted but instead, put 
into a good use – also in digital era. 

Older people are willing, receptive, and capable of 
learning new things. However, they are often more 
anxious and less confidence in their abilities to use 
ICTs successfully. One means to get also the elderly 
involved in the pace of ICT and its successful usage, 
includes also proper training. Instead of using a 
passive lecture based style, more interactive and 
facilitative approach should be applied – to really get 
elderly personally involved in the learning process.

• To understand why and how they want to 
learn:

To help older people get started, it’s essential to know 
why they want to learn about digital technology, 
what they want to use it for and what’s prevented 
them from doing so in the past. That way we can 
tailor what and how we teach them. Many people 
aged over 55 have never used the internet and there 
could be many reasons why that is. They could be 
fearful of it, think they’re too old to learn something 
new, perhaps it’s too expensive or they just don’t 
see the point. The reasons for learning may be out 
of simple of curiosity, the need to be challenged, or 
to gain confidence, so they can keep up with their 
friends or family.

• To help with the technical set up:

When we’re helping an older person to use 
computers, the internet or other mobile technology, 
there are some technical considerations to think 
about. They have to look around for cost-effective 
broadband and phone packages, websites which can 
help to find the best deal. If they want to use Skype, 

they’ll need a web cam facility.

It really helps older learners if their computer or tablet 
is correctly set-up for their use and they see the same 
set-up every time they open a browser.  Rearranging 
their desktop can help with this. For people who 
struggle with a standard mouse, a trackball can help 
as it avoids the need to hold a mouse still and click at 
the same time. 

• To find out what interests them:

To really motivate the older person to learn about 
computers and the internet, we need to find out 
more about them and what hobbies and interests 
they have. 

Some of the most popular activities:

• Researching family history

• Using Skype to contact family and friends 
overseas

• Creating an account and sending an email

• Looking up previous addresses on Google 
maps or ow to search online like opening 
Mozilla, typing keywords, pressing Enter and 
picking a site

• Playing online games

• To help them overcome their fears:

Some of the biggest barriers to digital learning for 
older people are:

• They might break the computer – we can 
show them just how robust the equipment 
can be and how to overcome certain technical 
issues such as rebooting the system.

• Online safety – as with anything care does 
need to be taken when sharing details over 
the internet and there are guides available to 
help with this.

• They won’t know how to do it – we need to 
keep it simple, relevant and engaging.

• They don‘t care how a computer works. 
Socializing and entertaining provides instant 
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gratification.

• Usage of pictures, time for practice and equal 
amount of computer time also supports the 
memory. Weakened visual acuity is among the 
most common age-related problems. It can 
be helped by customization of desktop, font 
sizes, placing of computers etc. The emphasis 
should be set on showing/teaching the 
possibilities of Internet and its social features.

• Working with files and folders (saving, deleting, 
copying, moving), word processing (basics in 
Word: writing, formatting, adding pictures), 
Internet & its possibilities (Information 
retrieval/search, search engines and portals, 
www-services, e-mailing, e-cards). 

• We can help them to buy/select a computer. 

• We can assign some homework for example 
writing a short story, entering a Web-challenge 
(information search) or getting to know one’s 
home computer. 

• Elderly many times get confused for example 
the address field of the browser to that of 
search field, and many times (for some) 
talking about and writing address what that 
of their postal one. Using the mouse posed 
some problems, especially in selection of 

smaller target objects. Clarification of these 
issues would be very helpful to them.

The advantage of being a computer literate is almost 
as clear as saying ‘good day’. In today’s world where 
everything has a computer element embedded in 
the system, having the basic knowledge about this 
wonder machine is like having a magic key which 
can open any door for the young-agers  , the Golden 
agers and for everyone.
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Introduction to C++ 11 Part 4

- Shreehari Lele 
Email : shreeharil@gmail.com

In the previous article titled Introduction to 
C++11 – Part 3 we have seen some Core Language 
Functionality Improvements brought about by 
C++11. Most notably, we examined features related 
to multithreading, among others. 

In this article we are going to continue examining 
Core Language Functionality Improvements.

Type long long int

If you thought that long int has more bytes of storage 
space than int, you’re probably right (in most cases, 
which is true). However, the only guarantee made by 
the C++ 03 standard was that long int should at least 
as long as an int. It can’t be smaller.

Due to this, long int was 64 bits on some systems and 
32 bits on others (which was perfectly acceptable 
by the standard). To address this discrepancy, C++11 
standard adds long long int, which it guarantees is at 
least 64 bits. 

Long story short (pun intended), use long long int 
instead of long int if you expect your data to be 
above 32 bits in length. That way you will not face 
unexpected issues if your application is ported across 
different systems.

Static Assertions

To understand this feature it is imperative to know 
what an assertion is. An Assertion is a debugging tool 
for testing some critical conditions in your program. 
It is not very different from exception handling. Most 
C++ programmers prefer exceptions over assertions, 
but knowledge of assertions is still useful if you are 
working with legacy C code. [2]

In fact there are four mechanisms for this kind of 
debugging:

• Assertion (non-static) using assert()

• Exceptions 

• #error directive

• Static assertion using static_assert()

The difference between them is at which point in 
the lifetime of the program, these checks occur. The 
following, somewhat simplified diagram, shows the 
stages in the life of a C++ program, to put things into 
perspective.  

Figure 1
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But what’s so special about error checks at compile time? 

• If the errors were checkable at compile time, we would prefer them to be checked for at compile 
time, rather than execution time since checking in compile time does not add to the size or the time 
of execution of the program.

• Some errors are not available during the preprocessor stage. (Errors related to templates are an 
excellent example)

Sizeof () operator on non-static members of a class

This one is pretty straightforward. You can now check the size of a member of a class without having to create 
an object of the class. This always worked for static members but threw an error for non-static members. But 
now no more:

#include <iostream>

using namespace std;

class myclass

{

public:

 int a;

};

int main() {

/*-- works in c++11, throws error in c++03 --*/

 cout<< sizeof(myclass::a)<<endl; 

 /* --                          --*/ 

 return 0;

}

Allow Garbage Collected Implementations

Garbage collection is the mechanism that releases regions in memory that no longer have any references 
pointing to it. A garbage collector is not a mandatory requirement in the C++ standards (even in C++11), so 
vendors may or may not choose to provide it.

Some techniques (managed pointers, lock_guard etc.) can be used to make sure that a garbage collector is 
never required, by making sure that no garbage is generated in the first place. However, it adds to the size 
and complexity of the code, just to safeguard against garbage generation.

Hence C++11 standard has facilitated the use of garbage collector, by defining what it can do, if a vendor 
choses to provide it. Let’s try to understand what to expect from an implementation of a garbage collector.
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A pointer in C++ can be either “safely derived” or “disguised”.

Safely derived:

These pointers have been allocated memory using ‘new’ operator or a value derived from it using well defined 
pointer arithmetic, pointer conversions or pointer reinterpretations.

Disguised:

These pointers contain an address to an object that may already be collected by a garbage collector. These 
are not assigned using the default new operator, instead are the bi product of some nasty operations on the 
address values. (See References [3])

Example:

Code snippet – Safely derived vs Disguised pointers

1

2

3

4

5

6

7

8

9

int * num = new int; //Was safely derived here

num += 10;

//The sole pointer to object from line 1

// is now pointing elsewhere. Object may

//be picked up by a garbage collector!

num = num - 10;

cout<< *num <<endl;

//All of a sudden we need the object 

//pointed to previously.

In the above example Line 6 attempts to point the pointer to the correct address but a garbage collector may 
already have picked it up. This is simply a crude example but there are legitimate reasons why you would 
need to disguise pointers. [3]

The fact that the C++11 standard is defining the behavior of a garbage collector, implies that now a programmer 
can be sure of what will happen between lines 2 and 6. This, he/she can do in the following two ways:

• A programmer can specify ‘non reclaimable memory’. Memory that should never be claimed by the 
garbage collector, even when there are no pointers pointing to it.

void declare_recheable (void *p);

/**

**The region of memory starting at address pointed 

**to by *p should never be collected by a garbage collector.

**/

• A programmer can inquire how serious the garbage collector is in its business of collecting garbage. 
i.e. the strictness of the garbage collector. I could be one of the following:

• Relaxed: All pointers are treated as safely derived. Garbage is not collected.

• Preferred: Like relaxed, but will collect if it explicitly detects leaks or dereferences of bad 
pointers.
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• Strict: Collects garbage. Safely derived and non-safely derived pointers may be treated 
differently. 

Here’s how you can use knowledge of the strictness to your advantage:

Code snippet – Safely derived vs Disguised pointers

1

2

3

4

5

6

7

8

9

10

11

12

13

int * num = new int; 

num += 10;

if(std::get_pointer_safety() == std::pointer_safety_relaxed)

{

   num = num - 10;

   cout<< *num <<endl;

}

else

{

   cout<<”num no longer available”<<endl;

}

Although it’s worth mentioning that using disguised pointers is not a preferred way of doing things. [3]

Attributes

C++ 11 introduces the ability to specify attributes for various declarations. Attributes are special instructions 
to compilers, and they may change the way a compiler compiles your code. For e.g. noreturn is one such 
attribute. It tells the compiler that the function you have declared does not return anything. 

[[ noreturn ]] void f() {

throw “error”;

// Lines here will not be

//executed

}

Example courtesy: http://en.cppreference.com/w/cpp/language/attributes

Attributes are enclosed in [[ ]]. Note, that the fact that the function is already declared as void has nothing 
to do with this. It qualifies for noreturn, because it will not return to the calling function in the usual manner 
ever, thanks to the throw statement. Noreturn provides this information to the compiler, so that the compiler 
can make certain optimisations or show certain warnings accordingly (see References [5] for more interesting 
information on Attributes in C++11).

Control and Query Object Alignment

Low level programming requires a programmer to deal with the quirks of computer systems like restrictions 
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that a computer system may impose on how data is stored. Alignment is one such restriction. It restricts 
the memory position a value’s first byte can be stored.  This restriction is beneficial since if the alignment is 
predetermined you can use some commands that only work on data with a particular alignment. [4]

Planning the alignment for objects can also increase the efficiency of access for those objects.

Consider the following scenario where you are storing a data of 4 bytes in a memory that has a word size of 
4 bytes (each memory location can hold 4 bytes)

But the first byte of data is not stored at a multiple of 4. It is stored at 10. Hence the CPU needs to read two 
words of memory.

            Figure 2

Instead if the data were correctly aligned to multiples of 4, it would need only one read.

   

                                     Figure 3 

The alignment can be queried using the alignof operator. It returns the power of two byte boundary on which 
the data type must be allocated. 

Example:
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1. int main() {

2.   alignas(4) char codeword[4];

3. //the array “codeword” will be aligned to 4-byte boundary

4.   cout <<alignment” << alignof (codeword);

5.   return 0; 

6.   }

Output:   4

This concludes our discussion on core language functionality improvements of C++ 11.
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Computer Networks – PART 1

- Nandan Bhalwankar
Email : nandanbhalwankar123@gmail.com

Introduction

In today’s era, our life starts with the internet, we go to 
the office, get connected to office servers, and share 
files, as day ends we come home and our day ends 
with the internet. In every part of this cycle, we make 
use of Computer Networks. The key technology of 
the 21st century is information gathering, processing 
and distribution. Due to rapid technological progress 
the difference between collecting, transporting, 
sorting and processing is quickly disappearing. Today 
large organizations’ computational needs are met 
by a large number of separate, but interconnected 
computers. This is called as a ‘Network’. 

What is a Network?

Figure 1: Basic Network Diagram 

The diagram above is a very basic network where 
3 computers are connected together via Switch (A 
Network Device). 

In short, a network is formed with following parts:  

1. Clients / Peers: Two or more computers 

2. Transmission media: Cables

3. Interconnecting / Network Devices: Like Switch 
from the above figure. 

What is the need of Computer Networks?

1. Resource Sharing:

In terms of a network, a resource can be a printer, 
a software or database of information. All these 
resources can be shared in a network so that peers 
connected to it can make use of resources efficiently. 
This reduces the cost of attaching printer / software 
to the peers individually. 

2. Communication:

Connection of computers enables communication 
from one peer to the other. This also involves 
exchange of data and information amongst the 
network users. The best example of this is emails / 
chatting and video conferencing.  

3. Connected even if geographically located far 
away:

Computer Network allows communication over the 
geographically wide areas, no matter what physical 
location peers or resources are located in. The best 
example of this is World Wide Web where we can 
find information of almost everything. We get to 
see the information even if it is stored somewhere 
else. Nowadays we read online journals, magazines, 
daily newspapers is nothing but accessing a remote 
resource.    

4. High reliability due to alternate sources:

Using Network, all files could be replicated on more 
than one machines, so if one of them is unavailable 
due to hardware failure or any other reason, other 
copies can be used. This is very important for military, 
banking operations where continuous operation is 
necessary even if there is a hardware failure. 
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5. Reduced cost factor:

Due to sharing of resources in the Network, cost of 
setting up complete network drastically reduces. 

6. Entertainment: 

Watching videos on demand, online portals, games 
are possible just because of a computer network. 

7. High performance: 

Using computer network raises the performance by 
saving a lot of time finding a particular resource. 

8. Security:

Information can be stored on servers so that secured 
files will remain protected and unauthorized access 
can be blocked.

 Types of Computer Networks: 

1. Local Area Networks popularly known as LAN

2. Wide Area Networks (WAN)

3. Metropolitan Area Network (MAN)

4. Internetworking

5. Peer to Peer Networks

6. Client – Server Networks

Let us go thought these. 

1. Local Area Networks or LAN: 

LAN is usually privately owned and connects the 
peers or devices in a single office, building or campus 
of up to a few kilometers in size. It is comprised of 
computers located in or within a close proximity such 
as office. 

Figure 2

LANs are widely used to allow resources to be shared 
between personal computers or workstations. 
The resources to be shared can be hardware like 
printer or software or data. One of the computers 
in a network can become a server serving all the 
remaining computers called clients. 

LAN components:

• Workstations: This refers to the individual or a 
single computer. 

• Server: It is a computer having high end 
configuration that allows sharing of data, 
software or hardware. 

• Communication Media: This includes cables, 
interconnecting devices etc. Communication 
in the LAN takes place over cables. In the 
diagram above backbone is a communication 
media through which the data will flow in the 
network.

Figure 3

2. Metropolitan Area Networks or MAN: 

Metropolitan Area Network is basically a bigger 
version of LAN and normally uses the similar 
technology. It is designed to extend over an entire 
city. It is a means of connecting a number of LANs 
into bigger network so that resources can be shared 
LAN to LAN or device to device. 
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Figure 4

3. Wide Area Networks or WAN: 

WAN provides long distance transmission of data, 
voice, image and video information over large 
geographic areas that may comprise a country or 
may be a whole world. 

Figure 5

In WAN, every user machine is known as ‘Host’.  WAN 
consists of subnets that carry messages from one 
host to the other. Subnet contains two major parts:

• Transmission lines: Moves bits of information 
from one machine or host to the other.

• Switching elements: connect two or more 
switching lines. When data from the network 
arrives at one end, switching elements choose 
an outgoing line to forward that data. Router 
is the most common example of switching 
element.

 

Figure 6

Internetworking:

When two or more networks are connected they are 
called as Internetwork or internet. 

Figure 7

Peer to Peer Networks:

Peer to Peer Networks do not have a central control 
system. There are no servers in Peer Networks. All are 
clients. In this network, users simply share resources 
such as printers or some disc space (network drive). 
Bluetooth is the most common example of this type 
of network. Connecting more than 2 computers 
require computer hub / switching element as shown 
in the diagram. 

Figure 8

When to use Peer to Peer Networks?

• If security is not important. 

• If number of users is less. 
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• If all users are situated in the same area. 

Advantages of Peer to Peer Networks:

• No extra investment in server, its hardware 
and software

• Easy setup 

• Cost effective

• Resource sharing

Disadvantages of Peer to Peer Networks:

• Weak and intrusive security

• Additional load on computers because of 
resource sharing and absence of server.

Client-Server Networks:

As the name indicates, the network has the 
centralized Server computer to manage the network 
and control access to the resources connected to 
it. These networks divide processing tasks between 
clients and servers. Clients request services such as 
file storage and printing and Server delivers them the 
required. 

Figure 9

Client: The individual workstations in the Network. 

Server: The central computer which is more powerful 
than the clients and which allows clients to access 
its resources is called as a Server. Server is generally 
more powerful than the client machines in terms 
of configuration and hardware. Server uses proper 
authentication mechanism to stop malicious activity 
in client-server networks.

Figure 10

Advantages of Client-Server Networks:

• Strong central security and authentication

• Central storage of data, which provides easy 
backup

• Frees users from the task of managing 
resources

Disadvantages of Client-Server Networks:

• Expensive hardware

• A dedicated person known as Network Admin 
is required to manage the network

There are also types of Servers which provides 
services to the client machines.

• File Servers

• Print Servers

• Application Servers

• Database Servers 

• Message Servers

Network Topology

The way of connecting computers is called as 
‘Topology’. In Network, two or more devices connect 
to a link; two or more links form a ‘Topology’. The 
topology is the geometric representation of the 
relationship of all the links connecting devices in the 
network. 

Topologies can be classified as follows: 

• Bus Topology
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• Ring Topology

• Star Topology

• Mesh Topology

• Tree Topology

Each topology is given a name based its geometrical 
representation. Let us understand each one in brief.

Bus Topology:

The bus topology is used when a network installation 
is small, simple or temporary. 

 

Figure 11

Figure 12

When one computer sends a signal up the 
transmission medium that is cable, all computers on 
the network receive the information, but the one 
with the address that matches the one encoded in 
the message accepts the information while all others 
reject the message.

The speed of Bus Topology is slow because only one 
computer can send a message at a time. A computer 
must wait until the bus is free before it can transmit.

All the workstations on the bus topology are 
connected to a central line or backbone. 

Advantages of Bus Topology:

• Bus Topology is easy to install and use for small 
networks.

• Network expansion is possible with the use of 
connectors

Disadvantages of Bus Topology:

• Heavy network traffic slows down the bus 
speed. Only one computer can transmit and 
others have to wait till their turn comes and 
there is no coordination between computers 
for reservation of time slot. 

Ring Topology:

In ring topology, every computer is connected to the 
next computer, with the last one connected to the 
first. Workstations on a ring topology are connected in 
a closed loop. Each workstation has two connections, 
one in and other out. The messages flow around the 
ring in one direction. 

Figure 13

Ring networks do token passing. A short message 
called a token is passed around the ring until a 
computer wishes to send information to the other 
computer. Sender transmits a token with the 
receiver’s address and the data to be passed. All 
workstations in the ring network receive this token 
in sequence. The workstation with the matching 
receiver’s address accepts the token. After reading 
message, receiver updates the address, usually 
sender’s address and the data and sends this token 
on network. This message now reaches the original 
sender and he gets acknowledgement of message.

Every workstation of a ring network has token holding 
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time. A workstation holds the token for the token 
holding time mentioned. 

Problems in Ring Topology:

• If any link breaks, then the entire network will 
be disabled. 

• Due to closed nature of ring topology, it is 
necessary to remove circulating packets of 
messages.

Star Topology:

In this topology, all the cables run from the computers 
to central location where they are all connected by 
a device known as Hub, a network switching device. 
Each computer on a star network communicates with 
a central hub that resends the message either to all 
computers in a broadcast star network or only to the 
destination computer in a switched star network. 
There can also be several hubs to be connected 
together to create a hybrid star topology network.

Figure 14

Advantages of Star topology:

• It is easy to modify and add new computers to 
a star topology without disturbing the rest of 
network.

• Single computer failures do not bring down 
the whole star network.

Disadvantages of Star topology:

• If central hub fails, the whole network fails to 
operate.

• Cabling cost may be more since the cables 
must be pulled from all computers to the 
central hub.

Mesh Topology:

In this topology, every device has a dedicated point-
point link to every other device. This means that 
every link carries traffic only between two devices it 
connects. 

.

Figure 15

Advantages of Mesh topology:

• This topology eliminates traffic problems 
since each link carries its own data load.

• The failure of one computer does not bring 
down the entire network. 

• This provides security and privacy.

• If any problem occurs in point to point links, 
diagnosing the same is much easier. 

Disadvantages of Mesh topology:

• As we can see the structure, installation and 
reconfiguration of is difficult.

• Cabling cost is more

Tree Topology:

A Tree topology is basically a combination of multiple 
star networks, forming a structure of tree. The central 
controllers (Hub) of star networks connect to main 
central controller. 
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Figure 16

Advantage of Tree topology:

• It allows more devices to be attached to a 
single hub and can therefore increase the 
distance of a signal that can travel between 
devices.

Disadvantages of Tree topology:

• The failure of a single hub causes the entire 
system break down.

• The cabling cost is more.

Till now we have seen the basics of network, how 
these networks are connected and the uses of such 
connections. In the subsequent parts of this article, 
we will see Transmission Media, Network Control 
Devices and Protocols.
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DDoS Protection Management – Part 2

- Mohan Raut
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Introduction

In the previous articles we have started our journey 
towards DDOS protection. We peeped into the DDOS 
myths, looked into some homework points for net-
work admins to look within & out of the company, 
later we looked into the abstract of the DDOS solu-
tion, summarized points for it & at the end we looked 
into a comprehensive framework for selection for 
DDOS solution and vendors.

In this as well as next few articles, we would focus 
onto the technical aspects that vendors use to miti-
gate DDOS solution.
 
Though there would be references like ISP, network/
security admin, enterprises etc., in this and future 
articles, however the data content should be helpful 
for everyone.

The following link has a good summary of all types 
of DDOS attack https://www.corero.com/resources/
glossary.html

We have seen that  the intent of the attacker is make 
the victim offline & he does it not by just generating 
huge packets, but they try to exploit the  loopholes in 
the victims network which will reduce the processing 
capability  of the  infrastructure.
Readers may go through it so to be aware of the spec-
trum through which DDOS attacks can be generated.

Generalized Mitigation Plan

Broadly speaking, there are 2 types of approaches 
that an enterprise/end user/potential victim of DDOS 

may use:-

• DEPEND on the existing infrastructure to miti-
gate/stop DDOS attacks.

• Either procure specialized hardware for DDOS 
mitigation or take services from vendors who 
provide DDOS specialized services.

In this article we would be concentrating on the first 
point i.e. Approach where an end user would explore 
his existing infrastructure to take care of any assault 
& not like to have a specialized DDOS solution.

Such approaches could be taken probably because of 
the following reasons:-

1. The Victim does not have enough technical 
knowledge on how devastating DDOS attacks 
could be.

2. They believe that the existing firewall, IPS 
should be able to protect from all types of 
anomaly existing in the universe.

3. There is not enough budget approval for a 
specialized hardware.

4. Their business arena is such that it is ok if they 
are offline for some time.

5. They could be probably not that “BRAND 
CONSCIOUS”

In such cases, more often the approach taken is to 
either isolate the victim, such that collateral damage 
is avoided. We look into the detail below.

It should be noted that though the approaches are 
the primitive ones, they could still be used in addi-
tion to specialized hardware used for DDOS mitiga-
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tion, analysis of which would be seen in coming ar-
ticles.

DDOS mitigation techniques:-

1. Monitoring THE traffic in your Network: - 

One can prepare a protection/mitigation plan, how 
basic it may be, only when he has visibility of what 
is going in and out of the network. Hence tools pro-
viding protocol & packet level information are very 
handy .Few of the commonly used tools are:-

• Wireshark/ ethereal are the open source 
packet monitoring tool that capture traffic 
entering or exiting a specific port. It’s ability 
to capture live traffic on a mirrored port and 
structuring it into finer details provides com-
paratively abundance support to the end user 
to do self-analysis and then take action. Basic 
level of DDOS Attacks can be mitigated with 
this tool, by looking into the repetitive factor 
of destination ip, packet size, protocol used 
etc. This approach works ok when the victim 
network is small one and analysis of this needs 
manual intervention to a very large extent. 

• Netflow:- This protocol is enabled on all inter-
faces in ingress direction and provides good 
information to understand traffic pattern This 
along with SNMP are used to provide good 
visibility about the network . There are lot of 
freeware that support netflows and can gath-
er data from the network, but it’s correlation, 
analysis, finding out of false-positives needs 
to be taken care by the admin.

The same protocol along with others have been clev-
erly used by few of the market leaders in DDOS space 
so as to provide very accurate analysis of the DDOS 
attacks, which we would be looking into the next ar-
ticles.

2. Prioritizing Critical traffic:- 

The CONTROL-PLANE TRAFFIC  i.e. the packets which 
are used by devices to talk to each other so that the 

NETWORK remains up is the backbone of any net-
work, without which the network would collapse. 
Hence it is mandatory that such traffic is given high-
est priority in the flow such that in worst of the at-
tacks the network is up.

3.  Disable Unused Services:- 

This is common sense approach, where to start of 
with one should see to it that services for e.g. http, 
ftp etc. that are hosted in my data center are only ac-
tive Rest to be blocked i.e. ports on which the servic-
es are running could be blocked. For e.g. If there are 
no DNS servers hosted in the data center, then there 
is no reason fto keep UDP port 53 open. Such basic & 
detailed analysis needs to be done for all services in 
the network and the necessary rules, policies needs 
to be applied on all the devices. If not all at least on 
perimeter routers, switches, firewall is bare mini-
mum. Logically it has been seen that DDOS attack on 
the internal network is most likely to be distributed 
geographically from various sources & hence protec-
tion at entry point needs to be done. However it is 
always good to disable unused ports on all devices in 
the network. Such protection mechanism does help 
to some extent to minimize the impact of not so well 
planned DDOS attack.

4. Blocking Dark IP address:- 

Admins should have statistics on all the IP address 
that are supposed to transact through the network 
along with the unused IP’s on the public internet like 
the unassigned ips by Internet Registry or the private 
IP address. This would equip him to mitigate DDOS 
attack to some extent. 

5. Limiting Connections: - 

Firewall sitting at the perimeter of the network is 
destined to monitor the number of connections to 
a server. As soon as the DDOS heat is felt, it is an ok 
approach to limit the connections on the server by 
keeping the existing ones and not allowing new ones. 
This will give breathing space to the server, however 
on the flip side genuine connections would not be 
allowed to access services causing the attacker mo-
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tive to succeed to some extent. This would have 
happened in any case, but with proper planning and 
monitoring we can ensure minimal impact to our 
customers.

6. Forceful Terminations of Idle connections: - 

We have seen in our earlier write ups this form of 
DDOS attack, where the attacker does pretend to be 
genuine, initiates and completes the handshake pro-
cess, establishes connections but does not pass any 
data. This when done in abundance, does exhaust 
server resources. Hence it is suggested to monitor 
such sessions and clears them off, relieving some 
load to the server. The timeout period is also de-
creased when the server is 70-80 % loaded.  A TCP 
RST may also be send to the end user to notify him 
for the same, so that a genuine end user may try the 
connecting again whereas the attacker may have no 
mechanism to understand it.

7. Access Control Lists (ACLS):- 

These are safeguards that are configured on the fire-
wall/router in the network to control permissions so 
as to protect the hosts. This is not a scalable option 
and hence used when the source of attack is limited. 

• Static ACls:- This would be comparatively a 
permanent config when the source of at-
tacks are confirmed and are not huge in 
number as the increase in ACLs  causes pro-
cessing power to increase of the end device.

• Dynamic ACL’s:- When there is some sus-
picious traffic flow, these type of ACL’s are 
activated for short duration of time & then 
again removed. 

8. Blackholing of Traffic: - 

This method would be one of the last options that 
could be explored by the admin where the traffic 

bombardment is in large scale and the network re-
sources are fully exhausted. This can be done in the 
victim network entry point or can be done on the up-
stream Internet Service provider. There are 2 general 
categories of Blackholing:-

• Source based Blackholing: - Here the source 
IP is traced back & if it cannot be traced, the 
traffic coming from that source is configured 
to be permanently dropped.

• Destination based Blackholing: - This is THE 
LAST option to be used where you yourself 
blackhole ALL the traffic destined to your 
customer through route manipulations 
pointing all the traffic at ingress to flow to 
NULL0 .This approach is taken when due to 
attack on one customer the bandwidth is 
getting chocked causing indirect impact on 
other customers as well. 

Conclusion

In this article we have seen a summary of few of the 
DDOS mitigation techniques.  In the next articles we 
will explore more options used for DDOS mitigation. 
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I.T. Trivia

- Shyamkant Matondkar 
Email : shyamkant@gmail.com

1. During World War II who play key role in 
breaking Nazi code at Bletchley Park?

A. James Bond

B. Alan Turing

C. Tom Cruise

D. John McCarthy

2. Who invented LISP?

A. Seymour Papert

B. Alain Colmerauer

C. John McCarthy

D. Marcian E Huff

3. LISP stands for ___________

A. LISt Processing

B. Litmus Inspection for software 
programming

C. Low Intensity software programming

D. None of the above

4. Ada programming language named after______

A. Ada Lopez

B. James Ada

C. Ada Lovelace

D. None of the above

5. Which is first personal computer to offer GUI 
interface?

A. Microsoft Dos

B. Microsoft Windows

C. IBM PC

D. Apple Lisa

IT Trivia – Answers 

1. B

2. C

3. A

4. C

5. D


