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Editorial

- Amit Kesari
Email : amitsinh.kesari@gmail.com

On behalf of the editorial team  of Exponent Group of 
Journals – Informa  on Technology and the authors, 
I would like to extend a warm welcome to all our 
readers for the 2nd volume of the year 2018. Today 
we are on the brink of the 4th industrial revolu  on 
as indicated by Professor Klaus Schwab, the founder 
and execu  ve chairman of the World Economic Fo-
rum. In his book, The Fourth Industrial Revolu  on, 
he highlights how the 4th revolu  on builds on top of 
the 3rd industrial revolu  on, also known as Digital 
Revolu  on, and represents innova  ve ways through 
which technology will fundamentally alter the way 
we live, work and relate to one another. In fact, tech-
nology is now changing at an exponen  al pace unlike 
the previous industrial revolu  ons. The fourth revo-
lu  on is marked by key technological advancement 
in mul  ple areas such as robo  cs, ar  fi cial intelli-
gence, nanotechnology, quantum compu  ng, bio-
technology, The Internet of Things (IoT), 3D Prin  ng 
and autonomous vehicles (also known as driverless 
cars). Thus, it becomes impera  ve for everyone, and 
especially those who work in a domain related to In-
forma  on Technology, to be well informed of the up-
coming technology trends and u  lize that knowledge 
for one’s progress. In pursuit of this eff ort, we have 
handpicked a few ar  cles and news events to share 
with you all.

As has been our trend, we start the volume with the 
“I.T. in News” sec  on, wherein we present global 
news that highlights not only the technological ad-
vancement in areas such as quantum compu  ng, ar-
 fi cial intelligence, etc. but also the impact it has on 

our lives. Subsequently, we present you an ar  cle on 
a topic that is related to each and every Indian ci  -
zen, the Aadhar Card. Aadhar card, as we all know, is 
an iden  fi ca  on document having a 12 digit unique 
number and is mandatory for every Indian ci  zen. 
The ar  cle starts by covering the history of Aadhar 
card and how one can procure the card. The ar  cle 
then covers the benefi ts of Aadhar card by enumerat-
ing its applica  ons in our day-to-day life. The author 

then delves into how the Aadhar card can become 
a game changer for India by sugges  ng ways and 
means of leveraging the Aadhar card to streamline 
processes in various sectors. The author then caps 
off  the ar  cle by highligh  ng the security loopholes 
and the sugges  ve measures for the same.

Then, we move on to a few technical ar  cles relat-
ed to new age tools and technologies. The fi rst one 
amongst the technical ar  cles is on ELK, a technol-
ogy stack comprising of 3 diff erent tools and tech-
nologies: Elas  csearch, Logstash and Kibana. Each of 
these technologies is a separate open source project; 
however, they are very well integrated together to 
work in a seamless manner. The en  re stack is main-
tained by the open source vendor, Elas  c. The ELK 
stack gives us the power to perform real-  me analyt-
ics on structured data, such as fl at fi les in csv, text 
format, etc. as well as unstructured streaming data 
such as log fi les. The en  re stack is built to scale out 
horizontally out-of-box, thereby ensuring that as 
the input data grows, the cost to process the data 
and maintain the system is kept to a minimum. Elas-
 csearch provides full text search capabili  es and 

comes with mul  -language support, extensive query 
language, geoloca  on support and context sensi-
 ve sugges  ons. Logstash is a tool to ingest data, 

transform and enrich that data and then push it to a 
confi gure output. Logstash provides a lot of benefi ts 
over the standard ETL (Extract, Transform and Load) 
process since compara  vely, we spend much less 
 me to normalize the data using Logstash. Kibana is 

essen  ally a visualiza  on tool that allows end users 
such as security analysts to not only to visualize data, 
but also build dashboards. The ar  cle covers all the 3 
tools and technologies in greater detail and also pro-
vides pointers to further study.

The 2nd ar  cle amongst the technical ar  cles is re-
lated to securing RESTful webservices. In Volume 5, 
Issue 2, we have already covered REST APIs in detail. 
As most of you must be aware, SOAP (Simple Object 
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Access Protocol) and REST (Representa  onal State 
Transfer) are the two most widely adopted web ser-
vice communica  on protocols. However, in recent 
years, REST has been domina  ng the market with 
nearly 70% of APIs using REST protocol, according 
to Stormpath (h  ps://stormpath.com/blog/rest-vs-
soap). REST off ers a number of benefi ts over SOAP 
such as greater variety of data formats, be  er sup-
port for browser clients because of JSON support, 
be  er performance by way of caching, easier for 
integra  on, etc. In this ar  cle, we primarily focus 
on how to secure REST APIs using customized au-
then  ca  on tokens to prevent unauthorized access. 
The ar  cle starts with an overview of the REST Web 
Service architecture by illustra  ng the data fl ow at 
3 levels: User interface, RESTful web service and da-
tabase access via Hibernate or Spring Data JPA. Sub-
sequently, the author explains authen  ca  on tokens 
and the crea  on of custom authen  ca  on tokens 
that includes various steps such as crea  ng database 

table, crea  ng hibernate en  ty, crea  ng Spring Data 
JPA repository, crea  ng authen  ca  on token service 
and integra  ng SSL cer  fi cate. The en  re ar  cle is 
enriched with code snippets that can be easily imple-
mented and verifi ed. 

The last, but defi nitely not the least, ar  cle is related 
to Datacenter Infrastructure. We already have cov-
ered 3 ar  cles on this topic in the previous volumes, 
wherein we have covered datacenter hardware ar-
chitecture. In this 4th ar  cle of the series, the author 
gives us an overview of the so  ware that manages 
the compute, storage and network resources of the 
datacenter. The ar  cle covers several points related 
to datacenter management so  ware, the logical 
view of the datacenter and the datacenter taxonomy.

We believe that you will enjoy reading through the 
ar  cles and news events of this volume. So, once 
again, Happy Reading to all our readers!!
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I.T. in News

- Vishal Bahekar
Email : vishal1580@gmail.com

The Question of Quantum Supremacy

Quantum compu  ng integrates the two largest tech-
nological revolu  ons of the last half century, infor-
ma  on technology and quantum mechanics. If we 
compute using the rules of quantum mechanics, in-
stead of binary logic, some intractable computa  onal 
tasks become feasible. An important goal in the pur-
suit of a universal quantum computer is the deter-
mina  on of the smallest computa  onal task that is 
prohibi  vely hard for today’s classical computers. 
This crossover point is known as the “quantum su-
premacy” fron  er and is a cri  cal step on the path 
to more powerful and useful computa  ons. In “Char-
acterizing quantum supremacy in near-term devices” 
published in Nature Physics (arXiv here), we present 
the theore  cal founda  on for a prac  cal demonstra-
 on of quantum supremacy in near-term devices. It 

proposes the task of sampling bit-strings from the 
output of random quantum circuits, which can be 
thought of as the “hello world” program for quantum 
computers.

Reference

1. https://research.googleblog.com/2018/05/
the-ques  on-of-quantum-supremacy.html

Improving Event Experiences through 
Contextual Conversations

LitmusWorld, a pla  orm that delivers contextual 
conversa  ons, off ers the perfect solu  on for the 
events industry.  The pla  orm ini  ates conversa-
 ons across various stages of the event journey, get-
 ng answers to ques  ons that enhance the value 

of the event. Star  ng from pre-registra  on to feed-
back post-event, the pla  orm covers all possible 
touchpoints.

The Indian events industry worth 77 billion is rapidly 

evolving with technology. How do you ensure a con-
 nuously engaged audience across all your events 

leveraging a pla  orm? LitmusWorld, a pla  orm 
enabling customer centricity, off ers the simplest 
way for you to enhance your a  endee experience 
through real-  me contextual conversa  ons. The In-
dian events and ac  va  ons industry has been grow-
ing exponen  ally and is poised to grow by 41% over 
the next two years, as per the latest report from EY. 
The signifi cance of this increases when you consider 
that the report does not include the vast number of 
unorganized events across the country, MICE events, 
events organized by in-house teams etc. 

Reference

1. http://bwpeople.businessworld.in/article/
Improving-Event-Experiences-through-Con-
textual-Conversa  ons-/26-04-2018-147546/

2. http://www.crainscleveland.com/arti-
cle/20180303/news/153641/crowdshaping-
could-transform-events

Google app’s built-in podcast player 
adds of line downloading & listening

The podcast industry has been rela  vely ac  ve in 
recent weeks from the announcement of Pocket 
Casts being acquired by a consor  um of public radio 
sta  ons to Google’s grand plans involving machine 
learning. A  er rolling out a homepage and subscrip-
 ons, the Google app is now gaining the ability to 

download shows for offl  ine listening. We spo  ed 
this offl  ine capability several versions ago in our APK 
Insights, but it fi nally went live some  me this week 
for most users. We’ve confi rmed that its enabled on 
phones and tablets running version 8.1 of the Google 
app and above. Each episode lis  ng now features a 
“Download episode” bu  on at the very bo  om of 
the show notes that includes the full size of that par-



The Exponent Group of Journals For Information Technology, Volume 6, Number 3, Jun 2018 - Aug 2018                                                                                   7

 cular show. 

Reference

1. h  ps://9to5google.com/2018/05/04/google-
podcast-offl  ine-download/

2. h  ps://lifehacker.com/how-to-use-googles-
new-podcast-player-1825479269

The Best VPN Services of 2018

It seems like everyone from hackers to governments is 
a  er your personal informa  on, but a virtual private net-
work (VPN) can protect you and your data from prying 
eyes.

Have you become so comfortable with the concept of 
your private data traveling over Wi-Fi that you’ve stopped 
worrying about the safety of that data—or about who 
else might be snooping on it, or even stealing it for ne-
farious purposes? If so, you’re defi nitely in the majority. 
This isn’t some wild generaliza  on about the unwashed 
masses. PCMag conducted a survey on VPN use, and we 
found that a full 71 percent of the 1,000 respondents had 
never used a VPN. Even among those who support net 
neutrality, who are probably well informed on technology 
and privacy issues, only 45 had used a VPN. 

Reference

1. h  p://in.pcmag.com/so  ware/38911/guide/
the-best-vpn-services-of-2018

Amazon Has a Top-Secret Plan to Build 
Home Robots

Prototypes can navigate from room to room 
like driverless cars

Company hopes to start tes  ng bots in homes 
later this year

Ten years ago, Amazon introduced the Kindle and es-
tablished the appeal of reading on a digital device. 
Four years ago, Jeff  Bezos and company rolled out 
the Echo, promp  ng millions of people to start talk-
ing to a computer. Now Amazon.com Inc. is working 
on another big bet: robots for the home. The retail 
and cloud compu  ng giant has embarked on an am-
bi  ous, top-secret plan to build a domes  c robot, 
according to people familiar with the plans. Code-
named “Vesta,” a  er the Roman goddess of the 
hearth, home and family, the project is overseen by 
Gregg Zehr, who runs Amazon’s Lab126 hardware re-

search and development division based in Sunnyvale, 
California. Lab126 is responsible for Amazon devices 
such as the Echo speakers, Fire TV set-top-boxes, Fire 
tablets and the ill-fated Fire Phone.

Reference

1. https://www.bloomberg.com/news/arti-
cles/2018-04-23/amazon-is-said-to-be-work-
ing-on-another-big-bet-home-robots

EarthNow promises real-time views of 
the whole planet from a new satellite 
constellation

A new space imaging startup called EarthNow aims 
to provide not just pictures of the planet on demand, 
but real-  me video anywhere a client desire. Its am-
bi  on is matched only by its pedigree: Bill Gates, In-
tellectual Ventures, Airbus, So  Bank and OneWeb 
founder Greg Wyler are all backing the play. Its prom-
ise is a constella  on of satellites that will provide 
video of anywhere on Earth with latency of about a 
second. You won’t have to wait for a satellite to come 
into range or worry about leaving range; at least one 
will be able to view any area at any given  me, so 
they can pass off  the monitoring task to the next sat-
ellite over if necessary. Ini  ally aimed at “high value 
enterprise and government customers,” EarthNow  
lists things like storm monitoring, illegal fi shing ves-
sels (or even pirates), forest fi res, whale tracking, 
watching confl icts in real  me and more. Space imag-
ing is turning into quite a crowded fi eld — if all these 
constella  ons actually launch, anyway.

Reference

1. h  ps://techcrunch.com/2018/04/18/earth-
now-promises-real-  me-views-of-the-whole-
planet-from-a-new-satellite-constella  on/

‘Grasshopper’ is an app that uses puz-
zles and quizzes to teach you Javascript

The app was launched through Google’s Area 120 
idea incubator

If you’ve always wanted to create your own website 
but have felt overwhelmed by the complexity in-
volved with learning a programming language, you 
might be in luck now. One of Google’s Area 120 idea 
incubator teams have successfully developed an app 
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that could make learning JavaScript easier than ever. 
The app, called Grasshopper, uses mini-games and 
quizzes to teach its users the popular web design lan-
guage. Rather than manually typing lines of code, you 
simply tap on various provided code blocks. Instead 
of simply guiding users through a tutorial, Grasshop-
per takes advantage of increasingly-diffi  cult puzzles 
to engage users and help them develop much-need-
ed problem-solving skills. The puzzle’s solu  on is dis-
played for you and your goal is to emulate it using the 
code blocks provided below the solu  on.

Reference

1. https://www.techspot.com/news/74245-
grasshopper-app-uses-puzzles-quizzes-teach-
you-javascript.html

AI technology helps students who are 
deaf learn

As stragglers se  le into their seats for general biolo-
gy class, real-  me cap  ons of the professor’s banter 
about general and special senses – “Which receptor 
picks up pain? All of them.” – scroll across the bo  om 
of a PowerPoint presenta  on displayed on wall-to-
wall screens behind her. An interpreter stands a few 
feet away and interprets the professor’s spoken words 
into American Sign Language, the primary language 
used by the deaf in the US. Except for the real-  me 
cap  ons on the screens in front of the room, this is a 
typical class at the Rochester Ins  tute of Technology 
in upstate New York. About 1,500 students who are 
deaf and hard of hearing are an integral part of cam-
pus life at the sprawling university, which has 15,000 
undergraduates. Nearly 700 of the students who are 
deaf and hard of hearing take courses with students 
who are hearing, including several dozen in Sandra 
Connelly’s general biology class of 250 students.

Reference

1. h  ps://blogs.microso  .com/ai/ai-powered-
cap  oning/?utm_source=reddit&utm_cam-
paign=74863

New Software System Snags TSB’s On-
line and Mobile Banking Customers

Two weeks a  er a failed IT migra  on, tens of thou-
sands of TSB customers are s  ll having trouble ac-
cessing their accounts

Paul Pester, chief execu  ve of TSB bank in the United 
Kingdom, expressed his regret Wednesday during a 
Parliamentary Treasury Commi  ee inquiry into the 
service disrup  ons caused by the bank’s move to a 
new IT system. Pester was especially remorseful since 
his decision has severely damaged the bank’s reputa-
 on, infuriated tens if not hundreds of thousands of 

customers who could not access their bank accounts, 
and so far, has cost Pester an “integra  on bonus” of 
at least £1.6 million, if not eventually his job. The 
Commi  ee had called in Pester and TSB chairman, 
Richard Meddings, to explain why―10 days a  er TSB 
migrated to a new IT infrastructure pla  orm―cus-
tomers s  ll couldn’t access their bank accounts reli-
ably if at all, or found incorrect or missing account 
informa  on. The Commi  ee further wanted to know 
when the bank’s IT problems would be fi xed and how 
much the bank expected to compensate its custom-
ers.

Reference

1. https://spectrum.ieee.org/riskfactor/com-
puting/software/new-software-system-
snags-ts bs-online-and-mobile-banking-cus-
tomers-in-uk
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Aadhar Card - Game changer for India

- Samita Kalla
Email : samitagaonkar@gmail.com

“If men were angels, no government would be neces-
sary. If angels were to govern men, neither external nor 
internal controls on government would be necessary. In 
framing a government which is to be administered by 
men over men, the great diffi  culty lies in this: you must 
fi rst enable the government to control the governed; and 
in the next place oblige it to control itself.”

- Alexander Hamilton

As aptly stated by Alexander, it is crucial for a na  on that 
its own government is enabled to control the governed 
and what else be  er than technology can assist it in im-
proving their capabili  es when it comes to eff ec  ve gov-
ernance. Today, digital technology is leading to radical 
change in the approach of people towards government 
processes, services and opera  ons. 

Indian government and its central banking ins  tu  on, RBI 
(Reserve Bank of India) has always implemented technol-
ogy for transforming the governance and fi nancial system 
of India. “Aadhar Card” is one of the implemented digital 
technologies in India. Aadhar Card is the world’s largest 
biometric iden  fi ca  on system as of today. World Bank 
Chief Economist Paul Romer described Aadhar as “the 
most sophis  cated programme in the world”. 

The purpose of this ar  cle is to learn about the Aadhar 
Card and understand how it may prove to be a game 
changer for our country. 

Aadhar Card – An Introduction

Aadhaar Card is a card with 12-digit unique number. It 
is an iden  fi ca  on document. “Aadhar” is a Hindi word 
and it means base, founda  on or support. UIDAI (Unique 
Iden  fi ca  on Authority of India) issues and manages the 
card and its data by recording and verifying biometric and 
demographic data of Indian ci  zens. The 12-digit unique 
numbers generated randomly are stored in a centralised 
database and linked to the recorded and verifi ed demo-
graphic informa  on and biometric data like photo, fi nger-
prints, iris of each individual. Aadhar has been designed 
to be easily verifi able online, to be cost eff ec  ve, unique 

to avoid duplicate and fake iden   es in government and 
private database.

Aadhar Card is an iden  fi ca  on document over and above 
other iden  fi ca  on documents like PAN Card, ra  on card, 
driving licence, passport and so on. However, it has been 
empowered as an iden  fi ca  on document which can be 
used by fi nancial ins  tu  ons, banks and mobile network 
companies as a KYC (Know Your Customer) document for 
verifi ca  on and customer profi le management.

Government uses Aadhar iden  fi ca  on for its welfare and 
non-welfare schemes like bank account opening, fi ling tax 
returns, verifi ca  on of old and new mobile numbers etc. 

History of Aadhar Card

The Kargil Review Commi  ee a  er Kargil War in 1999, rec-
ommended issuing iden  ty cards for ci  zens residing in 
all the border regions, villages and states on priority. The 
idea of “Mul  -purpose Na  onal Iden  ty Card” conceptu-
alized therea  er with several a  empts of government to 
issue the same. In 2009, the planning commission issued a 
no  fi ca  on post which UIDAI was established on 28 Janu-
ary 2009.

On 23 June 2009, Nandan Nilekani, the co-founder of Info-
sys, was appointed to head the project. In April 2010, Nan-
dan Nilekani launched the logo and the brand name “Aad-
haar” and supported a legisla  on to protect the data held 
by the UIDAI. Unique Iden  ty Card Project ini  ally started 
with an offi  cial name UID and referred as UDI, IDU etc but 
then later it was re-branded as “Aadhaar” as men  oned 
above.

Experts from various industries and ver  cals like bank-
ing, Informa  on Technology, accoun  ng and audit, bioin-
forma  cs and so on were hired on board. On 7 February 
2012, the UIDAI fi nally launched an online verifi ca  on sys-
tem for Aadhaar numbers.

Aadhaar Card has been the largest and most successful IT 
projects in the world. Billion people were provided with a 
verifi able digital iden  ty in the shortest span of six years.
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Procurement of Aadhar Card

Aadhaar number and card can be applied only by an In-
dian resident. Exis  ng proof of iden  ty like passport, PAN 
card, driving license and so on along with address proof 
like mobile or landline or electricity bills, bank statements, 
etc. and biometric profi ling of fi ngerprints and iris scan 
are required to be done at any authorised Aadhaar centre 
designated by the government authority. The data gath-
ered is then stored on a secure server called CIDR (Central 
ID Repository) across a network of data centres. 

The process has been set up post consulta  on with ex-
perts and professionals for each of the following.

1. Enrolment: Enrolment agencies cer  fi ed by the 
Unique Iden  fi ca  on Authority of India (UIDAI) 
as authorised undertake this process

2. Biometric Service Providers (BSPs): Automa  c 
Biometric Iden  fi ca  on System (ADIS) and Mul-
 modal So  ware Development Kit (MSDK) are 

provided by these

3. Registrars: State department representa  ves who 
are basically the local authori  es with the support 
of sub-registrars, collate demographic data and 
accept and verify documents from the applicants.

Aadhar card is the only government-issued document 
which can be easily procured anywhere, everywhere. 
People can now have a copy of a valid government-issued 
iden  ty document. Aadhaar can be downloaded onto any 
device and displayed when required and hence it reduces 

the risk of misplacement or the   of original document.

Bene its of Aadhar Card

Adhaar Card has been devised for delivering wide range 
of services to the common man. It can be fi  ed in vari-
ous models from making Public Distribu  on System (Food 
Ra  on) leakage proof to banking services. India has built 
a digital infrastructure that will process billions of transac-
 ons in near future with simple and prac  cal innova  on 

and a huge grunt work. 

Aadhar card is a universally acceptable government-is-
sued card which ends the need to register or apply for a 
new or separate card for each of the government services 
or programmes. Thus, for any government service appli-
ca  on, it can be used as a proof of iden  ty, residen  al 
address and age.

Aadhar Card has now been made mandatory for every-
one to link with various schemes and instruments. It has 

proved to be useful in mul  ple ways.

Following are the clear benefi ts of Aadhar card authen  -
ca  on.

1. Mobile Connec  on Authen  ca  on - Linking Aad-
har card with the mobile number shall eventu-
ally reduce illegal mobile connec  ons due to fake 
documenta  on for an  -social ac  vi  es.

2. Digi  za  on & Ease of EPF - Employee Provident 

Figure 1: Mul  ple Uses of Aadhar Card
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Fund opera  ons shall be digi  zed removing du-
plicity of accounts enabling members to check 
provident fund balance, submit claims, withdraw 
funds online. Digital signature during account 
transfer and a  esta  on of employer shall not be 
required making the opera  ons easier.

3. LPG Subsidy Benefi ts to Authen  c Users - LPG 
subsidy benefi ts will be received directly in bank 
accounts of only authen  c domes  c LPG users 
whose accounts have been linked with aadhar.

4. Academic Scholarship to the Deserved - Furnish-
ing Aadhar card mandatorily for availing academ-
ic scholarships and other educa  onal benefi ts has 
enabled government to strike out 2,72,000 fake 
students in just 3 states. Thus, aadhar linking shall 
ensure educa  onal benefi ts enjoyed only by the 
deserved candidates (Ref. h  p://www.livemint.
com/Money/Awu9Hz1DmuDzx0VTmQoPvL/Aad-
haar-seeding-benefi ts-and-concerns.html)

5. Plugging Leakage in PDS - Subsidised food (using 
Ra  on Card) and other stuff  provided by the gov-
ernment to poor has always gone into the black 
market which in turn deprived the actual ben-
efi ciaries of the benefi ts. Linking the ra  on card 
of benefi ciaries with their Aadhaar has stopped 
corrup  on and plugged leakage in the PDS (Public 
Distribu  on System) and helped provide facili  es 
to actual benefi ciaries.

6. Tap Leakage in Crop Insurance System - Crop In-
surance provision has been made by government 
to help farmers fi nancially in case of natural ca-
lamity or tragedy. However, there were loopholes 
in the system and process. Aadhar linking has re-
sulted in no delay in subsidy distribu  on to the 
actual benefi ciaries.

7. Jan Dhan Yojana - This Guinness World Re-
cord scheme accepts Aadhaar Card as the only 
authen  ca  on document for opening the bank 
account which has enabled many Indians to en-
ter the banking system aiming digital currency 
and digi  za  on of fi nancial transac  ons in near 
future.

8. Speedy Passport Acquisi  on - Passport applica-
 on and acquisi  on process has become fast. 

Ini  ally it used to take mul  ple weeks to com-
plete all processes and avail a passport but pass-
ports can now be availed by applicants within 10 
days due to aadhar. Individuals who wish to ob-
tain a passport can apply for the same online by 
simply a  aching their Aadhaar Card as the only 
residence and iden  ty proof along with their ap-
plica  on. Within three days of submission, you 
will receive an appointment and the processing 
and dispatching of the passport will be complete 

within seven days. Police verifi ca  on checks will 
then be scheduled for a later date.

9. Digital Locker Authen  ca  on - DigiLockers have 
been launched by the government for storing all 
personal document on the government’s server. 
These digital lockers require aadhar to be linked 
to itself for the sign-up process.

10. Controlling Bogus Vo  ng - Aadhar Card Number 
shall enable government to eradicate fake voters 
as it shall make voter card holders with mul  ple 
cards impossible to misuse as its required for the 
voter card holder to be physically present for reg-
istra  on at the polling booth along with the aad-
har card for verifi ca  on.

11. Curbing Monthly Pension Disbursal Fraud - Pen-
sioners shall be required to register aadhar to 
receive monthly pension which has help curb 
fraudulent incidents wherein fake benefi ciaries 
claim pension. 

12. Digital Life Cer  fi cate - Department of Electron-
ics and IT launched a aadhar linked digital life cer-
 fi cate named “Jeevan Praman for Pensioners” 

which shall end the process of physical presence 
of pensioner at Pension Disbursing Agency to 
avail pension. Instead all the details of pensioner 
will be accessed digitally by the agency. Aadhar 
shall enable digi  za  on of this process.

13. Authen  ca  on by SEBI - Securi  es and Exchange 
Board of India (SEBI) now accepts Aadhar card 
as proof of address along with iden  ty proof for 
stock market investments.

14. Mul  ple Driving License Check - Linking driving 
license to aadhar shall help control issuance if 
mul  ple licenses which shall make aadhar a digi-
tal iden  ty in near future.

15. PAN Card & IT Return Filing - Linking Aadhar to 
PAN card and IT return fi ling process is a crucial 
step for eradica  ng black money from the market 
turning the new era digital in true sense. Returns 
can be fi led online using simple steps cu   ng 
down paper work and documenta  on making the 
process more cost eff ec  ve, effi  cient and faster.

16. Investments - Inves  ng in mutual funds and other 
instruments shall now require aadhar to be linked 
making security more stringent.

17. MNREGA – Direct Credits - Wages under MN-
REGA (Mahatma Gandhi Na  onal Rural Employ-
ment Guarantee) scheme will be credited directly 
to the bank accounts of only workers linked with 
aadhar card number helping plug leakages in this 
scheme.
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18. Digital India using BHIM - BHIM (Bharat Interface 
for Money) is a mobile app has been developed 
and launched by Na  onal Payments Corpora  on 
of India (NPCI), based on the Unifi ed Payment In-
terface (UPI) which allows users to transfer funds 
online by signing up the app and upda  ng aadhar 
number along with bank account details. Indian 
economy shall very soon become digital wherein 
digital payments shall be preferred over cash pay-
ments or transac  ons. BHIM works on a 2G mo-
bile network also and hence it can be operated 
in most parts of the country with basic mobile 
network coverage. This payment system cannot 
be misused also as the payment is authen  cated 
only when the individual who holds a bank ac-
count scans his personal biometric verifi ed with 
aadhar KYC

Thus, Aadhaar shall enable authen  ca  on of benefi ciaries 
availing government welfare schemes and services which 
in turn avoid the middlemen to steal the services actually 
meant for benefi ciaries

A Game Changer for India?

Change cannot happen overnight especially in country 
like India. India is the largest and the most diverse de-
mocracy in the world in terms of popula  on with various 
cultures, religions, castes, languages and varied mindsets. 
Since the launch of Aadhar Card and its linking to various 
schemes and programmes, the situa  on in India seems to 
be changing slowly but steadily.

Nandan Nilekani who is the mastermind behind Aadhar 
Card and it processing says “Aadhar Card represents the 
biggest advance globally in public digital infrastructure”. 
He further predicted India surpassing on dominant areas 
including a digital fi nancial pla  orm for a billion people 
who do not require cards or POS machines or ATMs. In-
dian na  on shall be en  rely driven by what resides our 
hands - our fi ngers and our phones. He claims that Aad-
har shall bring in a start-up culture into the government, 
wherein each government employee performing a spe-
cifi c task.

Countries like Russia, Morocco, Algeria and Tunisia have 
revealed their interest in Aadhaar. 

“Bank of Russia, which is like the Reserve Bank of India, 
has conceived of an iden  fi ca  on project based on bio-
metric informa  on. Morocco also wants to do what In-
dia has done in the space. On India’s recommenda  on, 
Morocco has included provisions for biometric iden  fi -
ca  on and authen  ca  on in its proposed na  onal popu-
la  on register (NPR)”

– By Telecom Regulatory Authority of India (TRAI) Chair-
man R.S. Sharma while addressing a seminar on fi nan-

cial inclusion in Russia

Let’s see how Aadhar can prove to be a game changer for 
our na  on.

India to enter Age of Transparency & Digi-
tal Economy

The e-KYC (Electronic Know Your Customer) technology of 
Aadhar Card is instant and non-repudiable proof of iden-
 ty verifi able with biometrics or mobile numbers which 

gives India a big advantage. India shall soon enter an age 
of transparency and will be at the forefront of digital tech-
nologies. Millions of Indians who are a part of informal 
economy can now par  cipate in global economy, thanks 
to aadhar a na  onal iden  ty card

Digital sta  s  cs state that it is the only country in the 
world wherein biometric-based iden  ty has been issued 
to 99 percent of its adult popula  on which can be veri-
fi ed digitally. Almost more than 1 billion people in India 
now hold Aadhaar Card. India also has 1 billion plus mo-
bile phone users, with a tele density of around 85 percent. 
With this, India is uniquely poised to move towards a digi-
tal economy

BHIM (Bharat Interface for Money) enables digital pay-
ments using fi nger. This aadhar enabled payment system 
requires both payer and payee’s bank account to be linked 
to aadhar card number. This simple and easy payment 
system is a great boon for people who s  ll don’t have a 
mobile phone or a basic knowledge to operate a mobile 
wallet or UPI solu  ons. Indian economy promises to be a 
truly digital one in very near future. Aadhar linked BHIM 
payment system shall truly be a game changer in fi nancial 
system of the na  on.

India is a great example of unity in diversity and this diver-
sity exists everywhere including digi  za  on of the na  on. 
Various modes of digital payments are exis  ng in India’s 
economy and shall con  nue to exist and grow. However, 
biometric-based digital payment system indicates a good 
sign and a big example of innova  on. 

India Stack to Empower Villagers, Farmers

India Stack is a unifi ed so  ware pla  orm which is linked 
to aadhar for thumbprints, re  na scan with permission to 
share digital documents. Villagers or farmers who have 
less or no chance of procuring a small business loan due 
to absence of credit history or verifi able documents and 
creden  als can now get loan usi ng India Stack. Digital cop-
ies of bank statements or u  lity-bill payments or life-in-
surance policies can be shared for instant loan approvals.

Improvement in Agricultural Economy

Aadhaar enabled payment system again can be of great 
help to a large number of farmers who sell their produce 
at the agriculture markets. Once the payments are made 
directly into the farmers’ bank accounts, this shall bring 
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them in the formal banking system. It shall also help in 
developing their credibility based on their transac  on his-
tory which in turn can make them liable and eligible for 
loans. Apart from loans, banks can also extend benefi ts of 
crop insurance resul  ng into ins  tu  onal fi nancing of In-
dia’s agricultural system improving agricultural economy 
contribu  ng to almost 17% of our GDP and 60% of our 
workforce

Black Money Eradication in Real Estate

Aadhar linking should be made mandatory in real estate 
sector as well. Real Estate is the sec  on where most of the 
unaccounted money goes into. Aadhar linking shall bring 
in transparency and plug in leakages in real estate prop-
erty registra  on process. Every investor shall be held ac-
countable to disclose his source of income in inves  ng in 
a property especially for high value investments. in Hope 
this happens soon. UIDAI will eradicate black money real 
estate mafi a whose annual turnover is around several mil-
lion  mes the UIDAI budget

Aadhar Implementation Model for Other 
Services

Aadhar Card implementa  on was outsourced to third par-
 es with the result execu  on risk was transferred to the 

third-party vendors and not the government. Due to this, 
the process of registra  on, enrolment and ID issuance 
happened at a faster rate. Third party vendor’s devices 
carried out biometric authen  ca  on and the third-party 
pla  orms were used to transfer the biometric signatures. 

This model can be used to implement other government 
services or opera  ons to fasten the processes and make 
them a success

Aadhar defi nitely promises a bright future and seems to 
be a game changer for our na  on. It has been a landmark 
achievement for Indians. However, every coin has two 
sides. There are pros and cons involved in every story. 
One must be honest to accept the cons and work on the 
same to make them posi  ve for every situa  on. Aadhar 
Card like any other project also has its own challenges and 
need immediate correc  on for the welfare and security of 
ci  zens.  

In the following let’s highlight the loopholes of “Aadhar”.

Loopholes & Suggestive Measures

How secure Aadhar Card is?

Aadhar Card is just like a credit card as far as security is 
concerned. Credit cards are unique with unique number 
and they are allocated to a single person or iden  ty and 
hence diffi  cult to duplicate and also goes via third par  es. 

Credit cards are used for specifi c purposes and hence 

banks reverify the transac  ons done by a credit card. Two 
factor authen  ca  on process is in place for credit cards to 
avoid fraudulent ac  vi  es.  

As of now there is no such mechanism in aadhar. Such 
security controlled mechanisms should be in place so that 
the fraudulent ac  vi  es are  ghtly controlled

“Biometric Data Safety” is another big concern. The   of 
this data can lead to severe ill eff ects on the na  onal se-
curity. Aadhar enrolment process involves encryp  on of 
captured data and can’t be read by anyone other than the 
UIDAI server. 

Audi  ng the authen  ca  on process randomly with man-
ual interven  on can keep a check on fraudulent ac  vi  es. 

Again, privacy of data is an issue. The Aadhar Act says 
that private en  ty can ask for aadhar for verifi ca  on. The 
mandatory use of Aadhar Card can be restricted to avail 
government welfare services and not all services may ad-
dress this. 

Aadhar Card Number data and linked bank account num-
bers have been leaked and it is a serious issue. Lack of 
data security standards have lead to this. UIDAI has pro-
ac  vely pushing for other databases to get seeded with 
Aadhaar numbers for data security. This has led to mas-
sive public disclosures of data. 

Adop  on of high standards and latest technology in data 
colla  on, encryp  on and warehouse have to be adopted 
for maintaining highest level of security. 

Technology can make and then same technology can 
break. And again, technology can mend the broken. Ask 
an IT (Informa  on & Technology) expert! Only technology 
and human intelligence can handle such situa  on, fi x it 
and provide a full proof solu  on. 

Without Electricity, Internet – A Big Hin-
drance

In villages and rural areas where electrivity is a major con-
cern, availability of electricity is a big ques  on. Aadhar on-
viously fails in these areas. Well, making electricity reach 
in every part of the na  on is a fi x to this issue and is a 
major project in itself.

Due to poor internet connec  vity in a few states and 
regions in India, ra  on was denied to the benefi ciaries 
where POS (Point of Sale) machines have been used for 
PDS (Public Distribu  on System). These issues need to be 
addressed on immediate basis. Technology which do not 
require internet connec  on or can work in poor internet 
coverage can be adapted a  er thorough analysis

Costly Affair

It is no doubt a costly aff air. Biometric data colla  on, data 
security, effi  cient and eff ec  ve authen  ca  on processes 
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requires sophis  cated machines and technology. Costly 
but worth it if the posi  ve long-term eff ects are taken into 
considera  on. 

Aadhar Cards are Paper Cards

Aadhar Cards are made of paper as of today. These should 
be made of plas  c like debit and credit cards with security 
features which are more durable, secure and viable for 
authen  ca  on process.

Biometric Recognition Issues

There have been fi ngerprint recogni  on problems at 
many centres. This is a hindrance for smooth func  oning 
of the authen  ca  on process.  Biometric authen  ca  on 
failure is a major issue and needs to be fi xed. 

UIDAI has also allowed face recogni  on for authen  ca  on 
of aadhar card recently. This shall be used in addi  on to 
fi nger print and iris scan. Face recogni  on shall be op  onal 
mode of authen  ca  on in addi  on to other exis  ng two 
methods. This shall help overcome the diffi  culty arising 
in other two biometric parameter authen  ca  ons.  Face 
recogni  on has provided addi  onal security measure too. 

Several other measures can be implemented to add on to 
exis  ng authen  ca  on like OTP (one-  me passwords) on 
registered mobile numbers can help and also avoid fur-
ther leakages as OTPs are of no use a  er a par  cular  me 
dura  on. This can also help where there is poor internet 
coverage. 

Fake Documents for Aadhar

There is a possibility of people submi   ng fake ID proofs 
and other fake documents for ge   ng their aadhar cards 
made. There have been cases of crea  ng fake passports 
and fake documents globally mainly due to loopholes in 
processes and corrup  on at root levels. Even technologi-
cally advanced countries face such crimes.

But, iden  fying the loopholes in the aadhar procurement 
processes, regular manual audits, se   ng stringent mea-
sures, adap  ng new and be  er technologies with  me 
can only help in reduc  on of this issue

Conclusion

There is no doubt that Aadhar Card has been a milestone 
achieved in a culturally diverse country like India wherein 
the implementa  on was carried out in a short span of 
 me. Aadhar give offi  cial iden  ty to all ci  zens of our 

country, no geographical boundaries in the country can 
create hindrance in iden  fi ca  on process. It has various 
benefi ts.

Aadhaar will defi nitely not solve all the fl aws in govern-
ment welfare schemes and services but it is the best pos-

sible solu  on for many problems. Data security and pri-
vacy issues are there but there can be ways to address 
them as no problem come without a solu  on especially in 
the world of technology. Aadhar may defi nitely make gov-
ernment more effi  cient but it not the sure shot solu  on to 
end severe problems like corrup  on whose root cause is 
the mindset at grass root level. 

Aadhaar will never meet its purpose  ll it is supported by 
poli  cal will. From small beginnings, come great things, 
they say. People need to come together and work as a 
team towards making this a success for a bright future 
of the na  on. Cri  cisms should be taken posi  vely and 
proac  vely to overcome issues to make it a true game 
changer for the na  on highligh  ng its greatness on global 
pla  orm!!

Something is be  er than nothing. Doin’ anything for a 
man, there’s investments involved, there’s  me and pro-
duc  on. It’s be  er to give him ten bucks and get a record 
out than to never record the cat

- By Brownie McGhee
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ELK - Elasticsearch, Logstash and 
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Introduction

Businesses today are in a state of fl ux. They have to con-
stantly evolve to stay compe   ve. To stay compe   ve, 
companies have to focus not only on the strategy, but 
also on eff ec  ve execu  on. For both, strategy and execu-
 on, it is very important to base the decisions on sound 

judgment. This requires companies to draw meaningful 
insights from the data that has been collected. This neces-
sitates the organiza  ons to mine data at a rapid pace, lest 
the data becomes irrelevant. Most  mes, organiza  ons 
struggle with situa  ons where in data has been eff ec  ve-
ly processed and visualized in a meaningful way, but the 
op  mal window for taking the ac  on has passed; thus, re-
sul  ng in lost opportunity. So, in order to make informed 
decisions in a  mely and eff ec  ve manner, one of the 
strategies that organiza  ons employ is to make sense of 
the vast amount of infrastructure data generated within 
the company. This brings us to an important domain of 
“Log Analy  cs”.

Why analyze log data? 

A log, in compu  ng sense, is an automa  cally produced 
series of events from a system where each event is asso-
ciated with a  mestamp. In today’s world, almost all ap-
plica  ons and so  ware generate logs, such as databases, 
opera  on systems, web servers, applica  on servers, load 
balances, fi rewalls, etc.

The process of analyzing log data helps companies to 
comply with regula  ons, implement security policies, 
understand user behavior, perform troubleshoo  ng and 
detect anomalies. Following are some of the use cases of 
log analysis.

1. IT Opera  ons Management

a. End-to-end visibility in monitoring produc  on 
systems by consolida  ng logs from applica-
 ons, network, storage, infrastructure, cloud, 

etc.

b. Facilita  ng troubleshoo  ng and root-cause 
analysis e.g. slow performing database que-

ries, searching HTTP errors.

c. Tracking resource u  liza  on.

2. Compliance Management

a. Reduce manual reviewing and audi  ng of fi les

b. Detect compliance failures in  me so as to 
avoid he  y fi nes and penal  es

c. Implement best-prac  ces based on corporate 
policies and regulatory standards e.g. PCI-DSS 
3.0 Rule 10.2.5, 10.6, 10.7; HIPAA 164.308(a)
(3), (a)(5); SOX Sec 302(a)(4)(C) and (D), (a)
(5); ISO 27001 A12.4.1, etc.  

3. DevOps Benefi ts

a. Free-up developer  me to focus on cri  cal 
business func  onality

b. Accelerate release cycles

4. Security Benefi ts

a. Real-  me search across logs from mul  ple 
systems for security events

b. Track unauthorized accesses, failed login at-
tempts, privilege escala  ons and anomalies

c. Iden  fy anomalous and fraudulent behavior

d. Consolidate system logs for forensic analysis

In a nut shell, log analysis involves collec  ng all the nec-
essary log data from various infrastructure components, 
crunching it by  mestamps and leveraging the inter-rela-
 onships between the various infrastructure components 

to generate a chain of events and presen  ng it in the form 
of a report or dashboard that highlights the key metrics.

What is ELK stack?

ELK stack is actually a combina  on of 3 diff erent compo-
nents: Elas  csearch, Logstash and Kibana. These are 3 
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open source projects maintained by Elas  c.

Note: Elas  c now has added a new component called 
“Beat” and hence has renamed the ELK Stack to Elas  c 
Stack. However, in this ar  cle we will only focus on ELK 
components.

Elas  csearch can be considered as a type of NoSQL data-
base and is used for fast and effi  cient text-based search. It 
is built on top of Lucene search engine and is designed for 
horizontal scalability and reliability. It employs a develop-
er-friendly query language that can search for structured, 
unstructured as well as  me-series data.

Logstash is a log pipeline tool that can ingest data from 
various data sources and apply transforma  ons and en-
richment before expor  ng the data to defi ned target 
sources. It provides easy integra  on with lot of standard 
infrastructure components by way of its library of connec-

tors, thereby enabling the processing of log, event and 
even unstructured data. 

Kibana is a data visualiza  on pla  orm built using Node.
js framework. It allows users to interact with the data us-
ing powerful graphics, whether those are histograms, line 
charts, pie charts or geo-maps.

Why is ELK popular?

Following chart shows the comparison (courtesy Google 
Trends) of world-wide adop  on rate of ELK as compared 
with Splunk, a commercial off -the-shelf solu  on for log 
analy  cs, over the past 5 years.

The chart clearly shows the increasing trend of ELK’s pop-
ularity. The key reason for this is the fast pace at which 

Figure 1: Possible sources of log informa  on

Figure 2: ELK Components
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Elas  c is introducing new features and func  onality; 
thereby rapidly closing the gap with the more stable solu-
 ons such as Splunk. Secondly, users are star  ng to enjoy 

the fl exibility that ELK provides without having to shell out 
a lot of money. Also, smaller startups and SaaS companies 
prefer to opt for open source solu  ons and are not willing 
to pay for the bells and whistles that come up with a com-
mercial solu  on. ELK is essen  ally a simple, but robust so-
lu  on for log analy  cs and comes at a frac  on of the cost 
that most commercial ones demand. 

Following use cases are few of the good candidates for 
using ELK.

1. You have an online store and want to allow your 
customers to search quickly and effi  ciently diff erent 
products from your catalog. In such a case, one can 
maintain the en  re product catalog in Elas  csearch 
and provide search and autocomplete sugges  ons.

2. You collect log or transac  onal data and want to run 
trending and aggrega  on analysis on such kind of var-
ied data.

3. You have specifi c analy  cal or BI needs and want to 
perform root-cause analysis or inves  ga  on on large 
amount of text data.

4. You have price-aler  ng algorithm and want to provide 
fl exibility to your customers to be no  fi ed if a price of 
an item from a specifi c vendor falls below a certain 
threshold value.

With this background, now let us delve into more techni-
cal details of the 3 components: Elas  csearch, Logstash 
and Kibana.

Elasticsearch

As men  oned earlier, Elas  csearch is a highly scalable full-
text search and analy  cs engine. It enables you to store, 
search and analyze large volume of data in near real-  me. 

Basic Concepts of Elasticsearch

Following are the basic concepts of Elas  csearch.

1. Cluster - A cluster is a collec  on of one or more 
nodes (servers) that hold the en  re data and pro-
vides search capabili  es across all the nodes. A 
cluster is iden  fi ed by a unique name and helps a 
node to be part of the appropriate cluster.

2. Node - A node is a single server that par  cipates 
in a cluster and has indexing and searching capa-
bili  es. Similar to the cluster, each node is iden-
 fi ed by a unique iden  fi ca  on number (UUID) 

that is assigned to a node at the  me of startup. 
When mul  ple nodes startup within a network, 
they are automa  cally joined together based on 
the confi gured cluster name. Elas  csearch sup-
ports following types of nodes.

a. Master-eligible node: A master-eligible 
node par  cipates in the master elec  on 
process that chooses a master node to 
control the en  re cluster. The master 
node is responsible for light-weight clus-
ter ac  ons such as crea  ng or dele  ng an 
index, tracking the cluster nodes, decid-
ing which shards to allocate which node, 
etc.

b. Data node: Data node holds the actual 
data a.k.a. documents on which data re-
lated opera  ons such as CRUD, search, 
aggrega  ons, etc. are performed.

Figure 3: Comparison for world-wide adop  on rate (Google Trends)
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c. Ingest node: Ingest nodes are able to ap-
ply ingest pipeline a.k.a. execu  ng a se-
ries of processes in the specifi ed order on 
the documents to perform transforma-
 ons and enrichment before the docu-

ments can be indexed.

d. Coordina  ng node: Each node is implicit-
ly a coordina  ng node. However, in some 
cases, it may make sense to have a coor-
dina  ng only node to ensure work load is 
evenly distributed. In essence, coordinat-
ing only nodes act as load balancers.

e. Tribe node: A tribe node is a special co-
ordina  ng node that can connect to mul-
 ple clusters. These nodes can help in 

federated searching and querying. 

3. Index - An index is a collec  on of documents usu-
ally having similar proper  es. For example, we 
can have an index for employee data or another 
index for customer data, etc. An index is iden  fi ed 
by a name and that name is used when perform-
ing search, create, update or delete opera  ons on 
documents stored within an index. Indexing helps 
in speeding up the informa  on retrieval process. 
Whenever a document is fed to the search engine, 
it breaks down the document into tokens (called 
as terms) that are stored in the index. There are 2 
types of indexes.

a. Forward Index: This is the most obvious 
way of storing all the terms of the docu-
ment that we want to index. Some ex-

amples of terms within a document are 
men  oned in Table 1. In a forward index, 
new documents are always appended 
and hence rebuilding of an index is not 
required. Thus, a forward index is pre  y 
fast when indexing; however, the search 
 me increases since the search engine 

has to scan through all the entries for the 
specifi ed term to retrieve all the docu-
ments containing the matching term. 

b. Inverted Index. In order to improve the 
query  me, it makes sense to sort the in-
dex by the individual terms (containing 
references to the documents) as shown 
in Table 2. The inverted index helps to re-
trieve all the documents for a matching 
term very effi  ciently.

4. Document - A document is a basic unit of infor-
ma  on that can be indexed. This document is 
expressed in JSON (JavaScript Object Nota  on) 
format. We can store as many documents as we 
want within an index.

5. Shards & Replicas - An index can poten  ally store 
a large amount of data some  mes exceeding 
hardware limits i.e. disk space of a single node. 
Hence, Elas  csearch has the capability to subdi-
vide an index into mul  ple pieces called shards. 
We can defi ne the number of shards when you 
create the index. A shard in itself is a fully “func-
 onal” index that can be hosted on any node in a 

cluster. Shards provide following two major ben-

Document Terms
Grandma’s 
tomato soup

peeled, tomatoes, carrot, basil, leaves, water, salt, s  r, 
and, boil, …

African to-
mato soup

15, large, tomatoes, baobab, leaves, water, store, in, a, 
cool, place, …

Good ol’ to-
mato soup

tomato, garlic, water, salt, 400, gram, chicken, fi llet, 
cook, for, 15, minutes, …

Table 1 Forward Index

Term Documents
baobaob African tomato soup
basil Grandma’s tomato soup
leaves African tomato soup, Grandma’s tomato soup
salt African tomato soup, Good ol’ tomato soup
tomato African tomato soup, Good ol’ tomato soup, Grandma’s tomato 

soup
water African tomato soup, Good ol’ tomato soup, Grandma’s tomato 

soup
… …

Table 2 Inverted Index
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efi ts.

a. It allows horizontal scalability by spli   ng 
the content across various nodes

b. It increases performance throughout by 
performing opera  ons in a distributed 
mode. 

However, the end user is oblivious to the me-
chanics of how the shard is distributed and 
documents are aggregated for each search 
request. This enabled the users to focus pri-
marily on analyzing data without being con-
cerned of the underlying technical details. 
Elas  csearch also maintains one or more cop-
ies of the shards in the form of replica shards. 
The replica  on mechanism serves following 
two primary purposes.

c. It guarantees “High availability” in case a 
shard or node fails. For this reason itself, 
the replica shard is never on the same 
node as that of the primary shard from 
which the data is copied.

d. It provides “High throughput” since the 
searches can be executed in parallel on 
the replicas.

REST API

Elas  csearch provides a very comprehensive REST API li-
brary to interact with the cluster. Following are few of the 
things that can be done through the REST APIs.

1. Check the health, status and sta  s  cs of the cluster 
including nodes, shards and indices.

2. Perform administra  ve tasks against the cluster, 
nodes, shards and indices.

3. Perform CRUD (Create, Read, Update, Delete) opera-
 ons and basic search opera  ons on the indices.

4. Perform advanced search opera  ons such as sor  ng, 
fi ltering, aggrega  ons, etc.

Query DSL

Elas  csearch provides a full Query DSL (Domain Specifi c 
Language) to defi ne queries. The DSL is based on JSON 
and consists of 2 types of clauses:

1. Leaf query clauses - Leaf query clauses look for 
a par  cular value in a par  cular fi eld, for exam-
ple, match, term or range queries. Following is 
one such example of term query. This example is 
about fi nding documents that contain the exact 
term “Kimchy” in the inverted index “user”. 

POST _search {
  “query”: {
    “term” : { “user” : “Kimchy” } 
  }
}

2. Compound query clauses - Compound query 
clauses combine mul  ple queries in a logical 
manner. Essen  ally, they wrap other leaf or com-
pound query clauses, for example bool or dis_
max query. Following is one such example of bool 
query. The bool query considers the approach of 
more-matches-is-be  er and so the score from 
each matching must and should clauses is consid-
ered to come up with the fi nal score. In general, 
must indicates logical AND condi  on and should 
indicates logical OR condi  on. For example, in the 
compound query clause shown below, the search 
returns those documents that match the term 
“kimchy” in the inverted index “user” (must in-
dicates a higher score for the documents with a 
match) and having the term “tech” in the “tag” 
fi eld (no impact on the score for fi lter) where the 
age is not between 10 and 20 (must_not is ex-
ecuted in fi lter context and hence no impact on 
scoring) and the “tag” fi eld could contain either 
the term “wow” or “elas  csearch”.

POST _search {
  “query”: {
    “bool”: {
      “must”: {
        “term”: { “user” : “kimchy” }
      },
      “fi lter”: {
        “term”: { “tag” : “tech” }
      },
      “must_not”: {
        “range”: {
          “age”: { “gte”:10, “lte”:20 }
        }
      },
      “should”: [
        {“term”:{ “tag”:“wow” }},
        {“term”:{ “tag”:“elasticsearch”}}
      ],
      “minimum_should_match”: 1,
      “boost”: 1.0
    }
  }
}

Logstash

Logstash provides rich capability to ingest content from 
various sources, apply transforma  on and enrichment 
rules on the data and then push the enriched data into 
one or more target des  na  ons. It provides an array of 
input, fi lter and output plugins with many na  ve codecs 
to simplify the inges  on process. It provides a horizontally 
scalable data processing pipeline with great synergy with 
Elas  csearch and Kibana. It can ingest data of numerous 
sizes and shapes, such as the following.



20                                                                                   The Exponent Group of Journals For Information Technology, Volume 6, Number 3, Jun 2018 - Aug 2018

1. It can handle all types of logging data e.g. web 
logs like Apache, applica  on logs like log4j, net-
working and fi rewall logs, syslog format, etc.

2. It can collect metrics from many infrastructure 
and applica  on pla  orms such as collectd, JMX 
over TCP and UDP.

3. It can consume HTTP events and transform them 
into events. 

4. It has interfaces to rela  onal databases and 
NoSQL stores.

5. It can read data from messaging queues such as 
Apache Ka  a, RabbitMQ, etc.

Logstash Processing

Logstash event processing pipeline has three stages: in-
puts > fi lters > outputs. Inputs generate events from data, 
fi lters transform and enrich the events and outputs push 
them to the preferred target loca  ons. Both inputs and 
outputs support codecs that enable us to encode or de-
code the data as it leaves the pipeline without having to 
use addi  onal fi lters, for example json is one of the most 
popular codecs used to encode or decode data in JSON 
(JavaScript Object Nota  on) format.

1. Inputs - Inputs help to get data into Logstash. 
Some of the most commonly used input plugins 
are the following.

a. fi le: reads from a fi le on the system. This 
is like unix tail command.

b. syslog: listens to syslog messages on 514 
port and parses according to RFC3164 
format

c. redis: reads from a redis server

d. jms: reads from a JMS (java message ser-
vice) broker

e. h  p: receives events over HTTP or HTTPS

2. Filters - Filters are intermediary processing de-
vices in the Logstash pipeline. Some of the most 
commonly used fi lters are the following.

a. grok: enables parsing of unstructured 
data into something structured that can 
be queried

b. mutate: helps in performing general 
transforma  ons on data such as rename, 
replace, remove or modify fi elds in the 
events

c. drop: drop an event completely, for ex-
ample debug events

d. clone: make a copy of the event

e. geoip: add informa  on about geographi-
cal loca  on of IP addresses 

3. Outputs - Outputs are the fi nal phase in Logstash 
processing pipeline. An event can pass through 
mul  ple outputs. Once all output processing is 
complete, the event fi nishes its execu  on. Some 
of the most commonly used outputs are the fol-
lowing.

a. elas  csearch: send event data over to 
Elas  csearch

b. fi le: write event data on to a fi le on disk

Figure 4: Logstash



The Exponent Group of Journals For Information Technology, Volume 6, Number 3, Jun 2018 - Aug 2018                                                                                   21

c. graphite: send event data over to Graph-
ite, an open source tool for storing and 
graphing metrics

d. statsd: send data over to statsd, a service 
that listens for sta  s  cs such as counters 
and  mers sent over UDP.

Kibana

Kibana is an analy  cs and visualiza  on pla  orm that 
enables to search, view and interact with data stored in 
Elas  csearch. It has a simple browser-based interface that 
helps us in building interac  ve dashboards. For a business 
user or security analyst, Kibana provides the following key 
features.

1. Discover - Discover page enables us to explore 
our data interac  vely. We can access every docu-

ment within every index that matches the select-
ed index pa  ern. We can submit queries, fi lter 
data and view document data.

2. Visualize & Dashboards - Visualize enables us to 
create visualiza  ons of the data residing in Elas-
 csearch. The visualiza  ons are based on Elas  c-

search queries. Kibana support various types of 
visualiza  ons, such as the following.

a. Basic Charts: this includes line charts, bar 
charts, area charts, heat maps, pie charts, 
etc.

b. Data: this includes data table (for display-
ing the aggregated raw data), metric (for 
displaying a single number), Goal and 
Gauge (for displaying a gauge).

c. Maps: this includes Coordinate map (for 
geographical loca  ons) or Region map 
(for thema  c maps).

Figure 5: Kibana \ Discover

Figure 6: Kibana \ Dashboard
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d. Time series: this includes  melion and 
 me series visual builder.

Dashboards are built upon the exis  ng visualiza  ons. 
Kibana displays the selected visualiza  on in a container 
on the dashboard. A sample dashboard is shown in Figure 
6.

Conclusion

In this ar  cle, we have seen the importance of log analyt-
ics and how an open source solu  on such as ELK can help 
in deriving insights from the data generated by various 
infrastructure components. However, this ar  cle is only 
a primer for ELK and it would be very benefi cial for the 
reader to explore various other capabili  es that Elas  c 
provides such as beats, X-Pack, Machine Learning, etc.
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Introduction

Current technological era is defi nitely the era of mobile 
apps. Lots of mobile applica  ons for daily usage are get-
 ng developed day by day. Most of the eCommerce web-

sites also have dedicated Android, iPhone and iPad apps 
for simplicity and ease of business. Not only eCommerce 
but almost all the industrial sectors are moving towards 
development of apps for their daily rou  ne work and for 
the ease of business. Governments are also not excep-
 ons to this trend. In short, a  er the rapid development 

and use of mobile applica  ons worldwide, its necessary 
to have a dedicated mobile app for the website which 
runs business for the organiza  on. 

In such cases there is a dire need for the common plat-
form which can be used by both the mobile applica  ons 
as well as the websites to process the data and handle 
user requests. Mobile applica  ons and the websites will 
work as front ends which will interact with the users. 
The user requests which require access to data from the 
database will be handled by the RESTFul Web Services. 
These RESTFul web services will be invoked by the web-
site / mobile applica  on to process the data. REST serves 
as the one common pla  orm which is reusable by both 
websites and mobile applica  ons.

RESTFul Web Service Architecture

It is necessary to understand REST concept in brief in 
order to understand RESTFul Web Services. REST is a 
short name for Representa  onal State Transfer. It relies 
on a stateless, client-server, cacheable communica  ons 
protocol. In Almost all the cases, HTTP protocol is used 
for REST architecture.

REST architecture is used for developing network based 
applica  ons. The mo  ve behind use of REST is to use 
simple HTTP requests between machines rather than us-
ing complex technologies such as SOAP, CORBA or RPC.

Figure 1 depicts the fl ow of how a user request is pro-
cessed by RESTFul Web Service architecture. The fl ow 
gets processed in following 3 levels.

1. User interface (websites, mobile applica  ons)

2. RESTFul Web Services

3. Database access via Hibernate or Spring Data JPA

The sequence of steps is as follows.

1. On the client side, user accesses the website or 
the mobile applica  on.

2. User accesses the webpage for which data needs 
to be accessed from database.

3. Request for the data is sent from website or the 
mobile applica  on in the form of GET, POST, PUT, 
PATCH or DELETE Request URI. The Request URI 
is nothing but the HTTP call to RESTFul Web Ser-
vice from the mobile applica  on or the website.

4. The Request URI is handled on the Applica  on 
Server side. Applica  on Server has following 
main components.

a. RESTFul Controller accepts incoming re-
quests from the website / mobile appli-
ca  on. This incoming request is nothing 
but the HTTP request to access the data.

b. RESTFul Controller routes the request to 
Service Layer. The service layer contains 
the applica  on logic to get data via Data 
Access Objects (DAOs).

c. Data Access Layer is handled by Hiber-
nate DAOs or Spring Data JPA Reposi-
tories. The DAOs or JPA Repositories 
have the logic wri  en in the form of HQL 
(Hibernate Query Language) / Criteria 
Queries / JPQL (Java Persistence Query 
Language) to interact with the database 
layer.

d. The Database Layer contains database 
engine (MySQL, Oracle, SQL Server, 
Postgre SQL etc.) which provides the 
necessary data to the DAOs depending 
upon the logic wri  en at the Data Access 
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Layer side.

e. Data Access Layer sends DAOs to Service 
Layer which in turn sends the DAOs to 
the RESTFul Controller. The RESTFul Con-
troller sends the data back in the form of 
JSON or XML back to the website or the 
mobile applica  on i.e. client side. The 
JSON / XML data gets parsed at the client 
side in the form which can be under-
stood by the end user. Then the neces-
sary data is provided to the user. 

What this article covers

In Volume 5 Issue 2, ar  cle on REST APIs is covered in de-
tail. It also includes code wri  en with explana  ons. REST 
APIs are stateless. However; wri  ng only the REST APIs 
will not suffi  ce. It is necessary to secure the REST APIs so 
that there will not be any unauthorized access. This ar-
 cle covers REST API security with the help of customized 

authen  ca  on tokens. There are more advanced op  ons 
such as (Spring Security + OAuth2 based Token Store) for 
authen  ca  on tokens also available. However, those will 
be covered in separate ar  cle.

The ar  cle assumes that the reader of the ar  cle has 
prior knowledge of REST APIs, Spring and Hibernate/JPA 
Frameworks.

Authentication Tokens

As men  oned above, REST APIs are stateless. You just 
make an HTTP request to the REST API with predefi ned 
URL and Parameters. The REST API then sends back data 
in the form of JSON response. If this URL is known to any-
body, anyone can access the data by just hi   ng the URL 
with necessary parameters. To avoid such situa  on and 
allow only authorized access, authen  ca  on tokens are 
used. The fl ow will be as follows.

1. Once user logs in to the system with the user-
name/password combina  on, the authen  ca-
 on token is created and saved in the database 

against the logged in user. 

2. Every  me the REST API request is made, the au-
then  ca  on token is also required to be passed 
as HTTP authoriza  on header.

3. At REST API end, the server fi rst cross verifi es 
whether the authen  ca  on token received is the 
one stored in the database and is ac  ve.

4. If the authen  ca  on token matches, then HTTP 
request is processed and the data is sent back to 
the user in the form of JSON response.

5. Each and every REST API call is verifi ed by follow-
ing above steps.

6. Once the user logs out, the authen  ca  on token 
is marked as expired in the database.

Figure 1 Client Server interac  on
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7. Even if any request is made using the expired 
token, it will be treated as unauthorized request.

Creating Custom Authentication Tokens

A. Create Database Table – USER_SESSIONS – A da-
tabase table is required to be created which will 
save the informa  on related to authen  ca  on 
tokens in the database.

a. USER_ID – Unique iden  fi er for the user 
against whom the authen  ca  on token 
is to be created. This should be present 
in USER_MASTER table.

b. SESSION_TOKEN – The authen  ca  on 
token generated once the user logs in.

c. START_DATE – END_DATE – Period for 
which the authen  ca  on token will be 
ac  ve.

d. EXPIRED – Whether the authen  ca  on 
token is expired or not

B. Create hibernate en  ty for USER_SESSIONS da-
tabase table. Appropriate hibernate en  ty (.java) 
fi le is necessary to be created. This fi le needs to 
be in sync with the USER_SESSIONS table struc-
ture.

UserSessionID.java

package org.myapp.persistence.domain;

import java.io.Serializable;

import javax.persistence.Column;

import javax.persistence.Embeddable;

import javax.persistence.ManyToOne;

@Embeddable

public class UserSessionID implements Serializable {

 /**

  * 

  */

 private static  nal long serialVersionUID = 1L;

 @ManyToOne

 private User user;

 @Column(name = “SESSION_TOKEN”, unique = true, 
nullable = false, length = 255)

 private String sessionToken;

 public UserSessionID() {

 }

 /**

  * @param user

  */

 public UserSessionID(User user, String sessionToken) 
{

  this.user = user;

  this.sessionToken = sessionToken;

 }

 /**

  * @return the user

  */

 public User getUser() {

  return user;

 }

 /**

Figure 2 USER_SESSIONS table
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  * @param user

  *            the user to set

  */

 public void setUser(User user) {

  this.user = user;

 }

 /*

  * (non-Javadoc)

  * 

  * @see java.lang.Object#equals(java.lang.Object)

  */

 @Override

 public boolean equals(Object obj) {

  if (this == obj)

   return true;

  if (obj == null || getClass() != obj.getClass())

   return false;

  UserSessionID that = (UserSessionID) obj;

  if (user != null ? !user.equals(that.user) : that.
user != null)

   return false;

  if (sessionToken != null ? !sessionToken.
equals(that.sessionToken) : that.sessionToken != null)

   return false;

  return true;

 }

 /*

  * (non-Javadoc)

  * 

  * @see java.lang.Object#hashCode()

  */

 @Override

 public int hashCode() {

  int result;

  result = user != null ? user.hashCode() : 0;

  result = 31 * result + (sessionToken != null ? 
sessionToken.hashCode() : 0);

  return result;

 }

 /**

  * @return the sessionToken

  */

 public String getSessionToken() {

  return sessionToken;

 }

 /**

  * @param sessionToken

  *            the sessionToken to set

  */

 public void setSessionToken(String sessionToken) {

  this.sessionToken = sessionToken;

 }

}

UserSession.java

package org.myapp.persistence.domain;

import java.util.Date;

import javax.persistence.AssociationOverride;

import javax.persistence.AssociationOverrides;

import javax.persistence.Column;

import javax.persistence.EmbeddedId;

import javax.persistence.Entity;

import javax.persistence.JoinColumn;

import javax.persistence.Table;

import javax.persistence.Temporal;

import javax.persistence.TemporalType;
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import javax.persistence.Transient;

@Entity

@Table(name = “USER_SESSIONS”)

@AssociationOverrides({

@AssociationOverride(name = “pk.user”, joinColumns 
= @JoinColumn(name = “USER_ID”, referenced-
ColumnName = “ID”)) })

public class UserSession {

 @EmbeddedId

 private UserSessionID pk;

 @Temporal(TemporalType.TIMESTAMP)

 @Column(name = “START_DATE”, nullable = false)

 private Date startDate;

 @Temporal(TemporalType.TIMESTAMP)

 @Column(name = “END_DATE”, nullable = false)

 private Date endDate;

 @Column(name = “EXPIRED”, nullable = false, length 
= 1)

 private String expiredFlag;

 public UserSession() {

 }

 public UserSession(User user, String sessionToken) {

  this.pk = new UserSessionID(user, sessionTo-
ken);

 }

 @Transient

 public User getUser() {

  return getPk().getUser();

 }

 public void setUser(User user) {

  getPk().setUser(user);

 }

 @Transient

 public String getSessionToken() {

  return getPk().getSessionToken();

 }

 public void setSessionToken(String sessionToken) {

  getPk().setSessionToken(sessionToken);

 }

 /**

  * @return the pk

  */

 public UserSessionID getPk() {

  return pk;

 }

 /**

  * @param pk

  *            the pk to set

  */

 public void setPk(UserSessionID pk) {

  this.pk = pk;

 }

 /**

  * @return the startDate

  */

 public Date getStartDate() {

  return startDate;

 }
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 /**

  * @param startDate

  *            the startDate to set

  */

 public void setStartDate(Date startDate) {

  this.startDate = startDate;

 }

 /**

  * @return the endDate

  */

 public Date getEndDate() {

  return endDate;

 }

 /**

  * @param endDate

  *            the endDate to set

  */

 public void setEndDate(Date endDate) {

  this.endDate = endDate;

 }

 /**

  * @return the expiredFlag

  */

 public String getExpiredFlag() {

  return expiredFlag;

 }

 /**

  * @param expiredFlag

  *            the expiredFlag to set

  */

 public void setExpiredFlag(String expiredFlag) {

  this.expiredFlag = expiredFlag;

 }

 public boolean equals(Object o) {

  if (this == o)

   return true;

  if (o == null || getClass() != o.getClass())

   return false;

  UserSession that = (UserSession) o;

  if (getPk() != null ? !getPk().equals(that.
getPk()) : that.getPk() != null)

   return false;

  return true;

 }

 public int hashCode() {

  return (getPk() != null ? getPk().hashCode() : 
0);

 }

}

C. Create Spring Data JPA Repository for USER_SES-
SIONS table. Repositories are required for data-
base opera  ons using the en  ty created above. 

package org.myapp.persistence.repositories;

import java.util.Date;

import java.util.List;

import org.myapp.persistence.domain.UserSession;

import org.myapp.persistence.domain.UserSessio-
nID;

import org.springframework.data.jpa.repository.
JpaRepository;

public interface UserSessionRepository extends 
JpaRepository<UserSession, UserSessionID> {
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 List<UserSession>  ndByExpiredFlagAndPk_User_
Id(String expiredFlag, Long id);

 List<UserSession>  ndByExpiredFlagAndStartDateL
essThan(String expiredFlag, Date startDate);

 int countByExpiredFlagAndPk_SessionToken(String 
expiredFlag, String sessionToken);

 

 UserSession  ndByPk_User_IdAndPk_
SessionToken(Long userId, String sessionToken);

}

D. Create Helper Class for Authen  ca  on Token 
Genera  on Logic. It is required to create a helper 
class which acts as a suppor  ve class for the 
main authen  ca  on token spring service. This 
class will have logic for crea  on of authen  ca  on 
tokens. The logic is as follows

a. Create 5 character arrays with characters 
as follows,

char[] ach1 = new char[] { ‘a’, ‘b’, ‘c’, ‘d’, ‘e’, ‘f’, ‘g’, ‘h’, ‘i’, ‘j’ };

char[] ach2 = new char[] { ‘K’, ‘L’, ‘M’, ‘N’, ‘P’, ‘Q’, ‘R’, ‘S’, ‘T’, 
‘U’ };

char[] ach3 = new char[] { ‘v’, ‘w’, ‘x’, ‘y’, ‘z’, ‘V’, ‘W’, ‘X’, ‘Y’, 
‘Z’ };

char[] ach4 = new char[] { ‘k’, ‘$’, ‘m’, ‘n’, ‘p’, ‘q’, ‘r’, ‘s’, ‘t’, ‘u’ };

char[] ach5 = new char[] { ‘$’, ‘%’, ‘!’, ‘#’, ‘$’, ‘%’, ‘!’, ‘#’, ‘$’, ‘%’ 
};

b. Create integer array of 8 numbers.

int[] aNums = new int[8];

c. Using java SecureRandom class, popu-
late aNums with a secure random num-
ber from range 0 to 8

for (int n = 0; n < aNums.length; n++) {

 aNums[n] = rand.nextInt(9) + 1;

}

d. Generate string using the random 
characters from arrays from step 1 and 
aNums array from step2.

e. Concatenate current  mestamp to the 

string generated in step 4.

f. Encrypt the string created in step 5 using 
SHA-256 encoding algorithm with Mes-
sage Digest having Base64 encoding. This 
will be our authen  ca  on token.

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.text.SimpleDateFormat;

import java.util.Base64;

import java.util.Date;

public class AuthTokenServiceHelper {

 private AuthTokenServiceHelper() {

 }

 public static  nal AuthTokenServiceHelper SELF = 
new AuthTokenServiceHelper();

 public static AuthTokenServiceHelper getInstance() {

  return SELF;

 }

 public String generateEncryptedSessionToken(String 
sessionToken) {

  MessageDigest messageDigest;

  /*

   * Algorithm chosen for digesting

   */

  String encodingAlgorithm = “SHA-256”;

  /*

   * encrypted session token to be stored in 
database.
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   */

  String encryptedSessionToken;

  try {

   /*

    * Instantiate MessageDigest SHA-
256 algorithm

    */

   messageDigest = MessageDigest.
getInstance(encodingAlgorithm);

   byte[] sessionTokenInBytes = ses-
sionToken.getBytes();

   /*

    * Repeatedly use update method, 
to add all inputs to be hashed.

    */

   messageDigest.
update(sessionTokenInBytes);

   /*

    * Perform actual hashing

    */

   byte[] hashData = messageDigest.
digest();

   /*

    * Get actual encoded password 
with Base64 encoding

    */

   encryptedSessionToken = Base64.
getEncoder().encodeToString(hashData);

   encryptedSessionToken = encrypt-
edSessionToken.replaceAll(“/”, “”);

   encryptedSessionToken = encrypt-
edSessionToken.replaceAll(“\””, “”);

   return encryptedSessionToken;

  } catch (NoSuchAlgorithmException e) {

   e.printStackTrace();

   return null;

  }

 }

 public String generateSessionToken() {

  SecureRandom rand = new SecureRan-
dom();

  int[] aNums = new int[8];

  for (int n = 0; n < aNums.length; n++)

   aNums[n] = rand.nextInt(9) + 1;

  char[] ach1 = new char[] { ‘a’, ‘b’, ‘c’, ‘d’, ‘e’, ‘f’, ‘g’, 
‘h’, ‘i’, ‘j’ };

  char[] ach2 = new char[] { ‘K’, ‘L’, ‘M’, ‘N’, ‘P’, ‘Q’, 
‘R’, ‘S’, ‘T’, ‘U’ };

  char[] ach3 = new char[] { ‘v’, ‘w’, ‘x’, ‘y’, ‘z’, ‘V’, 
‘W’, ‘X’, ‘Y’, ‘Z’ };

  char[] ach4 = new char[] { ‘k’, ‘$’, ‘m’, ‘n’, ‘p’, ‘q’, ‘r’, 
‘s’, ‘t’, ‘u’ };

  char[] ach5 = new char[] { ‘$’, ‘%’, ‘!’, ‘#’, ‘$’, ‘%’, ‘!’, 
‘#’, ‘$’, ‘%’ };

String sessionToken = (ach4[aNums[7]] 
+ String.valueOf(aNums[2]) 
+ ach1[aNums[3]] + String.
valueOf(aNums[0]) + ach3[aNums[5]] 
+ ach2[aNums[4]] + ach4[aNums[6]] + 
ach5[aNums[1]]);

  Date date = new Date();

  SimpleDateFormat sdf = new SimpleDateFo
rmat(“yyyyMMddHHMMSS”);

  String dateString = sdf.format(date);

  sessionToken = sessionToken.
concat(dateString);

  String encryptedSessionToken = generateE
ncryptedSessionToken(sessionToken);

  return encryptedSessionToken;

 }

}
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E. Create Authen  ca  on Token Service. The au-
then  ca  on token service will use helper class 
created above to generate the authen  ca  on 
token. The authen  ca  on token will then be 
saved in the database using UserSessionReposi-
tory. Below is the logic for handling authen  ca-
 on token.

a. If user is found with correct creden  als, 
send authen  ca  on token to the user.

b. User has to use this authen  ca  on token 
every  me API call is made.

c. User is verifi ed using this token for every 
REST API call.

d. Authen  ca  on token will be stored in 
database with life span of 24 hours.

e. Once the user logs out, the authen  ca-
 on token will be expired. 

f. If the user forgets to logout and keeps 
the session hanging, this token will be 
automa  cally expired a  er 24 hours.

g. If the user logs in again within 24 hours, 
he will get the same authen  ca  on 
token in response which he can use for 
subsequent requests. However start and 
end date  mestamps will be updated.

h. Authen  ca  on Token service also has a 
method to clear the token data. Spring 
scheduler (Quartz scheduler) will run ev-
ery one hour and will compare whether 
the current  mestamp and the end date 
 mestamp of the authen  ca  on token is 

more than 24 hours. Such authen  ca  on 
tokens will be marked as expired.

import java.io.Buff eredReader;

import java.io.InputStreamReader;

import java.net.HttpURLConnection;

import java.net.URL;

import java.util.ArrayList;

import java.util.Date;

import java.util.List;

import javax.servlet.http.HttpServletResponse;

import org.myApp.constants.AppConstants;

import org.myApp.helper.AuthTokenServiceHelper;

import org.myApp.mappers.DomainMapper;

import org.myApp.persistence.domain.User;

import org.myApp.persistence.domain.UserSession;

import org.myApp.persistence.repositories.UserSession-
Repository;

import org.myApp.services.AuthTokenService;

import org.myApp.utils.DateUtil;

import org.springframework.beans.factory.annotation.
Autowired;

import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.
Propagation;

import org.springframework.transaction.annotation.
Transactional;

@Service(“authTokenService”)

public class AuthTokenServiceImpl implements AuthTo-
kenService {

 @Autowired

 UserSessionRepository userSessionRepository;

 /*

  * (non-Javadoc)

  * 

  * @see

  * org.myApp.services.AuthTokenService#getSession
Token(org.myApp.persistence.

  * domain.User)

  */

 @Override

 @Transactional(readOnly = false, propagation = 
Propagation.REQUIRED)

 public String getSessionToken(User userDomain) {

String sessionToken = “”;
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 List<UserSession> userSessionDomains = null;

 UserSession userSessionDomain = null;

 userSessionDomains = userSessionRepository.
 ndByExpiredFlagAndPk_User_Id(AppConstants.FALSE_

FLAG,

    userDomain.getId());

  for (UserSession userSessionIterator : user-
SessionDomains) {

   if (DateUtil.getCurrentDate-
WOTime()

    .compareTo(DateUtil.getD
ateWOTime(userSessionIterator.getStartDate())) == 0) {

    userSessionDomain = 
userSessionIterator;

   }

  }

  if (null != userSessionDomain) {

   userSessionDomain.
setStartDate(new Date());

   userSessionDomain.
setEndDate(DateUtil.getDateAfterNoOfDays(1));

   sessionToken = userSessionDo-
main.getSessionToken();

  } else {

   sessionToken = AuthTokenService-
Helper.getInstance().generateSessionToken();

   userSessionDomain = DomainMap-
per.mapUserSession(userDomain, sessionToken);

  }

  userSessionRepository.
save(userSessionDomain);

  return sessionToken;

 }

@Override

 @Transactional(readOnly = false, propagation = 
Propagation.REQUIRED)

 public void clearUserSessionTokens() {

 List<UserSession> userSessionDomains = userSes-
sionRepository

 .  ndByExpiredFlagAndStartDateLessThan(AppConst
ants.FALSE_FLAG, DateUtil.getCurrentDateWithTime());

 List<UserSession> userSessionDomainsExpired = 
null;

 Date compareDate = new Date();

 if (null != userSessionDomains && !userSessionDo-
mains.isEmpty()) {

     userSessionDomainsExpired = new 
ArrayList<UserSession>();

    for (UserSession userSessionDomain : userSession-
Domains) {

           long timeDiff erence = compareDate.
getTime() - userSessionDomain.getStartDate().
getTime();

           if (timeDiff erence >= AppConstants.HRS_24_
IN_MILLISECONDS) {

   userSessionDomain.
setExpiredFlag(AppConstants.TRUE_FLAG);

   userSessionDomainsExpired.
add(userSessionDomain);

      }

         }

if (null != userSessionDomainsExpired && 
!userSessionDomainsExpired.isEmpty()) {

    userSessionRepository.sav
e(userSessionDomainsExpired);

   }

  }

 }

@Override

 @Transactional(readOnly = true, propagation = 
Propagation.REQUIRED)

 public boolean validateRESTAccessRequest(String 
sessionToken) {

 int count = userSessionRepository.countByExpired-
FlagAndPk_SessionToken(AppConstants.FALSE_FLAG, 
sessionToken);

  if (count > 0) {

   return true;
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  }

  return false;

 }

}

i. The method validateRESTAccessRequest 
men  oned in the above code snippet is 
to be used for valida  ng every REST API 
call. The method takes authen  ca  on 
token as input and checks if the token 
is valid or not. If the token is invalid, 
then the REST API call is rejected by the 
server. Below code snippet is to be used 
for valida  ng REST API call under REST 
Controller,

boolean  ag = authenticationTokenService.validateR
ESTAccessRequest(authToken);

if (  ag == false) {

      // return HTTP status 404

} else {

    // proceed with the rest api operations 

}

F. SSL Cer  fi cate Integra  on. The developers of 
the REST APIs defi nitely need to remember that 
only developing REST APIs will be just 50% of the 
work ge   ng done. Layer of security is must for 
each and every REST API. Since the REST APIs are 
stateless, they can be used with website, android 
as well as iOS applica  ons. But to make sure that 
user data is not publicly exposed, authen  ca  on 
tokens are must have. However, for added secu-
rity, developers can think of adding SSL cer  fi -
cate to the REST API. This will make sure that the 
h  p calls made from user’s browser will be sent 

in encrypted format and even if someone tries to 
hijack the session, the hacker will not be able to 
see the encrypted data. The no  ceable benefi ts 
of a HTTPS cer  fi cate are the following.

a. Customer informa  on, like credit card 
numbers, is encrypted and cannot be 
intercepted.

b. Visitors can verify whether the applica-
 on vendor is a registered business and 

that vendor owns the domain.

c. Customers are more likely to trust and 
complete purchases from sites that use 
HTTPS as they are rest assured that the 
applica  on they are using has encrypted 
form of data.

Conclusion

We have understood the concepts of REST API security 
with the help of customized authen  ca  on tokens. There 
are more advanced op  ons such as (Spring Security + 
OAuth2 based Token Store) for authen  ca  on tokens 
also available. However, those will be covered in sepa-
rate ar  cles in future.
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Introduction

In the previous ar  cles we looked at the datacenter 
hardware architecture spanning the compute, storage, 
and network components. In this architecture, we give 
an overview of the so  ware that manages the compute, 
storage and network resources of the datacenter.

We o  en fi nd terms like Private datacenter, Coloca-
 on datacenter, Dedicated Hos  ng, Infrastructure as a 

Service, Pla  orm as a Service, So  ware as a Service, etc. 
In order to be  er understand these terminologies, we 
present the logical view of the datacenter components. 
Using this logical view, we describe and explain the key 
diff erences between the above-men  oned terms. 

Datacenter Management Software

The so  ware infrastructure of a datacenter typically con-
sists of the following key layers.

1. Compute, Storage, and Network virtualiza  on 
layers that provide an Hardware Abstrac  on 
Layer on top of the underlying physical hardware

2. Resources Management So  ware that manages 
resources alloca  on among mul  ple applica  ons 
compe  ng for resources

3. Distributed Block, Volume, or File management 
so  ware and locking or leasing so  ware

4. User management or Tenant management so  -
ware that manages datacenter users including 
their privilege management 

5. Applica  on Deployment so  ware

6. Monitoring and Aler  ng So  ware at all the fol-
lowing levels

a. Physical hardware

b. Virtualized resources

c. So  ware storage, resource, and user 

management layers

d. User applica  ons

Above layers could be thought of as forming a Datacen-
ter Opera  ng System that manages the distributed clus-
ter of servers, storage, and networking gear, analogous 
to Desktop Opera  ng Systems that manage resources of 
personal Desktops.

Following are the so  ware solu  o ns available in the mar-
ket for managing Datacenters

1. OpenStack [6] – A open source collec  on of ap-
proximately 20 diff erent services

a. Supports mul  ple virtualiza  on formats

b. Complex to manage

c. Vendors such as HP, IBM, RedHat, and 
DELL off er Openstack distribu  ons. 
These distribu  ons come with pre-pack-
aged hardware and o  en bundled with 
management and support services.

2. VMWare vSphere [7]

Logical view of Datacenter

We can organize the components making up a datacen-
ter as layers within a stack, where each layer depends 
upon the lower layers. These layers depicted in Figure 6 
are as follows.

1. Applica  on Layer – consis  ng of the user appli-
ca  ons running in the datacenter

2. Datacenter OS – this layer provides the virtual-
iza  on and resource management so  ware and 
acts as the Datacenter Opera  ng System man-
aging the datacenter resources and providing 
applica  on isola  on

3. Hardware – this layer consists of the server, 
storage, and networking gear that makes up the 
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datacenter

4. Facili  es – this consists of the fl oor space for 
moun  ng datacenter racks or blades, power sys-
tem distribu  on and backup units and common 
cooling infrastructure

Datacenter Taxonomy

In a private datacenter the enterprise owns and man-
ages all the above-men  oned layers. On the other hand, 
when enterprise uses SaaS, i.e., applica  ons hosted and 
managed by a third-party vendor, all the above-men-
 oned layers are owned and managed by a vendor and 

poten  ally shared with other enterprises. In between 
these two models, depending upon which layers and 

privately owned, we have the following classifi ca  on.

1. When the enterprise owns the top 3 layers, but 
the bo  om layer is provided by a service provid-
er to mul  ple tenants, it is a Coloca  on Datacen-
ter. In this model, the enterprise does not need 
to manage the provisioning of fl oor space, power 
and cooling facili  es. These are provided by the 
service provider and charged on the usage basis.

2. When the enterprise just seeks only a set of 
dedicated servers and storage devices from the 
service provider, it is called Dedicated Host-
ing Service, i.e., rented hardware, see [2], e.g., 
realhoster [1]. In this model the service provider 
gives exclusive access, i.e., root privileges, to 
the consumer, and owns up the responsibility of 
managing the hardware and ensuring its up  me. 

Figure 1. Layers comprising a Datacenter

Figure 2 Datacenter Taxonomy
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The enterprise consuming dedicated resources is 
free to install any management so  ware on the 
rented servers.

3. When the enterprise owns only the Applica  on 
Layer, and relies on a service provider for provid-
ing all the below layers, it is called IaaS (Infra-
structure as a Service), e.g. AWS [3], GCE [5], 
Azure [4]
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