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Editorial

- Shyamkant Matondkar
Email: shyamkant@gmail.com

It gives us immense pleasure to present our 7th volume 
of IT journal as a part of Exponent Group of Journals. 
In a continual effort to share knowledge and keep 
readers abreast with latest trends, this volume brings 
you flavours of articles touching different aspects 
like Network Security, New Enterprise IT model like 
SMAC, Supply chain management technology, User 
Management in open source OS Linux etc. 

In today’s resource and cost sensitive world, 
enterprises are keen to optimize the maintenance 
costs keeping performance of the applications 
uniform across the Globe. Today Cloud computing is 
transforming the Industry in terms of minimising its 
upfront capital costs. Hosting applications on cloud 
reduces the capital cost drastically and at the same 
time the performance of the application is uniform 
across the Globe. It’s a great opportunity for an 
enterprise to minimise its cost by hosting applications 
on cloud. The very first article on Cloud talks about 
benefits in terms of scaling up, high availability, fault 
tolerance etc. It also lists leading cloud services 
providers and their global locations.  

Search Engine Optimisation (SEO) is a key aspect 
of marketing for Enterprises, who wish to rank 
their products or websites at the top of the search 
engine results. In one of the past volumes, we got 
familiarised with the basics of SEO and “On Page 
SEO”.  The SEO article in this volume introduces to 
another important SEO technique called “Off Page 
SEO”. It explains different methods like Directory 
Submission, Sitemap Submission, article Submission 
and off course importance of Social networking in 
promoting the websites. 

Ubiquitous connectivity, low cost hardware and 

proliferation of smart devices in recent years 
resulted in Big Data. Around 90% of data today 
has been generated in past couple of years. These 
new technological trends are forcing Enterprises 
to rethink their IT strategies. Next article on SMAC 
reveals benefits of each component of SMAC (Social, 
Mobility, Analytics, and Cloud) and as a whole. It also 
highlights typical challenges in SMAC adoption. It 
briskly touches the concept of IoT (Internet of Things) 
as a new entrant in SMAC stack.

Next article is on Supply Chain Management (SCM), 
which explains the need of SCM in today’s globalised 
world and vital role played by IT in contract & 
inventory management, customer relationship 
building etc. Article takes you through the demand 
planning, order management, logistics, the common 
challenges faced etc. in implementing a SCM 
technology solution. It concludes with the list of new 
career opportunities available for new aspirants in 
the entire process of supply chain management.

User management and granting right access to 
right people is very important task in IT system 
administration. In open source world Linux is a very 
popular OS and next article educates you with user 
management policies. It walks you through the 
commands available for user and group management, 
monitoring user activities etc. in textual and graphic 
interfaces in Linux OS.

Besides technical capabilities, managerial aspect also 
plays an important role in successful implementation 
of the IT project. Project Risk Management is a 
critical managerial task. For successful project 
implementation it is essential to identify project risks 
in initial stages, monitor risks and take corrective /
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preventive actions. Potentially small risk can become 
a large threat to a project due to negligence. Article 
on Risk Management elaborates the project risk life 
cycle and various phases of risk management process. 
Further it advocates on assessing risks, categorising 
and applying right risk mitigation techniques like 
minimising losses or transferring risk.

In past volumes, we have seen that Distributed Denial 
of Service (DDOS) is making networks or resources 

unavailable for the legitimate users. Various Network 
protocols are used in network communication and 
attackers misuse these protocols for the attacks. 
Article talks about type of attacks, various protocols 
used in launching these attacks. The article also alerts 
you about the future cloud level attacks.

We hope our endeavour relishes you and enriches 
knowledge. 



5The Exponent Group of Journals For Information Technology, Volume 2, Number 3, June 2014 - Aug 2014

IT in News

Smart innovations by IIT students 
now at a shop near you
Does the often time-consuming line up at pathological 
labs to collect your medical test reports disturb you? 
Are you looking for environment-friendly options 
to lead your life? Do you believe in the power of 
technology to offer you clean governance?

Students at IIT Delhi attempt to find solutions to a lot 
of such problems with a list of innovations that are 
aimed to delight science lovers, enthusiasts, novices 
as well as experts. A range of such solutions was 
displayed at “Open House 2014”, the annual event 
of the premier institute here recently.

Reference

http://timesofindia.indiatimes.com/home/science/
Smart-innovations-by-IIT-students-now-at-a-shop-
near-you/articleshow/33996253.cms

Google offers ‘time travel’ through 
Street View
Google says that “time travel” is possible, at least 
partially. You may not yet travel back in time and 
look at the dinosaurs up close but Google is claiming 
that by using its Street View service, you can at least 
get an idea of how a street or monument looked a 
few years ago. 

“Starting today, you can travel to the past to see 
how a place has changed over the years by exploring 
Street View imagery in Google Maps for desktop. 
We’ve gathered historical imagery from past Street 
View collections dating back to 2007 to create this 

digital time capsule of the world,” said Vinay Shet, a 
product manager with Google Street View team.

Reference

h t t p : / / t i mes o f i n d i a . i n d i a t i mes . c o m/ tech /
computing/Google-offers-time-travel-through-
Street-View/articleshow/34122684.cms

New technology could allow batteries 
to last as long as 50 years
Researchers have developed a new battery 
technology that could help create batteries that last 
longer than previously thought possible. A team of 
researchers at the US Department of Energy’s Oak 
Ridge National Laboratory (ORNL) have challenged 
a long-held assumption that a battery’s three main 
components - the positive cathode, negative anode 
and ion-conducting electrolyte - can play only one 
role each in the device.

The electrolyte in the team’s new battery design has 
dual functions: it serves not only as an ion conductor 
but also as a cathode supplement. This cooperative 
chemistry, enabled by the use of an ORNL-developed 
solid electrolyte, delivers an extra boost to the 
battery’s capacity and extends the lifespan of the 
device.

Reference

http://gadgets.ndtv.com/mobiles/news/new-
technology-could-allow-batteries-to-last-as-long-as-
50-years-513929
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$299 3D printer achieves Kickstarter 
goal in minutes
An ultra-cheap 3D printer has hit its Kickstarter goal 
in just 11 minutes, with some lauding it as the first 
mass market version of the technology. Makers 
M3D have currently raised over $1m (£597,000) well 
ahead of their $50,000 target with 28 days to go.

Early backers will get the machine for just $199 and 
other backers can pledge as little as $299. Dubbed 
Micro, it comes with easy-to-use software that 
allows users to search, drag and drop objects to 
print. Kickstarter is a crowd-funding website that 
has breathed life into a range of technology projects, 
including the virtual reality headset Oculus Rift, which 
was subsequently bought by Facebook for $2bn.

Reference

http://www.bbc.com/news/technology-26945020

After Google Glass, Google developing 
contact lens camera
The next step after Google Glass high-tech specs 
could be contact lenses with cameras in them to take 
pictures when you blink and to help the blind across 
the road.

They say the opposite sex don’t like specs, but that 
doesn’t mean you have to ditch your Google Glass 
high-tech eyewear to look smart -- someday you may 
be able to just pop in a contact lens with a camera 
in it. Google has a patent pending for a contact lens 
with a micro camera and sensors embedded on the 
surface controlled by blinking, which would enable 
you to take hands-free pictures and could help the 
blind navigate the everyday obstacles of the world.

Reference

http://www.cnet.com/news/after-google-glass-
google-developing-contact-lens-camera/

Goodbye, TV Channels—And Hello, 

TV Apps
How a small change in language represents a 
universal shift in the television experience.

When I was a kid, my brother graciously taught me 
what a half-Nelson was. It was a lesson learned 
from our nightly wrestling matches over the remote 
control, which was essentially the scepter in our little 
game of thrones. I suppose that made our old tube TV 
the Lee family version of Westeros.  Part sport, part 
habit, fighting over a remote was a clear by-product 
of the way people watched television. Entertainment 
moved in only one direction, as anything flowing 
down through channels tends to do. So whoever 
controlled those lanes had all the power. 

But television is evolving. Increasingly, it’s all about 
the apps now—browsable, downloadable, interactive 
TV applications. You can thank the swelling ranks of 
streaming services and devices for that. The software 
applications they’re delivering to our living rooms 
are growing in number and prominence. And they’re 
starting to eclipse the passive, one-way broadcasts 
we once fought over for two-way, interactive 
experiences that let you share democratically among 
multiple users (née viewers) across mobile devices 
and computers.

Reference

http://readwrite.com/2014/05/09/smart-tv-
channels-apps-streaming

US Navy tests robotic fire-fighters
Fire-fighting robots designed to withstand intense 
heat are to be tested by the US Navy this summer. 
The Shipboard Autonomous Fire-fighting Robot 
(SAFFiR) has been built by engineers at Virginia Tech 
and other US universities. The robots are expected to 
perform a variety of tasks - balancing, turning valves, 
picking up and dragging a fire hose and jetting water 
on the fire.

They also have a vision system to search for survivors. 
“The human-sized autonomous robot is capable of 
finding and suppressing shipboard fires and working 
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seamlessly with human fire-fighters,” says the Office 
of Naval Research’s website.

Reference

http://www.bbc.com/news/technology-26850631

Google Will Beam Gigabit Internet 
from Solar-Powered Drones
Last month, Facebook announced its plan to bring 
internet access to developing nations by beaming it 
down from solar-powered drones in the sky. Today, 
surprise, Google said it’s gonna do that too. In fact, 
the search giant just snatched up the company that 
Facebook was rumored to be courting earlier this 
year to do it, the New Mexico firm Titan Aerospace. 

Put another way, Google just rounded a corner in the 
race between the Silicon Valley giants race to deliver 
internet to the whole world—a worthwhile goal, 
even if the companies’ motivations aren’t entirely 
altruistic. But putting aside corporate rivalry for a 
minute, what these futuristic satellite-style drones 
are able to do is pretty amazing.

First of all, they’re autonomous robots that are 
nearly the size of a commercial jet that can stay aloft 
for five years running on solar power. Think about 
that. Some 3,000 photovoltaic cells on the drones’ 

50-foot wingspan fuels the motor and charges up the 
batteries to power the drones at night.

Reference

http://motherboard.vice.com/read/google-will-
beam-gigabit-internet-from-solar-powered-drones

‘Killer robots’ to be debated at UN
“I support a moratorium until that end is achieved, 
but I do not support a ban at this time” - Prof Ronald 
Arkin, Georgia Institute of Technology

Killer robots will be debated during an informal 
meeting of experts at the United Nations in Geneva. 
Two robotics experts, Prof Ronald Arkin and Prof 
Noel Sharkey, will debate the efficacy and necessity 
of killer robots. The meeting will be held during the 
UN Convention on Certain Conventional Weapons 
(CCW).

A report on the discussion will be presented to the 
CCW meeting in November. This will be the first time 
that the issue of killer robots, or lethal autonomous 
weapons systems, will be addressed within the CCW.

Reference

http://www.bbc.com/news/technology-27343076
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Architecting Web applications for 
Public Cloud

- Bhargav Gulavani
Email: bhargav.gulavani@gmail.com

In this article we consider the differences in 
deploying web application on public cloud compared 
to deploying them private server infrastructure. 
Public cloud infrastructures provide rich features 
for deploying and maintaining applications in public 
clouds. The key characteristics of infrastructure 
available on public cloud systems which are not readily 
available on private premises are the following.

1.	 A huge variety of compute instances types – 
CPU intensive instances, network intensive 
instances, and memory intensive instances.

2.	 Ability to provision compute, storage, and 
network resources on demand while paying 
only for the resources consumed. This is 
the ‘opex’ advantage of using public cloud 
infrastructure, i.e., the application owner 
has to pay only for operational expenses, as 
compared to the capital expenses ‘capex’ 
of procuring the required hardware and 
software before deploying the application 
on private on-premise infrastructure. As an 
example consider a web application whose 
load changes over time according to the 
function depicted in Figure 1a. In order to 
host this application on private on-premise 
infrastructure so that the peak load is serviced 
properly, the application owner would have 
to provision capacity C1, including hardware, 
network, and software resources, as shown 
in Figure 1a. However, in this case the 
provisioned capacity would be wasted during 
periods of low load. In order to reduce this 
overhead, if the service provider decides to 
provision only capacity C2 which is lower than 
C1 then the service would not be able to serve 

peak loads as depicted in Figure 1b. Moreover, 
such service behavior can adversely affect 
its credibility and act as a negative publicity. 
On the other hand if the service were to 
be hosted on public cloud, the provisioned 
capacity can vary with varying load, as shown 
in Figure 1c. This will help minimize the 
costs without affecting the service quality 
at any load. Figures 1a and 1b illustrate the 
disadvantage of capex associated with private 
on-premise deployment, whereas Figure 1c 
illustrates the opex advantage of public cloud 
for deploying applications. The key to this is 
elasticity of capacity that can be provisioned 
on public cloud infrastructures. Online web 
applications like Netflix [10] use Amazon’s 
AWS to reduce opex. Web applications for 
Obama’s presidential campaign “Obama for 
America” [11], were also hosted on public 
cloud for reducing opex.

3.	 Ability to host redundant application 
components on cloud infrastructure so as to 
ensure fault tolerance and high availability. 
High availability is guaranteed by various 
Service Level Agreements (SLAs) offered by 
the public cloud provider.

4.	 Ability to host the application in different 
data centers across the globe so as to provide 
same experience to the users irrespective of 
their geographic location.

Web applications typically have layered architecture 
consisting of database at the lowest layer, the core 
logic as the next layer and the presentation layer as 
the top most layer. A lot of literature is published in 
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the past around architecting these layers. However, 
the goal of this article is to show how to exploit 
rich capabilities of public cloud infrastructure for 
minimizing opex, ensuring high availability, and low 
latencies for the users of application. Specifically, 
we detail the capabilities of various public cloud 
infrastructures and tools available for using them. 
We consider Amazon AWS, Windows Azure, Google 
App Engine and Rackspace public cloud. 

Figure 1 Capex vs. Opex

Scaling up or down on demand

The usage of a web application varies over time. 
There are some points of time when the web service 
is simultaneously being used by a large number of 
users whereas there are times when the service usage 
is muted. While deploying the service on premise it is 
essential to provision the resources for the maximum 
expected capacity to cater to the maximum loads. 
This capacity, however, gets underutilized during the 
times of low load. On the one hand, over provisioning 
results in wasted resources and on the other, under 
provisioning results in lost business opportunities. It 
is therefore critical to provision the requisite amount 
of resources for profitability of business. Cloud 
infrastructure enables web application providers to 
dynamically increase the capacity during times of 
high load and then reduce the capacity when the 
load subsides. Moreover, the application provider is 
charged only for the capacity provisioned for hosting 
the application. This is a classic utility computing 
model that helps overcome the disadvantages of 
capex associated with on-premise pre-provisioned 
compute resources. However, in order to make the 
most use of this facility, the following are essential.

1.	 Predicting peaks and troughs in the incoming 
load

2.	 Increasing and decreasing the provisioned 
capacity to meet the incoming load

Amazon’s AWS provides a tool called “Auto-Scaling” 
[1] to change to provisioned capacity in anticipation 
of changes in the incoming load. It allows users to 
configure several rules that identify changes in the 
incoming load and take appropriate action to change 
the provisioned capacity. Netflix hosts their service 
on AWS. They use Amazon’s Auto-Scaling service 
and CloudWatch service to maintain the provisioned 
capacity close to the actual demand [6]. CloudWatch 
service provides mechanism to monitor several 
parameters of instances, e.g., CPU utilization. These 
parameters along with some proprietary code to 
monitor additional performance related parameters 
help Netflix to determine whether provisioned 
capacity is sufficient to meet the load. These 
parameters and their values form key inputs to the 
auto scaling rules configured in Auto-Scaling service 
to add or reduce the provisioned capacity.

Google provides an orchestrator application for 
managing the provisioned capacity based on 
utilization of existing resources and the incoming 
load [7] for Google App Engine. Windows Azure and 
Rackspace do not provide any out-of-the-box tool for 
auto scaling. On these platforms one needs to write 
programs for the following tasks.

1.	 Measure the utilization of existing resources. 
Windows Azure provide configurable service 
called Windows Azure Diagnostics (WAD) 
that helps monitor key resource parameters 
like CPU utilization, network bandwidth, and 
available memory of provisioned instances. 
Amazon’s CloudWatch provides the similar 
capability for monitoring only CPU utilization 
out-of-the-box. Monitoring other parameters 
with CloudWatch requires writing custom 
code.

2.	 Compose rules based on existing capacity, its 
utilization, and measure of load that indicate 
when to increase or decrease capacity. 
Typically, we increase (respectively, decrease) 
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the provisioned capacity if the utilization 
of existing resources crosses the higher 
(respectively, lower) threshold and the load is 
increasing.

3.	 Compose programs that provision or de-
provision capacity based to output of the 
abovementioned rules.

Tools like the ones mentioned above ensure that the 
provisioned capacity is just enough to cater to the 
incoming load and thus reduce the additional costs 
of over or under provisioning of resources. Following 
table summarizes the set of tools for auto scaling 
provided by various cloud platforms.

Cloud Provider Services useful for auto 
scaling

Windows Azure WAD [8]
AWS Auto-Scaling [1], CloudWatch 

[9]
Google App 
Engine

Orchestrator [7]

Rackspace --

High availability and fault tolerance via 
redundancy

Instances hosting applications components can go 
down for several reasons. 

1.	 Hardware failures

2.	 Network connectivity issues making the 
instance unreachable

3.	 System software crash

However, cloud hosted instances are mostly virtual 
machines. Hence the likelihood of their going down 
is much higher. Moreover, instances in cloud may 
undergo scheduled or unscheduled maintenance 
activity. During such maintenance activity the 
application component running on that instance 
may not behave as expected, thus resulting in 
application downtime. Hence most of the cloud 
vendors like AWS, Rackspace, and Windows Azure, 

recommend that application developers host the 
application redundantly on multiple servers so that 
in the event of one server going down, the other 
server running the application component can help 
provide continuity of application operation. There 
have been several instances where services running 
on AWS and Windows Azure public cloud have faced 
downtime because of the underlying servers going 
through maintenance activities. Hence application 
components like web services, batch processers, and 
databases should be redundantly hosted on multiple 
servers in order to provide fault tolerance and high 
availability.

The Auto-Scaling service mentioned in the previous 
section, allows us to specify minimum replication 
count of service components in AWS cloud. If 
the replication count for any component reduces 
below the threshold due to instance crashes the 
Auto-Scaling service automatically replicates the 
component on other instances so as to maintain the 
minimum replication count. Netflix uses Auto-Scaling 
to maintain minimum replication count of their 
service components hosted on AWS.

Geo spatial deployments

Hosting web applications on premises or on servers 
provided by small scale hosters restricts the physical 
location of application hosting. However, most public 
cloud providers have data centers in multiple regions 
across the globe. This enables application developers 
to host their web applications in multiple regions and 
serve their users from web server that offers least 
latency. For example, AWS has data centers in five 
different regions, 3 in North America – Oregon, North 
California and North Virginia, 1 in South America – Sao 
Paulo, 2 in Asia – Singapore and Tokyo, 1 in Australia 
– Sydney, and 1 in Europe – Ireland. One can host 
the web application on servers in Oregon, Singapore 
and Ireland. With this deployment configuration, 
all traffic from America and Canada can be served 
by servers in Oregon region, all traffic from Europe 
can be served by servers in Ireland, and all traffic 
from Asia and Australia can be served by servers in 
Singapore region. This deployment configuration 
ensures that network delays for users across the 
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globe can be minimized. This is critical for highly responsive and interactive applications like audio/video 
chat application, or applications requiring users to move large volumes of data to the web application. In 
general, the advantages of hosting web applications across different regions are as follows.

1.	 Routing users to nearest web servers reduces the latency in serving user’s requests

2.	 Distributes the load on web servers across the globe

3.	 Enabling geo specific features like targeted advertising, geo location based content distribution, etc.

Amazon, Windows, Rackspace and Google have data centers hosted at several locations around the globe [3, 
4, 5]. They are summarized in the table below.

North America South America Asia Europe Australia

Windows 
Azure

Chicago, San Antonio, 
California, Virginia

N/A Hong Kong, 
Singapore

Dublin, 
Amsterdam

Sydney, 
Melbourne

AWS N. Virginia, N. California, 
Oregon

Sao Paulo Singapore, 
Tokyo

Ireland Sydney

Google App 
Engine

Yes N/A N/A Yes N/A

Rackspace Chicago, Dallas, N. 
Virginia

N/A Hong Kong London Sydney

Replicating the web applications across multiple web servers in different regions across the globe has multiple 
challenges. The key challenges are the following.

1.	 Ability to serve a user from the to the web application hosted in the region closest to the user’s 
geographical location. Microsoft’s Azure cloud service provides a service called “Traffic Manager” 
[2] that can route incoming requests to appropriate region based on the geo location of request 
origin. AWS also provides a service called Route 53 [3] that enables routing the incoming requests to 
appropriate region based on the geo location of the request origin.

2.	 A user may access the web application from different regions at different points of time, so the user 
specific data should be available to web application hosted in all the different regions. One way 
of implementing this is to replicate the database across different regions and synchronize the data 
among the replicas with minimal time delay. Most of the cloud service providers provide mechanisms 
to synchronize data among multiple database replicas almost real time.

In this article we thus looked at how web applications hosted on public cloud systems can be architected to 
reduce costs by elastically modifying provisioned capacity, ensure fault tolerance and high availability and 
ensure uniform experience to users across the globe. In the process we studied various tools and services 
provided by several public cloud providers to enables these features.

References

1.	 Auto Scaling, http://aws.amazon.com/autoscaling/

2.	 Traffic Manager Overview, http://msdn.microsoft.com/en-us/library/windowsazure/hh744833.aspx

3.	 Global infrastructure, http://www.rackspace.com/about/datacenters/
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Search Engine Optimization (For 
Google) - Part II

- Sailee Paralkar
Email: saik2004@gmail.com

As an Internet marketing strategy, SEO considers how 
search engines work, what people search for, the 
actual search terms or keywords typed into search 
engines and which search engines are preferred by 
their targeted audiences. Optimizing a website may 
involve editing its content, HTML and associated 
coding to both increase its relevance to specific 
keywords and to remove barriers to the indexing 
activities of search engines. Promoting a site to 
increase the number of backlinks, or inbound links, is 
another SEO tactic. 

In last article we have seen introduction of SEO, 
procedure of ‘On page’ SEO etc. Now a days SEO is an 
essential part for any website. It is almost mandatory 
for website developers to develop a website which is 
optimized for web searches. 

‘Off page’ SEO refers to techniques that can be used 
to improve the position of a web site in the search 
engine results page (SERPs). Many people associate 
‘Off-page’ SEO with link building but it is much 
more.  In general, ‘Off Page’ SEO is associated with 
promotion method, beyond website design, for the 
purpose of ranking a website higher in the search 
results. 

In this article we will see what is ‘Off Page’ SEO?  Why 
it is important? & what is the procedure?

What is off Page?

Off page SEO is the process to get inbound links from 
various websites and blogs. It’s totally different from 
the on page SEO. These inbound links help to improve 
the ranking of the website/blog. We can create 
inbound links from social networking sites, forum 
postings, article submission and guest blogging. Off 
page optimisation is a more time consuming process 
and it can’t be done in few hours or days. The process 
can take few months, and OFF page SEO is “never 
ending” activity.  It refers to factors that have an 
effect on the web site or web page listing in natural 
search results. These factors are off-site in that they 
are not controlled by us or the coding on our page. 

We can see changes in ON PAGE SEO directly on our 
website. However OFF PAGE SEO operation is a little 
more hidden - like iceberg - only 10% is easily visible 
above water. 90% is much bigger part, but hidden 
under surface. 
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(Source: http://prohvacseo.com/blog/)

Why it is important?

For decades, search engines have been trying to find 
a way to return the best results for the searcher. 
To do that, they take into account the on-site SEO 
factors (described above), some other quality factors 
and off-page SEO.

Off page SEO gives them a very good indication on 
how the World (other websites and users) perceive 
the particular website. A web site that is useful is 
more likely to have references (links) from other 
websites; it is more likely to have mentions on social 
media (Facebook likes, tweets, Pins, +1’s etc.) and it 
is more likely to be bookmarked and shared among 
communities of like-minded users.

(Source:http://www.netprro.com.au/search-engine-
optimization-process/)

In last article we have seen SEO procedures for ‘On 
site’ optimization & content creation. Now we will 
study Directory & Sitemap submission.

Directory submission

One of the best ways to get good search engine 
rankings & so increasing valid hits & traffic is directory 
submission. This method may be efficient, but it is 
also somewhat complicated & is best done manually, 
which also means that it takes time to do it. It 
involves many steps before actually being ready to 
be looked over for approval. There are no automated 
ways of directly submitting a website. There is a lot of 

competition for directory submission & not everyone 
gets in. One way of increasing chances of approval is 
to create a high quality website/blog and to follow 
each and every one of the guidelines provided by the 
search engine.

Once we develop an impressive website/blog & 
have followed the rules for directory submission, 
we will then have to start thinking about keywords 
& categories that would be appropriate for our 
website/blog. 

Examples of free Directory Services:

1.	 http://www.freewebsubmission.com/

2.	 http://www.freelinksubmission.net/

3.	 http://www.highrankdirectory.com

4.	 http://www.submissionwebdirectory.com/

5.	 http://www.feedup.info/

Sitemap Submission

The sitemap protocol allows a webmaster to inform 
search engines about URLs on a website that are 
available for crawling. A sitemap is an XML file that 
lists the URLs for a site. It allows webmasters to 
include additional information about each URL i.e. 
when it was last updated, how often it changes, & 
how important it is in relation to other URLs in the 
site. This allows search engines to crawl the site more 
intelligently.

We can easily create and verify a sitemap for any 
website through Google Webmaster Tools. It is a 
free web service by Google for webmasters. It allows 
webmasters to check indexing status and optimize 
visibility of their websites. It is part of a marketing 
effort to reach out to webmasters and promote 
Google services.

Features of Google Webmaster tool:

• Submit and check a sitemap
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• Check and set the crawl rate and view 
statistics about how Google bot accesses a 
particular site

• Generate and check a robots.txt file. It also 
helps to discover pages that are blocked in 
robots.txt by chance.

• List internal and external pages that link to 
the site

• Get a list of broken links for the site

• See what keyword searches on Google lead 
to the site being listed in the SERPs and click 
through rates of such listings (Click through 
rate is the proportion of visitors to a web page 
who follow a hypertext link to a particular 
site.)

• View statistics about how Google indexes the 
site and errors (if any) found in the process.

Creating Sitemaps

By using http://www.xml-sitemaps.com/ we can 
easily create XML sitemap. Download (sitemap.xml) 
file & submit it to server/webmaster.

ROR sitemap:

ROR (Resources of a Resource) is a rapidly growing 
independent XML format for describing any object of 
the content in a generic fashion, so any search engine 
can understand it better. 

What is Robot.txt?

Robots.txt is a text (not html) file that tells search 
robots which pages we would not like them to visit. 
Robots.txt is by no means mandatory for search 
engines but generally search engines obey what they 
are asked not to do. It is important to clarify that 
robots.txt is not a foolproof way from preventing 
search engines from crawling the website (i.e. it is 
neither a firewall nor a kind of password protection). 
Putting a robots.txt file is something like putting a 

note “Please, do not enter” on an unlocked door. 
This file has to be put in the top-level directory of our 
web server.

Example Robots.txt Format

Allow indexing of everything

User-agent: *

Disallow:

Or

User-agent: *

Allow: /

Disallow indexing of everything

User-agent: *

Disallow: /

Disallow indexing of a specific folder

User-agent: *

Disallow: /folder/

The “User-agent: *” means this section applies to all 
robots. The “Disallow: /” tells the robot that it should 
not visit any pages on the site. 

      

Article creation & submission

Article submission is another way of improving the 
website rank given by a search engine. It is a fact that 
higher the website is ranked, more traffic we receive 
which usually leads to success. If we are trying to 
sell a product or service through website it is very 
important. 

In order to take advantage of inbound linking through 
article submission, we will first need to write articles. 
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These articles should be on a specific subject & be 
something that we are familiar with, so that we 
present correct information. When writing article, 
keep in mind that we must use keywords that will 
make the article stand out from the rest. This is just a 
form of search engine optimization, also called by its 
abbreviation SEO. 

By using article submission to attract more visitors 
to our website, we are basically making a trade. 
In this case we are trading our informative & 
interesting articles for inbound links. There are many 
places where we can publish our articles & these 
are commonly known as article submission sites. 
There are many such sites that specialize in article 
submission. Every site has their own rules that have 
to be followed, like the amount of words allowed or 
links which can be given for each article. It is possible 
to use one article for more than one site. 

Examples of article submission sites:

1. http://articlealley.com/

2. http://goarticles.com/ 

3. http://ezinearticles.com/ 

4. http://www.articlecity.com/ 

5. http://ww25.article-directory.net/ 

In addition to article creation & submission, there are 
other mechanisms. 

Forum posting

Forum posting for SEO needs to be unique and grab 
the attention of the readers. To start a forum for any 
products or company we need it to be interesting 
and may be the only forum on the topic. If the forum 
discusses an interesting topic, it will attract a lot of 
visitors. Whenever we make a post something to 
forum, always include SEO keywords and SEO phrases 
so people looking for the product will pick up the 
forum posts as well as other pages.

•	 Always add a link to forum from the web pages, 

social media sites and from other forums.
•	 Using SEO keywords in forum articles constantly 

reminds the readers and the search engines to 
look for the website.

Press Release

Press release is an announcement of news related 
to website – containing links back to the website. 
Keep in mind that purpose of press release is to build 
links to the website. This is what Google needs to 
recognize & rank our website.

Examples of Press Release Sites:
1. http://www.free-press-release.com/
2. http://indianpressrelease.com/ 
3. http://www.onlineprnews.com/ 

Classifieds

     Online classifieds advertising is an effective means 
for business owners to market their product or 
service based websites on the World Wide Web. It 
retains the functional essence of SEO strategies for 
website promotion by driving potential buyers & 
generating sales for products or services. 

Social Bookmarking & Social Networks

Social Bookmarking

Social Bookmarking is yet another powerful way 
of promoting website, but nowadays most people 
are spamming social bookmarking sites without 
knowing how to use them. Since content in these 
websites updates frequently, search engines like 
these types of sites and often visit them. Do some 
social bookmarking in popular bookmarking sites like 
Delicious, Digg, Stumble Upon, Propeller, etc. We 
should be very careful while doing this and we must 
properly handle the tags which are very essential to 
broadcast our news on a wide area network. This may 
increase our website traffic based on how effectively 
we have participated. This helps us in accessing 
bookmarks from any computer with online access.

Why Social Bookmarking is important?
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When we surf the internet for the information, we 
bookmark some web pages in our browser so that 
we can read them later without surfing the internet 
again.

But because of any reason if our browser crashes or 
our system gets formatted or if we are not in front 
of the computer where we saved our bookmark, 
then we can’t access them. We have to again surf 
the internet to search those pages. To overcome this 
issue social bookmarking comes. Now we can use 
our bookmarks easily from any location using any 
computer which is connected to the internet.

Advantages:

1. Faster indexing by search engines

2. Link building

3. Going Viral

How Social Bookmarking Helps in SEO?

The web pages bookmarked on social bookmarking 
sites are considered as a quality links in the eyes of 
search engines. The quality links help us to increase 
blog traffic and Google Page Rank.

Social Networks

Social networking is the grouping of individuals 
into specific groups, like small rural communities 
or a neighborhood subdivision. Although social 
networking is possible in person, especially in the 
workplace, universities, and high schools, it is most 
popular online.

( S o u r c e : h t t p : / / w w w . p e r e y . c o m /
mobilesocialnetworking.html)

Social networking sites enable users to create public 

profiles within that Web site and form relationships 
with other users of the same Web site who access 
their profile. Social networking sites can be used 
to describe community-based Web sites, online 
discussions forums, chartrooms and other social 
spaces online.

Facebook, Google+, LinkedIn and Twitter 
are the leading social networking sites. 
Members create an online profile with biographical 
data, photos and any other information they 
choose to post. They communicate with each 
other by making their latest thoughts public in a 
blog-like format or via e-mail, instant messaging, 
voice or videoconferencing to selected members. 
Companies use social networking sites to advertise 
products, gain brand recognition, as well as expand 
traffic to their main Web site.

( S o u r c e : h t t p : / / s o c i a l m e d i a t o d a y. c o m /
ubersocialmedia/1601356/role-social-media-seo)

Social Media SEO Signals

Engagement

• Social media likes, shares and re-Tweets 
indicate new and interesting content. In 
theory, it is only good quality content that is 
talked about and shared – Google bot likes 
content that is shared and both the frequency 
of these shares and the authority of those 
sharing, plays a significant role.

Mentions

• Social media mentions indicate to search 
engines that web sites are authoritative, 
authentic and that there are engaged 
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followers that like the content.

Linked Content

• Using HTML tags, Google track all of linked 
content and attribute it to one original 
source. In theory, this should stop websites 
that syndicate or scrape content benefiting 
by being wrongly accredited as the original 
source.

Backlinks (Inbound links) 

• Backlinks are very important for SEO and 
Ranking. Some Search Engines bots, mainly 
Google gives a lot of value to the number of 
inbound links. Bots consider site more reliable 
if it has a number of quality links. It is not only 
enough to have a number of inbound links; 
but we also need to have quality links. The 
content of the “sites we have incoming links 
with” must to be related to the content on 
the website.  Note that valuable backlinks and 
relevant incoming links are two very essential 
scrutinizes. Inward links from a website that 
has good content and content linked to the 
theme of the website will give us much better 
rank than a link from a badly designed web 
site. 

(Source:http://www.dokisoft.com/how-to-develop-
backlinks-with-applied-seo-strategy/)

Summary

If people aren’t actively engaging with, talking about 

or sharing the content then it is likely that they don’t 
find our content valuable.

If the content is of little or no value to the target 
audience, then in terms of ranking signals, this sends 
a powerful message to search engines. If similar sites 
are being talked about and shared more, then, all 
other signals being comparable the site generating 
less social buzz is going to lose out and it will lose 
visibility in the search as a result.

So we would like to conclude by saying that when it 
comes to off-page SEO, creating high quality content 
is the most important thing. High quality content not 
only gets shared more but also gets linked more. High 
quality content is self-promoting and we don’t have 
to work hard for ranking it better in search results.

Still creating high quality content is not enough 
as nowadays everyone is creating quality content 
everywhere. So it also needs some good inbound 
link building and social media strategy in place for 
properly executing off-page SEO and getting it to the 
top of SERPs.
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SMAC - Social, Mobile, Analytic and 
Cloud
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Overview

In terms of computing power IT industry has 
witnessed innovations every 10-15 years. It started 
with mainframe computers followed by mini 
computers and personal computers. Then came the 
client server and internet or web era. Now we are 
in 5th wave of technology architecture as shown in 
the figure below. This wave or era is led by SMAC. 
SMAC is an abbreviation of Social Mobile Analytic 
and Cloud. It’s not only the buzzword today but also 
becoming business reality. Till few years back IT used 
to be a support function for the business but today 
with emergence of SMAC technologies it’s a game 
changer for a business. SMAC explores innovative 
ways to develop products, interact with customers, 
make strategic partnerships and succeed. Year 
2012 saw a big stride in the SMAC space and going 
to dominate and impact how we conduct business 
for the upcoming future.  Individually each of the 
four components of SMAC is evolving separately 
but industry is looking to integrate them together, 
realizing benefits it can offer to the business.

Businesses are becoming more technology intensive 
and sensitive. SMAC digital transformation gives 

businesses an advantage with their competition and 
prepares them for future technological challenges. 
It’s a great differentiator and forcing businesses to 
change their mindsets with adoption to SMAC. Today 
two out of these four, Social and Mobile, have become 
or slowly becoming an integral part of our lives. Not 
only is the common man using these two in daily life 
but businesses have also realized their power and 
forced to integrate them in marketing, branding, 
customer support and various other strategies. 

Figure shows the growing use of internet connected 
mobile devices and huge number of people using 
social media. By end of this decade it foresees a 
tremendous growth in cloud computing market as 
well. Let u see each component of SMAC individually 
and as a part of the complete stack.
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Social

Social media allows faster sharing of knowledge with 
instantaneous reach to masses. It creates wealth of 
information and enhances collaboration. Looking 
at its tremendous potential businesses cannot 
afford to keep themselves aloof from it but today 
“social media” is a must have strategy be it bank, 
government organization, retailer or anyone else. 
In fact many organizations have started using social 
media for their customer support function and many 
other are looking to explore it for sales and marketing 
strategies. This enables businesses to be in direct 
touch with their large customer base and leverage 
social data generated by customers to service them 
better.

Mobile

Smart phones, tablets made it possible to access data 
anytime anywhere, which helped businesses to be in 
personal touch with their customers. Mobile banking 
has been a very innovative product today in financial 
services industry. Not only cloud but internet and 
mobile have become cost reducing factors for 
businesses. Today online banking or for that matter 
mobile applications made it possible to transact 
24x7 without physically going to a branch. Bank 
branches are getting smaller in size with less staff 
and with minimum paperwork. While mobile devices 
are already becoming a hub for communication 
functions, next boom for financial functions is in 
the form of Mobile commerce. It is estimated that, 
in western countries, by 2016 the mobile payment 
transactions would grow to $617 billion by 448 
million users. Japanese consumers are already on it 
and using their mobile wallet for daily consumables. 

Technology products like smart phones, tablets 
are getting ubiquitous and already an integral part 
of people’s lives. Demand to use them at work 
place is intensifying and enterprises are caching 
up with BYOD (Bring Your Own Device) concept. 
More enterprises are formally adopting BYOD and 
encouraging employees to get their own device. In 
future we would see an accelerating trend in this. 
BYOD brings in the productivity gain for employees 
along with agility and satisfaction which in turn 

benefits the enterprise.

Analytics

Today exponential growth of data, faster and less 
expensive hardware are transforming businesses. 
Most of the time customers are first checking for 
online reviews before taking any purchase decision 
and similarly post their comments / experiences 
on social sites. This valuable information is playing 
critical role today for any business and can be very 
vital in changing the course of a product or service. 
Enterprises are exploiting these tons of data by 
moving on from traditional analytics to predictive 
analytics. Analytics is helping businesses to explore 
customer behavior and their spending patterns by 
analyzing social comments. Convergence of trends 
like BigData, Complex event processing are not only 
helping enterprises to accelerate their decision 
taking capacity but also helping them to optimize the 
business processes, improve operational excellence, 
detect fraudulent transactions etc. 

Cloud Computing 

On one hand adoption to SMAC technology is 
reducing cost to company by migrating the on 
premise infrastructure to cloud and at the same time 
it is expanding business horizon by reaching directly 
to customers by providing value additions and getting 
direct feedback through social networks. “Everything-
as-a-service” or “XaaS” allows businesses to migrate 
their processes, platform, services, and infrastructure 
to cloud on “pay as you go” or “Pay per use” basis. 
Apart from cost savings it gives operational flexibility 
and agility to innovate by adding new cloud based 
capabilities- in weeks rather than months. Thus IT 
is meeting business demands by getting fluid and 
flexible.

While each one of the above is individually adding 
a whole new dimension to modern businesses, 
integrating them together drives new level of 
customer engagement, innovation and profit. In 
short it’s not only achieving operational efficiency but 
also embracing new capabilities, getting competitive 
edge, growth and enterprise value.

SMAC technology has made businesses to go global 
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with low overhead and high availability.

Social Media Analytics

Convergence of social media and analytics is 
drastically transforming business operations 
especially marketing. It’s a powerful tool which 
gathers information from social media sites like 
Facebook, Twitter, YouTube, blogs etc. to find 
customer needs, sentiments, attitude etc. Marketing 
team uses this information for better driving their 
campaigns over the same social marketing channels. 
Social media analytics has been used by many 
companies as an opportunity to get better engaged 
with their customers, sense and respond to their 
needs and requirements, get innovative ideas etc. In 
turn it’s benefiting organizations in directly getting 
engaged with customers, understanding their 
behavior, getting specific feedback and reducing 
costs due to customer churn.

Major vendors in social media and analytics are,

• Adobe

• Attensity

• Constant Contact

• Crimson Hexagon

• Datasift

• GaggleAMP

• HootSuite

• Oracle

• SAP

• Salseforce.com

• Simply Measured

SMAC use cases

Still SMAC is in early phase of adoption by industry, 
but there are few success stories showcasing how 
companies have adopted SMAC and now benefitting 
from it.

Wipro: Wipro technologies partnered with Microsoft 
to launch AssureHealth platform for healthcare 
industry. Built on Microsoft’s Cloud, Analytic and 
Mobility platform this innovative wearable devise is 
used by health care providers to monitor patient’s 
health accurately.  With the smart phone and tablet 
app it helps doctors to monitor patient’s health 
and thus avoid patient’s frequent follow up visits 
to doctors especially in third trimester for pregnant 
women.

Whirlpool: With the help of Facebook and Twitter 
Whirlpool has made their “Whirlpool Institute of 
Fabric Science” available to answer questions from 
customers and followers. Also they are listening to 
customers over social media and use the analytics 
driven insights for new quality initiatives, product 
improvements etc.

RBC: Royal bank of Canada has integrated customer 
feedback captured in the form of emails, web forms, 
service notes etc. and using them to identify issues 
with service and better understand customer’s 
needs. 

JetBlue: Jetblue, one of the airline providers has 
achieved 140% ROI with adoption of social media. 
Social media marketing has reduced their marketing 
costs and increased productivity. It has given better 
visibility to sales promotion team to understand its 
reach and impact of the campaign. It has empowered 
there campaigning by streamlining and saving time 
on creation and execution of campaigns.

Challenges in SMAC adoption

Adoption to the new technology always has its own 
challenges so does the SMAC. 

1.	 BYOD – Today majority of organizations restrict 
use of personal computing devices at work place, 
as data security is a major threat. 

2.	 Social – Traditionally till date email and 
communicator were main channels of 
communication and collaboration for an 
enterprise and social media was considered as 
technology not fit for professional environment 
since it affects the productivity at workplace. 
This restrictive mindset has kept enterprises 
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at distance from social media from leveraging 
its power. But slowly trend seems to be more 
adaptive to this new technology and some 
companies have gone to an extent of considering 
social media as the sole communication channel 
for their employees.

3.	 Cloud – Though cloud is very lucrative cost 
efficient option and offers cutting edge value 
added features, major concern over moving to 
cloud is data security. Businesses have slowly 
started exploiting cloud capabilities and moving 
their application, data and services to cloud. 
Cloud’s Pay per use based subscription model is 
proving huge cost saving benefit for businesses.

4.	 Big data – Data volume is growing at exponential 
rate and traditional databases are failing short 
to store and analyze it in meaningful way. Big 
data is an emerging technology which answers 
to all shortfalls of traditional databases. Being a 
relatively new technology implementing big data 
and getting ROI (return on investment) out of it is 
a challenge.  

SMAC (T): Internet of Things

Future is getting smarter; so far we have had mobile 
phones as smart phones and TVs and watches to 
some extent. However consider every device you 
handle day in and day out getting smarter and that is 
nothing but “Internet of Things”. 

So far the data that exists worldwide is generated 
through human intervention i.e. typed, swiped, 
captured in camera or scanned.  Internet of Things 
(IoT) is a new emerging concept, though still nascent, 
largely perceived as a revolution equivalent to 
internet or may be more. In simple terms IoT means 
objects or things that are connected to each other 
and can exchange data. It could be people or animals 
as well. These things are connected either through 
radio frequency waves like (RFID) or internet through 
Wi-Fi or wired. Each Thing in IoT has unique identifier 
or IP and using that it can exchange data. 

In future IoT is going to influence our lifestyle 
radically. For example, consider

• A person carrying a heart monitoring gadget 
on his chest or body 

• Your washing machine requires a maintenance 
and rather than you placing a call to service 
center washing machine itself communicates 
or sends message to service center detailing 
exact problem

• Your car talking to your calendar, home 
security systems etc. 

Imagination goes wild and you can have everything 
in your house on IoT which constantly talks to each 
other and you. Future is going to witness huge 
internet traffic due to this “Machine to Machine” 
communication and SMAC stack would act as a 
staging area. And it’s already adopting IoT as one of 
its stack component, SMACT. 
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Executive Summary

This article tells us about the meaning of Supply 
Chain Management and its different functions. It also 
talks about the important features of Supply Chain 
Management Systems. Organizations choose their 
Business Strategies for their Supply Chains. A strong 
Supply Chain Management System is needed to carry 
out these business strategies successfully.

What is Supply Chain Management?

Supply Chain is a system of organizations that are 
involved in any activity to convert raw material into 
a finished product, which is delivered to an end 
customer. It covers all the steps needed to move 
the goods or services from a supplier to a customer. 
Generally, the word “Logistics” is confused with 
“Supply Chain”. Logistics is the distribution system, 
whereas Supply Chain involves coordination between 
suppliers, manufacturers, distributors and retailers.

Supply Chain Management (SCM) is the management 
of raw material or goods at every stage in a Supply 
Chain. This includes the procurement and storage of 
raw material, work-in-process inventory and finished 
goods. Most of the organizations try to improve their 
supply chain since it leads to huge cost cutting.

SCM allows organizations to design, plan, execute, 
control and monitor the supply chain activities in 
order to meet the demand with supply and create a 
competitive set-up to improve its global performance. 
The idea behind SCM is to bring in collaboration 
between organizations involved in the supply chain 
by exchanging relevant information, so that each 
organization will help optimize the entire supply 

chain, rather than restrict itself to its individual 
transactions. This leads to an improvement in overall 
production and distribution by reductions in costs 
and better sales. In the global market, competition 
is no longer of the company-versus-company form, 
but rather on the supply-chain-versus-supply-chain 
form.

Evolution of Supply Chain

Supply Chain Management has evolved over 5 major 
movements:

• Creation Era

Long before the term “Supply Chain 
Management” was first created by Keith 
Oliver in 1982, organizations in early 20th 
Century realized the importance of SCM and 
the creation of Assembly Line. Re-engineering 
and downsizing driven by cost reduction 
activities using Japanese Management 
Practice were observed largely in this era.

• Integration Era

Electronic Data Interchange (EDI) Systems in 
1960s and Enterprise Resource Planning (ERP) 
Systems in 1990s enabled SCM to achieve 
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Internet-based collaboration. Supply Chains 
were classified as:

• Stage 1 – Systems for Production, Storage, 
Distribution Material Control were 
independent of each other, and not linked

• Stage  2 – Systems were integrated and 
were ERP-enabled

• StageStage 3 – Systems achieved vertical 
integration with Suppliers as well as 
Customers

• Globalization Era

SCM helped organizations to expand to 
different countries in order to increase 
competitive advantage by increasing value 
and reducing costs through Global Sourcing.

• Outsourced Manufacturing & Distribution 
and SCM-as-a-Service

In the 1990s, organizations concentrated 
their efforts on their “Core Competencies” 
and “Specialization”. SCM enabled them 
to outsource non-core operations to other 
companies, thus halting vertical integration. 
Management of Supply Chain was distributed 
across specialized partnerships of individual 
supply chains specific to Producers, Suppliers 
and Customers. These supply chains worked 
together to design, manufacture, distribute, 
market and sell the products or services to 
end customer.

With increased market demands, SCM had 
to respond effectively with rapid changes 
from Suppliers, Logistics Providers, etc. as 
entities of the supply chain network. This 
variability required a more flexible Supply 
Chain Infrastructure that managed electronic 
communication between supply chain 
partners and handled adaptable workflows 
to manage the network.

Outsourced technology hosting for supply 
chain solutions began in the late 1990s and 
grew from the Application Service Provider 

(ASP) model during 1998-2003, moved on to 
the On-Demand Model during 2003-2006, 
and now focused on Software-as-a-Service 
(SaaS) Model.

• Supply Chain Management 2.0

The term “SCM 2.0” is formed to describe the 
changes within supply chains along with the 
evolution of processes to manage them in 
the new Globalization and Specialization Era. 
It makes use of best-of-breed supply chain 
expertise and solutions that are designed 
to deliver results rapidly. They possess the 
agility to accommodate future changes for 
continuous flexibility and value-add.

Case Study: Marico – Parachute Coconut Oil

In 1990s, Marico sourced its copra from Terminal 
Markets of Kerala, for its popular range of Parachute 
Coconut Oils. Trading facilitators and workers’ unions 
carried out activities like fumigation, drying and 
sorting of copra, filling copra into sacks, stitching and 
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loading them, and stacking these sacks in trucks.

In order to meet the growing demand, sourcing from 
Terminal Markets was discontinued. Marico moved 
ahead to buy directly from individual traders who 
supplied truckloads of copra directly to the factory. 
Another sourcing base was created in Tamil Nadu to 
de-risk itself from Kerala.

Reverse Auctions were started in 2002 that resulted 
in transparency of price and quantity of copra. Kerala 
traders protested by trying to break and discredit the 
auction system, but Marico remained firm on the 
auction system in order to stop the “offline buying”. 

Soon, Marico established its first copra collection 
center in Perambra, Kerala. Smaller agents were 
upgraded as Centre Heads in order to broad base its 
supplies. Marico procures over 50% of copra through 
its centers, and the rest through normal trade.

Web-based system was also designed to replace the 
Telephone-based auctions. Sophistications of the 
transactions improved gradually. 

Marico spent nearly two decades of efforts to dis-
intermediate its copra supply chain by getting 
rid of the exploitative structures and agents, and 
collaborate with the vendors using technology 
platforms for quick and transparent transactions. 

Need for Supply Chain Management Systems

Investments in Supply Chain Management Software 
Systems are categorized in two components:

• Sustaining Current Capabilities

• Developing New Capabilities

Generally Manufacturing or Logistics firms have 
had Supply Chain Management Software in place. 
Hence a part of investments is put in to ensure 
smooth running of the present operations. However 
organizations felt the need to bring in optimization 
and collaboration across the entire supply chain. This 
required additional investments in developing new 
capabilities.

• Cope up with the Organization’s growth

Organizations in supply chain grow as they 
expand globally. In addition to more suppliers, 
distributors or partners, the organization may 
grow internally too with new employees. The 
existing system may not be capable to manage 
this growth. Hence a new system is needed 
to ensure that the system can scale as per the 
organization’s predicted growth.

• Support Complex Outsourcing Strategies

As organizations grow, they generally outsource 
their routine functions to third-party service 
providers. This helps them to concentrate their 
efforts on their core capabilities and drastically 
reduce costs. Software systems are developed to 
handle collaboration of the organization with its 
partners.

• Quickly and Accurately Forecast Demand

When the demand for an organization’s products 
increases, it becomes important to predict the 
demand in order to adjust the production output 
levels. A Supply Chain Management Software 
package should be perfectly chosen in a way that 
would help forecast sales correctly.

• Real-time Alerts

Supply Chain Management systems allow 
organizations to set pre-determined threshold 
levels to receive alerts on events happening across 
the supply chain. Organizations, its suppliers and 
partners are able to use this transparency to 
enhance their operations.

• Enhanced Collaboration

The entire supply chain is connected on a 
common platform. Organizations and their 
suppliers are able to work together and share 
vital information to handle demand and sales, 
inventories, transportation & logistics, etc. in real 
time.
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Key Features of Supply Chain Management 
Systems

Supply Chain Management facilitates smooth 
coordination of activities like procurement of 
material from suppliers, manufacturing and design 
of the product, inventory management of raw 
material, work-in-process goods as well as finished 
products, distribution mechanism and efficient use 
of warehouses, logistics management to shift the 
goods from various locations, and finally moving to 
retail to cater to the end consumer. Supply Chain 
execution involves managing and coordinating the 
bi-directional movement of material, information 
and funds across the supply chain.

Supply Chain Management System enables the 
organizations involved in a supply chain to sense the 
changes for the demand of its products and respond 
effectively with the supply of materials and products 
at an optimized cost. It is enterprise-wide technology 
software that enhances end-to-end supply chain 
operations and provides a competitive edge. The 
SCM Suite of products includes functionalities to 
automate the supply chain processes as below:

• Forecasting and Demand Planning

Using real-time analytics, customer demand can 
be estimated on a regular basis as well as for 
seasonal changes. Various entities involved in the 
supply chain can use this transparency to plan 
their procurement and production processes. 
This in-turn translates to avoiding unnecessary 
purchases of raw material, minimizing overheads 
of work-in-process inventory as well as excessive 
finished goods.

• Procurement and Vendor Management

A higher level of collaboration with the vendors 
can be achieved through real-time exchange of 
information. Activities like managing quotations, 
sourcing and purchasing goods, and handling 
payables can be automated and streamlined 
to create a reliable supplier network. This 
results in building stronger business bonds with 
vendors, managing vendors better by systematic 
assessment of their performance, and improving 
negotiations on bulk discounts.

• Order Management

Entire Order-to-Delivery Cycle is accelerated to 
a great extent by streamlining the generation 
and tracking of sales orders. It also results in 
efficiently managing customers to achieve a high 
customer satisfaction.

• Inventory Management

Companies can collaborate with their suppliers 
to easily track and manage raw material and 
components needed for production, work-in-
process goods, finished goods, for sales and 
spare parts for services and support. Inventory 
Management System can help reduce waste 
of raw material as well as stocking up of excess 
goods. It simplifies easy movement of goods and 
hence frees up real estate space, resulting in 
reduced storage costs.

• Warehouse Management

Efficiently managing a warehouse plays a crucial 
role in the operations of SCM. Optimized use 
of real estate space, reducing manpower cost 
and efforts, convenient dispatching operations 
with loading and unloading facilities, effectively 
managing the stock and its placement in the 
warehouse are some of the features that 
Warehouse Management System can streamline 
for the companies.

• Logistics

With companies expanding globally, supply chains 
have become more complex and challenging. 
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Coordination with globally scattered warehouses 
and distribution center is enabled with a SCM 
System. It is possible to achieve a high level of 
performance with on-time deliveries, increased 
customer satisfaction, and enabling complete 
visibility on the storage and movement of goods 
across various facilities and business partners.

Challenges Faced During Implementations

While implementing a Supply Chain Management 
System, an organization faces challenges initially.

• Acceptance by the Organization’s Suppliers and 
Partners

The intention of Supply Chain Management is 
to enable transparency across all partners and 
suppliers involved in the supply chain. This is 
achieved by automating the collaboration in 
the supply chain network and passing on more 
responsibilities like inventory management to 
the suppliers. The complexity increases since it 
highly depends on the suppliers and partners to 
agree for this thorough change.

• Internal Resistance to Change

Within an organization, operational issues are 
handled manually. Change Management needs 
to be implemented well, so as to smoothly 
transition from manual to automated system. 
This is usually difficult for the management, since 
they cannot convince the front-line operations 
executives to accept this change is easily.

• Initial Glitches

New SCM software that is implemented will 
process the data as it is programmed to do. But 
a company’s historical data and processes will 
need to be considered, which generally takes 
few months after implementation. During this 
time, the forecasters and planners would need to 
tweak the information before placing orders to 
the suppliers. If they are not aware of this, they 
might not understand the importance of the SCM 
software and hence lead to non-acceptance of 

the software and finding work-around.

Recent Developments

• Global Supply Chain

As business grows, organizations look for 
distributing their operations across different 
countries to greatly reduce costs like labor cost, 
manufacturing costs, raw material cost, etc. This 
induces uncertainty in the supply chain system. 
However the use of a Supply Chain Management 
system enables a high level of collaboration and 
visibility to ease the operations. Since such systems 
are expensive to implement, organizations look 
for the best fit between the cost of the systems 
and the visibility that is needed.

• Use of RFID Technology

RFID (Radio Frequency Identification) tags are 
barcodes on steroids. Barcodes are used only 
to identify the product. But RFID tags can hold 
any data that the company wishes to program – 
details of the product, its expiry date, locations, 
etc. This technology can generate information 
about the location of the product in the supply 
chain – from manufacturing to retail. Electronic 
readers automatically read the data in RFID tags. 
It has a great potential to increase visibility in 
the supply chain and reducing time and effort to 
manually track and trace the goods. 

However RFID adoption involves a high 
infrastructure cost, and lacks return on investment 
for many midsize and small manufacturers.

• Green Supply Chain

With the new Corporate Social Responsibility 
(CSR) movement, organizations focus on 
showcasing abilities like environmental 
sustainability by reducing carbon footprint, 
responsible sourcing from a wide range of global 
suppliers and being “green”. This includes proving 
that it has lowered its carbon emission, assuring 
that it isn’t dumping hazardous materials into 
rivers, doesn’t encourage suppliers that employ 
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underage workers. This increases visibility to gain 
insights into and drill down the actions of their 
suppliers and partners.

Career Aspects in Supply Chain Industry

Supply chain industry categorizes labor force by 
following sub-functions:

• Senior Business Management

• Marketing and Sales

• Customer Service

• Purchasing

• Inventory and Material Control

• Warehousing

• Transportation

• Logistics Information Systems

Skills that are recommended for employees in Supply 
Chain jobs are:

• General Business Management

• Knowledge of International Business practices

• Knowledge of Laws and Regulations

• Knowledge of Logistics, Supply Chain Management 
and Transportation

• Workflow Optimization

• Financial Planning

• Forecasting

• Mechanical Skills

• Languages

Various certification programs are available for 

Supply Chain Management staff development:

• Certified Supply Chain Professional (CSCP) 
test conducted by Association for Operations 
Management (APICS)

• Certified Supply Chain Manager (CSCM) test 
conducted by International Supply Chain 
Education Alliance (ISCEA)

• Certified Professional in Supply Management 
(CPSM) test conducted by Institute of Supply 
Chain Management (IOSCM)
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Introduction

We are living in the age of Open Source Technology. 
One of the best examples of this is the Linux Operating 
System (OS). There are different distributions of Linux 
available today; most of them (e.g. Ubuntu, Fedora, 
Debian) are free, while some like RHEL (Red-Hat 
Enterprise Linux) are proprietary. These distribution 
(often called as flavours) are more or less similar and 
they only differ in some aspects like, say, how they 
manage software packages (rpm or debian).

Administrative tasks are categorized as per their 
functionality like user management, memory 
management, process management, etc. In this 
article, we shall discuss User Management. User 
Management can be divided into the following 
categories:

•	 User Account Management

•	 User Groups

•	 Monitoring User activity

•	 Following Best Practices and User Education

We will discuss each section in detail and also look 
into the related commands available in Linux for 
executing these administrative tasks. Although 
these days, most of the software have a Graphical 
utilities to perform these tasks, command line is still 
preferred mainly because it is faster, provides finer 
control and remote administration is also faster 
through command line.  

User Management Policies

There are two types of policies that can be 
implemented for user management, the optimistic 
and pessimistic. Optimistic policy grants the 
maximum possible rights to the user except those 
which define higher level of control whereas the 
pessimistic policy grants minimum rights to users like 
only those which are essential for their tasks. Let us 
discuss these taking an example of file access right. 

•	 Optimistic – Here, users are allowed to access 
all the information except that needs more 
security.

•	 Pessimistic – Here, users are allowed to access 
only the information they need to perform 
their jobs.

Let us see a scenario. Consider the management 
hierarchy in an organization where the general 
manager supervises senior manager’s work and 
senior manager supervises a junior manager, and 
the security of files rises as we go from lower to 
higher post. Optimistic policy in such a case would 
allow the General Manager to view the work of the 
senior as well as the junior manager, even if he is 
only concerned with the senior manager’s work. The 
pessimistic policy on other hand would restrict the 
access permissions of the General Manager only to 
those necessary for his operation, so he will be only 
able to view the senior manager’s files and not the 
junior manager’s files. 

Advantages of each policy:

•	 Optimistic: Easier to implement, less 
modifications required with changing end 
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user needs.

•	 Pessimistic: More refined control over files 
and directories, more secure.

Disadvantages of each policy:

•	 Optimistic – User is overwhelmed with more 
information than necessary. If need arises to 
make certain information confidential, it may 
have already been seen by users who were 
not previously concerned with it. 

•	 Pessimistic – More difficult to implement. It 
may be difficult to judge in advance what files 
may be needed by user and hence constant 
modification may be needed. 

User Account Management

User accounts can be created based on two ways, 
either creating a separate account for each physical 
user (like one account for each student user a system 
in a lab) or user accounts based on functionality (like 
the mail or news accounts). Here are some guidelines 
which could be used for more efficient management:

•	 Remove the guest account or restrict its 
rights using pessimistic policy.

•	 Rename default name for the root account 
(Note: this may cause problem with some 
software installation scripts which assume 
the root account exists, but it is rare in the 
latest standard distributions)

•	 Restrict login times (e.g. In an organization 
that works only during day time, login times 
can be restricted for most accounts from 
midnight to say, 8 a.m.)

•	 Use only trusted software and avoid granting 
prefer using software that use encryption.

•	 Enforcing a good Password policy.  

Some related commands are:

1. useradd - Create a new user or update default 
new user information  

SYNOPSIS

useradd [-c comment] [-d home_dir] [-e expire_
date] [-f inactive_time] [-g initial_group] [-G 
group[,...]] [-m [-k skeleton_dir] | -M] [-n] [-o] [-p 
passwd] [-r] [-s shell] [-u uid] login

OR

useradd -D [-g default_group] [-b default_home] 
[-e default_expire_date] [-f default_inactive] 

[-s default_shell]

DESCRIPTION

This command is used to add new users. Various 
options listed above can be used to add a user 
with new values instead of the system default 
values found in the /etc/default/useradd file.

When used with the –D option, this command 
displays the default values from /etc/default/
useradd file. Using the options given above we 
can modify these default values also.

$useradd user1 –p user12345

This command will add a new user user1 with 
password user12345. 

Note: Adding password like this is not 
recommended since the password can be visible 
in the command history. A better way is to create 
a new user without password and then add a 
password using the passwd command discussed 
later.

$useradd –D –g 1000

This command will update the default group 
from 100 (or previously changed value) to 1000 
and display all the default values from the /etc/
default/useradd file.

2. usermod  - Modify a user account  

SYNOPSIS

usermod [-c comment] [-d home_dir [-m]]

[-e expire_date] [-f inactive_time] 
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[-g initial_group] [-G group [,...]] 

[-l login_name] [-p passwd] 

[-s shell] [-u uid [-o]] [-L|-U] login

DESCRIPTION

This command is used to modify existing users. 
Various options are available to modify different 
attributes of a user. This command doesn’t let us 
modify the users that are logged in or change the 
User ID of any user who is executing any process. 

3. userdel - Delete a user account and related files  

SYNOPSIS

userdel [-r] login  

DESCRIPTION

This command deletes an existing user. When 
used with the –r the user’s home directory is also 
deleted.  

4. adduser/deluser

These commands are similar to functionality 
with useradd/userdel. The useradd/userdel 
are low level system utilities whereas in Debian 
based systems adduser/deluser are perl scripts 
which use the functionality of useradd/userdel 
for these tasks. In Red-Hat based systems, these 
commands just include a symlink to the useradd/
userdel commands. 

Password Policies
User authentication is an integral part of user 
management. It prevents disclosure of information 
without accountability. Password based 
authentication is the simplest way of authenticating 
user to the system. The following best practices 
can be used to enforce good password based 
authentication:

•	 Set Account Lockout Policies- Password can 
be sometimes guessed after a reasonable 
amount of attempts. Using this feature, we 
can set up the account to be locked after a 
certain number of incorrect attempts. The 

account could be locked for a certain duration 
and then unlocked after that time has 
elapsed or it can be configures so that only 
the administrator can unlock it.

•	 The password must contain a good 
combination of both upper and lower case 
characters as well as the numbers and special 
symbols. White spaces can also be used in 
passwords which make complex passwords 
easier to remember.

•	 No part of password may contain the 
username.

•	 Passwords expiry duration must be set and 
passwords must be changed regularly.  

Some related commands are:

1. passwd – change user passwd

SYNOPSIS

passwd [-k] [-l] [-u [-f]] [-d] [-n mindays] [-x 
maxdays] [-w warndays] [-i inactivedays] [-S] 
[--stdin] [username]

DESCRIPTION

This command is used to change the user 
password. The normal user can only change his 
or her own password, whereas the superuser 
may change the password or the password 
related information of any user like the minimum 
or maximum password validity period. 

2. chage - change user password expiry information  

SYNOPSIS

Chage [-m mindays] [-M maxdays] [-d lastday] [-I 
inactive] 

[-E expiredate] [-W warndays] user

OR

Chage -l user
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DESCRIPTION

This command changes various user password 
expiry attributes like minimum/maximum days 
until the password is changed, warning days 
before password expiration, etc.

The –l option is used to list all the password expiry 
information of the user.

Managing Password files
In Linux systems the passwords can be stored in 
two ways. Traditional systems stored them in the 
/etc/passwd file along with other user account 
information. This file is used by many other 
commands and programs, hence it was risky to store 
the password using this method. To overcome this 
issue modern Linux Systems store the password as 
a single “x” character in the passwd file along with 
the other user account information and the actual 
passwords are stored in the /etc/shadow file which 
is only readable by the root account. Thus it reduces 
the security risk.

NOTE: Errors in the files related to these commands 
can cause the command to infinitely loop or to 
terminate improperly. This can be due to invalid or 
duplicate entries. Use the pwck and grpck to correct 
these errors before converting to and from these 
shadow files.

1. pwconv, pwunconv- convert to and from shadow 
passwords.  

SYNOPSIS

pwconv 

pwunconv 

DESCRIPTION

pwconv creates shadow from passwd and an 
optionally existing shadow.

pwunconv creates passwd from passwd and 
shadow and then removes shadow. 

2. pwck - verify integrity of password files  

SYNOPSIS

pwck [-sr] [passwd shadow]  

DESCRIPTION

This command checks the validity of all the 
entries in the /etc/passwd and /etc/shadow files. 
Checks are made to verify that each entry has

- correct number of fields 

- a unique user name 

- a valid user and group identifier 

- a valid primary group 

- a valid home directory 

- a valid login shell

When this command is used, the outcome can be 
one or more of the following:

•	 If incorrect numbers of fields are found - 
the user is prompted to delete the entire 
entry. If the user doesn’t delete it then 
the checking is terminated. 

•	 If duplicate usernames are found- user is 
asked to delete the entire entry but still 
the rest of the checks are performed.

•	 Other warnings- these are usually simple 
warnings e.g., user ‘seeta’ : directory ‘/
home/seeta’ does not exist. These can 
be overcome by using the previously 
mentioned usermod command to make 
the necessary modification.  

The pwck command exits with the following 
values:

0 -Success

1 -Syntax Error

2 -One or more bad password entries

3 -Cannot open password files

4 -Cannot lock password files
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5 -Cannot update password files

User Groups

Linux systems have a functionality to create groups of 
users. This can be very useful to assign privileges to 
a number of users at a time.  They can also be useful 
while granting or restricting access to a particular file 
or any other system resource. 

Some related group commands are:

1. groupadd, groupdel, groupmod, gpasswd which 
are similar to the useradd, userdel, usermod and 
passwd commands, except that they operate on 
groups instead of users.

2. grpconv, grpunconv- convert to and from shadow 
passwords and groups.  

SYNOPSIS

grpconv 

grpunconv  

DESCRIPTION

grpconv creates gshadow from group and an 
optionally existing gshadow. 

grpunconv creates group from group and 
gshadow and then removes gshadow.

Monitoring User activity

Monitoring the user activity is necessary to check 
whether any breach of security is happening in the 
system or not. The following can be monitored using 
simple linux commands:

•	 User Login times

•	 Which users are logged on

•	 The processes executed by different users

•	  Command history of the users

•	 Logon history of the users

Some related commands are:

1. users - print the user names of users currently 
logged in to the current host  

SYNOPSIS

users [OPTION]... [ FILE ]  

DESCRIPTION

Output who is currently logged in according to 
FILE. If FILE is not specified, use /var/run/utmp. /
var/log/wtmp as FILE is common.

2. finger - user information lookup program  

SYNOPSIS

finger [-lmsp ] [user ... ] [user@host ... ]  

DESCRIPTION

This command displays information about the 
system users.

It displays general user information like login 
name, real name, terminal name, idle time, login 
time, office location and office phone number.

3. sa - summarizes accounting information  

SYNOPSIS

Sa [ -a | --list-all-names ] [ -b | --sort-sys-user-div-
calls ] 

[ -c | --percentages ] [ -d | --sort-avio ] [ -D | 
--sort-tio ] [ -f | --not-interactive ] 

[ -i | --don’t-read-summary-file ] [ -j | --print-
seconds ] [ -k | --sort-cpu-avmem ] 

[ -K | --sort-ksec ] [ -l | --separate-times ][ -m | 
--user-summary ] [ -n | --sort-num-calls ] 

[ -r | --reverse-sort ] [ -s | --merge ] [ -t | --print-
ratio ] [ -u | --print-users ] 

[ -v num | --threshold num ] [ --sort-real-time ] [ 
--debug ] [ -V | --version ] [ -h | --help ] 

[ --other-usracct-file filename ] [ --other-savacct-
file filename ] [ [ --other-acct-file ] filename ]
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DESCRIPTION

This command displays the information about 
the commands that were used before. These 
commands are logged in the pact file located in /
var/log/account directory.

The output fields are labeled as follows:

Cpu-  sum of system and user time in cpu seconds

Re- “real time” in cpu seconds

k- cpu-time averaged core usage, in 1k units

avio- average number of I/O operations per 
execution

tio- total number of I/O operations

k*sec - cpu storage integral (kilo-core seconds)

u- user cpu time in cpu seconds

s- system time in cpu seconds

An asterisk will appear after the name of 
commands that forked but didn’t call exec.

NOTE: In some systems like those based on 
Debian, sa command is included in the acct 
package which is not installed by default. Hence 
to use this command we need to first install the 
acct package.

4. who- show who is logged on

SYNOPSIS

who [OPTION]... [ FILE | ARG1 ARG2 ]

DESCRIPTION

If FILE is not specified, then /var/run/utmp is 
used.

NOTE: The w command also shows who is logged 
in as well as what they are doing. Useful options 
are –h and –s which are for ‘do not print the 
header’ and ‘short form output’ respectively.

5. last/lastb- show listing of last logged in users  

SYNOPSIS

last [-R] [-num] [ -n num ] [-adiox] [ -f file ] [ -t 
YYYYMMDDHHMMSS ] [name...] [tty...] 

lastb [-R] [-num] [ -n num ] [ -f file ] [ -t 
YYYYMMDDHHMMSS ] [-adiox] [name...] [tty...]  

DESCRIPTION

The last command displays a list of all users 
logged in (and out) from the file /var/log/wtmp. 

Lastb displays all the bad login attempts which 
are logged in the file /var/log/btmp.  

Files related to User Management Commands

•	 /etc/passwd - user account information 

•	 /etc/shadow - secure user account 
information 

•	 /etc/group - group information 

•	 /etc/gshadow - secure group information 

•	 /etc/default/useradd - default information 

•	 /etc/login.defs - system-wide settings 

•	 /etc/skel - directory containing default files

GUI option for User Management

In most systems the system settings have an option 
for user management. It has basic settings where 
one can change the user password; add new users, 
remover users, etc. 
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For a more refined control over users and groups, 
Debian based Linux systems have a tool called users-
admin. To start it, go to the terminal and type the 
command ‘users-admin’ (without quotes). 

Here we can add, remove and modify users as well 
as groups. 

We can also add existing users to the new group we 
are creating.

Here we can also modify the privileges of each user 
which we have created. 

With users-admin we can also modify advanced user 
properties like the default shell, the user’s home 
directory. We can also disable the user account. 

Even though GUI options provide an easy way of 
managing users, the command line still provides a 
more refined control over the user administration. 
Tasks like converting to and from the shadow files can 
be done using commands like pwconv and pwunconv, 
but there is no GUI tool available for this yet. 

Following Best Practices and User Education

Defining the different user management parameters 
like whether to use the optimistic or the pessimistic 
policy depends on the needs of the users or the 
organization that shall be using the system. This is 
done by the system administrator. The administrator 
is advised to follow the best practices for efficient 
user management. But apart from that it is important 
that the users are also educated to follow the best 
practices like keeping their passwords and other 
security credentials confidential, not using software 
that may cause breach of organization’s policies 
(e.g. using proxy avoidance systems to access social 
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networking sites which may be blocked during 
working hours).
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Risk Management - Projects in I.T. 
Industry
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Overview

A project risk is any unanticipated reason that could 
have a detrimental impact on the success of any 
project or business. Organisations that succeed in 
turning risks into results are capable of creating a 
competitive advantage (As per Ernst & Young Global 
Limited 2014). Projects in the IT industry are constantly 
presented with various types of risks right from the 
conception of the project till its implementation. 
These risks can be mainly categorized as the ones 
related to the financial, operational and strategic 
aspects of a project. Various external factors such as 
the global financial crisis in addition to the natural 
and manmade catastrophes contribute to project 
risks. In recent times, it has been observed that most 
companies within the IT industry are advocates of 
risk management to ward off these impacts posed by 
these risks.

The advantages of project risk management are 
massive and it not only provides monetary benefits 
to projects but also reduces the impact of the 
threats. This helps organisations to deliver projects 
on time and on budget and ensure that the quality of 
the project is not compromised.

Any project is posed with multiple risks at various 
stages throughout the life of the project. Some of 
the most common scenarios encountered by project 
managers whilst managing projects are listed in 
Appendix 1.

Risk management process

Organizations are aware of the importance of 
managing risks and hence it is vital to truly embed 
it into the project. Some organisations appoint a 

project risk manager who is responsible for effectively 
managing the project risks. The role of a project risk 
manager is to foresee a problem and take necessary 
measures to avoid it or reduce its impact on the 
project. 

Identifying risks: The first most important step in 
the risk management process is to identify risks early 
on in the project. It is important to educate all team 
members about the project risks right at the start 
of the project. This will provide them with a good 
understanding of the process and encourage their 
participation in identification and mitigation of risks. 
Team members from various departments (sales, 
consultancy, development and support) should focus 
on their area of work based on their experience and 
expertise and make a list of things that could act as a 
potential barrier to their allocated task completion. 
Post project implementation and lessons learned 
from similar projects done in the past can act as a 
starting point where applicable. Dealing with the 
majority of the risks right from the start allows 
sufficient time for unexpected issues that arise later. 
It is also crucial to identify the cause of these barriers. 
It could include risk related to project team, client or 
scope and delivery of project. 

Identifying measures: This is the second stage 
in managing risks and is aimed at identifying the 
existing controls in place and the areas that need 
improvement. This could be related to providing 
training and development to the team members 
prior to the commencement of the project work, 
cross-skilling team members to reduce dependency 
and make efficient use of available resources, setting 
up structure to monitor project status in timely and 
orderly manner and setting up regular meetings or 
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communication channels with the client to ensure 
all stakeholders are well-communicated about the 
project status. 

Establishing risk categories and priorities: It is 
important to set up the risk categories – low, medium 
and high and set up clear description for each of 
the category. This will help the team members to 
understand the category in which each of the risk 
identified falls.  Risks termed as low are generally 
acceptable and do not require a lot of resources to 
resolve it; whereas risks termed as medium can cause 
damage to the project if not handled properly and 
on time. High risks are very likely to have a severe 
impact on the project and hence require immediate 
action in most instances. 

The boundaries of these categories should be well-
established right at the start of the project so as 
to reduce the grey areas in which most of the risks 
fall in the absence of a clear and well-defined risk 
categorization. It is also mandatory to set up a priority 
for each of the risks identified so as to understand 
the order in which it has to be handled.

Assessing risks: Once the risks have been identified 
and categorized, the project risk manager should 
make informed decisions on the risk marked with 
high priority and categorized as high risk. He needs 
to take measures to mitigate such risks. Also the roles 
of various people in resolving these risks needs to be 
clarified and hence assigning a risk owner to each 
risk identified is important.

Risk mitigation: This process involves taking measures 
to reduce the damage that could be caused by a risk. 
There are four categories of risk mitigation strategies. 
Depending on the organization’s profile, one of the 
below risk mitigation strategies could be used for 
business continuity or disaster recovery purposes 
(MHA Consulting 2014).

a.	 Acceptance: If the cost of avoiding or 
managing the risk that has been identified is 
higher as compared to the damage that could 
be caused by the risk then companies can 
adopt the acceptance strategy. By doing this, 
it does not spend money on avoiding risks 

that are unlikely to occur. 

b.	 Avoidance: This strategy is considered as the 
most expensive of all risk mitigation strategies 
as it involves the action to be taken to avoid 
any exposure to the identified risk. If the risk 
identified falls into the high risk category then 
the organisation needs to plan out activities 
to either avoid it or reduce the business 
impact of the risk as and when it occurs. 

c.	 Control: This is a widely used strategy adopted 
by most organisations (ICA 2014). By adopting 
this strategy, the organisation takes measures 
to control the risk before it occurs. In case 
the risk has occurred, then it takes steps to 
reduce the impact of the risk on the business.

d.	 Transference: This involves transferring risk to 
other parties especially in case where certain 
sections of the organisation are outsourced 
to a third party. Organisations can transfer 
activities that do not form part of the core 
operations to third parties as this gives the 
organisation the flexibility to focus more on 
its core operations.

Regular monitoring and communication: The project 
risk manager should set up regular communication 
channels with various stakeholders and should 
review and monitor the risks on a regular basis. 
Project risks should be default part of the agenda 
in the team meeting.  This allows team members to 
regularly review any impending risk and report it to 
the manager on a periodic basis. This will help him in 
identifying the risk whilst it is in the initial stages and 
reduce its impact on the project. 

Guidelines for project risk manager
The process of risk management is not only about 
identifying the potential obstructions or existing risks 
in the project and taking precautionary measures. It 
also includes recognizing opportunities to increase 
the chances of success of the project and increase 
profits.  Although risk management is a critical part 
of a project, the risk manager must ensure that the 
activities are well received by all stakeholders and 
do not create a barrier and prevent them from doing 
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their job. It is the responsibility of the project risk 
manager to list the risks in a register along with the 
effective steps undertaken to respond to it so as to 
help similar projects in future. This also proves useful 
in tracking the risks and acts as a perfect source to 
inform all project stakeholders. 

Please refer to Appendix 1 for the most common risk 
scenarios. 

Eurocopter: An organization that 
successfully adopted risk management 
approach

Eurocopter is Europe’s largest manufacturer of 
defense helicopters and is known for manufacturing 
state-of-the-art technical, industrial and service 
solutions locally (Eurocopter 2014). Its parent 
company EADS Group has been using Active Risk 
Manager (ARM) since 2006 to handle business 
risks. The risk management technology adopted by 
Eurocopter acts as a central point of reference for 
all compliance and governance activities related 
to all business projects. It has helped all the 
departments within the organisation to create a 
consistent structured framework to handle various 
risks involved in projects and business and maintain 
the accuracy of information. The approach has 
been adopted on an enterprise-wide basis and has 
helped the organisation to save time and enhance 
productivity by having a single risk language across all 
businesses. All departments have access to historical 
data and resources thus enabling them to report 
risks to its customers on a consistent basis and derive 
data based on experience and lessons learned from 
earlier projects.

According to Pascal Galibert, Chief Risk Office at 
Eurocopter, the risk management approach adopted 
by the organisation has helped in quick and efficient 
extrapolation of the data (Active Risk 2014). It has 
helped them to rely on the accuracy of data and 
make informed decisions based on the risks and 
opportunities in the business scenarios.  Active Risk 
management approach has provided Eurocopter 
with a consolidated view of risks and opportunities 
across all its business segments and made it possible 

to measure its actual performance against the set 
targets.
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Appendix 1 – List of common risks

Risks associated with project team:

• Is enough number of resources with the 
necessary skills available?

• Do resources have any planned holidays and/
or vacations?

• Are there any training requirements for the 
project team?

• Does the team understand its role in the 
project?

• Do the team members have access to the 
required facilities (Physical, Hardware and 
Software)?

Risks associated with the client:

• Does the client understand the business 
requirements?

• Availability and willingness of the client to 
attend requirement meetings
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• Availability and feasibility of a mechanism to 
control client requirements

Risks associated with project scope and delivery:

• Has the scope of the project been clearly 
defined?

• Are the deadlines too optimistic?

• Penalties applicable in case of missed 
deadlines and defects encountered?

• Is the necessary documentation – business 
requirement specification, statement of work 
in place for the project?

• Is there any process to verify the project to 
be delivered to the client confirms with the 
requirement? 

• Availability of testing tool to verify the 
outcome of the project?
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Network Security IV - Distributed 
Denial of Service (DDOS) - Part 2

- Mohan Raut
Email: raut.mohan@gmail.com

Introduction

There are two principal techniques which are 
deployed by the attackers to deny services to end 
users; either they attack the network infrastructure 
or attacking the applications.

In the previous article we have seen in detail as to 
how the attacker builds the infrastructure to launch 
a DDOS attack. This article will concentrate on the 
types of DDOS attacks, what all protocols are used 
for generating these types of attacks.

7-Layer OSI Model

a.	 Before discussing the type of DDOS attacks, it 
is imperative that we are aware of the logical 
layers that form the basic building block for any 
network.

b.	 Below is the pictorial representation of the 
logical 7 layers (layer 1-physical to layer 7 
Application) which are the integral part of the 
communication between 2 hosts.

c.	 We can see below , that a simple communication 
from PC moves down the  hierarchy from 
Application layer to Presentation layer and so till 
it takes the physical path and as it reaches the 
destination it again climbs the hierarchy  from 
Physical layer to the Application layer.

Very specific to understand DDOS attacks we need 
to be familiar with the protocols that work on the 
Network, Transport & Application layers, since those 
are the protocols which are exploited more often for 
generating DDOS attacks.

Type of DDOS attacks

DDoS attacks vary considerably, and there are 
numerous ways an attack can be carried out (attack 
vectors), but an attack vector will generally fall into 
these broad categories:

A.	 Volumetric Attacks:-

i.	  In such type of attacks the main purpose is 
to attempt to consume the bandwidth i.e. 
cause congestion and choke the internet 
pipe between the victim’s network and 
Internet. 

ii.	 The attackers send huge amount of 
illegitimate traffic to the network such 
that it will become overloaded and unable 
to respond to valid service requests.  

iii.	 By manipulating the underlying network 



43The Exponent Group of Journals For Information Technology, Volume 2, Number 3, June 2014 - Aug 2014

protocols such as ICMP, TCP, UDP, an 
attacker can use DDoS techniques to 
effectively bring the network down.

iv.	 These attacks also attempt to consume the 
connection state tables which are present 
in many infrastructure components such 
as firewalls, Intrusion Prevention Server, 
Application servers, Load Balancers.

v.	 Volumetric DDOS attacks have been 
proficient enough to take down devices 
which have capability of maintaining state 
table of more than million connections.

There are various variations for the above 
type of attacks and are covered later in the 
article.

B.	 Application Layer Attacks: 

i. Most of the applications that are there on 
internet are available through web (http) 
resulting in more type of targeted attacks 
on web as well.

ii. The attackers target either the behavior 
of an attack and exploit it or some 
vulnerability in the code.

iii.  These are the most fatal attacks as they 
have proved to be very effective with a 
low traffic rate (this makes these attacks 
very difficult to pro-actively detect and 
mitigate). 

iv. These attacks have come to prevalence 
over the past three or four years and 
simple application layer flood attacks 
(HTTP GET flood etc.) have been one of 
the most common DDOS attacks seen 
recently.

According to a recent DDoS study from Arbor 
Networks, application-layer attacks have become 
increasingly common during the past few years where 
application-layer attacks targeting web services,  
HTTPS attacks  have increased.

Protocols that are used for communication

Below is the list of protocols that are used for by all 
the network elements on day to day basis for the 
proper operations. For a normal communication, the 
proportion of the each protocol would be as per the 
RFC standards set by the Governing body. However 
intruders try to use the protocols in a manner in  
which the attack traffic is mixed with the normal 
traffic and is almost impossible to detect without 
an additional analysis tool. Surgical Mitigation/ 
proper cleaning of the bad traffic needs to be done 
with proper analysis and deep understanding of the 
protocols for which different methods available for 
mitigation and it would be covered in later articles. 
However the working protocol information below 
would be the fundamental base of all. 

A.	 Internet Control Message Protocol (ICMP):- This 
is a well-known protocol (OSI layer 3) and one of 
its basic applications is in use for checking the 
connectivity. ‘Ping google.com‘ or ‘ping  4.2.2.2’ 
are few of the commands we execute to check  
the reachability of the remote servers.

How is it used for generating an attack: 

a.	When a server responds to a ‘ping’, very minute 
amount of processor cycles are been used 
for responding. However when the server is 
bombarded by  ping from different and huge 
number of source ip’s ,  it’s CPU utilization goes 
high responding  to all those requests, which 
will also affects its ability to carry out normal 
operations. 

b.	 This type of attack was called ‘ping of death’ (POD) 
and one of the most primitive types of attacks, 
but still used by attackers along with the other 
protocols.

c.	 Internet Protocol (IP) inherently does not have 
a mechanism through which it can cross check 
if the information in that packet has not been 
manipulated. Hence to avoid detection, by the 
Governing bodies, attackers do IP Spoofing where 
the request packets have forged victims ip due 
to which the huge response is been send  to the 
customer as well as the attacker’s identity is not 
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revealed. This is the base logic used for all types 
of attacks. 

d.	 A slight variation POD type of attacks is also seen 
where the maximum length of a packets when 
reassembled at the destination can be 65535 
bytes ,  however the attacker attempts to send 
packets larger than size which results in buffer 
overflows when it is reassembled by the victim 
causing crashing of the services

e.	 One of the variants of such type of attacks is 
‘SMURF attack’, which is a method by which an 
attacker can send a moderate amount of traffic 
but  it can magnify to huge amount of the traffic 
to the intended target.  It is done as follows:- 

• The attacker sends a ping request (with  
source IP of victim) to a broadcast IP of a 
particular network.

• All the devices that are a part of the IP 
subnet, will respond (unknowingly attack) 
the victim with reply.

• Below is the diagrammatical 
representation of the SMURF attack. We 
can see that 128K of request traffic is 
amplified 4 times and it can happen a lot 
more than this.

B.	 Transmission Control Protocol (TCP): TCP & UDP 
are OSI layer 4 protocol. All the applications that 
work on layer 7 ride on these layer 4 protocols 
where typically a specific port is assigned for 
application as per RFC.  For e.g. HTTP layer 
7 protocol uses TCP port 80. So to DDOS any 
application, the attacker can either exploit the 
layer 4 protocols at that specific ports and/or 
exploit the vulnerabilities at the application level.

a.	 TCP is one of the primitive, yet widely used 
and is the backbone of almost all LAN, 
WAN communcations that happen. This is 
a connection-oriented protocol used with 
IP protocol in networks for end to end data 
transfer.

b.	 TCP being connection- oriented indicates that it 
requires confirmation (acknowledgment ) if the 
data transfer has happened successfully.

c.	 Let us understand the working of this, which 
would help us further understand how this is 
exploited?

           Normal TCP 3-Way Handshake

i.	 The above representation shows 
that before the actual data transfer/
communication, the  2 elements intend to 
confirm if they could initiate data transfer, 
which is the TCP 3 –way handshake.

ii.	 The initiator sends the packet with the 
SYN flag set, listener  acknowledges the 
receipt of it  by sending next packet to 
the listener with the SYN-ACK flag set 
and waiting for the receipt of ACK from 
the Initiator after which the data transfer 
starts.

Types of attacks through the TCP protocol

TCP does not have an inherent security mechanism 
to check the authenticity of the request that is 
seen and hence it is vulnerable to attack.

1.	 SYN FLOOD 

i. The attacker generates huge number of 
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packets with syn flag sets and sends it 
to the victim.

ii. The victim takes efforts to acknowledge 
all of them and also does wait for the 
acknowledgement from the listener 
(attacker) and in this  attempt  wastes  
its resources. It also does not have the 
capability to accept additional SYN 
Packets and hence virtually getting 
isolated from the network.

iii. The attacker does not send ACK packet 
to the victim, whereas the victim is 
waiting for a response of the earlier 
acknowledgment and thus results in 
denial of service to genuine users.

2.	 A variant of the above attack is seen that the 
TCP handshake is successfully completed, 
but it does not send (or sends minimal) data 
across the TCP session, hence utilizing the 
resources of the remote server.

C.	 User Datagram Protocol (UDP)

1.	 UDP, is a connection-less protocol that does 
not validate source IP addresses, neither 
does it have a mechanism to acknowledge 
the receipt of data sent through it. 

2.	 It is very easy to forge the IP packet datagram 
to include a random source IP address, and 
send a request to the reflectors on Internet.

3.	 The servers (reflector) unknowingly answer 
to the request of the spoofed victim’s ip 
address and send a reply to the victim ip. This 
when done by huge number of packets would 
be instrumental in creating a Distributed 
Reflected Denial of Service (DRDoS) Attack, 
which is much larger than the initial request. 

4.	 This in conjunction gets amplified multiple 
times making the attack a nightmare for any 
victim.

5.	 With this type of attack, the attacker with 
few MB of bandwidth can be accountable for 
gigabit Bandwidth of attack on the victim.

6.	 The recent 300g attack on SPAMHAUS 
(discussed in earlier articles) and the very 
recent NTP based attacks have the base logic 
as above.

7.	 DNS, SNMP, NTP are few of the applications 
(layer 7 protocol) which are been exploited to 
generate huge attacks.

D.	 Application Layer 7 protocols

Below is the list of application layer protocols, 
their basic working & how is it used to generate 
attacks.

1.	 HTTP: This is a protocol familiar as well as 
used by all of us while accessing internet by 
typing the following in the browser http://
google.com. Below we have discussed few of 
the methods used to exploit the protocol:

a. HTTP IDLE ATTACKS: In this attack, 
attacker opens HTTP connections 
but then goes idle without actually 
sending a complete HTTP request.  
To avoid timing out, it tries to send 
small number of bytes per packet, 
but never attempts to complete the 
HTTP request, thus when done in 
huge number would cause the remote 
server to collapse.

b. HTTP Request Attacks: Attackers flood 
Web servers with different types of 
legitimate HTTP requests e.g., HTTP 
GETS in an attempt to consume server 
resources and attempting to make it 
unreachable.

c. HTTP Malformed Attacks: Attackers 
try to exploit the vulnerability of the 
webserver by sending specially crafted 
invalid packets in the HTTP requests.

2.	 Domain Name System (DNS): DNS server has 
the domain name to IP mapping in it, which 
will route the end user IP to the webserver 
over internet, when he attempts to access 
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any URL. It uses both on TCP and UDP.  DNS servers can be Root DNS servers (main) or the caching 
which fetch regular updates from the root DNS servers. There are freely available DNS servers which 
are made available for genuine usage. However attackers exploit them (as well as other wrongly 
configured DNS servers on internet) for generating attacks on the victims. Few of the DNS packet 
types and the attacks generated are as follows-

a. DNS Query: In normal conditions, the end user would send the DNS Query packet to a DNS 
server for getting the information of a domain. The attacker would generate huge number of 
packets with spoofed IPs to overload the DNS server and thus crashing it down. Few of the 
variations would be sending query with malformed packets to exploit the vulnerability on the 
DNS server and cause buffer overflow.

b. DNS Cache Poisioning Attacks: While there is DDOS attack on the DNS server, there can be 
attempt in which the name to IP mappings are changed /poisoned so that the requests are 
unknowingly redirected from genuine servers to places where the personal details of the end 
users are recovered.

c. DNS Amplification Attack: This is one of the most hazardous types of attacks and has been 
recently very successful. The below picture displays how a victims ip is forged by thousands 
of compromised pc’s (bot) and a dns query is sent to a genuine DNS server. The DNS server 
assuming it to a genuine query responds to all of them resulting in DDOS to that victim.
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3.	 Simple Network Management  Protocol 
(SNMP):

a. SNMP protocol is used for monitoring 
network devices, which are queried  by 
the SNMP server at regular intervals.

b. Network devices, such as printers, 
routers, IP video cameras and a 
variety of other Internet-connected 
equipment can be monitored using 
SNMP.

c. SNMP communicates data about 
device components, such as CPU, 
memory, interface status and a lot 
more parameters depending on the 
support for  SNMP.

d. SNMP devices return three times 
as much data when they’re pinged/
queried, making them an effective 
way to attack. it has been observed 
that 1:25 ratio for attacker bandwidth 
vs. victim’s received traffic load 
can be achieved which is a huge 
amplfication factor.  In this method as 
well, an attacker will send a spoofed 
IP request to an SNMP host, directing 
the response to a victim.

4.	 Network Time Protocol (NTP):

a. NTP is a way for network hosts to 
synchronize their clocks, and is used 
across many networks  and used 
by many major network devices to 
synchronize clock and uses UDP port 
123.

b. NTP has been exploited  smartly in 
such a manner that compared to 
JAN 2014, FEB 2014 could see a huge 
spike. Details are as folows:-

i. The number of NTP 
amplification attacks increased 
371.43 percent

ii. Average peak DDoS attack 
bandwidth increased 217.97 
percent

iii. The average peak DDoS attack 
volume increased 807.48 
percent

c. By generating the origin of the 
requests through a victim’s spoofed 
IP, the NTP responses in huge volumes 
which can be directed at a victim host.

d. It appears the attackers are abusing 
a monitoring function in the protocol 
called NTP mode 7 (monlist),  monlist 
returns a list of last 600 hosts.

Future potential DDOS attack

Vulnerabilities in NTP were known in the past , but 
with smart programs, they have been exploited and 
extremely effective in raising an alarm amongst all. 
SNMP similarly has the potential for being used to 
generate huge amplified attacks and experts do not 
deny this possibility.

Cloud-level attacks are another type of DDoS attack 
which could surprise all of us.

By creating a zombie in any one of the machine 
inside a corporate cloud, attackers can use a cloud-
based botnet to launch DDoS attacks against victims 
outside the cloud. 

While cloud based attacks have not been publicly 
reported yet, the rapid adoption of cloud-based 
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services makes it difficult to underestimate or ignore 
such types of attacks. 

Disclaimer: This article is published for helping the 
security professionals to gain latest knowledge in 
the DDOS field.  The journal team or the author 
would not be responsible if the information is 
misused.
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1.	 What is the unit of Mouse movement? 

A.	 Mousey

B.	 Millimeter 

C.	 Mickey

D.	 None of the above

2.	 Who designed the iMac (not created but 
designed the shape)? 

A. Larry Wall

B. Jerry Yang

C. David Filo

D. Jonathan Ive

3.	 Which company invented the floppy disk? 

A. IBM

B. Sony

C. Amkette

D. Microsoft

4.	 Who single handedly built the first Apple 
computer that launched the personal computing 
era? 

A. Bill Gates

B. Steve Wozniak

C. Jerry Yang

D. Larry Elison

5.	 What does the company AMD stand for?

A. Advanced machine development 

B. Automated machine design 

C. Advanced Micro Devices

D. Automated machine development 

6.	 Who created the C++ programming language? 

A. Yashwant Kanitkar

B. Gary Pascal

C. Niklaus Wirth

D. Bjarne Stroustrup

IT Trivia – Answers 

1) C

2) D

3) A

4) B

5) C

6) D




