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Editorial

- Bhargav Gulavani
Email: bhargav.gulavani@gmail.com

In this volume we present articles that describe 
the influence of IT on traditional industries and the 
resulting changes we find these days in the way 
businesses are conducted in these industries. Since 
it is equally important to trace historical events, we 
present an article that describes the evolution of 
the fastest growing consumer commodity – mobile 
phones and their operating systems.

IT has had a long lasting impact on the Healthcare 
industry. Right from maintaining patient records 
in digital form and thereby making them easily 
accessible to healthcare professionals to the 
introduction of sophisticated machines, sensors, and 
computerized devices, the IT industry has greatly 
transformed the healthcare industry. We present 
these advancements in the article Healthcare 
Industry and Information Technology. IT has also 
changed the way businesses used to operate 
traditionally. Starting from digitization of employee 
records to managing complex workflows within 
organizations, IT has fundamentally and irrevocably 
transformed the way businesses used to operate. 
Enterprise resource planning (ERP) software provides 
fundamental constructs that enable organizations 
to conduct day-to-day activities without the use of 
paper. In the article Inside the ERP World, we present 
the components of modern day ERP systems starting 
with the evolution of such systems over the years.

In the history section we first present the evolution 
of mobile operating systems in the article History of 
Mobile OS. Secondly, we present the major events 
in the evolution of one of the biggest multinational 
having deep impact on the networking aspect of 

computing – Company Profile - Cisco Systems.

In the technology section we begin by describing 
how the modern day businesses are using live events 
to drive their profits. Complex Event Processing is a 
methodology by which live events can be analyzed 
for identifying patters or deep secrets that can help 
optimize business, or improve processes, specifically 
drive profits. We describe in detail the complex event 
processing paradigm in the article Complex Event 
Processing. In the process we identify important 
tools or software that can help one perform such rich 
analyses.

Cloud computing is gaining importance these days. 
Most of the cloud computing vendors use virtual 
machines as a unit of compute scalability. We present 
an article Virtual Machines that describe this concept 
in detail. We also present how to create virtual 
machines on Linux platform.

Finally, we dig deeper into some of the concepts we 
introduced in previous editions of this journal. We 
first present the advanced form of Denial of Service 
attack, called Distributed Denial of Service in the 
article IT Security III - Distributed Denial of Service 
(DDoS). A Distributed Denial of Service (DDoS) attack 
is an attempt to make an online service unavailable 
by bombardment of traffic from numerous sources 
on Internet. Top banks from US have lately been in 
the news for being victim of this form of the attack.  In 
this article we explain how a DDoS attack is typically 
generated, types of DDoS attacks, and different ways 
to mitigate it.
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I.T. in News

The last places on Earth without the 
internet

It can be easy to forget what life was like before the 
internet. For many, not a day goes by without checking 
email, browsing online or consulting Google. Some 
1.3 billion people alive today are young enough 
never to have experienced anything else. Yet has the 
network of networks underpinning all this activity 
actually reached every part of the globe?

Various reasons still stop people accessing the 
internet where they live, of course. There’s 
censorship, for starters. “We don’t get much traffic 
from North Korea,” says John Graham-Cumming 
of CloudFlare, a content delivery network – the 
equivalent of a regional parcel distribution centre, 
but for web traffic. “Likewise, early in the Syrian civil 
war they cut off internet access and we saw a drop in 
traffic coming from those Syrian connections.”

It’s also a well-established problem that many of 
the world’s poorest people do not have the means 
or technology to log on, with just 31% of people in 
the developing world using the internet, compared 
to 77% in the developed countries

References

http://www.bbc.com/future/story/20140214-the-
last-places-without-internet

Wearable tech at CES 2014: Many, many 
small steps

CES 2014 could have been called “The Wearables, 
Appliances, Cars, and Bendable TVs Show.” Like “the 

cloud” a few years ago, “wearable tech” was an 
unavoidable catchphrase, a show floor fever dream, 
a vague future strategy that nearly every company 
seemed to toss into their press conference. But what 
really happened at the show in wearables?

When you boil it down, wearable tech as of January 
2014 falls into three categories: Notifiiers, Trackers, 
and Glasses. The notifiers are any devices showing 
off information from the world around you (Pebble 
Steel, and also gadgets like the Razer Nabu), trackers 
use sensors to record data (cameras, audio recorders, 
and every fitness-tracking accelerometer-driven 
pedometer), and glasses...well, lots of companies 
continue the dream of having an augmented, virtual 
or otherwise heads-up display on your face.

References

http://www.cnet.com/8301-35304_1-57617005/
wearable-tech-at-ces-2014-many-many-small-
steps/#ixzz2sqNezXbC

http://ces.cnet.com/must-see/

Bitcoin-related hardware and services 
appear at CES 2014 (pictures)

•	 Bitcoin is a fascinating though unstable 
currency that has blown up this year in terms 
of it’s value trending upwards. For skeptics, 
usability remains an issue...

•	 Blockchain is currently the most popular way 
to pay with bitcoin via an application, though 
the hardcore bitcoin users would prefer 
something more secure...
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•	 A closer look at Blockchain’s app.

•	 Still a concept, the bitcoin wallet would, when 
finished, be the most secure way to store, 
exchange, and pay with bitcoin.

Reference

http://ces.cnet.com/2300-35301_1-10019398-1.
html

Inside the Google Earth satellite factory

Behind a long rectangular window, in a high white 
room tended by ghostly figures in masks and hats, a 
new satellite is taking shape. Once in orbit later this 
year, WorldView-3 will be one of the most powerful 
Earth observation satellites ever sent into space by a 
private company. Spinning around the planet some 
600 kilometres (370 miles) above us, it will cover 
every part of the Earth’s surface every couple of days.

Ball Aerospace in Boulder, Colorado is building 
WorldView-3 for commercial satellite operator 
DigitalGlobe. It is the latest in a series of spacecraft 
designed to beam back high-resolution pictures of 
our planet, images that most of us will eventually see 
on Google Maps or Google Earth.

This month Google Maps celebrates its ninth 
anniversary, and in June so does the company’s 3-D 
mapping app, Google Earth. Together they have 
changed the way we view the world. “Everybody 
I’m sure has looked up their house, their downtown, 
their business on Google Earth, and seen images 
from these satellites,” says Jeff Dierks, Program 
Manager at Ball. “It gives me a lot of pride when I 
see a satellite image on a news programme with the 
DigitalGlobe logo on them.”

References

http://www.bbc.com/future/story/20140211-inside-
the-google-earth-sat-lab

Smart home tech at CES 2014: Join us for a 
great debate

Once upon a time, home theater stories dominated 
CES. For years, TVs, TVs, and more TVs made the 
biggest headlines at the show. But times change, and 
while you’ll find giant 4K televisions and curved OLEDs 
littering the show floor this year, we’re expecting 
new topics to bubble up. Car tech and wearables 
will make waves, and so will a new breed of in-home 
technology that extends far beyond the living room.

Some smart home devices -- connected light bulbs 
and thinking thermostats, for example -- have made 
their way into homes already. But this year, these 
early pioneers will usher in a full-blown movement. 
By the end of 2014, a dizzying array of connected 
home devices will enter the fray, communicating 
across the Internet and your home network from 
every room in the house.

Reference

http://ces.cnet.com/ces-smart-home/

US announces six drone test sites

The US aviation regulator has announced the six 
states that will host sites for testing commercial 
use of drones.  The Federal Aviation Administration 
(FAA) picked Alaska, Nevada, New York, North 
Dakota, Texas and Virginia. The sites are part of a 
programme to develop safety and operational rules 
for drones by the end of 2015. Hitherto mainly used 
by the military, the potential of drones is now being 
explored by everyone from real estate agents to 
farmers or delivery services. The head of the FAA, 
Michael Huerta, said safety would be the priority as 
it considers approval for unleashing the unmanned 
aircraft into US skies.

Reference

h t t p : / / w w w. b b c . c o . u k / n e w s / w o r l d - u s -
canada-25552825
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Healthcare Industry and 
Information Technology

- Meenakshi Iyer
Email : mviyer60@gmail.com

Overview

Information technology (IT) has capabilities to take healthcare industry at a different level which would 
make it very competent. The recent studies indicate that healthcare providers / investors plan to increase 
their investments in this sector which would promise good efficient quality of healthcare. The main barriers 
in adopting IT are changes in business processes, the adaptation to new work culture by employees 
(physicians, nurses and other staff), complicated payment policies, quality requirements, segmented delivery 
systems etc.  However both the private and public sectors are implementing various ways to promote IT 
usage like standardizing formats of medical records, having proper records nomenclature and well defined 
communication protocols to increase interoperability.

Applications of IT in Healthcare

Information technology (IT) has created new user-friendly ways for patients to access their records and 
health information. The IT has the capabilities to increase efficiency, quality and safety of health care. 

The latest developments in IT sector which are brought into health care industry are a welcoming sign for a 
developing country like India. India is one country who is fast adapting the IT technology in this sector.

Now let us see how Information technology (IT) helps in Health care industry:

	It improves the ability of doctors and nurses, clinical technicians and others to readily access the 
correct information of the patients which can result in enabling good and improved care. 

	It improves the ability of the patients to acquire information about their medical conditions and to 
communicate with healthcare systems which could also improve health care’s quality and care.

The table given below illustrates examples of health information technology for hospitals and physicians. 

Please Note: Applications listed are examples and not exhaustive.
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Area of Healthcare IT Applications

Administrative 

Billing and Financial

• General Ledger systems

• Cost Accounting systems

• Patient Registration systems

• Personnel and Payroll systems

• Electronic materials management systems

Clinical Systems

• Order entry for drugs, lab tests, procedures

• Electronic health records

• Picture archiving and communication systems for filmless imaging

• Reports of laboratory and other tests

• Clinical decision support systems

• Electronic prescribing

• Prescription drug fulfillment

• Error-alerts

• Electronic monitoring of patients in intensive care units (ICUs)

• Online references (Clinical guidelines)

• Clinical decision support systems

• E-mail communication with patients

Infrastructure

• Desktop, laptop and tablet computers

• Servers and networks

• Wireless networks

• Voice recognition systems for transcription, physician orders and medical records

• Bar-coding technology for drugs & medical devices and inventory control

• Information security systems

Electronic Health Records (EHR)

EHRs were originally used to store the records of the patient from different sources (finally amalgamating 
text, voice, images, handwritten notes, etc.) Now it is used generally for an automated order-entry and 
patient-tracking system, giving a real-time approach to patient data, as well as a frequent recurrence of 
record of the patient’s care.
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Computerized Provider Order Entry (CPOE)

CPOE is basically used for a medication ordering 
and fulfillment system. Advanced CPOE will also 
comprise of lab orders, radiology studies, procedures, 
discharges, transfers, and referrals. 

Clinical Decision Support Systems (CDSS)

CDSS recommend physicians and nurses with real-
time diagnostic and treatment advices. This includes 
a combination of diversified technologies which 
produce the simple warnings and prescription drug 
interaction alerts.  

Picture archiving and communications 
system (PACS)

This technology takes and integrates diagnostic and 
radiological images from various devices (e.g. X-ray, 
MRI, computed tomography scan) and accumulates 
them for future use in clinical data repository or 
other points of care.

Bar coding

Health care Bar-coding is technically same as bar-
coding done in other scenarios. However functionally 
it is used for storing patients medical data such as 
Patient Name, Age, Religion, Date of Admission, 
Drugs administered, Dose required, previous medical 
Records etc. 

An optical scanner is used to retrieve the information 
encoded on Patient’s Identification Wristband. 
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Radio frequency identification (RFID)

This technology keeps patients traceability 
throughout the hospital and labs through a wireless 
communication system. It is not widely available and 
it is an alternative to bar- coding.

Automated Dispensing Machines (ADMs)

This machine mainly helps the nurses to draw up a 
patient’s profile and access the medication for orders 
that have been verified by the pharmacy. ADMs may 
help with ability, but they do not prevent medication 
errors. 

Cable less Respiratory Sensor

It’s not surprise  to imagine that a sensor as small 
as the size of a Band-Aid could gather information 
about the  heart rate or temperature and then 

transfer that data with the help of a wireless signal 
to a smartphone or to  new  device.  

Information Technology in Physicians’ 
Practices 

The research from one of the leading companies found 
that many doctors in England are effectively achieving 
benefits of IT in healthcare in their respective fields. 
The 2012 survey included 500 doctors in England 
which were a part of an international study of 
medical practitioners in eight countries (Singapore, 
Canada, Spain, France, Australia, England and 
Germany). The survey showed that, in the year 2012, 
31% of doctors leveraged the healthcare information 
exchanges (HIEs) like various health organizations to 
utilize knowledge electronically.

Other key survey findings include:

1. Electronic medical records are welcomed by 
82% of doctors in England 

2. One fourth of the physicians expressed that 
the cost is main hindrance of not using the 
EMR and HIE. 

3. Many have expressed their non-usage of EMR 
and HIE on account of information security 
reasons. However this number went down to 
11% in 2012 compared with 17% in 2011.

4. Many doctors want to support the 
government in achieving paperless NHS by 
2018 by using electronic records. 

5. The majority of respondents i.e. 94% think 
that electronic approach to medical records 
will be helpful however 60% also expressed 
the opinion that access should be restricted. 

6. Doctors in England were most liberal (35%) 
to allow their patients to have full access to 
their records.
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Healthcare IT Scenario in India

As per the Springboard Research, allocating money  
in India for healthcare IT is believed  to increase from 
$274.2 million in 2009 to $609.5 in 2013, increasing  
at a Compounded Annual Growth Rate (CAGR) of 22 
per cent from 2009-2013.

In India, healthcare is taking a new shape with the 
advent of new application, better IT systems and 
applications. Acceptance of IT is on the agenda of 
many Indian healthcare companies. But many of 
the top healthcare organizations designate only 
two to three per cent of their annual budgets to IT 
expenditure. These allocations are much less when 
compare to IT spends in developed countries like 

USA. 

However by 2013, India has decided to spend 
nearly $40 billion in developing healthcare sector. 
This is a positive sign which shows a lot of chances 
for IT in more and more hospitals. Moreover with 
coming of new applications such as telemedicine 
and e-prescriptions, IT budgets on software would 
further increase with a focus on integrated billing 
and availability of online patient’s records across 
hospitals.

The inception of EMR is expected to gain strong 
popularity in the next few years. In the beginning the 
improved services will be available in the metro and 
Tier-I cities only. 

With more emphasis on hospital information systems 
(HIS) in the country, the sale of instruments such as 
PACS will increase rapidly. However, the success of 
new technologies will depend a lot on technology 
adoption and IT budgets.

References

1. w w w . m e d p a c . g o v /
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Inside the ERP World

- Aditya Prabhudesai
Email : adityapd2001@yahoo.com

What is ERP ?

Enterprise Resource Planning software (ERP) attempts 
to integrate all the departments and functions within 
a company onto a single computer system that can 
serve all those different department’s particular 
needs.  The purpose of ERP is to facilitate the flow 
of information between all business functions inside 
the boundaries of the organization and manage 
connections with the outside stakeholders. This is 
enabled with the help of a single integrated software 
program that runs off a single database so that various 
departments can more easily share information and 
communicate with each other.

An ERP System automates and integrates core 
business processes such as taking customer orders, 
planning and executing manufacturing steps, and 
keeping inventory records and financial data. In 
essence, ERP systems can drive huge improvements 
in the effectiveness of any organization by:

	 Providing access to best practices in the 
industry

	 Safe guarding critical business data 
through well-defined system security 
accesses

	 enabling  planning and scheduling 
operations considering the demand 
supply situation

	 Providing tools which lead to increased 
responsiveness to customer needs

	 translating  data into decision making 
information

Figure 1: Benefits offered by the ERP system

History and Evolution of ERP

The acronym ERP was first coined by Gartner group 
in 1990 as an extension of the material requirements 
planning (MRP) system.

In 1960s the primary focus of most of the organizations 
was automation of their inventory control systems 
as a result of which they designed, developed and 
implemented automated computing systems using 
inventory control packages. These were legacy 
systems based on programming languages such as 
COBOL, ALGOL and FORTRAN. 1970s saw the birth 
and evolution of Material requirements planning 
(MRP) systems which mainly involved planning the 
product or parts requirements according to market 
demand and manufacturing plans for those products. 

On the lines of these MRP systems, new software 
systems called manufacturing resources planning 
(MRP II) were introduced in the 1980s with an 
emphasis on optimizing manufacturing processes 
by synchronizing the materials with production 
requirements. MRP II systems encompassed 
broader areas such as shop floor and distribution 
management, project management, finance, human 
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resource and engineering. ERP systems started to 
show early signs of development in the late 1980s 
and the beginning of the 1990s with the idea of 
enterprise-wide inter-functional coordination and 
integration. Based on the technological foundations 
of MRP and MRP II, ERP systems integrate business 
processes including manufacturing, distribution, 
accounting, financial, human resource management, 
project systems, inventory management, service 
and maintenance, and transportation, providing 
accessibility, visibility and consistency across the 
enterprise.

During the 1990s the big ERP vendors such as 
(SAP, Baan, JDE, PeopleSoft and Oracle) added 
more modules and functions as “add-ons” to the 
core modules giving birth to the “extended ERPs.” 
These ERP extensions include advanced planning 
and scheduling (APS), e-business solutions such 
as customer relationship management (CRM) and 
supply chain management (SCM). 

Figure 2: Evolution of the ERP system

Structure of ERP

Enterprise systems often employ a client/server 
technology leading to a decentralized computing 
environment. In the client / server system, the 
requests from a number of client systems operated 
by end users such as desktop terminals are fulfilled 
by application servers, which in turn get the 
requested service-related information from the 
database servers. The requests may consist of simple 
data files, data values, communication services, 
transaction processing or master file updates. The 
general practice is to have three-tier architecture 
such as in Figure 3. In this three-tier system, the 
user interface runs on the client. To run the systems 

relatively powerful servers are required where most 
of the hundreds of thousands of operations and 
complex calculations are performed. 

The client/server system functions are performed 
following three layers of logic:

• Presentation Layer: Graphical user interface 
(GUI) or browser for data entry or accessing system 
functions

• Application Layer: Business rules, functions, logic, 
and programs acting on data received/transferred 
from/to the database servers

• Database Layer: Management of the organization’s 
operational or transactional data including metadata; 
mostly employs industry standard RDBMS with 
structured query language (SQL) provisions 

This logical arrangement helps the ERP user interface 
to run on the clients, the processing modules to 
run on the middle-tier application servers, and the 
database system to run on the database servers.

Figure 3: Three Tier ERP systems Architecture

Some of the common characteristics of an ERP 
system are:

• Integrated Modular design comprising 
many distinct business modules such as 
sales, financial, manufacturing, purchasing, 
distribution, etc.

• Use centralized common database 
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management system (DBMS)

• The processes are modeled on the basis of 
best business practices

• They are generally complex systems involving 
high cost 

Even though different ERP product companies 
provide ERP systems with some degree of specialty 
but the core modules are almost the same for all of 
them. Some of the commonly used core ERP modules 
of ERP systems are the following:

• Finance and Controlling

• Sales and Distribution

• Production Planning

• Materials Management

• Quality Management

• Human Resources

• Customer relationship management

• Business Warehouse

Figure 4: Core modules of the ERP system

Implementation

The timeline of an ERP implementation is greatly 
influenced by a couple of important factors namely:

	The complexity and the size of the business  

	The number of business processes included 
in the scope of the implementation  

	The amount of customization required and 

	The amount of data to be migrated. 

Most of the ERP systems also offer the flexibility of 
carrying out the implementation in multiple phases 
depending upon the scale and the readiness of 
the organization implementing the ERP system. A 
typical implementation project for a large enterprise 
can take anywhere from 8 months to a year for 
completion. 

The increasing competition in the marketplace 
is forcing a lot of companies to be sensitive to 
the market changes and adjust their business 
strategies accordingly. The resulting data processing 
requirements in turn put a lot of pressure on the ERP 
systems which tie the marketing, sales, accounting, 
procurement and manufacturing functions together. 

Figure 5: Steps in a typical ERP Implementation 
Project

Best Practices

One of the principal reasons why companies 
implement ERP systems is to incorporate industry 
best practices into their business operations. Pre-
configured ERP systems for a specific industry can 
bring embedded business processes, functionality, 
and configuration to the table. These best practices 
and industry pre-configurations can help save time, 
money, and redundant effort during implementation.

On the other hand, a competing and conflicting 
reason is the need to leverage one’s ERP software to 
gain and sustain a competitive advantage over 
industry peers. If your biggest competitor is using 
the same system with the same business processes 
to win over scarce customers, is that a good thing?
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Having said that, best practices and industry pre-
configurations can help save time, money, and 
redundant effort, but not as dramatically as ERP 
vendors often suggest. As illustrated below, there is 
a core basic layer of your business that will probably 
benefit significantly from processes and functions 
that are baked into the software.

For example, accounting and general ledger are 
overhead functions that generally do not provide a 
sustainable competitive advantage. In these cases, 
it would be inefficient and overly costly to build 
functionality from scratch. Our experience with 
ERP implementations is that companies can expect 
to leverage best practices or pre-configurations 
that apply to approximately 60-75% of a business 
functions in these areas. The remaining portion will 
still need to be configured to meet your specific 
needs.

The next layer pertains to internally-facing processes 
that are somewhat unique to your specific industry 
and are not common across as broad of an ERP 
software customer base. For example, not all 
companies need global supply chain management 
or contract manufacturing capabilities, so these 
best practices are generally not as mature within 
ERP systems. In these cases, a company may be able 
to address approximately half of its business needs 
with best practices.

The final and more difficult layers to address are 
those customer-facing functions that provide a 
company’s unique and sustainable competitive 
advantage. Examples include CRM, social marketing, 
and ecommerce, where only a fraction of best 
practices are applicable. Quite frankly, this is the 
one area where companies should resist leveraging 
best practices if they are not aligned with their 
competitive advantage (then again, it’s probably 
not a competitive advantage if it’s a “best practice” 
built into ERP systems). For this reason, companies 
are more likely to look at advanced modules, 
customization, and integration to other systems to 
address these needs.

It is important to note that as you move up to the 
top layer, time, cost, and effort increases. So while 

the bottom layer may be relatively simple and 
straightforward to implement, the higher layers 
take more time to design, build, and test within the 
enterprise solution.

The key takeaway here is that best practices can 
be a very useful starting point for successful ERP 
implementations. However, they are typically not 
the advertised silver bullet for an effective ERP 
implementation.

On-demand ERP services for SMBs

With the increasing proliferation of software as a 
service (SaaS) model, most of the ERP vendors have 
come out with offerings to tap the small and medium 
business market. This ERP delivery model offers low 
cost of ownership, rapid deployment timeline, ease 
of maintenance and also saves on expensive upgrade 
costs.

This is quite appealing to SMBs since they don’t have 
to own the staff, the tools or the IT infrastructure 
required to support full-fledged ERP implementations. 
There are however some limitations and not all 
companies can be good candidates for the SaaS 
model.  For example companies which do not have 
access to reliable internet / network infrastructure 
are not suitable for this approach. Also companies 
which need a higher level customization of their 
business environment are generally not well suited 
for adopting the generic on-demand ERP system.  
From the ERP vendor’s perspective, though the up-
front revenue is low in the on-demand model, the 
vendors get to keep the customer and build and 
ongoing relationship.

Benefits of an ERP System

	Single data source for information related to 
products, customers, vendors,  sales data, etc 
which in turn drive critical inputs for decision 
making within an organization

	Tighter controls from a financial compliance 
perspective as well as audit and statutory 
reporting 
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	Automating business processes such as 
invoicing and sales and purchase orders 
within one system improves forecasting 
accuracy and reduces in efficiencies

	Certain ERP Vendors have extended their 
offerings to provide Business Intelligence as 
well as Customer Relationship Management 
functionalities which help improve service 
levels and increases customer retention

	ERP systems are a boon for managing globally 
dispersed corporations.

Disadvantages of ERP system

	The cost of buying and implementing 
ERP software is too high and most of the 
deployments take 1 to 3 years to become 
fully functional. Also there are other indirect 
costs such as upgrading the IT infrastructure, 
WAN links, etc.

	Most of the ERP software require some 
amount of customization to adapt to every 
organization’s unique business processes. 
The higher the amount of customization, the 

longer is the implementation timeline and 
the greater is the difficulty to upgrade with 
newer versions of the software

	Once an ERP system is implemented, there is 
a heavy dependence on the ERP Vendor for 
further upgrades, software support, etc.
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History of Mobile Operating 
Systems

- Rohan Mhasalkar
Email : rohan.mhasalkar@gmail.com

Introduction

In today’s fast and busy world, mobile devices 
have attained great significance. People find it 
very convenient to complete various tasks on the 
go. These tasks include checking emails, internet 
browsing, social networking, online reservations, 
travel bookings etc. The smartphones or tablet 
devices, which once was a luxury to have has almost 
become a necessity and the applications of the 
phone are increasing day by day.

A Mobile Operating system, which is also referred to 
as Mobile OS is the Operating System that operates 
a Smartphone, PDA, Tablet computer or other 
digital portable devices. The Mobile OS takes the 
various functions of a computer operating system 
and integrates it with mobile features such as 
Touchscreen, Bluetooth, Camera, Music playback, 
GPS etc. A Mobile OS is the software base on top 
of which various programs (also called applications 
or apps) are executed. It is the most important 
component in a smartphone as it manages the 
hardware and software resources of the smartphone.

As the Windows or Linux Operating system controls 
the desktop or laptop, a Mobile Operating System 
controls the mobile device i.e. it provides the 
platform on top of which different programs can 
run on the mobile devices. The Operating system 
plays a vital role in the functioning of the mobile 
and it is responsible for various features available 
on the phone such as keyboard, WAP, Email facility, 
Messaging, Video-calling etc.

Evolution of Mobile Operating Systems

Mobile Operating Systems have seen an evolution 

from PC-based system to the current smartphone-
centric Operating system. The evolution has been 
drawn by various advancements in hardware, 
software and the internet. Within hardware, we 
have seen that the size of peripherals and processors 
has been getting smaller by the day and its capability 
has been improving. Software developments have 
also helped in the evolution of the Mobile OS; some 
of the features that we see such as touchscreen and 
rich user interface are a result of this. Additionally, 
people are no longer using the worldwide web for 
just browsing but are becoming actively involved in 
development, social interaction, data contribution 
etc.

Earlier, mobile devices had limited functionality 
and possible usages were pre-defined. However, 
today’s smartphone acts like a gateway to different 
applications which can widen the usage scope of 
mobile application tremendously. The key features 
required in today’s Mobile OS are efficient battery 
life, user experience, security, cloud readiness, 
available apps.

Although mobile phones have been in use since the 
late 1970’s, the mobile revolution of transforming 
phones into smartphones began in mid-1990. Below 
are some of the milestones and shows a progression 
of the mobiles we see in market today.

•	 1993 – The first smartphone was introduced 
i.e. IBM Simon, it had a touch screen and 
email features

•	 1996 – The first version of Palm OS was 
launched. It had address book, date book, 
memo, to-do list
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•	 1997 – Palm OS 2.0 was introduced which 
and mail support was added to its existing 
features

•	 1998 – Palm OS 3.0 was introduced and 
additional features such as HotSync support, 
web clipping support and 8-bit color support 
was added

•	 2000 – Microsoft introduced the first Pocket 
PC. Some features of Windows desktop OS 
were incorporated into them.

•	 2001 – Pocket PC 2002 was introduced. MSN 
Messenger, Media Player were added and 
the UI was enhanced. Palm OS 4.0 was also 
launched which had 16-bit color support.

•	 2002 – Palm OS 5.0 was introduced which had 
Palm Application Compatibility Environment 
(PACE) and Bluetooth emulator.

•	 2003 – Windows Mobile 2003 was introduced 
with Bluetooth integration, Pocket Internet 
Explorer and Windows Media Player 9.0 was 
added.

•	 2004 – Windows 2003 SE was launched 
which had portrait and landscape switching 
for Pocket PC’s. Also, Palm OS Cobalt was 
launched which had Wi-Fi, telecommunication 
and Bluetooth connectivity.

•	 2005 – Windows Mobile 5 was launched which 
had Windows Media Player 10, GPS. Mobile 
version of Office was also introduced in this 
version. RIM also introduced Blackberry OS 
4.1. Also in this year, Android was acquired 
by Google Inc.

•	 2007 – The first iPhone was launched in 2007 
and at that time was one of the most advanced 
phones in the market. The iPhone operated 
on iOS which was the mobile OS created by 
Apple. In the same year, Windows Mobile 6 
and Blackberry OS 4.2 were launched.

•	 2008 – iOS 2.0 was launched which added 
third party application support and synced 
with Google contacts. Also, Blackberry 

OS 4.5 was launched which added HTML 
emails, faster performance and improved 
multi-tasking. Windows Mobile 6.1 was also 
launched which supported threaded sms, full 
page zooming in Internet Explorer. The first 
version of Android and Symbian OS were also 
launched in this year.

•	 2009-2013 – By this year, the competition 
between different mobile and OS makers 
had intensified. Newer versions of OS’s were 
released within a span of few months to 
cope up with the competition and increasing 
demands and wishes of customers. Android 
released multiple versions in this year and 
started naming them after different desert 
names (Cupcake, Donut, Éclair etc.). iOS, 
Blackberry and Windows also released 
newer versions of their Mobile OS. Samsung 
launched its own version of mobile OS called 
Bada. Similarly HP and Nokia also jumped into 
the bandwagon of Mobile OS by introducing 
its own version.

Some of the most popular Mobile Operating Systems 
available today are as below:

Android OS

Android is Google’s open source Mobile operating 
system used on majority of mobile devices today. 
It is built on Linux and designed to be used on cell 
phones, tablets, e-readers etc. Based on the market 
share as well as popularity, Android is easily the most 
widely used Mobile OS. One of the primary reason for 
it being so popular is the fact that its open-source i.e. 
code is available for modification by mobile device 
manufacturers, network carriers or keen developers. 
Android also has a huge number of developers who 
create Applications (commonly known as Apps) 
that can be installed on the mobile device, these 
applications help in extending and adding new 
functionality to the device. As of September 2013, 
there are over 800,000 apps available for Android.

Google updates its Android Operating Systems and 
releases new updates. Till date, the new updates 
are named after various “desserts” and they have 
been named in an alphabetical order. The Android 
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OS version released so far have names like Cupcake, 
Donut, Éclair, Froyo, Gingerbread, Honycomb, 
Icecream sandwich, Jelly Bean, Kitkat.

Blackberry OS

Blackberry OS is a proprietary Mobile OS developed 
by ‘Research in Motion’ for use on the popular 
Blackberry mobile devices. This OS is mostly popular 
within Corporates as it offers easy synchronization 
with Microsoft Exchange, Lotus Domino for email 
services, calendar, contacts etc. The Blackberry OS 
updates are named serially, current version is 7.X 
released in November 2012.

Apple iOS:

Apple’s iOS (previously known as iPhone OS) is a 
proprietary Mobile OS developed for iPhone and 
other Apple mobile devices such as iPad, iPod Touch. 
This OS is available only on Apple’s devices as Apple 
does not allow its usage for third party devices. Apple 
releases updates to its iOS and they are named serially, 
the current version is iOS 7.X released in September 
2013. In 2007, Apple announced development of a 
Software Development Kit (SDK) which was opened 
to developers in March, 2008. The Apple App store 
was opened in July 2008 and as of today there are 
more than 1 million apps released.

Symbian OS (Nokia)

Symbian is a Mobile Operating system used for 
Smartphones which was originally developed by 
Symbian Ltd. It is currently maintained by Accenture. 
It is an Open source platform, which was one of the 
most popular Mobile OS until Android overtook it 
in 2010. This Operating System was used on Nokia 
smartphones; however in February 2011 Nokia 
announced that it will use Windows based Operating 
System as its primary mobile OS which has also 
resulted in decline on the usage of this mobile OS.

Windows Mobile

Windows Mobile is Microsoft’s OS used in mobile 
devices. In 2010, Microsoft announced a new mobile 
platform Windows 7. This was an OS which was 
designed for use on Personal computers as well as 
tablets.

Bada (Samsung)

Bada is a Samsung proprietary OS which was 
launched in 2010. Samsung Wave was the first phone 
to use this OS, however since then its popularity has 
decreased with Samsung using Android OS popularly 
in its smartphones.

Looking at the market share mentioned below, 
Android dominates with a huge margin. One of the 
primary reasons for it being that it is free and open 
source hence used by most of the popular mobile 
phone manufacturers.

•	 Android – 81%       

•	 iOS – 13%          

•	 Windows Mobile – 4%             

•	 Blackberry OS – 1%

One other popular mobile device is the e-reader. 
Some of the popular e-readers are Amazon Kindle, 
Sony Reader, Kobo eReader, Barnes & Noble Nook 
etc.  They usually have their own operating systems, 
most commonly Linux or Android based. The 
functions for the e-reader operating systems are 
much limited than a mobile or a tablet device.

Future of Mobile Operating Systems

Mobile OS are very lightweight (minimum number 
of system files, lesser requirement of space, RAM, 
processor etc.) as compared to traditional desktop 
OS such as Windows, Linux or others. With the 
gaining popularity of those mobile devices such as 
smartphones and tablets, the usage of laptops and 
desktops has considerably gone down in the past 
couple of years. Users nowadays prefer to use more 
mobile devices than the bulky traditional desktops 
and laptops. It’s being predicted that in the future, 
mobile devices would be made with ability to connect 
to external keyboards, monitors and they would 
totally replace the desktop. It’s also being predicted 
that future OS would be a hybrid of desktop and 
mobile functionality i.e. it can be installed on both the 
devices. In Jan-2014, a Netbook has been launched 
by Lenovo which has the Android Operating system. 
It is being said that with the wide-spread usage of 
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Cloud, the desktops, mobile devices, tablets would 
become more and more ‘thinner’ i.e. the hardware 
as well as software used within will be as minimal 
as possible. This is the major reason that mobile 
operating systems in the future will be designed in 
such a way that they can be used on mobile devices 
as well as desktops, notebooks etc.
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Company Profile - Cisco 
Systems

- Nilesh Patil
Email: nileshpatil@gmail.com

Brief Overview  

Cisco Systems, Inc. designs, manufactures, sells 
Internet Protocol-based networking and other 
products related to the communications and IT 
industry and provides services associated with these 
products. It provides a broad line of products for 
transporting data, voice, and video within buildings 
and across campuses. Cisco is world leader in 
networking equipment for the internet.

 Cisco’s current offerings comprises of the following 
categories: Switching, Next-Generation Network 
(NGN) Routing, Service Provider Video, Collaboration, 
Data Center, Wireless, Security, and Other Products. 
Cisco Systems was founded by Sandra Lerner and 
Leonard Bosack on December 10, 1984 and is 
headquartered in San Jose, CA.

The Company has five segments: United States and 
Canada, European Markets, Emerging Markets, Asia 
Pacific, and Japan. In October 2013, Cisco Systems 
Inc completed the acquisition of Sourcefire, Inc. 
In October 2013, the Company announced that 
it has completed the acquisition of privately held 
WHIPTAIL.

Cisco At a Glance

•	 Industry: Networking & Communications

•	 Founded: 1984

•	 Country: United States

•	 CEO: John T Chambers

•	 Website: www.cisco.com

•	 Employees: 66,000 

•	 Sales: $48 Billion

•	 Headquarters: San Jose, California

Cisco Interesting Facts

•	 The name Cisco is short for “San Francisco”

•	 Cisco went public in Feb 16th 1990.

•	 Cisco peak valuation during the internet 
bubble in year 2000 was $569 Billion USD, 
world’s highest

•	 In the Fortune ‘100 Best Companies to 
work for’ list, over the years Cisco has 
usually hovered within the top twenty 
places.

•	 The first multi-protocol router released in 
1986 contributed to Cisco rapid growth

•	 Cisco first acquisition came in 1993 
with company called Crescendo and has 
acquired 140+ companies since then.
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•	 Biggest acquisition Scientific Atlanta 
worth $6.9 billion dollars.

History & Time Line

1984–1995: Early years

•	 Cisco Systems was founded in December 
1984 by two members of Stanford University 
computer support staff: Leonard Bosack 
who was in charge of the computer science 
department’s computers, and Sandy Lerner, 
who managed the Graduate School of 
Business’ computers.

•	 On July 11, 1986, Bosack and Kirk Lougheed 
were forced to resign from Stanford and 
the university contemplated filing criminal 
complaints against Cisco and its founders for 
the theft of its software, hardware designs 
and other intellectual properties. In 1987, 
Stanford licensed the router software and 
two computer boards to Cisco.

•	 In 1988, John Morgridge was appointed CEO.

•	 On February 16, 1990, Cisco Systems 
went public (with a market capitalization 
of $224 million) and was listed on 
the NASDAQ stock exchange. On August 
28, 1990, Lerner was fired; upon hearing 
the news, her husband Bosack resigned in 
protest. The couple walked away from Cisco 
with $170 million.

•	 Between 1992 and 1994, Cisco acquired 
several companies in Ethernet switching, 
such as Kalpana, Grand Junction, and 
most notably, Mario Mazola’s Crescendo 
Communications which together formed the 
Catalyst business unit.

•	 In 1995, John Morgridge was succeeded by 
John Chambers

1996–2009: Internet and silicon intelligence

•	 The phenomenal growth of the Internet 
in mid-to-late 1990s quickly changed the 

telecom landscape. As the Internet Protocol 
(IP) became widely adopted, the importance 
of multi-protocol routing declined.Cisco 
managed to catch the Internet wave, with 
products ranging from modem access shelves 
(AS5200) to core GSR routers that quickly 
became vital to Internet service providers 
and by 1998 made Cisco dominant player in 
this critical segment.

•	 Cisco became the most valuable company 
in the world, with a market capitalization of 
more than US$500 billion in late March 2000, 
height of Dotcom bubble.

2006–2012: The Human Network

•	 As part of a massive rebranding campaign in 
2006, Cisco Systems adopted the shortened 
name “Cisco” and created “The Human 
Network” advertising campaign. These efforts 
were meant to make Cisco a “household” 
brand—a strategy designed to support the 
low-end Linksys and Flip products.

•	 Throughout the mid-2000s, Cisco also built a 
significant presence in India, establishing its 
Globalization Centre East in Bengaluru for 
$1 billion, and planning that 20% of Cisco’s 
leaders would be based out of India.

•	 On 24 July 2012, Cisco acquired NDS (a TV 
software developer) for USD 5 billion. This 
acquisition marked the end of the “The 
Human Network” strategy as Cisco found 
itself backing off from household hardware 
like Linksys and Flip into the cloud and 
software market.

2013–Present: The Internet of Everything

•	 Cisco launched its first global re-branding 
campaign for the first time in six years with 
its “TOMORROW starts here” and “Internet 
of Everything” advertising campaigns. These 
efforts are designed to position Cisco for 
the next ten years into a global leader in 
connecting people, data, processes and 
things through cloud computing applications 
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and services. 

•	 Cisco Systems acquired Sourcefire for $2.7 
billion on July 23, 2013, 

Cisco Products and Services Portfolio

The Company’s product offerings fall into three 
categories: its core technologies, routing and 
switching; advanced technologies, and other 
products. In addition to its product offerings, the 
Company provides a range of service offerings, 
technical support services and advanced services. 
The advanced services program supports networking 
devices, applications, solutions, and complete 
infrastructures

Switching is an integral networking technology used in 
campuses, branch offices, and data centers. Switches 
are used within buildings in local-area networks 
and across great distances in wide-area networks. 
Switching products offer many forms of connectivity 
to end users, workstations, IP phones, access points, 
and servers and also function as aggregators on 
local-area networks and wide-area networks. NGN 
technology is fundamental to the foundation of the 
Internet. This category of technologies interconnects 
public and private wireline and mobile networks for 
mobile, data, voice, and video applications. Service 
Provider Video delivers entertainment, information, 
and communication services to consumers and 
businesses around the world. Collaboration portfolio 
integrates voice, video, data, and mobile applications 
on fixed and mobile networks across a wide range 
of devices and endpoints, including mobile phones, 
tablets, desktop and laptop computers, and desktop 
virtualization clients. Cisco’s Unified Data Center 
unites computing, networking, storage, management, 
and virtualization into a single, fabric-based platform 
designed to increase and simplify operating 
efficiencies and provide business agility. Wireless 
access via wireless fidelity (Wi-Fi) is a fast growing 
enterprise technology with companies and public 
institutions across the globe investing to provide 
indoor and outdoor coverage with seamless roaming 
for voice, video, and data applications. Security 
portfolio of products and services offers identity, 

network, and content security solutions designed to 
enable customers to reduce the impact of threats 
and realize the benefits of a mobile, collaborative, 
and cloud-enabled business. Cisco’s Collaboration 
portfolio integrates voice, video, data and mobile 
applications on fixed and mobile networks across a 
wide range of devices and endpoints from mobile 
phones and tablets to desktops, Macs and laptops to 
desktop virtualization clients.

Products

•	 Application Networking Services

•	 Blade Switches

•	 Cloud and Systems Management

•	 Collaboration Endpoints

•	 Conferencing

•	 Customer Collaboration

•	 Data Center Management and 
Automation

•	 Data Center Switches

•	 Interfaces and Modules

•	 Networking Software (IOS & NX-OS)

•	 Optical Networking

•	 Physical Security

•	 Routers

•	 Security

•	 Servers - Unified Computing

•	 Service Exchange

•	 Storage Networking

•	 Switches

•	 Unified Communications

•	 Video

•	 Wireless
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Services

•	 Cloud and Systems Management 
Services

•	 Collaboration Services

•	 Data Center and Virtualization Services

•	 Enterprise Network Services

•	 Physical Security Services

•	 Routing Services

•	 Security Services

•	 Services for Application Networking 
Services

•	 Storage Networking Services

•	 Switching Services

•	 TelePresence Services

•	 Unified Communication Services

•	 Unified Computing Services

•	 Video Services

•	 WebEx Collaboration Services

•	 Wireless Services

Note: For details on Products and Services please 
visit the website mentioned in reference and external 
links.

Cisco Competitors 

Competition is only getting tougher for Cisco as it 
continues to expand in new markets while attempting 
to maintain growth in its core routing and switching 
businesses.

The Company competes with following:

•	 Juniper Networks - Juniper is also Cisco’s 
closest competitor in VPN hardware and 
software market, and in overall security 
market, which includes firewalls, VPNs, 

unified threat management and intrusion 
detection and prevention systems.

•	 Alcatel-Lucent - Alcatel-Lucent and 
Juniper take turns trading the No. 2 
position in edge routing, where Ethernet 
service delivery is a key requirement for 
applications such as IPTV, Ethernet VPNs 
and mobile backhaul. Cisco’s advantage 
is its vast installed base.

•	 Hewlett-Packard - HP is the No. 2 vendor 
in Ethernet switching after its acquisition 
of 3Com. Cisco is market leader in 
Ethernet switching.Cisco also competes 
with HP for data center products

•	 Aruba – Wireless Lan products

•	 Polycom – Videoconferencing products

•	 Avaya - Unified communications and 
collaboration, Enterprise telephony 
product line.

•	 CheckPoint – Network Security , Cisco 
is far and away the leading vendor in 
the $7 billion overall network security 
market 

•	 Microsoft Corporation  - Unified 
communications , Data centers

•	 Brocade Communications Systems - Fiber 
Channel storage-area networks where 
Brocade is market leader 

•	 IBM – Data Center, Switches, Routers 
and Virtualization.

SWOT Analysis  

Strengths

•	 Geographically Diverse Business - 
Geographically diverse business and 
revenue should help shield the business 
from shocks in any one part of their 
business
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•	 Global Market Leader - Strong brand 
name, economies of scale, 

•	 Strong Financial position - higher margins, 
revenues and other significant benefits, 
such as the ability to raise debt at lower 
cost

•	 Strong Management team

•	 Known for its strong R & D division

•	 Diverse products and revenue should 
help shield the business from shocks in 
any one part of their business. Different 
products have different characteristics. 

Weakness

•	 Declining storage networking market

•	 Weak presence in BPO technologies/
markets compared to global leaders

•	 Outsourcing too many business processes

•	 High pricing

•	 Disruptions of process caused by 
acquisitions

•	 Over reliance on complex technologies 
– errors in forecasting product demand 
resulting in billions of dollars lost on 
overstocking inventory

Opportunities

•	 The global financial crisis (Future 
investments in manpower and innovation)

•	 Expansion in China as other global 
companies expand in this market

•	 Utilization of pool of expert workers in 
Indian Market

•	 WiFi Home Calling - Mobile phone makers 
are fitting their phones with the ability to 
make wifi calls, which allows free calls 
from wireless hot spots. This will increase 
demand for broadband networks

•	 Data Mining - The amount of data in 
the world in exploding. As more data 
becomes available, the ability to decipher 
that data will become more important. 
From health care to law enforcement, the 
digital world is uniting around better data 
mining tools.

•	 Cloud Computing - Cloud computing 
has the potential to turn computing 
power into a resource that is available 
on demand. The whole concept of cloud 
computing improves the efficiency of 
doing computer tasks, because it caters 
to economies of scale.

•	 Mobile Broadband - Mobile broadband 
communication will increase revenue and 
margins, because customers will require 
more services and pay more money for 
those services. Many additional uses for 
mobile broadband will be invented over 
the long-term.

Threats

•	 The use of cloud servers is lowering sales 
and especially profits margins for cisco’s 
core business. 

•	 Open Source Competitors : 

o Vyatta – Substitute open source 
hardware

o Asterisk – Subsitute open source 
VoIP

o Google – New entrant for desktop 
video conferencing market

•	 High competitive rivalry - Pricing wars

•	 Virtualization

•	 Cybercrime – Infrastructure security 
attacks

•	 Uncertainty of global economy – Economy 
Slowdown

•	 Unsustainable product gross margins
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Conclusion

Cisco engineers have been leaders in the 
development of Internet Protocol (IP)-based 
networking technologies. Today, with more than 
66,000 employees worldwide, this tradition of 
innovation continues with industry-leading products 
and solutions in the company’s core development 
areas of routing and switching, as well as in advanced 
technologies such as: Networking, Wireless, 
Security, Unified Communication, Telepresence, 
Collaboration, Data Center, Virtualization, and 
Unified Computing Systems. With its current global 
re-branding campaigns of  “Tomorrow starts here” 
and “Internet of Everything” Cisco plans to position 
itself as a global leader in connecting people, data, 
processes and things through cloud computing 
applications and services
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Complex Event Processing

- Shyamkant Matondkar
Email : shyamkant@gmail.com

What is CEP ?

Event processing is not a new concept but in existence 
since the early days of computer revolution. Event 
processing has eventually developed and getting 
mature. Early days discrete event simulation was 
nothing but event processing where based on inputs 
fed to computer program used to model the system 
behavior.  Further evolution of computer networks 
used this event handing for communications 
between computers over the network. Next was 
the database management system. Applications 
like ERP systems augmented the DBMS capabilities 
with event processing capabilities. Triggers are good 
example of it where mail can be sent to people or 
automatic order can be placed based on certain 
events.  Advent of distributed applications use 
message oriented communication and thus gave rise 
to middleware and SOA. SOA provides application 
functionality as services by sending and receiving 
messages as events. With the explosion of data and 
events in recent year, business scenario are getting 
complex and obvious steps are in the direction of 
processing complex scenario. 

Complex Event processing (CEP) is handling events in 
real time. Event can be considered as anything that 
happens over the period of time, but not necessarily 
the past events.  In fact what we are interested are 
things happening in real time. Hence CEP is also 
known as real time intelligence. More precisely in 
business terms events are nothing but information 
which can be tracked, analyzed, processed and 
decisions can be derived from them. Till now in 
traditional business scenario this information or data 
is in house and mostly historical in nature. Businesses 
used to consolidate the history data, organize it in 

meaningful format to analyze and then take decisions 
for future, which is known as Business Intelligence.  
However it lacks real time operational data and data 
from external sources. Today businesses need to be 
dynamic so that they should be able to respond to 
the changing market conditions immediately. But 
relying on traditional ways to capture real time data is 
very difficult as data always needs to be transformed 
before being useful. So decisions have to be taken 
on raw data itself and that is nothing but Complex 
Event processing. CEP analyzes the operational data 
in real time and this operational data need not be 
from same source. In fact CEP expects data from 
diverse sources in different formats. These diverse 
sources of data could be social media, data collected 
by sensors, traffic reports etc. 

So CEP is traditional approach turn upside down, 
where queries are predefined and data stream is fed 
to it to generate events. CEP is new way of analyzing 
data in real time where business demands need data 
integration with events and real time analytics in 
split of seconds.

CEP systems need to be highly dynamic and scalable. 
CEP is a loosely coupled system where event 
generator and consumer need not know each other. 
CEP not only mediates between event generator 
and consumer but also detects relationship pattern 
between events, aggregates events and generates 
new events based on aggregation (if necessary). 
CEP is an advanced approach based on simple event 
processing that collects and combines data from 
different relevant sources to discover events and 
patterns that can result in action.
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Event Cloud

Events are normally in the format of a stream i.e. 
linearly ordered based on time stamp and that can 
be called as event cloud. It contents different types 
of events. Event cloud is partially order set of events 
based on certain relationships between events like 
timestamp, source of events, consumer of events, 
cause etc. Event stream is event cloud but vice-
versa is not true. Before getting consumed event 
may rest in event cloud may be waiting for another 
event to activate it or may wait till certain threshold 
level is reached, like 3 failed login attempts, based 
on business model. There may or may not be 
relationships between events in event cloud likewise 
events could be outside of an organization. CEP 
engines analyze the relationship between events 
in an event cloud to discover new patterns thus 
new threats or opportunities. Event cloud may also 
contain historic events which combined with latest 
events can be used to find new trends.

Event driven architecture

In CEP events are nothing but live stream of data 
and EDA is modeled around these events. EDA is an 
enterprise software architecture in which software 
application communicates through events. EDA is 
composed of production, detection and consumption 
of events and subsequently their responses.  In EDA 
the communication between creators and consumers 
of events is through status exchange.  Business rules, 
triggers, stored procedures detect the events i.e. 
data. Event detection could be detecting a single 
event or detecting a pattern in the data and sending 
alerts to appropriate recipients.

Below diagram shows EDA in simple form

Source: http://www.oracle.com/technetwork/es/
community/oracle-ace/jellema-esb-090659.html

Events are generated from business processes and 
carried over the enterprise service bus to its consumer. 
Event consumers are in turn another business 
processes. EDA uses asynchronous messaging and 
business processes are loosely coupled. Events are 
asynchronous that is not generated or consumed at 
the same time but some events depends on other 
before they get consumed. Thus EDA brings more 
agility in business processes to respond dynamically 
to changing business scenarios. Agility makes it 
possible for businesses to build dynamically changing 
analytic models.

Use cases of CEP

Classic and simple example of event is getting an 
SMS alert as soon as you withdraw or deposit money 
from/to your account. Now consider a situation 
where you are doing online shopping using your 
credit card from Mumbai and around the same time 
a transaction is being executed with your credit card 
from (Say) Africa. Now there are two transactions i.e. 
events executed few minutes apart and one of which 
is originated from different unusual part of the world. 
So CEP would detect that and immediately alert you 
about authenticity of the second transaction and 
thus fraudulent transactions are averted. 

Another common usage is seen in healthcare industry 
where patient’s health is continuously monitored 
and an alert is sent in case of any unusual event.

Financial institutes, Capital markets and healthcare 
are some of the early adapters of CEP.  CEP is also 
used in transportation operations like trucks, airlines, 
ship etc. Today CEP is also used in an experiment to 
build a smart city, to deliver efficient services like 
water management, transportation, buildings etc. 
to optimize resources. Data feeding could be from 
various sources like traffic data, events happening 
across city, weather etc.

Business environment is getting complex and CEP 
is helping business to cope up with this changing 
dynamics by monitoring and optimizing SLA by 
detecting and filtering events lying out of a specified 
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range, discover correlation in issues etc…

CEP also helps in operational intelligence by quickly 
giving insight to multiple real time and historical data 
and respond in meaningful way to business scenarios. 
Besides that CEP helps to monitor business activities 
and identify and detect potential business risks, 
threats, opportunities. Business Activity Monitoring 
(BAM) is one of the important aspects of CEP. BAM 
helps enterprises to define and explore the critical 
opportunities and risks. CEP can also be used in 
threat management for communication networks.

Currently available CEP platform and 
products

Current market leading CEP engines are,

●	 MS SQL stramInsight

●	 Tibco-StreamBase

●	 Oracle CEP

●	 EsperTech : Esper (Java) and NEssper (.Net) 
are

●	 Tibco- Business Events

●	 IBM Infosphere

●	 WSO2 (Siddhi) CEP

●	 StreamCruncher

●	 Appian BPM Suite

Esper, NEsper, StreamCruncher, Siddhi CEP are few 
open source tools available in the market.

CEP and BigData

BigData has main characteristics of volume, velocity 
and variety whereas CEP is “area of interest”. Big 
Data processes huge data from heterogeneous 
sources whereas traditional databases have 
limitations in terms of capacity. Velocity is one of the 
three parameters of Big Data. Today data is growing 
very fast and BigData is the answer to handle that. 
But still BigData by itself cannot correlate this data 
from different sources neither it can detect patterns 

between them to generate meaningful output or 
alerts in real time. And that gap is today filled by CEP. 

The core requirement here is to act on huge data, 
both historical and real time, in real time. BigData is 
the answer to this huge data where CEP can be used 
to correlate this data, analyze events from multiple 
sources, detect patterns and generate alerts etc. 

Event Driven Business Process Management 
(EDBPM)

Event driven Business Process Management is 
enhancements of BPM by EDA. EDBPM combines 
two different disciplines, BPM and CEP. BPM 
captures company’s unique way of doing business. 
It provides ability to model, manage and optimize 
business processes in the light of real time events. 
BPM together with CEP enables business to respond 
to changing market condition. Normally an event 
can trigger a business process or at least influence 
execution of the process. BPM and CEP platforms 
correspond via BPM events. Events can be generated 
by multiple sources and correlation of these events in 
a given context can be treated as a complex business 
event which could result in triggering another event. 
In EDBPM there are two kinds of roles, Workflow 
modelers and Event modelers. Workflow modeler 
indentifies business process, analyzes and optimizes 
it whereas event modeler acts on different events 
produced by business processes. For e.g. Event 
modeler has to define which alert to be sent to which 
role in the organization, which process to trigger. 
Event modeler looks at the event types needed and 
their life cycle through the business processes.  

In future CEP will be playing a major role to enable 
development of large scale information system that 
would serve as basis for application system and 
business processes. Many smaller event processing 
systems would be collaborating in future systems to 
process large number of different types of events 
rather than simply large number of events. Such 
systems are called as “Holistic event processing 
systems”. Few such systems would be 

•	 International Epidemiology Monitoring system 
is about detecting emerging infectious disease. 
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Event feeding source to such system could be 
anything right from pharmacy sales, airline 
passenger data or social networks feed.

•	 A world-wide unified air travel management 
system to come up in next couple of decades 
which will unify air traffic control and  airline 
management system. US and Europe has unified 
air traffic operations

•	 Earth Catastrophe Monitoring would not only 
include monitoring catastrophic events but also 
the world resources that are going scarce.

•	 A system for monitoring the use of personal 
information

Developing such system is gradual and would not be 
a chalked out fix plan. Rather it would be more trial 
and error or chaotic way.
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Introduction to Virtual Machines

Information Technology is growing at rapid rate 
each and every day. New technologies are getting 
introduced every now and then. IT Companies 
are always trying to invent something better than 
the currently available techniques which will be 
cost effective and time saving. Reduce the cost of 
the power and cooling, improve the use of assets, 
do more with less hardware has become the 
management mantra today. One such invention is 
VIRTUAL MACHINES. 

Virtual machines offer the concept of a computer 
running inside another computer. User is basically 
running one or more virtual computers inside one 
physical computer. In other words, a virtual machine 
is a software implementation of a physical computer 
which will execute programs like a physical computer. 
This technique could save money and the data in 
case of disaster and is really very effective. There are 
two types of virtual machines currently available,

System Virtual Machine is the one which provides 
a virtual implementation of a physical computing 
system. It supports the execution of the complete 
operating system. It is built with the purpose of 
either providing platforms to run programs where 
the real hardware is not available for use or of having 
multiple instances of virtual machines leading to 
more efficient use of computing resources, both in 
terms of energy consumption and cost effectiveness. 
This is basically known as hardware virtualization.

Process Virtual Machine is designed to run a single 
program. This means it supports a single process. 
These virtual machines are basically used for 

programming languages. The best example of such 
type of virtual machine is Java Virtual Machine more 
commonly known as JVM. It is the JVM which made 
java portable across all platforms (Windows, Linux, 
UNIX, Mac OS etc.). It is simply required to design a 
JVM according to the platform and then execute java 
program without changing it in any manner. 

This article concentrates on System Virtual Machines.

Business Case for Virtual Machines

Let us consider a business case which will explain the 
real power of Virtual Machines. Let us suppose 

•	 the organization has a requirement of buying 
3 physical servers

•	 on an average, let us assume the cost of one 
server is 2 laces INR (Indian Rupees)

•	 this means the organization will have to pay 6 
laces INR for server hardware

•	 for connectivity between the servers, it’s 
required to have networking setup along 
with security. Let’s assume this will add up 
the cost by 50,000 INR more.

•	 this means the total cost for the setup will be 
6.5 laces INR

Now if the organization wants to reduce this cost, let’s 
take an example of setting up of Virtual Machines,

•	 buy a single server worth 3.5 laces INR with 
high end configuration

•	 install 3 virtual machines on this single server
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•	 use the same network as that of the single 
physical server and implement bridge 
networking on these 3 virtual machines

Now what the organization has achieved:-

•	 The person who is using a virtual machine / 
virtual computer does not come to know that 
he is actually using a virtual machine. He feels 
as if he is using a normal desktop.

•	 there is no requirement for buying the below 
hardware,

       1) 2 keyboards 

       2) 2 mouse

       3) 2 monitors

       4) 2 server class motherboards

       5) 2 graphics cards

       6) 2 hard disks

•	 organization saved 3 laces INR

•	 space wastage is avoided due to less hardware

•	 reduced time for server setup

This is how Virtual Machines come to rescue. The 
same setup can be cost effectively managed by using 
3 virtual machines inside 1 physical server instead of 
buying 3 physical server class computers. This is the 
real power of Virtual Machines. 

Kindly note that the costing considered above is 
approximate and considered just as an example 
for understanding the benefits of virtual machines. 
Actual prices may vary. 

Below architecture diagram will explain the above 
business case. 

Virtual Machine Manager (VMM) is basically the 
system which acts as intermediate medium between 
actual hardware and the virtual machines. Main task 
of the VMM is efficient use and management of the 
physical hardware resources to fulfil the needs of 
virtual machines.

Creating a Virtual Machine

For creating a virtual machine on a physical machine, 
specific software is required to be used. There many 
such software’s available which can be used. Few 
examples are as below,

•	 VMware

•	 Oracle VirtualBox

•	 Microsoft VirtualPC

•	 Virtual Machine Manager

•	 Parallels

•	 Quemu 

For some software’s it is required to pay while for 
some others, they can be downloaded for free. 
It depends upon vendor to vendor. The first 2 
mentioned in the above list are very popular and large 
numbers of users use those.  It is required to provide 
some inputs in order to create virtual machine. The 
software configures the virtual machine according to 
the inputs provided. Few of the inputs are as below,

•	 Hard Disk space required

•	 RAM to be allocated

•	 CD / DVD ROM-RW

•	 Number of LAN cards (virtual)

•	 Operating System to be installed (can 
install by using .iso image or CD/DVD of the 
operating system)

•	 Bridge network or Natted network 

The virtual machine uses the resources from the 
physical server only. But the point is the resources 
are shared in effective manner for better utilization 
and creating multiple virtual machines. If the physical 
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server has 1 TB hard disk and 200 GB are allocated 
for one virtual machine. This means 200GB from 1 
TB hard disk will be utilized for virtual machine. In 
this way, the remaining hard disk can be shared for 
other virtual machines. This is applicable for other 
resources too. 

Let us understand how to create virtual machine in 
detail. The example taken here involves using Oracle 
VirtualBox as software for creating virtual machines.

1. Below is the welcome screen of Oracle 
VirtualBox. Click on New to create a new 
virtual machine.

2. Select Type of the operating system and 
the operating system version. Types can be 
Microsoft Windows, Linux, Solaris, BSD, IBM, 
Mac OS etc. Then select required OS version 
such as Windows 98/98SE/XP/7/8/Server, 
Ubuntu Linux, SuSe Linux, CentOS Linux, 
RedHat Linux, FreeBSD, OpenBSD, NetBSD, 
DOS, Netware, MAC OSX Snow Leopard/Lion/
Mountain Lion etc. Also provide the desired 
name to this virtual machine.

3. Select the amount of RAM (Primary Memory) 
to be allocated to this virtual machine.  2 GB 
is selected here which means virtual machine 
will get 2 GB out of total 3 GB. When the 
virtual machine is started, 2 GB will be locked 
for virtual machine. The underline physical 
hardware used for this virtual machine 
installation has total 3GB of RAM. The 
significance of selecting 2 GB out of 3 GB is 
stated in point number 9 below.

4. Create a virtual hard disk which will be used 
by virtual machine for storing the data and 
operating system related files. It is advisable 
to select the virtual hard disk size 8 GB or 
more.

5. Select the file type of virtual hard disk to be 
created. There are few file formats which 
are compatible with other virtual machine 
manager software’s. Such type of file types 
are of great help when virtual machines are 
copied from one physical hardware to the 
other and the other physical hardware has 
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some other virtual machine manager software 
installed. This makes virtual machines flexible 
to use across multiple software platforms. 

6. After selecting the file type of virtual HDD, 
the virtual HDD storage can be selected as 
dynamically allocated or fixed. Suppose it’s 
decided to allocate 100 GB to virtual HDD 
and it will contain 10 GB worth data at initial 
stage,

Fixed: 100 GB of physical HDD space will be 
permanently allocated to the virtual machine 
even if the virtual machine is currently having 
only 10 GB worth data. This means 90 GB 
space is free but it’s reserved for virtual 
machine only. This approach is often faster to 
use.

Dynamic: Only 10 GB will be allocated to 
virtual HDD as total 10 GB worth data is 
present. As and when the data grows, there 
will be dynamic space allocation to the virtual 
HDD. Even though this approach saves HDD 
space, it may slow down the performance 
as there is going to be dynamic allocation/
deallocation of space.

7. Select the size of the virtual HDD in GB to be 
allocated. Also, type in the name of the virtual 
HDD file which will be created and stored on 
the physical HDD. Click on create.

8. The virtual machine is now ready with the 
necessary resources allocated. There are still 
few settings remaining which are handled in 
step 9.
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9. Click on Settings-->Storage-->CD/DVD Drive. 
Either a virtual CD/DVD disk file such as 
.iso image can be used or physical CD/DVD 
drive can be used for installing the desired 
operating system.

Also, there is a warning message shown at 
the bottom of the page which clearly states 
that 2 GB out of total 3 GB RAM is allocated 
to the virtual machine. This comes to more 
than 50% of the total RAM size and this may 
create unwanted impact on host operating 
system. Relate this with point no. 3.

Once all the settings are done, virtual 
machine can be started and the operating 
system installation can proceed. How to 
install operating system is not shown here.

Cloud Computing and Virtualization

Cloud Computing has a deep relation with hardware 
virtualization. Of course Cloud Computing can work 
without virtualization, but it will not be efficient 
and cost effective. Cloud Computing works on the 
principal of pay as you use, for whatever amount 
of time you desire. This approach requires a lot of 
flexibility. 

Consider a user wants to hire an Linux instance on 
cloud for 1 week. Once his work for a week is done, 
he will be releasing the instance and will be paying 
the usage charges. Consider that virtualization is not 
used in this case. This means once the user releases 

the instance; the Cloud Administrator has to format 
the physical hard disk so that the user’s data is 
fully wiped. Now, if another user wishes to hire a 
Windows instance on cloud, there is an additional 
task of reinstalling the Windows Operating System 
along with the hard disk formatting. In real life, there 
are thousands of such users who wish to hire Linux/
Windows instances for particular time period. Thus, 
this approach is not at all flexible, cost effective and 
time saving. 

The above condition can be effectively handled by 
using virtualization on cloud. After 1 week, the Cloud 
Administrator just needs to delete the Linux virtual 
machine. It is required to just delete the files related 
to the Linux instance from the physical hardware. 
The new instance can be created in very less time 
(10 to 15 minutes). There is no physical hard disk 
formatting involved at all. Such flexible approach 
is the 100% match with the principal of cloud 
computing and hence Cloud Computing greatly rely 
upon the hardware virtualization.

Virtual Machine Administration as a job 
profile 

Real life scenario involves thousands of virtual 
machines interconnected in a network.  It is indeed 
very important to maintain these virtual machines 
for their effective working. The task of Virtual 
Machine Administration and Maintenance is very 
much critical and is the need of the hour. Hence, in 
the IT industry, there is a huge potential requirement 
of Virtual Machine Administrators. This is a separate 
job profile in itself. 

Even the fresh graduates can look at this as a very 
promising career in IT Industry. There are teaching 
institutes who teach Virtual Machine Administration 
techniques. This definitely helps the fresh graduates 
to get a very good job in IT sector. Some of the topics 
which are covered in the course are as follows,

•	 creating a virtual machines

•	 installing single/multiple OS on one virtual 
machine

•	 virtual machine cloning
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•	 virtual machine backups and recovery

•	 daily maintenance of virtual machines

•	 virtual machines - network administration 
and security
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Introduction

Hacking has been industrialized and is very organized 
these days. It is no more a small group which is seen 
exploiting the vulnerabilities in the OS. It is said to 
be a 1 trillion dollar industry. With the increase of 
e-commerce in selling, hackers have more avenues 
for intruding the websites.  Hacking does not require 
deep technical expertise, various forums are available 
through which the hackers mutually co-ordinate and 
plan their activities.

It is not always the data in the servers that these 
people are interested in. Quite possible, that they 
infect your servers, such that they are indirectly made 
a part of larger assault which is discussed in detail in 
this article. It is very likely that your server can be a 
place of distribution of malware. So any person, who 
visits the site, unknowingly will be affected by the 
malware.

With the Bring Your Own Device (BYOD) concept 
getting adapted, more untrusted devices are 
connecting into corporate networks resulting in 
potential participants in malware propagation and 
botnet-based attacks.

These malware affected devices /servers are the 
medium through which the Distributed Denial of 
Service (DDOS) is generated and the services of the 
victims are attempted to be disrupted.

A distributed denial-of-service attack (DDoS attack) is 
an attempt to make a legitimate resource or a service 
on the internet unavailable to its intended users.

One of the common methods of attack involves 
saturating the server with external communications 

requests, such that it cannot respond to legitimate 
traffic, or responds so slowly such that it can be 
considered effectively unavailable.

Am “I“ susceptible to DDOS attack? 

a.  We all are part of “THE INTERNET”, yet 
most organizations do not prepare for DDOS 
attacks. If criminals are breaking into other 
organizations, it would be foolish to assume 
that for some unknown reasons, they would 
spare us.

b. If any organization connects to the Internet, 
then the probability of it NOT being the victim 
of a DDOS attack is very minimal.

c. Attacks are both random and prevalent and 
it is very difficult to predict your risk of being 
bombarded with a DDoS attack. 

Below are few of the reasons for which 
victims are targeted with DDoS attacks:-

i. Revenge – Attacks against a rival.

ii. Demonstration – DDoS attacks 
normally utilize botnets and can be 
used to prove the size and power of a 
botnet before it is rented or sold to an 
attacker. Many apparently motiveless 
attacks have been used as capability 
“demonstrations” with a victim picked 
essentially at random. The end results 
are used to increase the price tag for 
renting of the botnet.
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iii. Extortion – DDoS attacks on 
ecommerce, and legitimate online 
gambling sites in particular, can yield 
ransoms of a few millions of rupees in 
exchange for allowing the victim site 
to resume business.  

iv. Competitive advantage – DDoS 
services can be rented to take a 
competitor’s website offline, causing 
lost business or embarrassment and 
forcing current or potential customers 
to use a rival business. 

Although it’s impossible to say with 100% certainty 
that your network will be the victim of a DDoS attack, 
it’s idealistic that one should be prepared to defend 
against this type of attack, should it occur. 

Basics of DDOS 

For understanding DDOS attacks, we need to first go 
through what is DOS. The end result from both DOS 
& DDOS is disruption of services to a genuine user.

	Denial of Service (DoS) attacks

a. The most easily executed type of DoS 
attack is one that is launched from a single 
origin. In this attack, a single machine 
which can be anywhere on the Internet, 
bombards with gigantic network requests 
against a targeted victim server. 

b. These forged network requests are a 
mixture of genuine requests traffic as 
well as malware traffic.

c. The genuine appearing request traffic also 
when tactfully sent in abundance to the 
victim, will utilize the victim’s resources 
to reply.

d. The attack details can take a variety of 
forms – for example, an attack might use a 
ping request as a tool for generating ICMP 
flood attacks. Similarly forged HTTP 
requests against a web server in huge 

amount will yield loss of service.

e. DoS attacks are effective against 
undefended victims, however since there 
is a single source of attack tracking it and 
blocking it is easily possible nowadays.

Few key limitations of DOS attacks are as 
follows:-

Since the source of attack is just one, it can 
(IP) be easily detected in the syslog, snmp 
servers that are deployed in any organization. 
Then the administrator can block that attack 
originating IP from entering into the networks. 
The blocking can be done in number of forms:

i. You can configure access-lists on the 
ISP routers where single IP which is 
source of attack is blocked.

ii. Next generation Firewalls with 
their modern anomaly detection 
techniques can easily make these DOS 
attacks ineffective. 

iii. Once a single source of attack is 
believed to be suspicious, it can be 
kept under observation in various 
Intrusion detection Systems (IDS) or 
honeypots which will quickly block 
advanced types of attacks.

All the above blocking mechanisms are effective 
when the source of attack is one. However when 
the same type of attacks are seen originated 
from huge number of sources all the above steps 
are nightmare for the network administrator to 
implement and it’s practical implementation will 
yield loads of false positives and false negatives.

That is what DDOS attack is all about. 

	DDoS attacks

a. DDOS indicates distributed i.e. attack 
sources are huge in number, potentially 
hundreds of thousands or more and could 
be geographically distant.

b. The basic job of the administrator is to 
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provide 99.99 percent uptime under any 
circumstances. 

c. So when he is under DDOS attack, it 
impossible to stop the attack using 
methods which are applicable for DOS 
attacks.

d. For generating a DDOS attack the attacker 
should have control over thousands of 
servers under his supervision so that he 
can use them to launch the DDOS attack.

e. To have a control over thousands of PCs 
or rather to create a DDOS originating 
infrastructure the method used by the 
attacker is as follows:-

i. Create a software program (malware) 
which when installed on a victims pc 
(bot) will give complete control of the 
same to the attacker.

ii. These programs are installed 
unknowingly by a victim since they are 
hidden in the form of advertisement 
which distracts common man. Few 
of them are breaking news, Exciting 
offers and Pornography sites. These 
are the places where people get 
tempted to click on those links and the 
hidden malware get silently installed 
in that pc and turns that pc to a bot. 

iii. The attacker installs such programs in 
thousands of PCs (botnet) such that 
he can get the control of all of them 
at the same time. 

f. The attacker (bot-herder) then uses the 
botnet to generate a DDOS attack on the 
‘PRIMARY VICTIM’. 

g. If an attacker has network of thousands of 
infected servers then launched attack is 
extremely challenging to counter because 
number of IP addresses is too much for 
a single server to handle per second, 
leading to disruption of service.

h. The most common DDoS methods are 
to either exploit unprotected server 
networks, sending multiple requests 
to a web server, or opening multiple 
connections with a server.

i.  All of these methods result in an excess 
of network traffic that prevents regular 
users from accessing web servers. 

j. The attack can stretch from hours to 
few days, depending on how good is the 
mitigation infrastructure of the victim 
and also how long the attacker can keep 
blasting the traffic at the victim’s site and 
network. DDoS is extremely lethal since 
they can virtually shut down the services 
of the big hosts in the market.

	What is a bot & botnet? 

Below we will see a diagrammatical 
representation and detailed explanation on 
the bot and botnet fundamentals.

Source Forrester Research, Inc.

BOT

a. Bots are PCS/servers that are infected 
with various types of malware, such as 
viruses, worms, Trojans, and spyware 
that enable these PCs/servers to be 
compromised by an attacker.

b. A bot can be remotely controlled by an 
attacker (called a bot-herder) to carry 
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out DDoS attacks, steal data from victim 
networks and servers, or send out spam 
e-mail such that it can infect other hosts 
and can be used to generate DDOS.

c. The bot-herder can regularly change the 
characteristics of the bot on regular basis, 
so that it can evade detection

d. There are some bots which pretend to 
identify and clean few viruses from an 
infected PC/server, so that it can escape 
detection from the genuine anti-virus or 
anti-malware software.

e. Since the traffic from the bot is in ‘out’ i.e. 
upstream direction, the bot in few of the 
cases may also not know that he would be 
performing a DDOS attack. However the 
bot-herder can apply conditions of low 
bandwidth and many more conditions 
that will hide the DDOS motto.

BOTNET

a. A botnet is comprised of large numbers 
of hijacked systems (called bots) which 
simultaneously send packets to a target 
server, pretending to open a legitimate 
communication session. 

b. When the victim server replies, the 
attacking systems don’t acknowledge the 
server’s response. So there are a large 
number of replies sent by the victims 
simultaneously, but also at the same 
time the attacker (bot herder) ensures no 
reply.

c. This burdens the victim server by causing 
it to use all its available resources as 
it feels they are genuine requests and 
hence it attempts to keep track of all 
incoming connections which causes high 
CPU utilization of the victim server.

d. Thus the Service is degraded, and the 
server may crash. Thus the objective of 
the DDOS attack is achieved.

DDOS attack Generation sold as a service

A. Commercialized DDOS

a. There are telephones lines, email services 
which will help you generate a DDOS 
attack with payment and will also guide 
you, if the attack is not successful.

b. There is big money in creating botnets – 
among other things, botnet creators rent 
out their creations to criminal enterprises 
that can use them to launch a DDoS.

c. Large-scale DDoS attacks are not random. 
The perpetrators choose their victim 
deliberately, either due to a grudge, 
revenge, or an attempt to force them 
into meeting some demands – possibly 
including paying extortion. 

d. The DDOS generating services can be 
purchased at an hourly rate that starts as 
low as $10 and ranges into the hundreds, 
one service the researchers studied 
generated more than $35,000 a month.

e. The duration of an attack is partially 
dependent on how well-funded the 
attacker is, along with the motto of the 
attack as well as how strong is the defense 
of the targeted victim.
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B. DDOS attack support on a forum.

C. One Stop Shopping for DDOS botnets

DDOS Attack statistics 

A. Below screenshot shows that DDOS is 
the major concern reported by esteemed 
customers.

B. Downtime Caused By DDoS In 2012 Varied By 
Industry

Few of the points to be noted: 

a. McAfee, a provider of endpoint security 
software, reported there were nearly 
eight million new pieces of malware—
just in the third quarter of 2012.

b. Trend Micro, has identified 145 thousand 
malicious Android apps, as of September 
2012.

c. More technologically advanced Remote 
Access Trojans (RATs) and DDoS botnets 
are designed to automate attacks with 
tremendous amount, such that they 
can bring down the networks of entire 
corporations, governments or nations. 

i. For example, the attack code 
dubbed “Apache Killer” exploited 
an insidious vulnerability in the 
way Apache servers handled the 
HTTP-based range requests. The 
DDoS attack, posted on the Full 
Disclosure mailing list, put the 
power in the hands of desktop 
hackers to knock entire networks 
offline from a single PC.

ii. Attack of 300Gbps on SPAMHAUS 
is one more example to 
demonstrate the same.

Impact of DDOS attack

a. Organizations hit with DDoS service attacks, 
especially those that depend on network 
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uptime for business transactions, undeniably 
suffer customer attrition and financial 
losses. But while financial services and 
online commerce stand the most to lose, 
DDoS attacks can certainly badly impact all 
industries.

b. The other elusive consequences faced by 
them are diminished brand name, loss of 
reputation  and also very minimal chances of 
getting  future business 

c. In additional to the above two, there are 
increased operational expenses, like “extra 
help desk personnel” to deal with inquiries 
and enhanced recovery efforts. 

d. Losses also include worker productivity, which 
suffers while the systems are inaccessible and 
lost business and customers.

e. Additionally, many businesses face financial 
penalties for not meeting the Service Level 
Agreements. 

How to Protect against DDOS attack

DDoS is a complex problem that requires a thoughtful 
solution. For protecting the critical infrastructure 
against the DDOS attack there has to be a proper 
plan setup proactively. The most important point 
to be noted is that critical services should be up, 
irrespective of the volume of the DDOS attack and 
accordingly strategy has to be designed. This requires 
a lot of forward thinking and in depth knowledge of 
not only your network but also the outside world.

Few of the key steps are as follows:

a. Evaluating your network environment and 
implementing a defense plan 

b. Developing a comprehensive and layered 
DDoS strategy 

c. Implementing controls at the infrastructure 
level.

d. Segregate the infrastructure into less critical 

and more critical.

e. Implementing on-premise dedicated DDoS 
tools

Conclusion

Network administrators are finding that traditional 
security products, such as Firewalls and Intrusion 
Prevention Systems (IPS), are not designed for 
today’s complex DDoS threat.

In today’s complex and rapidly changing threat 
landscape, enterprises need to take control of 
their DDoS risk mitigation strategy by proactively 
architecting a layered defense strategy that addresses 
availability threats. In the subsequent articles we are 
going to see how the DDOS traffic is different from 
the normal traffic, different types of DDOS attacks 
and different ways to mitigate it.
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I.T. Trivia

- Shyamkant Matondkar
Email : shyamkant@gmail.com

1. Who developed Yahoo? 

A. Ted Nelson

B. Bob MetCalfe

C. David Filo & Jerry Yang

D. Jonathan Ive

2. Who created PERL in 1986? 

A. Larry Wall

B. Jerry Yang

C. David Filo

D. Thomas J.Watson Sr.

3. What is Netizen?

A. Another name for Internet

B. Citizen of the Internet

C. Network Zone

D. None of the above

4. What was the first OS for Personal Computers?

A. DOS by Bill Gates

B. Windows by Bill Gates

C. Mac By Steve Jobs

D. CP/M by Gary Kildall

5. What does the computer acronym PnP stand 
for?

A. Pick and Plug

B. Power not plugged

C. Plug and Play

D. Plug and Plug

IT Trivia – Answers 

1) C

2) A

3) B

4) D

5) C




