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Editorial

- Bhargav Gulavani
Email : bhargav.gulavani@gmail.com

In this edition of the Exponent IT journal we present 
articles on varied topics in information technology 
ranging from programming platforms, to security and 
privacy to education in IT and IT enabled education. 
These articles are of interest not only to IT students 
and novice IT practitioners but also to seasoned IT 
professionals and I am sure will help the readers to 
take decisions at work or at study.

We start by presenting the evolution of C++ language 
over the years. Although C++ has been used for 
developing systems for several decades and there 
exists a plethora of programming languages today, 
C++ is still a widely used language for systems 
programming. In 2011 a new standard called C++11 
was introduced. We cover these developments 
in the article Introduction to C++. One of the key 
application areas that is driving the programming 
languages landscape today is “Big Data”. Hadoop is 
one of the most popular Big Data platforms. In the 
article Hadoop an Overview, we explore Hadoop 
platform by understanding the key components 
comprising a Hadoop system and the programming 
and data access tools available within Hadoop. We 
also look at some of the real world use cases of 
Hadoop implementations and the key benefits of 
using Hadoop. Specifically, we try to address the key 
question that hounds most businesses – Is Hadoop 
really for me? Subsequently, we present an article on 
Search Engine Optimization. With the proliferation 
of internet, search engines have become a key tool 
for finding the resources people need over the web. 
Search Engine Optimization is a technique which 
helps search engines find and rank our website higher 
than the millions of other websites in response to a 
search query. This article introduces the basics of 

search engine optimization.

Protection of classified enterprise data is one of 
the top concerns of IT administrators. With the 
advent of smartphones and tablets and schemes 
like “Bring Your Own Device” practiced by modern 
enterprises, protection of classified data has become 
even more challenging. Hence enterprises must 
adopt novel data protection strategies in order to 
effectively protect data from the core to the edge of 
enterprise, across databases, applications, networks, 
and endpoint devices. In the article Enterprise Data 
Protection we introduce various aspects of enterprise 
data protection. Modern day firewalls play a 
significant role in protecting enterprise data. Next-
generation firewalls, with their artificial intelligence 
capabilities, allow advanced control over the traffic 
passing through them.Article Network Security II - 
Next Generation Firewallillustrates the limitations 
of traditional firewalls and explains the need of next 
generation firewalls to address novel requirements 
of complex modern networks. Finally, the importance 
of securing modern devices like smartphones and 
tablets from malicious accesses is growing by the 
day. ArticleThe Smart Phone Securitygives an insight 
into security threats to handheld devices and 
enumerates steps to protect thedevice and personal 
or enterprise data residing on it.

Today, one cannot ignore the use of technology in 
education. We find several web portals offering 
online educational courses. In the article E-learning 
& its importance in India, we review various forms of 
electronic learning, its history and ways of effectively 
using it in a developing country like India. The article 
also explains enablers for e-learning including 
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its advantages and disadvantages compared to 
traditional classroom learning. We also list top notch 
domestic and global e-learning providers and online 
degree universities for readers interested in updating 
their knowledge by signing up for some e-learning 
course. The concluding section of this article talks 
about the potential future of e-learning in India. 
Finally, we review today’s IT education opportunities 

in the article Career Alternative – Engineering 
Diploma.In today’s times, where everyone desires 
the best education from institutes like the IITs, 
the competition is ever-increasing along with the 
changing pattern of their entrance examinations. In 
this article we explore the Diploma in Engineering as 
a career alternative for entering the IT industry.
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IT in News

3D printing powered by thought

It’s definitely not a bird. Nor is it a plane. The garish 
orange piece of plastic, small enough to hold in the 
palm of a hand, could pass for a missing limb of a toy 
tyrannosaurus. It may not look all that impressive, but 
it’s notable for two reasons. One is that the monster 
arm has emerged from a 3D printer. The other is that 
it is, in fact, the first ever object made from thought.
This milestone was reached with little fanfare last 
month at the Santiago MakerSpace, a technology 
and design studio in the Chilean capital. The toy 
limb’s shape was determined according to the wishes 
of its designer, as gleaned from a headset picking up 
his brainwaves. The man in question was George 
Laskowsky, Chief Technical Officer of Thinker Thing, 
the Chilean start-up developing the mind-controlled 
3D printing system.

Reference
http://www.bbc.com/future/story/20130613-3d-
printing-your-thoughts/all

Get live help from experts over Google Helpouts
Helpouts is a new way to connect people who need 
help with people who can give help over live video. 
You’re attempting to make meringue and your egg 
whites are a runny mess. What if you could pick up 
your phone or computer and instantly video chat 
with a cooking expert who can take a look at your 
kitchen disaster and tell you exactly what you’re 
doing wrong?

Google launched a tool called Helpouts on Tuesday in 
which people can pay to get help from experts over 
a live video chat similar to Google Hangouts. Anyone 

who is a teacher or expert on a topic can trade their 
services for payment, either by the task, by the 
minute or for a set window of time. Some Helpouts 
are scheduled and others are available on demand.

References
https://helpouts.google.com/home

http://edition.cnn.com/2013/11/05/tech/web/
google-helpouts/

IBM working on carbon nanotubes to 
replace silicon in computer chips

Researchers, including an Indian origin scientist, 
have developed a new technique to mass produce 
dramatically smaller and faster carbon nanotubes 
that can replace silicon chips in computers. A 
carbon ‘chip’ with more than ten thousand working 
transistors and made of Nano-sized tubes could 
replace silicon in computer chips to create smaller, 
faster circuits.

“These carbon devices are poised to replace and 
outperform silicon technology allowing further 
miniaturization of computing components and leading 
the way for future microelectronics,” IBM researchers 
said. Due to rapid innovation over four decades, 
silicon microprocessor technology has continually 
shrunk in size and improved in performance, thereby 
driving the information technology revolution, the 
‘Daily Mail’ reported.

Reference
http://gadgets.ndtv.com/laptops/news/ibm-
working-on-carbon-nanotubes-to-replace-silicon-in-
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computer-chips-286282

Underwater Wi-Fi given test run to create 
‘deep-sea internet’

Researchers have tested an “underwater Wi-Fi” 
network in a lake in an attempt to make a “deep-
sea internet”. The team, from the University of 
Buffalo, New York, said the technology could help 
detect tsunamis, offering more reliable warning 
systems. They aim to create an agreed standard for 
underwater communications, to make interaction 
and data-sharing easier.

Unlike normal Wi-Fi, which uses radio waves, the 
submerged network technology utilizes sound 
waves. Radio waves are able to penetrate water, 
but with severely limited range and stability. Sound 
waves provide a better option - as demonstrated by 
many aquatic species such as whales and dolphins. 
Wireless communication underwater has been 
possible for some time, but the problem lies in getting 
separate systems used by different organizations 
to communicate with each other. The US National 
Oceanic and Atmospheric Administration (NOAA), 
for instance, uses acoustic waves to send data from 
tsunami sensors on the sea floor to buoys on the 
surface. However due to infrastructure differences, 
this data cannot be shared quickly with other 
information gathered by the US Navy.

Reference
http://www.bbc.co.uk/news/technology-24550015

Going wireless? Here’s all you need to know

Imagine playing some music on your laptop, while 
your kids enjoy cartoons on the TV, all of which 
is being streamed off the PC that’s sitting in your 
bedroom. Going wireless is simpler than you think. 
Ashutosh Desai helps you pick the right gear that’ll 
turn your home into a wire-free zone...

Reference
http://articles.timesofindia.indiatimes.com/2013-
10-06/computing /42762939_1_adsl-router-
wireless-router-rj45

Google wants to put your name, photo in 
ads

Google wants your permission to use your name, 
photo and product reviews in ads that it sells to 
businesses. The internet search giant is changing 
its terms of service starting November 11. Your 
reviews of restaurants, shops and products, as well 
as songs and other content bought on the Google 
Play store could show up in ads that are displayed 
to your friends, connections and the broader public 
when they search on Google. The company calls that 
feature “shared endorsements.”

Reference
http://articles.timesofindia.indiatimes.com/2013-
10-12/internet/42968245_1_google-plus-google-
play-social-network
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An Introduction to C++ 11

- Shrihari Lele
Email : shreeharil@gmail.com

An Introduction to C++ 11

The purpose of this article is to acquaint the reader 
with C++ 11, a version of the C++ programming 
language released in the recent past. We begin, 
however, for the sake of completeness, with a brief 
introduction of the language itself.
C++ is a language that appeared in 1983 and saw 
an explosive growth in popularity since then. It was 
essentially an improvement over C. By retaining a 
majority of the implementation of C and introducing 
the concept of classes inspired by Simula 67, C++ 
took C programming to a whole new level. Hence the 
name C++ (C with an increment operator).

1. ‘C++’ still alive and kicking

The popularity of C++ among programmers was at its 
peak in the 1980s. With the advent of several other 
languages like java for instance, one might think C++ 
to be passe. But like some of those unforgettable 80s 
disco tracks.... C++ is still very much here. Following 
are some of the reasons, why C++ will remain around 
for quite some time in the future as well.

●	 Role of C++ in operating systems and 
device drivers
I quote Bjarne from one of his book: “I considered 
uncompromising low-level efficiency essential for 
C++.” - Bjarne Stroustrup [1]. C++ makes it easier to 
directly manipulate device drivers under real-time 
constraints and that makes it perfect for system 
programming.

●	 Long living legacy programs

A C++ application is easy to maintain, test and extend. 
This had led to its widespread use and applications 
that contain millions of lines of C++ code are still 
around.

●	 The introduction of a new version to 
C++.
With the introduction of C++11 which is intended to 
make C++ more relevant to current times and more 
learnable, we may see a rise in its popularity.

2. Features of the language
In the words of its inventor Bjarne Stroustrup [1], C++ 
is a general purpose language with a bias towards 
systems programming that
• is a better C
• supports Data abstraction
• supports object oriented programming
• supports generic programming.
Let us understand some of these features better

2.1 A Better C

Simula 67 was a language that offered the use of 
classes. A feature that made it better than other 
languages for large software development. However 
it lacked the efficiency and speed of C. C was fast, 
portable and widely used. Hence it was chosen as the 
language that Bjarne would extend to create his own 
language. [2]
C++ was made backward compatible with C. So any 
libraries that were written for C would not have to 
be rewritten for C++. Since C was already popularly 
accepted, C++ could stand on its shoulders.

2.2 Data Abstraction simplified
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Any programming construct that keeps its user from 
having to deal with its internal complexities is said to 
employ abstraction.

A remote control is an excellent example of Data 
Abstraction. A remote control lets you remotely 
control a television using pulses of infrared signal. 
The remote exposes to its user a series of buttons; 
Power (on/off), Ch+, Ch-, Vol+, Vol-, etc. Each of these 
buttons has a binary representation (a number made 
of 1s and 0s) that is to be conveyed to the television. 
The Remote sends this binary signal with the help of 
an infrared transmitter to a corresponding receiver 
in the television, in the form of pulses, where 1 is 
represented by presence of the signal and 0 is 
represented by its absence. The only thing the user 
of the remote has to worry about is which button to 
press, she does not have to think of the respective 
binary number, or turning the transmitter on and 
off to send the right signal. The remote takes care of 
these complexities for her.

C++ took data abstraction to a whole new level 
thanks to the introduction of classes.

2.3 Object Oriented

An object oriented programming language allows 
the programmer to create classes and objects. A 
class is a template which defines how information 
pertaining to objects can be stored and manipulated. 
A class contains two things: 

1. Instance variables - Stores information about the 
object

2. Member functions - Allows manipulations of the 
instance variables.

Object oriented programming lets you have a different 
approach to simply structured programming. The 
approach is the use of the following old Mantra: 
“If you can think of it as a separate idea or object, 
represent it directly in the program” [1].

Think of a student as a part of a School Management 

System. Since a student is an independent idea, 
according to the above rule, it should be designed 
as an independent programming construct. A class 
called ‘Student’ can have the following things:

Class Name : Student

Instance Variables : 

●	 Roll No - The student’s roll number.

●	 Name - His name.

●	 Marks - The total number of marks he gets 
in an exam.

●	 Standard - The Standard (standard) he stud-
ies in.

●	 Subjects - The number of elective subjects 
he has chosen.

Member Functions

●	 TakeExam - The student takes an exam. This 
function will change the Marks instance vari-
able. It will also possibly change the ‘Class’ and 
‘Roll Number’ variables if his last exam was the 
final exam for a Standard.

●	 OptSubject - This method will change the 
Subject instance variable.

●	 HasPassed - It reads the Marks instance vari-
able and tells if the student has passed his par-
ticular exam of not based on a predefined pass-
ing criteria.

In the above example it is clear that instance variables 
give information about the student and member 
functions define his behaviour. A similar class in 
the School Management System called ‘Teacher’ 
could also exist. If it needs to find out if a student 
has passed a particular class or not, all it needs to 
do is call the HasPassed function of the object of 
that particular student. It need not bother about the 
Marks of the student and the passing criteria for that 
standard. That is how object oriented programming 
allows abstraction.



9The Exponent Group of Journals For Information Technology, Volume 2, Number 1, Dec 2013 - Feb 2014

2.4 Generic Programming

A generic programming is when the types of the 
inputs to a program are kept generic (unspecified). 
If the steps to be performed on the inputs are the 
same and the only difference is the type of the inputs, 
then the code, if written in the generic programming 
style will avoid duplication and increase reusability. 
Generic programming in C++ is brought about by 
the use of templates. The following example shows 
how the same method can be invoked for inputs of 
different data types.

#include <iostream>

using namespace std;

template <typename myType>

myType getSum (myType a, myType b) 

{

    return (a+b);

}

int main()

{

    int a =3,b=4;

    float x=3.14,y=1.25;

   cout<<”Sum of Integers 
:”<<getSum<int>(a,b)<<endl;

   cout<<”Sum of Floats 
:”<<getSum<float>(x,y)<<endl;

   return 0;

}
Output:

Sum of Integers :7 
Sum of Floats :4.39

3 Features introduced by C++ 11

The aim of introducing a new standard to C++ was:
●	 To improve on the programming features of 
C++, and make it a better language for systems 
programming and library building.
●	 To make the language easier to learn for 
beginners.
Let us explore some of the features introduced in 
C++11.

3.1 Core language runtime performance 
enhancements

These are features that help improve your code’s 
runtime performance. They’re usage will make your 
code faster or use less space.

3.1.1 Rvalue references and move 
constructors

An Rvalue is a temporary value out of its scope just 
about to be destroyed. Its value can be assigned 
to another variable, in which case it is copied into 
new variable (by value and not by reference) by 
the assignment operator. A better way would be 
to assign the reference of the object to the new 
variable. However the object is temporary and once 
it goes out of scope a destructor will be called upon 
it and our new object, to which we had assigned 
the reference will also be rendered useless. C++11 
allows us to identify if the object returned is a 
temporary object and use a move constructor to 
copy the value by reference. The move constructor 
will copy the original temporary object by reference 
into the new one and make the original object point 
to NULL so that the new object is not destroyed by 
the destructor called on the old object.

3.1.2 constexpr – Generalized constant 
expressions

constexpr is one of the new keywords introduced by 
C++ 11. Its purpose is to improve runtime performance 
by compute values of functions or variables if 
the computation involves only constant inputs at 
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compile time, instead of waiting for runtime. A call 
to a function declared constexpr is simply replaced 
with its result during compilation itself, if the value 
of its arguments is known at compile time. Consider 
the following e.g.

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

#include <iostream>

using namespace std;

constexpr int getSum (int a, int b) 

{

  return (a+b);

}

int main()

{

  int c = getSum (5,6);    //compile time

  cout<<”Sum :”<<c<<endl;

  

  cout<<”Enter 2 numbers.”<<endl;

  int a,b;

  cin >> a;

  cin >> b;

  c = getSum (a,b);         // run time

  cout<<”Sum :”<<c<<endl;

  return 0;

}

In the above we are passing constant inputs to the 
function getSum() at line 11. This call is always going 
to return 11 as it result every time the program runs. 
We may probably need to put this code in a separate 

function for the sake of modularity and reusability. 
But it is causing an overhead at each function call. 
Because of the keyword constexpr, the call to 
getSum() at line 11 will be replaced with the value 11 
at compile time.

The same function declared as constexpr can be used 
if the inputs are dynamic like in line 18.You don’t 
need to write a different function for it. This time the 
value will be calculated at runtime.

3.1.3 Modification to the definition of plain 
old data

For a C++ class or struct to be compatible with C, it 
must conform to the rules of a plain old data type. 
This will mean that the type is compatible with C, can 
be manipulated using the libraries of C and is directly 
exchangeable with C in its binary form. The memory 
layouts of its objects would be compatible to the 
memory layouts in C. So they can also be copied 
around with memcpy.

C++11 divide the POD concepts into two separate 
concepts: trivial and Standard Layout. This makes 
it possible to give up conformance to one without 
the other. Trivial types can be copied around using 
memcpy and standard layout types can provide and 
receive services from C code.

3.2 Core language build time performance 
enhancements

This feature reduces compile time.

3.2.1 Extern Templates

A template’s purpose as we discussed above was 
to provide a ‘typeless’ implementation of methods 
and classes. Consider our previous e.g. ‘template 
<typename myType>

myType getSum (myType a, myType b)’. The compiler 
will have to generate code for specific data types 
which can be used in place of myType. For e.g. it will 
create separate code for 
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‘int getSum(int a, int b)’ and ‘float getSum(float , 
float b)’ etc. This process is called instantiation of 
templates. This happens at compile time.

For which data-types will the tmeplate be instantiated 
depends on which form of initialisation is employed. 
By default a compiler uses ‘Implicit Template 
Instantiation’. It only instantiate the templated code 
with a particular data type, if it encounters a call to 
the code using that data type.

For e.g. consider the program below.
1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

#include <iostream>

using namespace std;

template <typename myType>

myType getSum (myType a, myType b) 

{

    return (a+b);

}

int main()

{

   int a =3,b=4;

   float x=3.14,y=1.25;

   cout<<”Sum :”<<getSum<int>(a,b)<<endl;

   return 0;

}

Here the compiler will automatically generate 
compiled code as if a getSum function for handling 
int arguments was already a part of the sourced code, 
since it encounters a call to getSum at line 14. It will 
not however generate compiled code for a version 
of the getSum function to handle, float data types, 

for example, since no call to getSum was made with 
float arguments to it. This is called implicit template 
instantiation.

Sometimes we may want our function to be 
instantiated for some data types even though they 
are not invoked for those data types in the same 
file. This is particularly useful when we have use 
the template as a part of building a library, wherein 
the template will not be invoked in the same file, 
but we may still want to keep its various instances 
compiled to avoid compiling the instances in bits and 
pieces later. In this case we use explicit template 
instantiation. This is done by declaring the template 
instance explicitly as follows:

template class vector<int>;

template class vector<float>;

This declaration may be repeated in several source 
files, as a result multiple copies of the same method 
will be created after compilation. Ideally the linker 
will catch it and remove the duplicates. However C++ 
11 gives us a way of avoiding this, thereby reducing 
compile time. We declare the template instances in 
one file and use the extern keyword while using the 
same instance in any other files.

extern template class vector<float>;

When the compiler encounters a template 
declaration with the extern keyword it realises that 
it belongs to some other source file and should be 
skipped from compilation.

3.3 Core language usability enhancements

These features make C++ 11 more programmer 
friendly than the previous versions.

3.3.1 Type inference

While declaring a variable the programmer had to 
explicitly define its type. C++11 allow you to exempt 
this rule with the help of the following keywords:
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3.3.1.1 auto

This keyword makes the compiler automatically 
determine the type of the variable being declared 
with the help of the value that is being used to 
initialize it. Consider the following e.g. :

auto myVar = getSum(2,3);

auto myVar2 = 15;

In the first initialization, the compiler will declare 
myVar with the return type of the method 
getSum(int,int). This excuses the programmer from 
having to know the return type of the method 
getSum(). In the second initialization the compiler 
finds they type of the value ‘15’ and assigns it as the 
type of the variable myVar2.

3.3.1.2 decltype
decltype also allows you to assign the type of an 
expression to a new variable. Following is its usage:

int some_int; 
decltype(some_int) other_integer_vari-
able = 5;

Source: https://en.wikipedia.org/

Note: auto and decltype may not always give the 
same result.

3.3.2 Range-based for loop
This feature was introduced to make life easier while 
iterating over a list of elements in a for loop.

The following code :

(for int i = 0; i < myArray.size(); i++)

{

  cout << myArray[i]

}

Can be replaced by the following : 

for (auto x: myArray) // x is read-only

{

    cout << x;

}

3.3.3 Initializer lists

You must have at some point of time enjoyed the 
convenience of initializing arrays (or structs) in the 
following manner:

int i_myArray = {5,4,55,78};

However you did not have the same luxury for 
initializing classes (that do not conform to the 
definition of plain old data) in the same way.  C++11 
is going to change that. Even classes such as vector, 
which are not Plain Old Data classes, can now be 
initialized conveniently using initializer lists. Consider  
the following example:       
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#include <vector>

#include <initializer_list>

using namespace std;

template <typename T>

class MyArray

{

private:

    vector<T> m_Array;

public:

    MyArray() { }

    MyArray(const initializer_list<T>& il)

    {

        // Manually populate the elements of the 
array from initializer_list x,

        // using range-based for statement to iterate 
over the elements 

        //of the initializer list

       for (auto x: il) 

           m_Array.push_back(x); // push them into 
the array manually

    }

};

int main()

{

    MyArray<int> foo = { 3, 4, 6, 9 };

    return 0;

}
Source: http://www.learncpp.com

Here, object foo is being initialized with a series 
of integers. These will form components of the 
initializer_list object il that is being accepted by the 
parameterized constructor of MyArray. Within this 
constructor we push the constituent components of 
il into the vector.

3.3.4 Uniform Initialization

In the above e.g. MyArray was a constructor that 

employed Initializer lists. We invoked this constructor 
in the following manner.

TypeName objectName = {data1,data2,...};

C++11 also allows you to invoke a constructor that 
employees initializer lists in the usual manner of 
invoking a constructor. i.e. the same constructor 
could have been invoked in the following manner 

TypeName objectName (data1,data2,...);

for the above example the line that invokes the 
constructor could be 

MyArray foo(2,3);

Incise the class MyArray had a parameterized 
constructor that accepted two integers as parameters 
then the first preference would go to the initializer 
list. i.e. the compiler will see if there is a constructor 
that accepts an initializer list of integers as input and 
call it. If no such constructor exists then it would look 
for a constructor that accepts (int,int) as parameters.

3.3.5 Lambda functions

C++ allows you to write functions that may accept 
pointers to other functions as arguments as well. In 
such a case you will have to define the function to be 
passed, store its pointer and call your function that 
will accept this function as a parameter. Lambda 
functions are anonymous functions that allow you 
to create quick inline functions without specifying an 
identifier for them.

Following is an example of a lambda function 
declaration:

[](int a, int b) { return a - b; };

The above line of code does not invoke the lambda 
function, it simply defines it. However no identifier 
is associated with it. To get a pointer to the function 
we define we may use the following line instead:
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auto  f1 = [](int x, int y) { return x + y; }   //
pointer to lambda function is stored in f1

int a  = f1(13,4); // function is called.

The functions pointer can be stored and even passed 
to other functions that will invoke them. This allows a 
function to be generalized, delegating some specific 
functionality to the function whose pointer it takes 
as an argument.

3.3.6 Alternative function syntax

Consider the example we studied to understand 
templates. 
#include <iostream>
using namespace std;

#include <iostream>

using namespace std;

template <typename myType>

myType getSum (myType a, myType b) 

{

    return (a+b);

}

int main()

{

    int a =3,b=4;

    float x=3.14,y=1.25;

   cout<<”Sum of Integers 
:”<<getSum<int>(a,b)<<endl;

   cout<<”Sum of Floats 
:”<<getSum<float>(x,y)<<endl;

   return 0;

}

In this example we had passed two integer values 

and two float values as arguments. What if I wanted 
to pass an integer argument and a float argument, 
and using templates write a generalized method that 
would compute the sum no matter what the type 
of its arguments. The trouble with writing such a 
function is that I will not know what the type of the 
result is going to be. In the above example since both 
arguments were of (same) type ‘mytype’ we could 
say with confidence that the sum is always going to 
be of type mytype. However, with respect to this 
new method that i want to write, if I pass it an int and 
a float, the output would be a float. If i pass it an int 
and another int then the output would be another 
int. So i have a difficulty in declaring the type of the 
result.
A way around it could be this:

#include <iostream>

using namespace std;

template <typename myType, typename myType2, 
typename myType3>

myType3 getSum (myType a, myType2 b) 

{

    return (a+b);

}

int main()

{

    int a =3;

    float x=3.14; 

   cout<<”Sum of numbers:”<<getSum<int,float,flo
at>(a,x)<<endl;

      return 0;

}

In this case we have to declare another template 
mytype3 just to specify the type of the result. We 
cannot use decltype to avoid this problem. The 
following solution will be wrong: 
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template <typename myType, typename 
myType2>

decltype (a+b) getSum (myType a, my-
Type2 b) //Compilation error here

{

    return (a+b);

}

Since the compiler parses from Left to right it will 
give you an error when it encounters decltype(a+b) 
before it encounters definitions for them.

C++11 introduces a new way of declaring the return 
type to solve this problem.

template <typename myType, typename 
myType2>

auto getSum (myType a, myType2 b) -> 
decltype(a+b)

{

    return (a+b);

}

The use of the keyword auto is different from its 
use we saw previously. When a C++11 compiler 
encounters the keyword auto where it expects a 
return type for a function it understands that it 
should expect a trailing return type, and not throw 
an error. Once the arguments a and b are defined in 
the parameter list, the decltype statement can give 
the return type of a+b. 

3.3.7 Object construction improvement 
(Constructor Delegation)

In C++11 a class can reuse its own constructors 
and the constructors of its base class. This is called 
constructor delegation. Consider the following 
examples:

#include <iostream>
using namespace std;
class Animal {
protected:
public:
    int tailLength;
    Animal()
    {
        tailLength = 5;
        cout<<”In Animal Default constructor”<<endl;
        cout <<”tailLength [“<< tailLength 
<<”]”<<endl;
    }
    Animal(int a)
    {
        tailLength = a;
        cout<<”In Animal Parameterized 
constructor”<<endl;
        cout <<”tailLength [“<< tailLength 
<<”]”<<endl;
    }
};
class Cat: public Animal {
    int whiskers;
public:
    Cat(int i) : Animal()
    {
       cout<<”In Cat parameterized constructor 
1”<<endl;
whiskers = i;
        cout <<”whiskers [“<< whiskers <<”]”<<endl;
    }
    Cat(int i, int j) : Animal(i)        
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    {
        cout<<”In Cat parameterized constructor 
2”<<endl;
whiskers = j;
        cout <<”whiskers [“<< whiskers <<”]”<<endl;
    }
    };
int main()
{
   cout<<endl<<endl<<”first object”<<endl;
   Cat c1(15);
   cout<<endl<<endl<<”second object”<<endl;
   Cat c2(11,10);
   return 0;
}

Output: 
first object
In Animal Default constructor
tailLength [5]
In Cat parameterized constructor 1
whiskers [15]

second object
In Animal Parameterized constructor
tailLength [11]
In Cat parameterized constructor 2
whiskers [10]

In the above example we are using the constructors 
of class Animal, which is a base class for class Cat to 
initialize the member variable ‘tailLength’ which has 
been inherited into Cat class from Animal class. A call 
to the base class constructor follows the signature of 
the derived class constructor before the body of the 
derived class constructor begins.

  Cat(int i) : Animal()

{

…

}
  
Here the constructor of class Cat is called the 
delegating constructor and the constructor of class 
Animal is the target constructor.

The target constructor may also be a peer constructor 
of the same class. For example the declaration of a 
default constructor in the following fashion is also 
valid.

Animal(int a) 

{

whiskers = a;

} 

Animal () : Animal(5){}
We are making use of a peer parameterized 
constructor to initialize whiskers in the default 
constructors.
Delegation will avoid repetition of code among 
constructors and make them easier to modify.

3.3.8 Explicit overrides and final [Override 
and Final Identifiers]

If we wish to override a function of a base class we can 
use the ‘override’ identifier to mark such a function 
in the derived class. When the compiler comes 
across such a function, it will check for a function 
with the same signature in the base class. If such a 
function is not found in the base class it will throw 
a compilation error. This is useful to avoid making 
mistakes while overriding functions of the base 
class. If there is a difference in the signature of the 
base and the derived class  functions you will come 
to know of it during compile time itself. If override 
keyword had not been used, however the compiler 
would have treated the function in the derived class 
as a completely new function. Following is the syntax 
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for using the override identifier: 
struct BaseClass { 
    virtual void some_func(int); 
}; 
  
struct DerivedClass : BaseClass { 
    virtual void some_func(int) override; 
};

In C++11 you can also specify that a particular 
function of the base class should not be overridden. 
This is done with the help of the ‘Final’ keyword. 
Following is its usage:

class BaseClass 
  {

    virtual void foo() final {}      // “overrid-
ing final function” 
  };

 class DerivedClass : BaseClass 
  { 
    virtual void foo() {}   //Will throw compi-
lation error here 
  };

$g++ -std=C++11 main.cpp -o demo -lm 
-pthread -lgmpxx -lreadline 2>&1

main.cpp:11:18: error: virtual function 
‘virtual void DerivedClass::foo()’

main.cpp:7:18: error: overriding final func-
tion ‘virtual void BaseClass::foo()’

When used next to the name of a class or a struct, 
the keyword final will make sure that the class or 
struct itself cannot be inherited. 

class BaseClass final

  {

    virtual void foo()  {}      // “overriding 
final function”

  };

 class DerivedClass : BaseClass

  {

    virtual void foo() {}

 };  

$g++ -std=C++11 main.cpp -o demo -lm 
-pthread -lgmpxx -lreadline 2>&1

main.cpp:9:8: error: cannot derive from 
‘final’ base ‘BaseClass’ in derived type 
‘DerivedClass’

3.3.9 Null pointer constant

To pass null as an argument when a function requires 
a pointer as an argument, 0 or NULL could be used. 
Usually in C++ the macro ‘NULL’ is evaluated to 0. 
Consider the following DemoClass:

class DemoClass 

{

 public :

  void foo(char * p){cout<<”Char ptr 
“<<p;};

  void foo(int p){cout<<”Integer “<<p; };    

};

I have used GNU GCC version 4.7.2 [http://www.
compileonline.com/compile_cpp11_online.php] to 
compile the above class and called its public method 
in a main method. My purpose was to attempt to call 
method  void foo(char * p) and pass it a null value so 
it prints only “Char ptr ”. Following were my findings:
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Call Output

d1.foo(0); Integer 0

d1.foo(NULL); main.cpp:17:15: er-
ror: call of overloaded 
‘foo(NULL)’ is ambiguous

d1.foo(nullptr); Char ptr

Case 1 : passing 0. This would have worked if 
there wasn’t another method that expected an int 
argument. But since there was one such method, 
the compiler interpreted the argument as an integer 
rather than a null pointer constant.

Case 2 : passing NULL : The compiler could not 
decide which method to call since NULL is a macro 
that evaluates to 0 and is a valid argument for both 
functions.

Case 3 : passing nullptr : This is a new keyword that 
denotes a null pointer literal. This is essentially a 
pointer type and therefore can be assigned to any 
pointer variable.

Hence use of nullptr is encouraged instead of using 
NULL or 0.

3.3.10 Strongly typed enumerations

An enumeration is essentially a data type that 
can only take values from a restricted range. A 
programmer can specify this range and assign values 
to the instances of the enumeration. Following is an 
example of an enumeration in C++ 03.

enum Fruit 
{APPLE,ORANGE,BANANA,PEACH};

Fruit f1 = ORANGE;

The name of the enumeration here is Fruit and the 
values that an instance of this enumeration can take 
is declare in the curly braces; APPLE,ORANGE etc. 
These are called enumerators.

The values of the enumerators by default would be 
integers starting from 0 onwards. i.e. APPLE will have 

value 0, ORANGE would be 1, BANANA would be 2 
etc. You can also explicitly specify the values in the 
following manner:

enum Fruit {APPLE=5,ORANGE=10,BANANA=15,
PEACH=20};

Fruit f1 = ORANGE;

C++11 introduced a new kind of enumerations called 
enumeration class (or enumeration struct)
They can be declared as follows:

enum class Fruit 
{APPLE,ORANGE,BANANA,PEACH};

Following are enums in C++03 and enum classes in 
C++11:
1. Enumarators in C++ have their scope exported 
to the environment around them. Which means that 
you don’t have to use a qualifier outside the enum 
block to refer to an enumerator you have declared in 
the enum block.

enum Fruit 
{APPLE,ORANGE,BANANA,PEACH};

Fruit f1 = Fruit::ORANGE;  // Won’t work in 
C++03

enum Fruit 
{APPLE,ORANGE,BANANA,PEACH};

Fruit f1 = ORANGE;  // Will work in C++03

But the fact that you can’t use qualifiers also implies 
that you can’t use the same name for an enumerator 
in another enumeration.

enum Fruit 
{APPLE,ORANGE,BANANA,PEACH};

enum Colors {BLUE,WHITE,ORANGE};  

 //This code won’t compile since ORANGE 
is already taken by Fruits.

But an enum class will give you no such trouble 
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because an enum class’ enumerators do not 
exist beyond the scope of the definition of the 
enumeration itself and need to be referenced with 
the help of a specifier. Hence two enumerators with 
the same name can perfectly co-exist as long as they 
are in different enumerations, like in the following 
example:

    enum class Fruit 
{APPLE,ORANGE,BANANA,PEACH};

    enum class Colors 
{BLUE,WHITE,ORANGE};  

    //Perfectly acceptable code.

//Need to use specifiers to declare objects

Fruit  f = Fruit::ORANGE;        //will have 
value 1

Colors  c = Colors::ORANGE; //will have 
value 2

2. Enumerators implicitly converted to integers in 
C++03 and there was no way for the programmer to 
change that.  Now we can specify what kind of values 
our enumerators should assume in the following 
manner:

    enum class Fruit : unsigned char {APPLE
=’i’,ORANGE,BANANA,PEACH};

    Fruit f1 = Fruit::ORANGE;

    cout << (char)f1 <<endl; // Prints ‘j’

3.3.11 Right angle bracket

Consider the following example of nested templates:
list<vector<string>> lvs;

Source: http://www.stroustrup.com/C++11FAQ.
html

In C++ 98 this would throw an error. Since there is no 
space between the two closing right angular braces, 
the lexical analyser in a C++ compiler (whose job it is 
to identify known tokens from the code) would think 
of this as the right shift operator. C++11 has fixed 

this problem and no longer confuses the closure of a 
nested template to be a right shift operator.

3.3.12 Alias templates

The keyword typedef allows one to create aliases of 
a data type. 

Example :

typedef long miles; // define miles as an 
alias for long

// The following two statements are 
equivalent:

long nDistance;

miles nDistance;

Source: http://www.learncpp.com/cpp-tutorial/46-
typedefs

Typedef has a limitation however, it cannot be used 
to alias templates.

The following example is illegal in C++ 03.

template <typename First, typename Sec-
ond, int Third> 
class SomeType; 
  
template <typename Second> 
typedef SomeType<OtherType, Second, 5> 
TypedefName; // Illegal in C++03

S o u r c e : h t t p s : / / e n . w i k i p e d i a . o r g / w i k i /
C%2B%2B11#Alias_templates

C++ 11 introduces template aliasing with the help of 
the using keyword.

template <typename Runner, int Dist-
nceKm>

class Race;

template <typename F>

using Marathon= Race<F, 5>;
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In the above example we already had a template 
called Race that required the name of the runner 
and the distance for which he runs. We derived a 
specialization of this class with the help of the using 
keyword that would require only the name of the 
runner and the distance will always be 5km.

3.3.13 Removal of a restriction on unions

A Union in C++ is a user defined data type that 
comprises of a list of objects. All objects from the list 
share a single memory location. i.e. a single object 
can be used at a time.

 Following is an example of a Union:
#include <iostream.h> 
union MyUnion 
  {                       
    int  a;        
    double b;      
  };

Both a and b are objects of the union and share the 
same memory location. There was a restriction in C++ 
03 that unions such as the one above cannot have 
a member object that has a non-trivial constructor 
[any constructor other than the implicitly defined 
default constructor].

C++11 has lifted this restriction and allows unions to 
have objects even though they may have non-trivial 
constructors, in which case you will need to define 
the appropriate constructor for the union as well, 
that will call the said constructor and initialize this 
member. The following example will make things 
clear.

#include <new> // Required for placement 
‘new’. 
 
struct Point { 
    Point() {} 
    Point(int x, int y): x_(x), y_(y) {} // Non 
trivial constructor 
    int x_, y_; 
}; 
  
union U
 { 
    int z; 
    double w; 
    Point p; // Illegal in C++03; legal in 
C++11.
    // Due to the Point member, a construc-
tor definition is now required. 
    U() {new(&p) Point(); } 
};

Source:https://en.wikipedia.org/wiki/C%2B%2B11 
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Introduction

Today the information technology world is abuzz 
with the words “Big Data” and “Hadoop”. Right from 
software professionals to investors, most of us have 
heard these words in some context or the other. In 
fact, a lot of people even think of these two words as 
synonymous. However, that is far from true. We have 
already seen what “Big Data” is about through an 
introductory article in Volume IV of the Information 
Technology Journal. In this article, we would be 
exploring “Hadoop” by understanding what it means, 
the key components that comprise a Hadoop system 
and the programming and data access tools available 
within Hadoop. We would be also looking at some of 
the real world use cases of Hadoop implementations 
and the benefits drawn by these customers by 
implementing Hadoop. Finally, we will try to address 
the key question that hounds most businesses – Is 
Hadoop really for me?

What is Hadoop?

Hadoop is an open source software platform managed 
by Apache Software Foundation. In fact, it has played 
a very pivotal role in driving the growth of “Big Data” 
applications and industry. Hadoop, essentially, helps 
in processing really large amount of data in the 
range of hundreds-to-thousands of Gigabytes in a 
very cost-effective manner, especially when the data 
is stored in unstructured format. Data is said to be 
in structured format when it can be easily mapped 
to rows and columns. For structured data, existing 
relational databases and enterprise data warehouses 
can be used very effectively. However, not all data 

in the real world can be stored in a structured 
format.  In fact, in 1988, Merrill Lynch, had cited that 
approximately 80-90% of information that can be 
used to draw insights and make business decisions 
would be in unstructured format. Unstructured data 
is the data that cannot be mapped to a pre-defined 
data model or does not follow a pre-defined pattern. 
Some of the sources of unstructured data are:

•    Social media data such as Youtube, Facebook, 
Twitter, Linkedin, Flickr and other social media 
platforms.

•     Mobile data such as text messages and location 
information.

•     Website Content.

•     Enterprise information such as text within internal 
company documents, logs, surveys, etc.

•      Satellite Images, scientific data such as geospatial, 
radar and sonar data, photographs and videos, etc.

Nowadays, not only is most of the captured data 
unstructured, but it is also arriving at rates that is 
faster for existing data warehouse systems to absorb 
and analyze. The migration to online channels is 
driving up costs of data warehousing, ETL (Extract-
Transform-Load) transactions and analytics in an 
unprecedented manner.

Hadoop is a complete eco-system for absorbing, 
organizing, storing, searching and analyzing volumes 
of data from disparate data sources in a cluster of 
commodity computers. Its ability to process large 



22 The Exponent Group of Journals For Information Technology, Volume 2, Number 1, Dec 2013 - Feb 2014

data sets in parallel across multiple clusters yields phenomenal performance. At the same time, the use of 
regular and commodity hardware keeps the cost of scaling very low. Additionally, the framework itself is 
designed to detect and handle failures at the application layer, thus resulting in a robust and fault-tolerant 
system.

Key Components of Hadoop

Hadoop Distributed File System (HDFS) and MapReduce are the two key components of Hadoop. HDFS 
constitutes the storage system of Hadoop, whereas MapReduce constitutes the processing component.
• Hadoop Distributed File System (HDFS)
HDFS is the primary distributed storage system developed in Java and designed to run on commodity 
hardware. HDFS is highly fault-tolerant and provides high throughput access to application data.
                                   

Fig 1: HDFS Architecture

As the above diagram illustrates, HDFS has master-slave architecture. An HDFS cluster has one NameNode 
that acts as a master server and manages the file system namespace and regulates the access of clients to 
the files. A single NameNode ensures simplicity of the HDFS architecture. The NameNode carries out the 
operations such as creating a file/directory, opening a file, renaming a file/directory etc. Each file is stored 
across blocks with each block usually having a size of 64 MB. In addition, there are several DataNodes, 
usually one per node of the cluster, that manage the storage space associated with the node. DataNodes are 
responsible for serving the read-file and write-file requests invoked by the client. The mapping of the blocks 
to different DataNodes is maintained by the NameNode. The NameNode also maintains the file metadata 
repository. The entire system is designed in such a way that the user data stored in the files is never sent to 
the NameNode.
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To ensure data integrity and provide a fault-tolerant 
system, replicas of blocks are stored in different 
DataNodes. The block size and replication factor 
can be configured per file. The replication factor 
can also be changed later on after the file has been 
already created. In fact, optimal use of replication 
is a key aspect that differentiates HDFS from other 
distributed file systems. A simple but sub-optimal 
method is to place replicas of blocks on different 
racks (The NameNode maintains the Rack-ID of each 
DataNode). This prevents losing data when an entire 
rack fails. However, this policy increases the cost 
of writes since each write needs to transfer blocks 
to different racks. A better alternative, considering 
a replication factor of 3, would be to maintain one 
replica in the local rack, one replica in a remote rack 
and one replica in another DataNode of the same 
remote rack.

The communication protocol of HDFS is layered on 
top of TCP/IP protocol. The client communicates with 
the NameNode using the client protocol, whereas 
the DataNode communicates with the NameNode 
using the DataNode protocol. Each DataNode sends 
a heartbeat message to the NameNode on a periodic 
basis. The absence of the heartbeat messages 
informs the NameNode that the specific DataNode 
is not accessible. For all such dead DataNodes, the 
NameNode may reinitiate the replication process to 
ensure that the replication factor is maintained. It is 
also possible that the data fetched from a DataNode 
may be corrupted. This is identified by the NameNode 
based on the checksum value that it maintains for 
each DataNode within a separate hidden file.

• MapReduce
MapReduce represents the programming paradigm 
of Hadoop. It is a software framework that is used to 
write applications to process large volumes of data 
in-parallel across multiple clusters of commodity 
hardware. In a relational database, data is retrieved 
and modified using Structured Query Language (SQL). 
Even in non-relational databases, data is retrieved 
using queries in addition to regular SQL. However, 
Hadoop is not really a database; it is more like a 
data warehouse system and hence a data processing 
framework like MapReduce is essential.

Typically, the MapReduce framework (computation) 
and HDFS (storage) run on the same set of nodes. This 
helps in effectively scheduling tasks on the nodes, 
thus enhancing the aggregate bandwidth across the 
cluster. Additionally, as new machines are added 
to the cluster, the system benefits from additional 
storage as well as additional computing power of the 
new machines.

When the system receives a request for information, 
MapReduce splits the input data set into independent 
jobs called maps that are processed in parallel. 
The framework then sorts the outputs of the maps 
and aggregates them through the reduce phase. 
MapReduce uses the following components to 
process the tasks:

• JobTracker: This is the master and manages the jobs 
and resources within the system. It is responsible 
for scheduling the job components on the slaves, 
monitoring them and re-executing the failed tasks.

• TaskTracker: They are the slaves that are deployed 
on individual commodity machines. They are 
responsible for running the map and reduce tasks as 
instructed by the JobTracker.

• JobHistoryServer: This is daemon that provides 
historical information about the completed jobs.

Programming Tools

Sometimes programming in Java and invoking Java 
APIs can be tedious and cumbersome. So, in order to 
ease the programming effort, Hadoop provides two 
solutions:

1. Apache Pig: 
Pig programming language simplifies the common 
tasks when working with Hadoop such as loading 
data, transforming data and storing final datasets. 
The built-in operations can help in deciphering data 
stored in semi-structured format, such as log files. 
Pig’s application layer consists of a compiler that 
produces the sequences of Map-Reduce programs.

2. Apache Hive:
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Apache Hive helps in treating the Hadoop system 
as a data warehouse system by facilitating ad-hoc 
queries, data summarization and analysis. It can 
help in querying data using SQL known as HiveQL. 
Essentially, it can project structure on to the data 
stored in HDFS.

Data Access Tools

Hadoop is primarily a batch processing system. 
Loading data in HDFS, processing and then retrieving 
for further analysis happens in batches.  However, 
sometimes, there may be a need to process data in 
an interactive mode. Also, there may be a need to 
effectively integrate and communicate with other 
data warehouse systems. So, in order to address 
these concerns, Hadoop has provided the following 
solutions:

1. Apache HBase
HBase is a distributed column-oriented database that 
runs on top of HDFS. It is modelled after Google’s 
BigTable, a scalable distributed storage system for 
structured data, and supports both batch mode 
computation using MapReduce as well as ad-hoc 
reads.

2. Apache Sqoop
Sqoop is a tool designed to transfer data in bulk 
between HDFS and structured data sources such 
as relational databases. It essentially improves the 
interoperability with the rest of the data world.

3. Apache Flume
Flume’s primary purpose is to act as a log aggregator 
i.e. collecting log data from diverse data sources 
and collating that data at a centralized data storage 
location. Similarly to Sqoop, it helps in improving 
interoperability with the rest of the data world. 
Additionally, it can also function as a general purpose 
event queue manager.

Real World Use Cases

Let us look at some of the real world use cases of 
Hadoop implementation. 
• According to Sarah Sproehnle, Director of 

Education Services for Cloudera, an open source 
“Big Data” software solutions provider, one of 
their customers gained significant benefits from 
implementing Hadoop. Before implementing 
Hadoop, the customer had implemented a process 
wherein an ETL (extract-transform-Load) job would 
execute for the logs generated through one of 
their popular websites and deposit the data into a 
data warehouse system. This task itself would take 
around 3-4 hours. Next, a stored procedure would be 
invoked that would cleanse the data from the data 
warehouse system. The final data set, which would be 
approximately one-fifth of the entire data set, would 
then be stored back into the data warehouse system. 
This process was not only very time-consuming, but 
vey resource-intensive as well. After implementing 
Hadoop, instead of the ETL job, the entire log data 
from the web servers was redirected to HDFS. The 
MapReduce jobs were then used to cleanse this 
data. The final cleansed data was then sent to the 
data warehouse system. This implementation not 
only reduced the time for the overall operation 
significantly, but also preserved the entire data set 
within Hadoop and could be retrieved later on, if 
required.

• Cloudera and Datameer, a Big Data Analytics 
tool built on Hadoop, have joined hands together 
to identify rogue trading activity for a major global 
financial services conglomerate. The firm’s asset 
management group has deployed several teams to 
perform ad-hoc analysis on the daily feeds of price, 
position and order information. Earlier, the teams 
used desktop spreadsheet tools to analyse the data. 
Not only was this a time-consuming process, but had 
potential flaws of missing fraudulent behaviour. With 
Cloudera and Datameer, the customer now is able to 
sift quickly through voluminous data in much more 
efficient manner and is able to able avert potential 
losses.

• One of the case studies has been in the retail 
industry that has been growing by leaps and bounds 
in India. This retail company is a chain of hypermarket 
in India with nearly 220+ stores across 85 cities and 
towns in India and with employee strength of 35000 
and above. One of the company’s log datasets that 
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needed to be analyzed contained approximately 12 Terabytes of data in semi-structured format. Not only 
moving this data into a Business Intelligence (BI) tool took nearly 12 hours, but querying such large data 
within BI also consumed significant time. In order to solve this problem, a Hadoop system was implemented. 
Hadoop Flume was used to collect and transfer log files into HDFS on a bi-weekly basis and Hadoop Hive was 
used to perform the analysis. This solution reduced the data transfer time to approximately 3 hours and also 
significantly reduced the time to retrieve data from the system.

Should I implement Hadoop?

The answer to the above question is – it depends. It depends on various factors such as:

1. Do I have Tera/Peta bytes of data that needs to be analyzed? 
Most businesses seem to think that they have huge amount of datasets that need to be processed and 
analyzed. However, according to measurements published in an article in Microsoft Research, majority of the 
real-world analytic jobs process less than 100 GB of data. On the other hand, Hadoop and most other “Big 
Data” solutions are meant to process data in the scale of Petabytes.

2. What are my user expectations when it comes to response time?
Hadoop is not designed to solve latency problems. It is also not a high-speed SQL database. Hadoop is one of 
the best “Big Data” pre-computation engines. So, if customers are expecting to improve the response time 
by implementing Hadoop, their expectations would be grossly exaggerated.

3. What is my primary underlying structure of data and is it as important as my data?
Hadoop and MapReduce work best when the data can be mapped into <key, value> pairs without fear of 
losing implicit relationships. Graphs contain implicit relationships especially between edges, nodes, sub-
trees, weights, etc. So, if the primary underlying structure of data is a graph or network, it may be more 
appropriate to use a Graph database such as Neo4j.

4. Does my process needs specialized algorithms for computation?
Sometimes, certain tasks or jobs cannot be implemented efficiently using MapReduce programming paradigm.
 
It is also important to note that Hadoop is not meant to replace the existing IT infrastructure, but is meant to 
augment it. Traditional databases and warehouse systems still have to play a pivotal role in satisfying the IT 
and business needs of an enterprise. 
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As the above diagram illustrates, both traditional 
databases and Hadoop have their strengths and 
weaknesses. Also, Hadoop is not a simple utility and 
implementing it will involve a learning curve for all 
the folks involved in maintaining and processing data. 
Hence, before implementing Hadoop, we need to be 
very clear as to what problems are we trying to solve 
using Hadoop and whether Hadoop is an appropriate 
solution for those problems. In fact, the following 
diagram illustrates how Hadoop can be implemented 
so as to supplement the existing IT infrastructure.
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Search Engine Optimization (SEO) 
(For Google) - Part - 1

- Sailee Paralkar
Email : saik2004@gmail.com

Search engine optimization (SEO) refers to techniques that help our website rank higher in organic (or 
“natural”) search results, thus making our website more visible to people who are looking for our products 
or services via search engines.

Importance of SEO

For a business, it is very important that the website is listed on search engines. But in reality on Google alone, 
there are over 694,000 searches conducted every second. Every second that our website is not indexed on 
Google, we are potentially missing out on thousands of opportunities for someone to visit our website, 
read content &potentially buy a product or service. By using SEO, we can drastically improve our website’s 
ability to rank higher in the search engines & quickly get searched by our potential customers. A typical 
search engine like Google provides many options for customized search e.g. using Boolean operators such 
as: exclusion (“-xx”), alternatives (“xx OR yy”), and wildcards (“x * x”).The main purpose of Search engine is 
to hunt for text in publicly accessible documents offered by web servers, as opposed to other data, such as 
with Google Image Search.

Illustration of Google Search
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SEOmay target different kinds of searches including  image search, local search, video search,  academic 
search, news search and industry-specific vertical search engines.
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Types of SEO

There are 2 main types of SEO. 
1. Organic SEO: It also called ‘Unpaid’ or ‘Natural’ 
SEO. It is a natural placement on organic search 
engine results pages.

2. Paid SEO: It means the website owners have to 
pay a SEO provider to have the website listed on the 
search engines with a higher rank. This is an expensive 
option and targeting the right audience is important 
to gain most out of the money spent on SEO.

4. Procedure of SEO:
• On-Page SEO-This includes providing good content, 
good keywords selection. Putting keywords on 
correct places, giving appropriate title to every page 
etc.

• Off-Page SEO-This includes link building, increasing 
link popularity by submitting in open directories, 
search engines, link exchange etc.

On-Page SEO:- 

1. Business&Website Analysis:It means a technical 
overview of our website. before we start SEO we 
should plan to evaluate the Strengths, Weaknesses 
or Limitations, Opportunities&Threats involved in a 
project or in business venture.

Strengths: Characteristics of the business, or a 
project team that give it an advantage over others.

Weaknesses/Limitations: are characteristics that 

place the team at a disadvantage relative to others.

Opportunities: External chances to improve 
performance in the environment.

Threats: External elements in the environment that 
could cause trouble for the business project.
It is also called a SWOT analysis.

2. Keyword Research &Assessment:

Keyword research is one of the most important, 
valuable, and high return activities in the search 
marketing field. Ranking for the “right” keywords 
can make or break the website. Normally Long-tail 
keywords are more effective. Because they target 
people who are looking to perform a specific action. 
Like buy something, or looking for specific piece of 
information, like a how-to or a service that can solve 
their problems.

3 Competitor website research & Analysis

Competitor research is a core part of optimization 
and involves studying websites that rank well for 
keyword targets.
Putting the time into competitor research is important 
for several reasons:
a. It benchmarks our SEO performance against the 
market.
 
b. It highlights gaps in our keyword coverage.
 
c. It helps identify content areas where we need 
improvements.
 
d. It shows keywords and content areas where we 
rank well and have competitive advantage.
 
e. It provides insights to help us define realistic SEO 
targets.

4.  Onsite optimization & Content Creation:
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4A. There are many tactics to optimize site pages for 
on-page SEO which may result in a higher rank for 
each of our site’s web pages.

Here are the following tactics of on-page SEO:

1. The Meta Keywords and description  

Meta tags are used to instruct search engines on how 
a particular webpage should be indexed. Optimizing 
title tag and the description meta tag can be useful 
in providing additional information to the search 
engines but using the keyword meta tag can do more 
harm than good.

The meta description should employ the keywords 
intelligently, but also create a compelling description 
that a searcher will want to click. Direct relevance 
to the page and uniqueness between each page’s 
metadescription is a key. The description should 
optimally be between 150-160 characters.

We have to make sure that sitemap.xml page is 
CONSTANTLY called up by the search engines.

2. The Title Tag – A title tag is the main text that 
describes an online document. It is the 2ndmost 
important on–page SEO element (the most important 
being overall content), and appears in three key 
places: browsers, search engine results pages, and 
external websites.

Title tags are part of the meta tags that appear at the 
top of our HTML page inside the   < head> area. Think 
of title tags like the title of the chapter of a book. It 
tells people and search engines what the page is all 
about.

<title>Important Words Go Here </title>

Here is how title tags appear in a browser that uses 
the bar to display title tags (other browsers might 
only use the tab space or not show them at all):

Here’s where Google shows the title tag:
3. Keyword Density - Keyword density is also important 
because search engines use this information to 
categorize a site’s theme, and to determine which 
terms the site is relevant to. The perfect keyword 
density will help to achieve higher search engine 
positions. Keyword density needs to be balanced 
correctly.

4. The Body Text -Focus on the body text in bold, for 
this denotes strong emphasis to the search engines. 
Think of body optimization as a method to better 
highlight the topic of our page and thus keep the 
reader interested. Just like a chapter in a good book, 
our body text should convey the message that we are 
trying to deliver.

From a SEO perspective, an ideal target is some 300-
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500 words per page and keyword phrases (those word combinations most likely to be used by people searching 
for the kind of information we are publishing) used consistently throughout our body text will boost rankings. 

5. The first sentence in the body text and the first words used per sentence are the most important ones for 
advanced on-page SEO necessities (Make it humanly readable and Search Engines readable — the words 
used in the first sentence are most important due to the implementation of Google’s LSI algorithm.)

6. The URL — The URL is human-readable text that was designed to replace the numbers (IP addresses) that 
computers use to communicate with servers. They also identify the file structure on the given website.
URLs should:

a. Use hyphens to separate words ONLY when it is necessary for readability. They should not use 
underscores, spaces, or any other characters to separate words. Overuse of hyphens in URLs can be seen 
as spams, so it’s best to use caution and limit hyphen use in URLs when possible.

b. Never be longer than 2,048 characters; otherwise browsers like Internet Explorer won’t be able to load 
the page.

c. Avoid the use of parameters, if possible. If parameters need to be used, they should be limited to two 
or less.

The subdirectory folder and page of content should be SEO’d (i.e.http://domain.com/real-estate/real-
estate-marketing-ideas.com would fetch a high ranking for a page dedicated to real estate marketing ideas 
– especially with many highly authoritative, relevant, deep in-bound links)

7. The H1 and H2 Texts are highly important – These header tags are something that are easily incorporated 
for SEO on page and do not require much effort. While they may help in achieving better search engine results, 
they do not harm the results in any way, making them an added advantage for Search Engine Optimization 
service providers to get more visibility. H1 and H2 tags, along with the other tags right till H6, all convey to 
the search engines the subject or topic of our website. The text that we put in these fields is more important 
than any other text and should be filled in with great care highlighting the most important information in H1 
tag and gradually decreasing the specificity of the tag through to H6.

8. Anchor Text - Anchor text is the visible characters and words that hyperlinks display when linking to another 
document or location on the web. If many links point to a page with the right keywords in their anchor text, 
that page has a very good chance of ranking well. Real examples of this include the search engine result pages 
for the queries, “click here” and “leave.” Many of the Google results for these queries rank solely due to the 
anchor text of inbound links. Normally, People have a tendency to link to content using the anchor text of 
either the domain name or the title of the page. This is an advantage to SEOs who include keywords they 
want to rank for in these two elements.

9. Outbound (External) Link Text — Outbound Links are hyperlinks that point at (target) any domain other 
than the domain the link exists on (source). Getting external links is the single most important objective 
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for attaining high rankings. This stems from the idea that external links are one of the hardest metrics 
to manipulate and thus, one of the best ways for search engines to determine the popularity of a given 
web page. (e.g. If we are an internet marketing site and are linking to an email marketing company (email 
marketing software in this instance), we would use “Put our internet marketing on auto-pilot and use the 
best tool for internet marketers today – internet marketing email software. Then just use other variants to 
internet marketing.)

10. IMG Alt Tags — Alt tags are a text alternative to images when a browser can’t properly render them. Even 
when the image is rendered, if we hover over it with our mouse pointer, we can see the alt tag text created 
for that image (depending on our browser settings).

The alt attribute also adds SEO value to our website. Adding appropriate alt tags to the images on our website 
can help our website achieve better rankings in the search engines by associating keywords with images. As 
a matter of fact, using alt tags is probably the best way for our ecommerce products to show up in Google 
image and web search.
e.g. of an alt tag:

4B. SEO Content Creation:

In SEO, Content is the king. Without rich content, it is difficult to rank for specific keywords & drive traffic to 
website.  With the right content, the website can become a recognized authority site within that industry and 
give other people a reason to link to it.

When people visit a Web site for information, they want unique spin on a topic.  The SEO designers should 
think about “How is our material or content unique?”, “Is that uniqueness obvious and easy to find and to 
understand?” Visitors want unique, high-quality site content. It’s not only home page content but also all the 
linked pages should have useful and easy to understand content.

Sites with duplicate, syndicated or free content get red flags by the Search Engines.

SEO Content Writing (also referred as SEO Copy Writing) involves the process of integrating keywords and 
informative phrases which make up the actual content of the website.

While writing web page content following tips may help.
         • The content should be directed for the specified target audience.
         • Keyword density is strictly adhered to as per search engine guidelines.
         • Titles should always be eye-catchers, compelling our visitors to read on and want what website has to 
offer. 
         • Don’t use confusing and complex language. Use small statements to make the content more 
understandable.
         • Keep web pages short and don’t put all the content on a single page.
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         • Divide web page content into short paragraphs.

Other advantages of having great content:
        • If the site offers something unique, then visitors would suggest it to their friends.
        • Other webmasters would like to create a link of the site on their sites.
        • The net surfers would click on unique and interesting looking sites only no matter your site is in the 
top results of a search. 

Creating, editing and promoting unique high-quality content is difficult and time consuming. But in the end 
Golden rule of SEO is that Content is the King. A page that is read by people is better than a page that is read 
by bots.

e.g. of ‘Perfectly Optimized Page’

In this article we have studied basic introduction, procedures&tactics of on page SEO. In our next volume we 
will study introduction of Off page SEO, procedures, tactics of Off Page SEO, SEO tools &lots of other things.
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Enterprise Data Protection – Need 
and Means

- Rahul Navghare
Email : rahulpn@yahoo.com

Hello friends, today we are going to discuss on 
Enterprise Data Protection, the need for it and the 
means to achieve the same. Before we do the same, 
let us find out what do we mean by Data and why do 
we need to protect the same?

1. Data – The definition

From Wikipedia, 
Data are values of  qualitative   or quantitative variables, 
belonging to a set of items. Data in computing (or data 
processing) are represented in a structure, often 
tabular (represented by rows and columns), a tree 
(a set of nodes with parent-children relationship) or 
a graph structure (a set of interconnected nodes). 
Data are typically the results of measurements and 
can be visualized using graphs or images. Data as an 
abstract concept can be viewed as the lowest level 
of abstraction from which information and then 
knowledge are derived.

The invention of computers to address the human 
needs has given a more structured identity to the 
word “Data”. Before the invention of computers the 
data was always present in various formats including 
the written documents, pictures, media files etc. 
However as we started to use the Computers for 
our everyday needs the importance of data became 

prominent. This was however the new AVATAR of the 
data, now in ELECTRONIC format.

Today from an individual to a large organization, 
from Banking to Telecom, Education and Medical, 
Manufacturing to Media, the adoption and use 
of computers has become inevitable. Various 
applications are being used in across the industries to 
generate the DATA relevant to the industries. This is 
the most important information for the organization, 
the Intellectual Property of that organization or 
simply the IP. The information varies from industry to 
industry e.g. for the Banking industry it might be the 
customer information/database for all the customers 
using the banking services, for the Insurance 
Company the same can be the policy information, 
for the Media house it can be the videos, pictures, 
animations, for manufacturing the same can be the 
AutoCAD files/Designs and so and so forth.

The ever increasing data growth has triggered the 
requirement of protecting the data, the IP for the 
organization. The information needs to be always 
available at any cost. They simply cannot lose it.

2. Need of Data Protection
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Today every organization is taking steps towards 
Data Protection. Most of the organizations are 
already having a solution in place for the Data 
Protection and they are successfully using it. The 
term Disaster Recovery is closely related to the 
Data Protection. The Disaster Recovery is further 
seen as a subset of Business Continuity Plan which 
every organization must have, to protect the MOST 
CRITICAL INFORMATION they have, the DATA.

The data is always updated and need to be current. 
Business Critical applications need the latest data 
to be available all the time for running the business 
e.g. a Banking application needs to keep the data 
as current as the latest transaction made by the 
customer. This may include an ATM transaction, a 
Net banking fund transfer or payment of bills. Lack 
of data protection may lead to situations where the 
organization not only loses the data but it also affects 
the business in long term. It is just something not 
affordable to the business.

So how do we protect the DATA? What are the various 
ways by which it can be protected?

3. Means of Data Protection

The means of data protection may vary from 
organization to organization as the information and 
its criticality varies for different businesses. Let’s start 
with a familiar terminology, called Backup.

3.1 Backup – What is it?

• Backing up is the act of deliberately copying data, 
and storing it where it is both safe and easily retrieved.

The definition is self-explanatory. The basic element 
of Data Protection is BACKUP. In simple words, 
backup is making COPY of the data to a place where 
it can be stored for long term and can restored when 
the actual data is corrupted, deleted or need to be 
reverted to the previous version. Sounds confusing? 
Let me elaborate more on this.

Think of a WORD document prepared by you. 
You save it on your computer and forget about it. 
Unfortunately you come across a hardware failure 
and the document is now not retrievable from the 
disk. You have no place from where you can recover 
it from and all efforts are gone in vain.  This is where 
Backup could have helped.

How do we backup?

As the technology is evolved, taking backup of the 
data is now a modernized process. For an individual 
it is simply copying the data in the USB disk and be 
done with it. But it is not the same for an Enterprise. 
An Enterprise has large volume of critical data that 
needs to be backed up.

The same drives the need for an ENTERPRISE 
DATA PROTECTION SYSTEM which can cater to the 
requirements of the Enterprise. Let’s find out what 
it requires to build this kind of system or rather what 
are the primary components required to build the 
system?

Primary Components of Enterprise Data 
Protection System

1. Identification of data
An Enterprise has different categories of data needed 
to run the business of that organization. Does this 
mean that everything needs to be backed up? May 
be Yes or May be No!!!

It is important for an organization to identify the 
criticality of the data. This serves the first step for 
the Data Protection Strategy. Most of the Enterprises 
today face the challenges for Data Protection in the 
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absence of Data classification. As a result either 
everything is backed up or sometimes the critical 
data is not backed up while the non-critical data is. 
The criticality is dependent on the business 
requirement. An organization that has the 
identification in place would ideally categorize the 
data based on criticality as follows:

1) Highly Critical (Mission Critical or Business 
Critical)

2) Less Critical 

3) Least Critical

The classification as above helps the organization in 
aligning their Data Protection strategy based on the 
criticality of the data.

2. Backup Software
 

A Backup Software is a main component of the Data 
Protection system which controls the Data Protection 
operations i.e. Backup, Restore etc.
The Software in turn with the help of Hardware 
performs the following functions:-

1) Communicate with the machines/computers 
on which the data needs to be protected

2) Helps defining the policies for Data Protection 
based on business needs

3) Manages the hardware resources to control 
the backup process, store the data

4) Maintains the index information for the data 
to be backed up

5) Automates the Backup process

6) Helps in locating the data when the data 
is unavailable at original location (deleted, 
corrupted)

In short for an effective Data Protection, the Backup 
Software is the KEY COMPONENT of Automated 
Backup Process.

The Backup Software typically comprises of a CLIENT-
SERVER Architecture (as shown in the diagram below)

All the servers/computers from where the data needs 
to be backed up are treated as CLIENTS to the Backup 
SERVER. The Backup SERVER performs the following 
functions.

3. Backup Hardware

Backup Hardware consists of devices where the data 
can be stored. It includes CD/DVDs to Hard disk drives 
and tape devices.

The data is stored on the devices by the Backup 
Software. Hence the backup software uses these 
devices as “Backup Target”. The information about 
the stored data i.e. Metadata is available with the 
Backup Software.

The devices are chosen based on different factors 
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(but not limited to):-

1) Capacity of the media

2) Speed at which the data is written to the 
media

3) Speed at which the data is retrieved from the 
media

4) Reliability or MTBF (Mean Time Between 
Failure) of the device

5) Interface/connectivity to the media

4. Backup Policies

 Policies provide information about the data to be 
backed up in following ways:-
 What need to be backed up?
 --  The CONTENTS
 Where it needs to be backed up from?
 -- The SOURCE
 How it needs to be backed up?
 -- The PROCESS
 Where the backed up data needs to be stored?
 -- The TARGET
 How much time the backed up data needs to be 
stored?
 -- The RETENTION

Setting up backup policies is generally a one-time 
process. The backup policies need to be configured 
aligning them with the business requirements. It 
needs to incorporate the criticality of the data and its 
relevance to the business.
As the Data Protection Strategy is evolved within 
the organization, the policies can be relooked and 

modified as required. New policies can also be 
introduced 

5. Automation
 

Backup Automation refers to a process where all 
the backup tasks are executed as per the PRE-
DEFINED Backup policies. It is important that the 
Backup policies are configured properly so that the 
automated backup process works without errors.
Automation reduces the dependency on humans and 
also helps to reduce manual intervention and thereby 
eliminating human errors. It also helps reducing the 
administrative overheads by converting the manual 
process to an automated one.

An enterprise with several applications, servers to be 
backed up with huge volume of data has automation 
as an inevitable requirement. Most of the times, as 
a precautionary measure or as a part of the Disaster 
Recovery (or even Business Continuity Plan), the 
Recovery process is also automated. This is done by 
using frequent/planned RESTORE DRILLS. During a 
RESTORE DRILL, the backed up data is restored to a 
Standby Server (at the same site or another site) to 
ensure that the same is readable. Corrective actions 
can be taken and given as a FEEDBACK if challenges 
are seen in the RESTORE process. The FEEDBACK can 
be then incorporated as a CHANGE in the BACKUP 
POLICY.

Now that we have seen the Primary Components 
of the Enterprise Data Protection System, let’s get 
into more details on how the components work 
together in an integrated way to perform the backup 
operation.
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IT Security-2 – Next Generation 
Firewall

- Mohan Raut
Email : raut.mohan@gmail.com

1. Introduction

In the first post we discussed a summary of the 
important elements that are critical to form the part 
of the network security infrastructure.

In this issue we are going to discuss in details about 
the most talked element in recent times- 

Next Generation Firewall.

Applications are the channel through which 
everything (genuine and unwanted data) flows.

However not every application can be segregated 
into a good or a bad application. Applications 
preview has changed in recent years, where allowing 
an application includes risks like new and emerging 
threats, data leakage, and noncompliance.

For many enterprises, applications are expressly 
prohibited by policy but not adequately enforced 
with technology.

2. General Firewall Types

The very basic use of the firewall is of controlling 
data flow and is widely used to prevent unauthorized 
access to or from a network.

Firewall solution can be implemented as a built 
in appliance which has vendor specific software 
embedded in it or some vendors provide software 
which is compatible to be installed in different 
servers.

2.1 Below are the few of the Firewall types

1. Packet filter firewalls: -

A. These type of firewalls examines traffic based 
on the packet header and uses IP address, ports 
& network protocol used.

B.  Specific rules/policies are made on these 
firewalls for allowing/ blocking certain type of 
traffics in a particular or both the directions.

C. These work only on L3& L4 layer and hence 
have limited visibility into the data flowing 
through it.

D.  This does not have content visibility and hence 
are vulnerable to application layer, port rewriting 
type of attacks.

E.   It cannot understand encrypted traffic as well.

2.   Stateful firewalls:-

A. These types of firewalls make a note of every 
packet that enters the firewall in the form of a 
state table. This was a revolution in the firewall 
technology at that moment.

B. Some stateful packet filters have the ability to 
look into the application layer data.

C.  These types of firewalls lack the ability to 
filter on encrypted traffic and do not have a vast 
knowledge of protocols.
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3.  Application Proxy:-

a.These type of firewalls acts as a middleman between communicating systems by breaking the session 
and re-establishing a new session to each system.

b. Since the connection is proxied through the firewall, another advantage is the ability to read encrypted 
sessions.

c.  Proxy should have support for each service for best use of the firewall functionality.

d.  They contain both a server and a client process for each protocol they support & will establish two 
completely separate sessions:

i.  one from the client to firewall, and
ii.  another from the firewall to server

e.  These type of firewalls are susceptible to CPU overload, stack overflow types of attacks since they 
have huge amount of data to be processed.

2.2. Limitations of Traditional firewalls

1 Traditional firewalls look only into the information in the first packet, since they believe that the 
information in the first packet is sufficient enough to identify the application and the functions performed 
by it. However today’s applications endpoints negotiate for a port change or perform a range of functions 
over a single connection.

2.  Traditional firewalls assume that all the well-known TCP & UDP ports are used by applications as it is 
defined in the RFC.

A.  This might have happened during earlier days, but today’s applications are deliberately designed 
such that it does port hopping through a set of ports. Alternatively to evade firewalls, if set of ports 
are blocked on firewall it uses port 80.

B.  The exponential increase in applications and the inability of the traditional firewalls to look into the 
contents of the data are helping network attacks piggyback over applications like VoIP, P2P and enter 
into that specific network, thereafter which it spreads internally.

2.3 Firewall Market Evolution



41The Exponent Group of Journals For Information Technology, Volume 2, Number 1, Dec 2013 - Feb 2014

Above is a comprehensive representation of how the firewall market has evolved in last 25 years and who all 
vendors have been instrumental for the same

3.    What has changed today

The way networks have been building up, technologies been introduced for faster communication and so 
rapidly are the methods to intrude into them.
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Traditional firewalls though have not had the ability to understand the actual data flow through the network.

Looker deeper into this we realize that the logic used in the firewall though outdated, it is the ideal device to 
protect a network and augmenting its internal architecture is required.

What has changed today is seen in the above representation. Methods of intruding have changed. Attackers 
have moved from layer 3, 4 to layer 7 and thus we need to have devices who can look deeper into all the 
applications and related vulnerabilities.
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4. Next generation firewall overview

4.1 Introduction

1. A genuine next generation product should be 
fundamentally different than anything present in 
the market. More importantly it should address 
the issues that are been faced by the organizations 
currently.

2. A next-generation firewall is a term used to 
represent the new generation of stateful firewalls 
that integrate intrusion prevention, malware filtering, 
to allow more advanced control of data flow.

3. True next-gen firewalls perform deep packet 
inspection to identify application traffic at Layer 7, 
performing a single inspection pass that integrates 
firewall, intrusion-prevention and additional security 
capabilities in a single high-performance appliance.

4.  For detecting modern techniques of attacks it 
is pre-requisite that the firewalls have Application 
intelligence, combined with user identity information.

5. Next-gen appliances enable enterprises to create 
policies and rules that reflect the modern Web-based 
IT business environment, including the growing use 
of Web 2.0 for both business and personal use. Just as 
significantly, the technology can be used to monitor 
and enforce compliance with these policies. It also 
provides the ability to identify thousands of individual 
applications and establish rules governing not only 
which are allowed, but under what circumstances 
and by whom.

6.  NG-FW will help enterprises to enforce acceptable-
use policies in ways that gives intelligence and 
granularity  to the formation of policies, such that 
a admin can have the option of going beyond just 
allowing a website or blocking a website.

7. From a security perspective, next-gen appliances 
provide much stronger filtering and threat detection 
than the combination of traditional firewalls, 
standalone IPS and other security products, such as 
URL filtering.

8. If the appliance is performing deep packet 
inspection on the firewall, it can more effectively 
reduce the traffic to authorized applications and 
users, and simplify detection of potential attacks by 
focusing on what still gets through. The single-pass 
inspection up front allows the product to correlate 
and analyse various security engines.

9.  In this new type of firewall design, the firewall will 
need more insight into the applications and hence it 
can guide, the other functions like IPS for using its 
threat detecting activity judiciously.  For e.g.  The 
NG- FW detects that the application is of VOIP and 
passes on that info to its IPS function where it does 
not have to look into into 1000 of signatures, but 
only VoIP signatures and thus helps reduce wastage 
of resources.

4.2 Common features of most NGFWs

1. Standard firewall features: They include the 
traditional (first-generation) firewall functionalities 
such as stateful port/protocol inspection, network 
address translation (NAT), and VPN.

2. Application identification and filtering:

A. This is the chief characteristic of NGFWs.

B. It should have DPI capability such that it can 
look beyond the IP header into the payload of 
the packet to find application identifiers.

C. It should have complete list of application 
signatures tagged into specific group like 
enterprise, internet, gaming etc.

D.  Internal logic should be so robust enough to 
detect and understand new applications.

E. They can identify and filter traffic based upon 
the specific applications, rather than just opening 
ports for any and all traffic.

F. This prevents malicious applications and 
activity from using non-standard ports to evade 
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the firewall.

3. Intrusion prevention: Being more intelligent and 
with deeper traffic inspection, they may also be 
able to perform intrusion detection and prevention 
to perfection to such an extent that an additional 
detected IPS may not be required.

4. Malware filtering: NGFWs can also provide 
reputation-based filtering to block applications 
that have a bad reputation. This can possibly 
check phishing, virus, and other malware sites and 
applications.

5. SSL and SSH inspection: NGFWs can even inspect 
SSL and SSH encrypted traffic. They can decrypt traffic, 
make sure it’s an allowed application and check 
other policies, and then re-encrypt it. This provides 
additional protection from malicious applications 
and activity that try to hide using encryption to avoid 
the firewall.

6. Directory integration: Most NGFWs include 
Active directory to support & manage authorized 
applications based upon users and user groups.

7. Multi-Gigabit Throughput: - Irrespective of the 
NGFW placement, it should have the capability to 
inspect and process the traffic at multiple of Ten 
Gigabit throughputs inspect at line rate.

8. IPV6 support: - With the Government mandate to 
be IPV6 ready for all ISP’s and banks, all enterprise 
applications are moving towards supporting IPV6. 
NGFW should have the capability to support IPV6 
as well as understand the traffic tunnelledusing 
ipv6. Though currently there is no large database of 
known IPV6 attacks, it is presumed, detection of zero 
day attacks of such manner are detected by NGFW.

4.3 NGFW Deployment & Analysis

4.3.1 NGFW Deployment Position in 
Network

1. The basic question would be where the ideal 

location is or which is the best locus for deploying 
the NGFW in an enterprise network.
2. Network admins have been trying various 
options for the same.

3. Few of them have deployed right in front of 
the enterprises terminating the ISP link on it.

4. Few have opted for deploying it behind the 
current firewall and IPS, to understand and 
analyse what is been missed out by the present 
devices.

5.  Both approaches are fine, however for 
finalizing the NGFW these are few of the points 
which would help create a view of the device 
capabilities.

4.3.2 NGFW Analysis

1. Complete all the analysis for all the details 
boasted by each NGFW vendor.

2. Refer to the vendors documentations, to 
understand their software and hardware 
architecture and how it accomplishes the 
required processing, inspection, correlation and 
analysis.

3. Determine realistic requirements for your 
production environments and test accordingly. 
Where and how you use the next-gen firewall 
is a strong factor to consider in assessing 
performance.

4. Check for the company policies as to what 
content is illicit & check if that relevant support 
is there in the NGFW

5. Ask for a demo in the vendor’s lab, to see 
how the security functions & how do they 
complement each other.

6. The deeper is the DPI capability, longer will 
it take to forward the packet. While testing it 
should also be seen how NGFW skilfullyhandles 
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traffics coming through various ports.

7.  Is there actually only one inspection pass being 
leveraged by the various engines in the box?

8. Is inspection taking place on the firewall, where 
it can effectively pre-filter traffic and provide 
context for IPS and other integrated tools?

9. Are the firewall and IPS truly integrated, or just 
collocated in the same box? You could check the 
internal architecture of the previous devices and 
the current next generation firewall for the same 
vendor as well as different vendors and compare 
it.

10.  Does the product run on standard hardware 
or as a dedicated appliance? The general trend 
in IT has been toward use of standard hardware, 
but next-gen requires purpose-built appliances 
that can meet its demands in an enterprise 
environment.

11. Can the NGFW intercept, decrypt and re-
encrypt SSL/TLS, SSH and VPN traffic, and, if 
it does, at what cost to performance?  It has 
seen at many cases that enabling encryption 
or IPS functionality will reduce the throughput 
capabilities drastically.

12. Impact on performance when all the security 
services on the NGFW are enabled?

13. Number of applications supported by 
default and potential to identify new/unknown 
application.

14.  Ability to block allows only some features of 
a particular application, while blocking the rest

15. One of the best designs would always ensure 
irrespective of how much complex is the internal 
security architecture, the management of the 
devices should be user friendly.

16. Check for multiple third-party review and 
analysis. Sources such as Gartner, IDC & Frost 

and Sullivan to find how well rated the vendor›s 
products and technologies are from the experts 
themselves. Gartner does not just look at the 
product functionality but also many other 
aspects such as the vendor›s future road map, 
their presence around the world, references 
from their current customers and all those points 
are instrumental to decide the position of the 
vendor.

5. Difference between UTM & Next-
generation Firewall.

A.  The reason for inclusion of this discussion is that 
there is some decent amount of buzz going amongst 
many technocrats as to what value adds is NGFW 
doing to a UTM device?

B.  Should they co-exist in the network?

C.  Is NGFW really a true new design product or just 
another UTM with few of additional features?

# UTM NGFW
1 The term UTM is 

usually applied 
to products that 
lack the true 
application-
awareness and are 
targeted towards 
the SMB market.  
UTM’S were 
stateful firewalls 
and then they 
emerged into UTM 
firewalls adding 
layers of protection 
such as IPS, AV, 
web filtering, Anti-
spam and so on

Next-Gen Firewalls 
however have been 
architecture from 
scratch to provide a 
completely flushed and 
enhanced design with 
control and visibility 
of applications as the 
focus point.
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2 As for UTMs, 
they tend to use 
separate internal 
engines to perform 
individual security 
functions. This 
means a packet 
may be examined 
several times by 
different engines 
to determine 
whether it should 
be allowed into 
the network. 
That round-robin 
approach adds 
latency, which may 
affect network 
performance or 
overwhelm the 
UTM.

True NGFW’s have 
single pass engine, 
which helps reduces 
latency to a great 
extent. 

• All the other differences are keeping the above 
points as base.

• There is no answer to which one is the best 
and there never will be. NGFW is in fact been 
accepted by major enterprises as a device to be 
in the network.

• The ultimate goal is to provide better security 
based on the content of applications and better 
visibility so we are able to see what is occurring 
on the network.

• Whether you should invest in a Next-Gen 
firewall or a UTM firewall should be based on 
your individual requirements and not whether a 
firewall is a UTM or Next-Gen firewall.

• In other words we should ignore the terminologies 
used “Next-Gen” and “UTM” and look for a 
firewall which provides the requirements for 
your network, within your budget, etc.

6. Conclusion

1.  There are many excellent firewalls out there on 

the market today. 

2.  As security is a rapidly changing world firewall 
vendors have to keep up the pace with these changes 
and produce the level of quality year after year.

3.  The fact is everyone has their own opinion and 
experiences and every vendor claims they are the 
best.

4.  No firewall will keep network 100 % secure and 
multiple layers of defence are required to protect it.

5.  NGFWs are in demand due to the increase of cloud 
services and outsourced software as a service (SaaS) 
providers.

6.  Gartner has predicted that next-gen firewalls will 
comprise 35 percent of the installed firewall base by 
the end of 2014 and will account for 60 percent of all 
firewall purchases.
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Abstract

The 21st century saw the advent of the so called 
“Smart Phone”. It took the common man some 
time to fully understand how his hand held mobile 
calling device has turned into a miniature computer. 
So first let’s try and understand few basic concepts 
about today’s smart phone before we delve into the 
potential threats that it carries along.

A smart phone is a mobile phone built on a mobile 
operating system, with more advanced computing 
capability and connectivity than a feature phone

Some more clarity

If we need to understand in simple terms it is 
essentially the operating system within the phone 
that makes it smart much like a pocket computer. 
Let’s see the different operating systems which form 
the heart of the smartphone.

The mobile operating systems (OS) used by 
modern smartphones include Google›s Android,  
Apple›s iOS,Nokia›s Symbian, RIM›s BlackBerry 
OS, Samsung›s Bada, Microsoft›s Windows 
Phone ,Hewlett-Packard›s webOS, and embedded 
Linux distributions such as Maemo and MeeGo. 
Such operating systems can be installed on many 
different phone models, and typically each device 
can receive multiple OS software updates over its 
lifetime. A few other upcoming operating systems 
are Mozilla›s Firefox OS, Canonical Ltd.›s Ubuntu 
Phone, and Tizen.

As for the popularity, a simple way of viewing the 

smartphone market is that Android is consistently 
adding friction to Apple’s products, which are seeing 
their market share fall as the market itself expands 
more quickly than they ship. And that Windows 
Phone, while still a distant third place player, has 
managed to functionally cement itself as a player in 
mobile.

Smartphone features

Let’s see some of common features or utilities that 
the smart phone offers irrespective of the operating 
system.

1. Accessing the internet - One of the first basic 
features of a smart phone is the ability to access the 
Internet. Most smart phones have a built-in browser, 
which is proprietary to the maker of the phone. 
However, recently major browsers have begun to 
develop versions of their software which will run 
on smart phone operating systems. This allows the 
user to choose what Internet browser they are most 
comfortable with.

2. Microsoft Office – most smart phones have 
Microsoft office or similar applications which 
can be used for creating and reading docs, excels 
,PowerPoint, etc.

3. Ability to access digital media - This means that the 
user can load music, video, and pictures onto their 
phone and be able to enjoy all of their media while 
on the go. Digital media devices have been around 
for many years, but with smart phones incorporating 
the functions of these devices, users now have less 
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items to carry around, less expense to invest in 
technology, and more convenience by being able to 
access, share, and utilize their digital media all from 
one easy-to-use interface.

4. Audio/Video - incorporate audio video recording 
technology. Almost every smartphone on the market 
has some type of camera built in. Most phones have 
voice recording functions as well. This means that a 
person can easily take pictures, shoot video and even 
record ideas and make notes to themselves while on 
the go.

5. Mobile Apps - One of the biggest features of 
smart phones is their ability to make use of small 
computer programs called apps. These applications 
can perform a wide variety of functions for the user. 
Everything from looking up sport scores to displaying 
animated cartoons for key functions can be carried 
out with the use of apps. Almost all smart phones 
have the ability to access a repository of thousands 
of apps making the functionality of smart phones 
almost limitless.

Most popular apps include social networking apps 
for Facebook, Twitter, flipboard, pulse news, etc.

Few High end uncommon features

6. Augmented reality - AR makes available more 
information for us users by combining computer 
data to what we see in real life. Using the camera 
on your phone, you can point it somewhere ‘live’ to 
get an information overlay of where you can find the 
nearest cafes or dining places, for example.

7. Projection capability – Few smartphones have 
the ability to project the pictures similar to a DLP 
projector.

8. 3D screens - Mobile companies are now moving 
from 2D future-features-smart-phones/ to 3D future-
features-smart-phones/ for the smartphone screen. 
At present, we have a couple of 3D smartphones in 
the market, such as the LG Optimus 3D, the Motorola 
MT810 as well as the very first Samsung AMOLED 3D.

Smartphone usage in today’s world

With the accessibility to internet and several retail 
apps more and more people have started to shop 
through their mobiles. One of studies carried out 
by a company across 10 different countries suggests 
that 65 per cent of them use their phones to make a 
retail purchase, and 81 per cent of them frequently 
use social media to seek advice before making a 
purchase. It further finds that almost four-fifths 
of smartphone users have at least one retailer app 
on their phone. The study also finds that despite 
security concerns, online banking is on the rise in the 
country with more and more consumers asking for 
online banking services.

This is clear from the fact that over half the respondents 
feel that online debit card and credit card purchases 
are secure (56 and 51 per cent, respectively), while 
49 per cent feel that using their mobiles to make a 
payment at a store is also secure. According to the 
study, almost three-quarters of respondents expect 
their banks to provide online banking services and 66 
per cent expect a mobile phone app from their bank 
and higher 68 per cent of smart phone users have 
downloaded their bank’s app onto their phones

So it is very safe to conclude that a large number 
of smart phone users heavily use the phone for 
retail shopping, social networking as well as online 
banking. Needless to say this involves sharing of 
critical personal information from your phone.

Potential threats

Recently an issue was unravelled by Bluebox security, 
which claimed to have found an ‘Android Master Key’ 
that could allow a hacker to turn any Android app 
into a malicious zombie. This basically means that an 
app could allow hackers to capture data and control 
a device remotely, without the owner and the app 
developer knowing about it.

Just days after Apple released iOS 7, researchers from 
web security company Cenzic say they have found a 
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security flaw stemming from Apple’s voice-activated 
personal assistant Siri, that allows anyone to bypass 
controls on a locked iPhone and perform a number 
of actions.

According to Cenzic, security engineers Abhishek 
Rahirikar and Michael Yuen were able to use Siri to 
post to Facebook and Twitter, send messages and 
emails; make calls, and access contact information, 
all on a lockediPhone. Recently Apple had to also 
apply a patch to take care of a bug which allowed 
unauthorised access to an iPhone (access to the 
camera and stored photos, as well any logged-in 
email and social networking accounts) through 
combination of few key strokes

Let’s see few more potential threats.
1. Vulnerabilities of operating system - Some of the 
main concerns for smartphone and tablet users 
would be vulnerabilities that might exist in certain 
parts of the operating system, like browsers or flash, 
that can be exploited by going to a certain URL or 
opening certain file attachments. In this case, the 
user may be unaware that the tablet or smartphone 
has been compromised or not.

2. Accelerometer Data and stolen passwords - 
A smartphone accelerometer is an electronic 
component that allows for data to be collected 
regarding the orientation of the phone. Applications 
loaded on the phone use it to allow for automatically 
re-orienting the screen image, for example, when it is 
turned to one side or the other. Accelerometer data 
is generally not considered sensitive data. However, 
researchers have recently developed algorithms that 
can infer what you are typing on soft keyboards, 
making it easier to guess one›s passwords. If someone 
knows your password, he can exploit another hidden 
threat and remotely install apps onto your phone. 
Android Smartphone’s come with remote install 
functionality. This functionality is useful if your 
smartphone is stolen, allowing you to add an app to 
locate your phone after the fact. However, remote 
install is also a potential vulnerability. If bad guys 
ever get access to your Google account, they can 
also access your smartphone meaning that they can 
install whatever apps they want on your phone, even 

if they don›t have physical access to it.

3. Hidden Web links - We’ve been advised for years 
to always double-check a link’s URL, or Web address, 
by placing the cursor over the hyperlink. If the actual 
URL doesn’t match the destination you think you are 
heading to, you shouldn’t click on anything. With 
smartphones, you usually can’t read the URL until 
you click the link and go through to the destination 
page. That leaves you open to drive-by downloads 
and other browser-based threats.

4. Suspicious apps - Android users are often warned 
against downloading apps from third-party websites, 
since they theoretically won’t be screened as 
thoroughly as apps from the official Android Market. 
Hackers are creating a lot of fake apps in the hopes of 
tricking people into installing them. These fake apps 
might be ones that pretend to be a legitimate one, in 
the hopes of getting your username and password. 
For example, criminals have created a fake Netflix 
app, fake mobile banking apps and fake anti-virus 
apps. These fake apps might also be a free version of 
a for-pay app, which the criminals have modified to 
contain malware.

5. Rogue SMS Messages - specially crafted text 
messages can inject code into your phone. So the 
bad guys send text messages loaded with backdoor 
Trojans (viruses), or they send them with malicious 
links. In some cases, the poisoned SMS messages are 
stealing information off your phone. In other cases, 
they are using your phone to text-spam your contact 
list, which can cost you a lot of money if you have a 
limited texting plan.

6. Malicious QR codes - This is a relatively new threat. 
QR codes are those two-dimensional barcodes that 
look like a robot’s fingerprint are growing in popularity, 
as more companies are using them to attract 
customers for special deals or more information 
on a product. You’re supposed to scan them using 
your smartphone’s camera, and then open them up 
with an app which will bring you to a promotional 
website. Not surprisingly, the bad guys have gotten 
in on the act, and are developing QR codes that take 
smartphone users to a malicious website. You have 
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no way of knowing this is happening until it’s too late.

7. Hidden logging software - This includes software, 
such as the recently discovered CarrierIQ, that’s 
secretly installed by the smartphone manufacturer or 
cellular carrier. Depending on the smartphone, users 
may be able to run detection software to identify if 
logging software is installed. However, it’s not always 
possible to disable it.

Protecting your smartphone

So how do you know if your device has been the 
target of a malicious attack? In general, a user may 
not know if his smartphone or tablet has been 
compromised, but he should look for abnormalities 
in how the phone or tablet is working. Here are few 
observations and tips you can use

1. Lock the Phone - Many new phones offer a 
“pattern lock” – a personalized shape or pattern 
that is drawn on the screen to grant access, and 
this is often faster and less hassle than entering a 
password. Alternatively a PIN code offers a numeric 
alternative to a standard password and can also save 
time. Obviously a password that is easy to guess is 
less secure – so avoid “1234”, “password” and other 
common phrases.

A screen lock is useful but won’t stop someone from 
removing your SIM card and using it on another 
phone. To prevent this from happening, set up 
a SIM card lock in the form of a PIN number that will 
need to be entered when a phone is turned on in 
order to connect to a network. With both of these 
security measures in place, you can at least be safe 
in the knowledge that if a phone is stolen it will be of 
very little use to the average thief.

Apple recently introduced a biometric “thumbprint” 
access to the iPhone 5S. Much needs to be seen as to 
how successful/foolproof this becomes.

2. Anti-Virus& Security Software - You may not be 
able to outsmart all of those hidden mobile threats. 

But by installing robust anti-virus and anti-malware 
software, as well as ignoring unknown emails and 
text messages, you can increase your odds that your 
data will stay safe. Security software can help you 
avoid many of the potential dangers associated with 
smartphones and modern suites are tailor-made 
to address issues that are unique to handhelds. As 
well as offering more standard malware, spam and 
firewall protection this software can help you control 
your phone from afar and if it has GPS capabilities, 
can show you the location of a device if it is lost or 
stolen. Furthermore, it’s possible to lock a device 
remotely, requiring password access on the handset 
or a specific unlock request to enable it. If a phone 
has simply been misplaced in the home, an audible 
alert request can be sent to the device to signal its 
location, and it’s even possible to erase sensitive 
data remotely if you’re sure it has found its way into 
the wrong hands.

3. Encrypt internal data - Protecting sensitive data 
that may be saved to internal storage is a must, 
and thankfully there are a number of solutions 
available. Most smartphone platforms offer software 
that can encrypt files or folders on a device with 
industry-standard protection, which means a code 
must be entered before a file can be viewed or copied. 
This also goes for information such as passwords, 
login details, account numbers and other information 
that may be saved for access to online banks or 
merchants. Ensuring that this sort of information 
isn’t easily accessible is obviously important, and it 
would be wise to install such protection and use it as 
common practice.

4. Wireless Network Caution - Most smartphones 
now have the option of connecting to wireless 
networks – be this router in the office or home, or 
a wireless hotspot on the move. Opting for wireless 
is often beneficial for increased speeds or to save 
on data usage costs, so it’s easy to see why many 
prefer it when available. Any device that’s enabled 
to send data across the airwaves is a potential 
security concern, but thankfully modern phones are 
well prepared to help you mitigate this risk. The first 
thing to remember is to always switch off a wireless 
connection when it’s not in use. Apart from helping 
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you save on battery power, it ensures that malicious 
parties can’t connect to a device without your 
knowledge. It’s also worth taking a browse through 
a phone’s network security settings as it might be 
configured to automatically connect to a network 
when in range. Wireless hotspots and unknown 
networks are by far the biggest risk when it comes 
to utilizing this connectivity – assuming of course, 
that any more commonly accessed wireless router in 
the home or office is sufficiently protected by a pass 
code.

A (relatively) common threat that pervades unknown 
wireless networks and hotspots is called the “evil 
twin” attack. Here a malicious party might be offering 
access to a wireless connection that looks very much 
like a legitimate hotspot from a large company. If a 
user were to inadvertently connect to this “hotspot”, 
they may find requests for passwords, login details 
and other information that can then be recorded 
and used to access their accounts at a later stage. 
If a little care is taken it’s usually not too difficult to 
spot these attempts, and of course any requests for 
information that don’t seem entirely legitimate and 
typical should be ignored.

5. Bluetooth - Bluetooth isn’t seen as a potentially 
risky venture for most mobile users, and the relatively 
short-range (around 10m) at which it is accessible 
does mean that it’s inherently safer. Attacks do still 
happen however, and it’s important to be aware 
of the pitfalls of leaving this technology switched 
on when not in use. Hackers have found ways to 
remotely access a phone (provided they are within 
range) and use it to make calls, access data, listen 
in on conversations and browse the internet. Busy 
places such as coffee shops, bars, trains and buses 
have traditionally been opportunist environments for 
the Bluetooth hacker. To prevent this from happening 
it’s a good idea to set default Bluetooth configuration 
to “non-discoverable” mode by default. This means 
that users around you who are searching for potential 
targets won’t see your device pop up on their list.

6. Caution with downloading apps - Recent press 
surrounding malware on the Android operating 
system has reinforced the need to be cautious when 

downloading applications, and to pay attention 
to the requirements this software demands upon 
install. It’s far too easy to simply breeze over these 
pages in an effort to get the app up and running, but 
users should exercise caution to ensure that realistic 
demands are being made on access to various 
features of a phone, particularly if the software isn’t 
well known.  It’s also important to exercise caution 
with respected applications such as popular web 
browsers, as it’s often far too easy to simply accept 
qualification messages that pop up when you’re 
online. Agreeing to save user details and passwords 
when logging into websites for future access may 
be convenient, but makes it very easy for those 
accessing an unprotected phone to do the same. 
This is particularly important when it comes to online 
banks and merchants, as these sites often have bank 
account details saved automatically under your 
username and would make it easy for others to make 
unwanted purchases or transactions. Similar caution 
also needs to be exercised while downloading for 
iPhone and Windows 8 phones

7. Rooting your phone - One increasingly popular 
practice among Android users is “rooting” a phone. 
This essentially involves modifying the file system to 
allow users access to read-only files and parts of the 
operating system that the manufacturer don’t want 
you to change. Some of the advantages of rooting 
a phone include the ability to change or remove 
read-only applications that you don’t want to use, 
change the boot screen, back up the entire system, 
run specialized applications and install custom user 
interfaces and alternative versions of the OS. Rooting 
is usually only done by “experts”, who should 
therefore be aware of the potential dangers, but if 
someone offers to root a phone for you while citing 
the benefits, it’s important to be aware of the security 
risks as well. Since rooting allows a user access to 
system-level resources, it also opens these up for 
potential infection by malware. Part of the reason 
why this critical data is inaccessible is to protect it 
from such threats, and while you may benefit from 
more flexibility in the short term, writers of malicious 
code can also benefit from full access to your device 
if it becomes infected. Applications that have 
requested root access could, for example, record 
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keystrokes entered on an on-screen keyboard, delete 
or copy data, make phone calls to premium numbers 
or install “pseudo” applications that look like the real 
thing, but have ulterior motives in mind.

Similar issues can also be faced by iPhone users if they 
Jailbreak their phones (Jailbreaking is the process of 
removing the limitations put in place by a device’s 
manufacturer).
 
8. General tips - if a smartphone is connecting to the 
Internet more slowly than usual without any reason 
or warning, it may be because of malware on the 
device. Check your phone bill closely each month, 
too and if you see a lot of extra charges, your phone 
may have been taken over by a hacker.

Above are just couple of measures for your 
smartphone and data safety, but it is prudent to 
use common sense as well in most situations. Like 
for example be alert in public places while using 
your smartphone and needless to say avoid using it 
much while walking or travelling in public transport. 
As we have seen even though Smartphones have 
been one of most useful revolutions today, we need 
to exercise due diligence while using it so that we 
remain protected from unwanted affects. Like one 
great saying “Technology is made for us and we are 
not made for technology”.
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Introduction to E-learning

E-learning means the electronic form of learning 
that includes usage of a variety of ICT (Information 
and Communication) technologies like CDs/
DVDs, computers and Internet. The electronic 
form of learning distinguishes itself from the 
conventional classroom face to face learning in 
terms of personal interaction, convenience, pace of 
learning, repeatability of the learning process, cost & 
infrastructure required and scalability of the learning 
process. E-learning makes use of all the advancements 
in technology like multimedia technologies (audio 
visuals), power point presentations with still images 
or animations, flipping book style reading materials, 
wikis, podcasts etc. 

2.  History of E-learning

First Computer based learning - The history of 
e-learning goes back to 1960 when the University of 
Illinois initiated a classroom system based on linked 
computer terminals where students could access 
informational resources on a particular course 
while listening to the lectures that were recorded 
via some form of remote devices like television or 
audio device. In the early 1960s, Stanford University 
experimented with using computers to teach math 
and reading to young children in elementary schools 

in East Palo Alto, California. Stanford’s Education 
Program for Gifted Youth is descended from those 
early experiments. As the potential of e-learning 
was recognized, the other educational institutions 
began to take advantage of the new medium by 
offering distance learning courses using computer 
networking for information.

First Web based learning - The Open University in 
Britain and the University of British Columbia (where 
Web CT, now incorporated into Blackboard Inc. was 
first developed) began a revolution of using the 
Internet to deliver learning, making heavy use of 
web-based training and online distance learning and 
online discussion between students. With the advent 
of World Wide Web in the 1990s, teachers embarked 
on the method using emerging technologies to 
employ multi-object oriented sites, which are text-
based online virtual reality system, to create course 
websites along with simple sets of instructions for 
the students. As the Internet becomes popularized, 
correspondence schools like University of Phoenix 
became highly interested with the virtual education, 
setting up a name for itself in 1980s.

First online curriculum- By 1994, CALCampus 
presented its first online curriculum as Internet 
became more accessible through major 
telecommunications networks. CALCampus is where 
concept of online-based school first originated, this 
allowed to progress real-time classroom instructions 
and Quantum Link classrooms.
Online education is rapidly increasing and becoming 
a viable alternative for traditional classrooms. 
According to a 2008 study conducted by the U.S 
Department of Education, back in 2006-2007 
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academic year, about 66% of postsecondary public 
and private schools began participating in student 
financial aid programs that offered some distance 
learning courses. In 2008, the Council of Europe 
passed a statement endorsing e-learning’s potential 
to drive equality and education improvements across 
the EU.

E-learning in India

In India, e-Learning is one of the thrust areas 
identified by the Department of Electronics and 
Information Technology for imparting education 
using electronic tools and Communication media. 
The main thrust of the e-Learning programme is to 
effectively integrate e-Learning methodology and 
approach with the conventional classroom system 
to maximize the benefits flowing from the traditional 
education system, increase its reach to more and 
more learners and spread e-Learning from teaching 
of IT related subjects to other subjects in the school 
curriculum. A number of academic Institutions / R&D 
Labs have been financially supported by DIT to carry 
out R&D projects in the field of e-Learning. 

 

 

The HRD ministry has teamed up with the Indian 
Institute of Technology for the “Aakash” initiative. 
It is one of the cheapest tablets available in the 
world. Currently this tablet is available for 2K-3K INR 
in the market for general public and at a discount 
for students. The HRD ministry is in talks with 

entrepreneurs, private firms and industries to bring 
down the price to INR 500 after the device is mass 
produced. The low-cost tablet fulfills the mission 
of the union government to provide e-content 
free to learners under the National Mission of 
Education through Information and Communication 
Technology.

In last decade, many government & commercial kiosk 
projects have been launched across rural India. These 
rural kiosks provide the first computing experience to 
700 million people in India.  They help impoverished 
villagers improve their standard of living by expanding 
livelihood options and empowering them with 
information, tools, goods, and educational services. 
The true challenge is in finding ways to deliver this 
benefit broadly and consistently, while making kiosk 
projects economically sustainable in the long term.  In 
most cases today, “education” at rural kiosks is about 
computer-skills training.  Those with even just a basic 
familiarity with word processors and spreadsheets 
become eligible for relatively well-paying data-
entry jobs.  In some kiosks, typing lessons were also 
a source of income.  In a few cases, a kiosk offers 
tutoring services or distance learning for academic 
fundamentals.  Results of school entrance exams can 
be accessed at some kiosks – this service is in great 
demand during certain times of year.

E-learning Types & Enablers

There are 2 main types of e-learning.

1. Asynchronous e-learning – It has one way 
communication. In this type of e-learning there is no 
live interaction between student and the instructor. 
E.g. e-books, CD/DVDs, Computer based trainings, 
Recorded online sessions etc.

2. Synchronous e-learning – It has two way 
communication. In this type of e-learning there is a 
live interaction between student and the instructor 
over internet. E.g. Web based trainings, online 
classes etc. 
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Synchronous e-learning – Instructor available 
onlineAsynchronous e-learning – Instructor not 
available online 
Different types of e-learning can be used for 
different use cases E.g. Simple topics can be taught 
in asynchronous mode and complex topics can be 
taught in synchronous mode. Even a combination 
of these 2 different types can be used by a school/
university/enterprise. In fact, some enterprises like 
large scale IT organizations use face to face learning 
in conjunction with asynchronous & synchronous 
e-learning techniques to train the workforce in the 
shortest possible time.

The following tools are the key enablers of e-learning
a)  Audio – This includes online lectures, streaming 
audio, webcasts and podcasts which can be 
downloaded for free from a variety of websites. E.g. 
Apple iTunes has a collection of educational podcasts 
which can be downloaded for free/at charge. 

b)  Video – This is probably the most effective form 
of e-learning as it does incorporate personal touch to 
some extent. Online video hosting sites like Youtube 
are heavily used in e-learning as an effective means 
to deliver lectures.

c)  Computers – Computers can be used very 
effectively in e-learning by creating electronic 
courseware like word documents, PDF files, power 
point presentations or downloadable versions of the 

courses which can be easily read on computers even 
without an internet connection.

d)  Audio conferencing - If there is a computer 
available on both the sides for a call, free audio 
calling services like Googletalk, Skype can also be 
considered.  Also there are service providers like 
Sabsebolo.com who offer free/paid options for 
multi-party telephonic conference calls.

e) Video conferencing - Video conferencing 
service providers like Adobe Connect, Cisco WebEx 
meeting center, Citrix Goto meeting and Fuze 
meeting provide these services at fairly reasonable 
prices.

f)  Screen sharing software – This is a great way 
of improving collaboration among remote students. 
Multiple students in different locations around the 
world can work on a presentation or an assignment 
simultaneously from their desktop computers. Team 
Viewer is one such leading software.

There are other tools available as well which include 
knowledge exchange portals, self-help portals, 
instructor blogs, wikis etc.

Advantages and Disadvantages of 
E-learning

The advantages of e-learning include
1.  Low cost – The skyrocketing real estate prices 
really make it difficult to set up new schools or 
universities. On the contrary, setting up infrastructure 
for new e-learning program is less expensive.

2.  Convenience for the instructors – The 
instructors can record the e-learning multimedia 
sessions or can deliver online lectures at a convenient 
time, place and speed.

3.  Convenience for the students – The students 
can attend online classes or view the multimedia 
tutorials at a convenient time, place and speed.

4. Scalable infrastructure – If a college or 
school wants to add a classroom, they will have to 
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go through a lot of logistics challenges like additional 
space, government permissions etc. However 
adding 50 more students to an online class will be 
comparatively easy as it would only need the upgrades 
to the underlying technology infrastructure.

5. Open Access to education – Many well-
known and top notch universities like Stanford, MIT 
post many of their courses online. This helps a lot 
in making education access open to everyone unlike 
traditional classroom learning which is available to 
only those privileged students who can be physically 
present in the classroom.

There are some dis-advantages of e-learning as well. 
1.  Lack of personal touch – The biggest problem 
of e-learning is lack of personal touch between 
instructor and students. This can create bottlenecks 
in the learning process as students might feel 
neglected or isolated on account of lack of personal 
attention.

2.  Availability of skilled instructors – The 
instructors imparting electronic training need to 
have additional skills to be a good e-instructor. They 
need to be tech savvy and should be able to make 
effective use of different techniques like charts, 
colors, flash cards etc. to keep the virtual class 
engaged. The prolonged theory in monotonous tone 
could become pretty boring via electronic media and 
e-instructors have to take every effort to make the 
learning as interesting as possible.

3. Dependency on communication & 
technology infrastructure - It is needless to say 
students need to have basic access to computers and 
even reliable internet connection to take an online 
course. This could cause hindrance as not everyone 
would have these facilities at their service.

4. Technical awareness required – In 
traditional way of learning, if a student wants to 
learn advanced geography, it is good to have basic 
knowledge of geography. However for an e-learning 
course, if student wants to take up an advanced 
geography course, he/she also needs to have basic 
computer/internet knowledge in addition to the 

basic knowledge of basic geography. This is like 
an additional pre-requisite for taking up an online 
course.

5.  Trust of people in online degrees – This 
can be a major hurdle for e-learning especially in 
India as employers still prefer those employees who 
have got traditional classroom degrees rather than 
online degrees.

The e-learning providers have been trying to 
overcome some of these challenges by

1. Setting up discussion forums/group 
assignments which promote interaction amongst 
the virtual class

2. Making the tools available like raise my hand, 
chat with fellow student, send a group message  
etc. which promote collaborative learning

3. Setting up trainings for the e-instructors

4. Making use of multimedia technologies to 
make the courses interesting

Use Cases of E-learning in India

The e-learning technology has got tremendous 
potential and can be primarily used in 2 sectors. 

1.  Education sector – E-learning is perfect for 
distance education and can be used by schools/
colleges/universities to impart online education. 
Here are some of the ways in which e-leaning can 
influence the education sector.

a. Online delivery of lectures 
b. Pre-recorded lectures
c. E-textbooks and digital courseware
d. Online tests/computer aided assessments
e. E-delivery of homework assignments

The rural India can benefit a lot from this type of 
e-learning as villages do not have access to top 
notch professors unlike students in cities studying in 
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schools/colleges/universities.

The e-learning in education can also benefit those 
who want to continue their education while working. 
So these students do not have to attend night schools 
or weekend classes and can learn electronically at 
their own time and pace.

2.  Online training in corporate/Government sector – 
The corporate/government sector can use e-learning 
to a great extent to train their human resources in 
different skills. In fact this is very common in large 
corporates like multinationals as it saves time, 
costs and efforts and provides a lot of flexibility to 
the employees to take trainings at their convenient 
times.

Global and domestic E-learning providers
There are thousands of websites that provide online 
tutorials, trainings, e-classes etc. However we 
would like to mention few sample names which are 
considered as industry leaders.

1.  Sample Global e-learning providers 
a.  Coursea – Coursea is an educational technology 
company offering open online courses.  It was 
founded by computer science professors Andrew 
Ng and Daphne Koller from Stanford University. 
Coursea works with universities to make some 
of their courses available online, and offers 
courses in engineering, humanities, medicine, 
biology, social sciences, mathematics, business, 

computer science, and other areas.

b.  Khan Academy – The Khan Academy is a non-
profit educational website created in 2006 by 
educator Salman Khan, a graduate of MIT and 
Harvard Business School. The stated mission is to 
provide “a free world-class education for anyone 
anywhere”.

c.  Open Courseware from MIT – Many leading 
universities like MIT have opened up their 
courseware online free for facilitating the 
learning process.

d.  Youtube – The website has huge collection 
of “how to” videos and can be used for formal/
informal learning. Some universities/instructors 
set up their own channels which are used 
effectively in e-learning. 
There are providers like Skillsoft & Books24X7 
which are well known in providing online 
learning via e-content especially in corporate 
training sector.

2.  Domestic e-learning providers
NIIT & Tata Interactive Systems are considered as 
pioneers of e-learning in India.

a.  Tata Interactive Systems – Tata Interactive 
Systems (TIS) is an Indian developer of custom 
e-learning based in Mumbai, Maharashtra. 
TIS offers corporations, universities, schools, 
publishers and government institutions 
training including simulations, story based 
learning, courseware and curriculum design 
& development, special-needs education, 
assessment tools, electronic performance 
support systems (EPSS), mobile learning and 
game-based learning. TIS is a part of the $100bn 
Tata Group.

b.  NIIT Limited – The Company offers 
learning and knowledge solutions globally 
to Individuals, enterprises and institutions in 
information technology, executive management 
education, school education, communication 
and professional life skills and vocational skills 
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training.

NIIT is authorized to conduct training on 
technology platforms-operating systems and 
development tools-of leading IT vendors such as 
Microsoft and Sun Microsystems. The programs 
lead to International Certifications such as the 
MCSE, SCJP, TOEIC among others.

c.  Symbiosis center for distance learning 
– The distance learning initiative of Symbiosis 
comprises of e-learning and e-mentoring. 
E-Mentoring involves giving academic support 
necessary for distant learners via e-mail. Virtual 
classroom sessions are conducted for all courses 
throughout the year. In Virtual Classroom 
environment students are able to attend a live 
online classroom and interact with an expert 
faculty via internet. Students can ask questions, 
have interaction and even replay an archived 
lecture.

d. Educomponline – EducompOnline is a K-12 
educational platform launched in 3000 schools 
across India covering over 3+ Million learners. 
Educomp Online provides smart class video 
modules, calibrated assessments, online learning 
management systems and learning solutions.

e. E-Gurukul - e Gurukul is a cisco project under 
corporate social responsibility and has also 
secured funding from Government of India.

f.  National Programme on Technology Enhanced 
Learning (NPTEL) – The main objective of NPTEL 
program is to enhance the quality of engineering 
education in the country by developing curriculum 
based video and web courses. This is being carried 
out by IITs (Seven), IISc Bangalore and other 
premier institutions as a collaborative project. At 
IIT Madras, the project is evolving and the intent 
is to provide learning materials, digitally taped 
classroom lectures, supplementary materials 
and links to state-of-the art research materials in 
every subject possible. Currently samples from 
approximately 70 courses offered by faculty 
in various departments and to students at all 

levels (B.Tech, M.Tech, M.S., M.Sc., and Ph.D.) 
are given here. Approximately 140 courses are 
in various stages of preparation and distribution 
through internet.

g.  Sakshat – Sakshat is One Stop Education 
Portal dedicated to the nation for enhancing 
teaching and learning for citizens of the country. 
It envisages reaching hitherto deprived sections 
and rural/under-developed areas and helping in 
raising the GER in higher education. The purpose 
of sakshat is to provide educational information 
under one platform. The portal has Talk to a 
Teacher platform for two-way interactions 
through web based text, audio and video 
chats. Faculty can schedule and announce their 
availability in the chat rooms for interaction with 
learner community.

h.  IIT (Indian Institute of Technology) Bombay 
– The premier institutes like IITs also offer 
distance learning programs which make use of 
e-learning techniques. IIT Bombay offers Centre 
For Distance Engineering Education Programme 
(CDEEP). CDEEP offers recorded courses 
to outside student, working professional, 
reasearchist etc. to avail IIT Bombay’s courses. 
Recorded and Current semester courses are 
available through online registration. Offline 
previously recorded courses are available with 
nominal service charges on any storage media. 
Online video courses are available through web 
at “Live transmission”. 

3.  Online Degree Universities
There are various reputed education Institutes that 
have extended their horizon by offering online study 
programs. Some of the renowned Universities in 
India offering degrees online are as follows: 
• IGNOU (Indira Gandhi National Open University), 
New Delhi

• Alagappa University, Sivanagar, Tamilnadu

• IIT Delhi has set up graduate level courses thru 
distance education in various disciplines to the 
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students of Addis Ababa University, Ethopia. Four 
prorgrammes, viz. Construction Technology and 
Management; Chemical Engineering. Electronics 
and Computer Engineering and Manufacturing 
Engineering have been started in the academic year 
2008-2009.

These institutes ensure PCPs which are the personal 
contact programs on a compulsory basis. IGNOU is 
noted for offering specialized online study programs. 
Some renowned Foreign Universities Offering Online 
Degrees

• University of Phoenix

• George Washington University

• Kaplan University

• Villanova University

• Penn State World Campus

However all e-learning websites may not be 
authentic. While the website may be appealing, 
we recommend proceeding with caution. It is 
recommended to check out the e-learning provider 
first. Many advertisements may not disclose all the 
costs you will have to pay e.g. course may be free 
but online end of course assessment and certificate 
may be at a cost. A simple Google search on the 
e-learning provider can go a long way in selecting the 
right e-learning provider. The last clue that usually 
appoints an e-learning provider as being shady is the 
aggressive marketing strategies they use to promote 
their courses.

There are useful steps given on the website below 
which can help you choose the high quality online 
course. http://www.wikihow.com/Choose-a-
High-Quality-Online-Course-or-Distance-Learning-
Program

Disclaimer

The above mentioned names of e-learning providers 

are sample names. The providers will defer 
depending on specific needs of every individual or 
company. Neither the author nor the publication 
house has any association with any of the e-learning 
providers mentioned in this article and cannot 
be held responsible for any interactions with the 
e-learning providers.

4.  Future of E-learning in India
India is a leading provider of software services to 
the world and has good business opportunity in 
providing the e-learning content and the e-learning 
software to the rest of the world

The government of India is also promoting e-learning 
big time. The Department of Electronics and 
Information Technology, India has recently supported 
the fresh e-learning proposals in the following areas: 

• Real time video compression and decompression 
techniques

• Developing Authoring Tools in Indian Languages

• Developing content independent of platform & 
environment

• Quality Assurance in e-learning

The localization is very important in Indian context 
i.e. the e-content needs to be created in local Indian 
languages for the e-learning to be successful & 
widespread in India.

The type of computers has changed over the 
years from bulky & slow computers to laptops and 
handheld devices like smart phones and tablets. The 
idea of Virtual Education has become popular and 
many institutions have begun following the new 
norm in the education. Mobile phones seem the most 
likely candidate to serve as a viable alternative to 
PC-based learning. In emerging markets worldwide, 
mobile phones have spread with unforeseen speed. 
Providing connectivity at reasonable costs and 
increasingly greater processing power, they could 
easily replace PCs as the gateway to information and 
electronic services.
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Aside from mobile phones, other hardware that 
could bring computing & e-learning to rural Indian 
populations include TV set-top boxes and other low-
cost form factors that offer a feature-poor computing 
experience.  Both of these approaches dramatically 
reduce the cost of hardware, which is the one input 
cost that has a hard lower bound.

Overall, e-learning has tremendous growth potential 
globally and especially in India provide the right tools 
and approaches are used for delivering it. 
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Abstract

Engineering has emerged to be a very lucrative field 
both for career in technology and management. 
Having a Bachelor’s degree whether it is engineering 
(B.E.) or technology (B.Tech) gives an edge over other 
qualifications when considering different career 
options in the IT sector. Also these degree courses 
acquaint students with the necessary technical 
knowledge as well as the skills like critical and 
analytical thinking which are useful for IT specific 
management courses like MBA in information system 
management or MBA in IT.

The minimum qualification for these courses is 
clearing std. X and std. XII examinations from HSC, 
CBSE, IB or any equivalent board OR a Diploma in 
Computer Engineering, IT or equivalent stream. Both 
alternatives are good, each having their pros and 
cons and take the same amount of time. The first one 
is completing 12th which takes 2 years and the 4 year 
degree course which totals up to 6 years. The other is 
taking up Diploma after 10th which is usually 3 years. 
Diploma holders get admission to Direct Second year 
of these degree courses which means another 3 
years, again totalling up to 6 years. In this article we 
explore the Engineering Diploma alternative.

Course Structure

The course structure is more or less similar across 
the country. Most of these courses span over three 
academic years but some institutes also provide 
a year of in plant training for duration of a year. 
Majority of these follow the semester pattern. The 

first year of these courses focus on essential subjects 
like mathematics, engineering graphics, electronic 
devices and circuits, computer fundamentals, 
communication skills, physics, workshop practices and 
one or two programming languages. The second year 
focuses on core subjects like Database Management 
Systems (DBMS), Data Structures, System 
Programming, Computer Architecture, Networking, 
Operating Systems, Computer Organization, etc. The 
final year provides more in-depth knowledge for the 
concepts learnt in previous years.

Distinction between Diploma in Computer 
Engineering and IT

First two years are more or less similar for both the 
streams. Fundamental subjects like data Structures, 
Operating systems, System Programming, Computer 
Graphics, Linux Administration, System analysis and 
Design are covered in both streams.  For Computers 
some hardware related subjects like Electrical 
Engineering, Microprocessor and Advanced 
Microprocessor, Embedded Systems, Power 
Electronics, Electronic Workshop, PC Maintenance 
and Instruments are included in addition to the above 
subjects whereas for IT more application oriented 
subjects like E-Commerce, Software Engineering, 
Multimedia and Animation, Internet Programming 
are included. One more distinction lies in the types of 
projects taken up by the final year diploma students. 
Though there isn’t any hard and fast rule to this, 
students of Computer Engineering are encouraged 
to take up projects involving both hardware and 
software components like Industrial Automation, 
GSM based monitoring Systems, RFID based systems, 
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etc. whereas Students of IT Diploma are encouraged 
to take up Software based projects like a creating 
a full-fledged website, voice recognition systems, 
Computer Games, etc.

Placement-wise both branches are similar, indicating 
equal demand for graduates of both courses in 
the market. Also IT Diploma holders can switch to 
Computer Engineering for Degree and vice versa.

Advantages of Diploma
1. At present there are no entrance exams 
needed for getting into diploma courses as well 
as while taking lateral entry into degree after the 
diploma.

2. Core subjects like Database Management 
Systems and Operating Systems are studied 
during the diploma and again during the degree, 
clearing the fundamental concepts and giving 
more insight. Also since the reference books used 
in Diploma are the same ones used for degree, 
at least half of the degree syllabus is already 
covered during diploma making the course even 
easier for diploma students.

3. This has another added benefit. Since most 
of the concepts are cleared during diploma, 
diploma students get more time to acquire 
certifications whilst pursuing their degree 
course. This can give them an edge over other 
during placement interviews and while seeking 
job. It also gives them an opportunity to enhance 
their knowledge further.

4. Project opportunities given to all students 
enhance their management skills and give 
them exposure to important practices like 
following System Development Life Cycle (SDLC), 
appropriate documentation, team work, stress 
management, report writing, etc.

5. Regular seminars arranged for student develop 
Communication skills, Presentation skills and 
various workshops, conferences and paper 
presentation also give ample opportunities for 
students to enhance 

their technical skills and knowledge two years 
earlier than their non-diploma counterparts.

Advantages of 12th 
1. Options like IITs, NITs remain open which 
are not open for diploma holders who haven’t 
passed HSC or equivalent exams and the relevant 
entrance exams. No need to mention that these 
are very prestigious institutes and the best in the 
country. Their placements are far better than 
any regional colleges in India. Taking Diploma 
course would knock-out these options which are 
available only if you pass an HSC or equivalent 
exam.

2. Getting into college in another state is 
possible after 12th std. due to National entrance 
exams but not after diploma.

3. Admission to pure science courses remain 
open after 12th but not after diploma. Once you 
have taken engineering, it is not possible to shift 
to other such courses without losing a year or 
more.

4. Possible to go abroad without losing a year, 
with diploma it will take a year extra because 
students abroad will get admitted to first year of 
the bachelor’s course.

Other options after Diploma
Apart from the engineering courses, some 
other options are also available which can be 
pursued after the Diploma course. Below are the 
opportunities after Diploma in engineering.

• IEEE/IETE examinations.

• BSc IT or BCA through a full-time university 
course or through distance education from 
institutes like ICFAI.  

• AMIE (Graduation from institute of engineering) 
Equ. to B.E degree

• Some colleges offered PG in Business after 
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diploma with 3 yrs. of work exp. i.e. Symbiosis, IGNOU (Not confirmed, will add only if confirmed)

Precautions with documents

The following are some documents that should be kept ready for taking lateral entry to a degree college 
apart from the ones required enlisted on the government website, since these take time to acquire from the 
relevant authorities:
• Minority – linguistic minority category students require domicile certificate and affidavit for admission 
through minority quota.
• Caste Certificate or Caste Validity Certificate and Non-Creamy layer certificate is required for people seeking 
admission through specific quotas.
• Physically challenged or Students with learning disabilities need to submit a valid disability certificate as 
well as the proforma F or F-1 (given in admission kit) signed by the dean/civil surgeon of a government 
hospital or the dean of AIIPMR.
• Equivalence certificate for students holding diploma of an autonomous institute.
• Gap Certificate if the candidate had a gap of a year or more in education (academic year drop due to ATKT 
doesn’t qualify as a gap).
• District change certificate for all students applying through caste reservation and who are changing their 
district. It is required for scholarship purposes.
• Mark sheets of all the semesters of Diploma course should be preserved by the prospective candidates, 
since applying for the duplicate mark sheets in the event of their loss has a tedious procedure depending 
upon your college including filing an F.I.R. and getting affidavit.

Seat Distribution

In any institute 50% of the seats are for open candidates and 50% seats are reserved. In minority institutes 
these 50% reserved seats are for people of certain religion (Religious Minority) or people speaking a certain 
language (Linguistic Minority). Other Non-Minority colleges have the distribution of reserved seats as follows: 

(Source [1])

Other than this, 33% of the CAP seats are reserved for Ladies, 3% for persons with disabilities and 5% for 
sons/daughters of Defence Service Personnel. Availability of these seats may vary across the institutes and 
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hence it is necessary to check the seat distribution of 
the website of DTE to ensure whether any of these 
reserved seats are available or not. After CAP round 
1, again the seat distribution is published for the 
vacancies, so those candidates who didn’t get a seat 
in CAP round 1 can fill the choices accordingly.

Seat distribution for DSE 2013 for CAP 
round 1 - http://dse13.dtemaharashtra.
o rg / d s e 1 3 /a d m i n / u p l o a d s / D S E _ Va c a n c y _
Report2013_08_13_17_3308132013174658.pdf 

Useful websites

The following are the links that can be useful for 
reference:
1. DSE admission 2013 - http://dse13.dtemaharashtra.
org/dse13/

2. DSE admission 2012 - http://usersdse12.

dtemaharashtra.org/dse12/

3. Information Brochure - http://dse13.
dtemaharashtra.org /dse13/admin/uploads/
DSE2013-14_29.04.201307202013142136.pdf

4. User Manual for Candidate - http://dse13.
dtemaharashtra.org /dse13/admin/uploads/
candidate_user_manual_dse07222013131154.pdf

5. Option form Manual - http://dse13.
dtemaharashtra.org/dse13/admin/uploads/dse_
opt_manual08112013131255.pdf
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1. Who invented the Ethernet? 

A. Ted Nelson

B. Bob MetCalfe

C. Tim Berners-Lee

D. Jonathan Ive

2. Who founded IBM? 

A. Jerry Yang

B. David Filo

C. Larry Wall

D. Thomas J.Watson Sr.

3. What was the first full length 
computer generated feature film? 

A. Toy Story by Pixar and Disney

B. The lord of the rings

C. Chronicles of Narnia

D. Up

4. Which company was the 
first to manufacture hard disks for 

microcomputers? 

A. Toshiba

B. Western Digital

C. EMC

D. Seagate

5. What is the origin of the company 
name ‘Cisco’?

A. Surname of the company founder 

B. From the last 5 characters of the city 
name ‘San Franscisco’.

C. Randomly taken name

D. Named after a computer game

IT Trivia – Answers 

1) B

2) D

3) A

4) D

5) B




