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Editorial

- Amit Kesari
Email : amitsinh.kesari@gmail.com

On behalf of the editorial team of Exponent Group 
of Journals – information Technology, I would like to 
welcome all our readers to our 3rd volume of this 
year (and 5thyear overall). In this volume, our focus 
has been to provide deeper understanding on some 
of the core topics that have been initiated in the 
previous volumes.
We start this volume by sharing some of the latest 
and interesting news and trends in the I.T. sector, 
for example news related to 5G network spectrum, 
augmented reality (AR), Google I/O 2017, etc. After 
this primer, we move on to a topic endeared by most 
IT professionals that is Jobs Opportunity in “IT” in 
India.The article gives a brief background of the 
current situation in the job market and the skills and 
personality traits necessary for aspiring individuals. 
The article also mentions about the current roles in 
IT industry and caps it off by highlighting the future 
of IT industry.
The next two articles are related to one of the biggest 
I.T. companies and giants in the ERP world which is 
SAP. The first of the 2 articles “Company Profile – 
SAP Part 2” is a continuation of the company profile 
series and covers SAP’s product and series portfolio 
in different market categories such as applications, 
analytics, mobile, database and technology and 
cloud. The second of the 2 articles is an introductory 
article about SAP ISU (Industry Service Utilities), a 
sales and information system that supports business 
processes of companies in the utilities industry. The 
article touches upon the integration of IS-U with 
SAP’s core R/3 technology, modules of SAP ISU as 
well as workflows and processes.
Following the SAP related articles we continue our 
journey into intricacies of computer networks and 
security. In the first of the 2 articles “Computer 

Networks Part 5”, we explore the checksum error 
detection in detail. Error detection, as we have seen 
in the articles in previous volumes, enables reliable 
delivery of digital data over unreliable communication 
channels. Here, “checksum” is transmitted along with 
every block of data and is used to detect errors in the 
data. In this article, we also explore Cyclic Redundancy 
Check (CRC), its intricate working and its advantages. 
The second of the 2 articles “DDoS Protection- Part 
4” delves into a case study of Incapsula, one of the 
topmost vendors in providing services for preventing 
Distributed Denial of Service (DDoS) attacks.
We finally conclude this volume by sharing some 
interesting and fun facts with our readers through 
the I.T. Trivia section.
We hope that you enjoy reading this volume of I.T. 
Journal.
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IT in News

Everything You Need to Know About 5G

Millimeter waves, massive MIMO, full duplex, 
beamforming, and small cells are just a few of 
the technologies that could enable ultrafast 5G 
networks
Today’s mobile users want faster data speeds 
and more reliable service. The next generation of 
wireless networks—5G—promises to deliver that, 
and much more. With 5G, users should be able to 
download a high-definition film in under a second 
(a task that could take 10 minutes on 4G LTE). And 
wireless engineers say these networks will boost the 
development of other new technologies, too, such as 
autonomous vehicles, virtual reality, and the Internet 
of Things.  
If all goes well, telecommunications companies 
hope to debut the first commercial 5G networks in 
the early 2020s. Right now, though, 5G is still in the 
planning stages, and companies and industry groups 
are working together to figure out exactly what it will 
be. But they all agree on one matter: As the number 
of mobile users and their demand for data rises, 5G 
must handle far more traffic at much higher speeds 
than the base stations that make up today’s cellular 
networks.

References

http://spectrum.ieee.org/video/telecom/wireless/
everything-you-need-to-know-about-5g

Robot Swarms Could Be Controlled by Your 
Smartphone, Thanks to AR

Have you ever wanted to control a swarm of robots? 
Well, now you can! Robotics researchers at New York 
University (NYU) have created an app which controls 
‘bots from your smartphone, using augmented 
reality. This AR app would certainly come in handy 
when you want to make a coffee from the comfort of 
your couch, but let’s not get ahead of ourselves!
Jared Alan Frank, a Ph.D. candidate in mechanical 
engineering at NYU’s Tandon School of Engineering, 
built the app which uses AR to create a robot control 
interface. This can be run from a smartphone or tablet, 
which is certainly impressive. Speaking about his app, 
Frank told Next Reality: “Unlike the methods that are 
conventionally used to interact with sophisticated 
teams of robots, our approach does not require 
purchasing or installing any additional hardware or 
software and does not require the interaction to be in 
a traditional laboratory environment. This is because 
our app relieves the dependence on laboratory-
grade and industrial-grade equipment and instead 
leverages the capabilities of the mobile device in 
tracking and controlling the robots.”

References

https://next.reality.news/news/robot-swarms-
could-be-controlled-by-your-smartphone-thanks-
ar-0177243/
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Combining Twisted Light and Plasmons 
Could Supercharge Data Storage

Research that started out with the humble aim of 
growing an atomically flat, single crystalline gold 
surface, ultimately morphed into a team of German 
and Israeli scientists using the gold surface they came 
up with for a novel form of data storage.
In research published in the journal Science, a 
team of scientists from Technion-Israel Institute 
of Technology and the German universities of 
Stuttgart, Duisburg-Essen, and Kaiserslautern and 
the University of Dublin in Ireland has developed a 
way to exploit the orbital angular momentum of light 
in a confined device using plasmonics. Prior to this 
work, some scientists suggested using the orbital 
angular momentum of photons as a means for data 
storage in the open air or in optical fibers. This latest 
research makes it possible to envision it being used in 
confined, chip-scale devices.

Reference

h t t p : / / s p e c t r u m . i e e e . o r g / n a n o c l a s t /
semiconductors/optoelectronics/combining-
twisted-light-and-plasmons-could-supercharge-data-
storage

Blockchain Technology Set To Revolutionize 
The Supply Chain

Many businesses know that supply chain 
management is vital to success. After all, if you can’t 
get your inventory where it needs to be — as quickly 
as possible — you could be in trouble. Being able 
to manage your supply chain in an open and easy 
manner is vital. You want to streamline the process 
as much as possible for maximum efficiency.
Interestingly, blockchain technology offers some 
help in this area.Rather than thinking of blockchain 
technology in terms of cryptocurrencies like Bitcoin, 
it’s time to consider other applications. While 
currencies based on blockchain technology offer their 
own advantages, few of us think of other applications 
for this development. However, there are scientists 
and others looking into various uses for blockchain 

technology. And one of those uses is in supply chain 
management.

Reference

http://www.nasdaq.com/article/blockchain-
technology-set-to-revolutionize-the-supply-chain-
cm784187
http://economictimes.indiatimes.com/tech/
software/why-blockchain-technology-may-be-the-
next-big-thing/articleshow/58553522.cms

Here’s everything we expect to see at Google 
I/O 2017

Google has numerous events throughout the year, 
but I/O is by far the biggest. It’s a three-day affair of 
keynote presentations, developer workshops, and 
product announcements, and it’s where Google has 
unveiled a range of innovations, including Project 
Jacquard, Google Home, and Daydream.
We expect Google I/O 2017 to be no less newsworthy. 
The festivities at the Shoreline Amphitheater in 
Mountain View, California don’t begin until May 17 
at 10 a.m. PT — the day and time of the conference’s 
first keynote address — but rumors have already 
begun to circulate about what Google has up its 
sleeve. Here’s how to watch the conference and what 
to expect.

 Reference

https://www.digitaltrends.com/mobile/google-io-
2017-what-to-expect/
https://events.google.com/io/
https://www.cnet.com/news/google-io-2017-
android-o-what-to-expect/

Integrated Photonic Circuits Shrunk Down 
to the Smallest Dimensions Yet

In a major breakthrough for optoelectronics, 
researchers at Columbia University have made 
the smallest yet integrated photonic circuit. In 
the process, they have managed to attain a high 
level of performance over a broad wavelength 
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range, something not previously achieved.
The researchers believe their discovery is 
equivalent to replacing vacuum tubes in 
computers with semiconductor transistors—
something with the potential to completely 
transform optical communications and optical 
signal processing.
The research community has been feverishly 
trying to build integrated photonic circuits that 
can be shrunk to the size of integrated circuits 
(ICs) used in computer chips. But there’s a big 
problem: When you use wavelengths of light 
instead of electrons to transmit information, you 
simply can’t compress the wavelengths enough 
to work in these smaller chip-scale dimensions.

References

h t t p : / / s p e c t r u m . i e e e . o r g / n a n o c l a s t /
semiconductors/optoelectronics/integrated-
photonic-circuits-shrunk-down-to-the-smallest-
dimensions-yet



In 21st century we have always seen the students, 
post graduate/graduate and every qualified 
professional are dreaming of International job 
opportunity. It’s like a status symbol for some people 
to grab job opportunities abroad to get treatment of 
best achiever as compared to the co-workers. 

Current situation of jobs vs facts:
The study shows entirely different picture of job 
opportunities. A large number of Indians are 
optimistic about the employment scenario in the 
country. Fifty per cent of Indian respondents are 
positive about the current national economy against 
29 per cent in AsiaPacific. 

Job opportunities in India are expected to grow at 
the fastest pace globally as 78 % of finance leaders 
believe that growth in existing businesses will add 
to the creation of jobs, says a survey. However, the 
survey points to the shortage of skilled positions.

The India Job Confidence Index survey was conducted 
among 913 respondents in the fourth quarter of 
2015, across organisations and sectors, in Indian 
metro cities and Asia Pacific. The study also revealed 
that most respondents in Mumbai have shifted their 
focus citing ‘no career growth’ as the main reason for 
switching jobs (44 %). The same in the last quarter 
was “salary” as main factor. On the other hand, many 
Delhiite’s continue to consider development of new 
skills as the reason for switching jobs (46 %). 

The study also found that most Delhiites (65 per cent) 
and Chennaites (68 per cent) would like to take up 
a job abroad. About 14 per cent of the respondents 
believe that it will take less than a month to find a job 

in India. 36 per cent respondents from Chennai have 
been looking for a job for 1-3 months and 36 per cent 
from Bengaluru have been looking for a job for less 
than 1 month.

Employers in the services sector, including the 
information technology and IT-enabled sector, 
indicated the highest demand for an increase of 44 
percent employees, followed by finance, insurance 
and real estate at 41 percent, Growth in the transport 
and utilities industry would be just 17 percent.

Bangalore model:
Many IT professionals feel Bangalore model should 
be applied across India. Bangalore has been helping 
foreign companies to achieve their business targets 
and in the process has created 50 lakh direct and 
indirect jobs. It also contributed to the economy of 
India and Karnataka. IBM, Accenture, Capgemini, 
Cognizant, Sapient and thousands of multinational 
companies have used Indian talent to grow and make 
profits. If Bangalore/India had not provided a good 
environment for making profits, IBM, Accenture 
would have located their officessomewhere else 
say in Philippines or Eastern Europe. It also helped 
Indian economy by giving jobs to the Indian youth 
and bringing wealth to the Indian economy. Youth 
are getting their dream jobs and salaries. No more 
brain drain of 1980s and 1990s. 

If we build this Win-win relationships with businesses 
around the world, they can make more profit and 
India makes profit... win-win for both. There is a new 
word called Bangalored... Will the manufacturing 
sector create new words like Patnaed, Lucknowed or 
Agarthaled? India is learning from Singapore, Dubai, 

JOBS OPPORTUNITY IN “IT” IN INDIA

- Saurabh Patwardhan
Email : saurabhpat@gmail.com
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Hong Kongand China. There are many small scale and 
large companies that are using the model of these 
international cities to the cities in India. 

There are many ways one could get into the big 
stream of the Information technology. To become a 
part of the IT sector, you can choose from an array 
of paths. However, it is good to have general and 
specific skills along with formal training in IT related 
subjects. A certification or a Bachelor’s degree will 
ensure you find the correct niche for yourself in 
this sector. Certain personal qualities, like problem-
solving capabilities, attention to detail and logical 
outlook are important if your choice is an IT Career. A 
strong foundation in Mathematics during High School 
is also an added asset for jobs in the IT industry.

Skills and Personal Qualities:
One should have the following personal attributes if 
one wishes to enter this field:

• Flexibility and willingness to learn new things, 
technologies and adopt new methods of work
• Logical thinking
• Creativity
• Ability to focus and concentrate
• Accuracy
• Organizational and administrative abilities
• Confidence
• Ready to work for long hours and ability to work 
hard
• High intellectual capacity
• Ability to take decisions
• Ability to get well with people and good 
communication skills
• Academic and technical skills

Roles Available in IT Industry:
Broadly IT careers can be classified into the following 
types: Computer and Information Research Scientists, 
Computer Hardware Engineers, Computer Software 
Engineers, Computer and Information Systems 
Managers, Computer Programmers, Network 
Systems and Data Communications Analysts.

The option of courses is huge and armed with correct 
advice and information one can choose the right 
subjects to pursue any of these careers.If you are 

interested in landing a job in the IT industry or you 
are currently pursuing an IT degree here is a list to 
guide you with the latest IT careers in the industry:

• Applications Engineer: In this field you are 
responsible in designing parts of applications such 
as interface, middleware and infrastructure to 
conform to the company’s design standards.
• Personnel Consultant: Personnel consultant 
helps in project planning and implementation. 
They also help in the creation of prototypes and 
alternative applications with colleagues.
• Chief IT Auditor: The chief IT auditor establishes 
methods to audit and review computer systems 
and develop examination and evaluation 
methods for IT and networking systems to ensure 
conformation with mandates standards for ethics 
and company security.
• Lead Software Modeller: These professionals 
manage software development groups in the 
design, development, encoding and debugging of 
application software.
• Senior Web Modeller: A senior web modeller 
plans and conducts web-based software and 
coordinates new product development such as 
marketing, production and other stages bringing 
new software in the internet.
• Communication and Messaging Administrator: 
Communication administrators control e-mail, 
messaging and groupware systems including 
computer servers, operating systems and recovery 
programs. They also fix problems and attend to 
computer needs of a company.
• Data developer: A data developer evaluates data 
requirements of a company and design models of 
data flow.
• Business Intelligence Analyst: These 
professionals develop the company’s information 
analysis and create practical solutions. They also 
review and analyse information from inside and 
outside resources and transform this information 
into insights that can be understood by everyone 
in the company. A Bachelor’s degree in computer 
science, information technology, or computer 
engineering is necessary.

•Network Manager: Network manager manages 
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the everyday operations and maintenance of 
the company’s networking and automation 
operations. They also cooperate with network 
engineers and analysts to implement, test, deploy 
and incorporate network systems. To fill this 
post one should have a degree in any computer 
related course and a several years of experience 
in computer networking.

The level of stress can be high in certain positions in 
the IT field, mainly because of the stress of meeting 
goals with tight budgets and short deadlines, 
sometimes with incomplete partial requirements 
or with less time and less budget for beating the 
competitor’s price. 

Many companies are employing graduates fresh from 
colleges or universities, training and orienting them to 
meet the demands of the jobs that they are required 
to perform. The universities must change according 
to the changing demands of the times, the needs of 
industry and needs of employment potential. Let the 
syllabus be modified to help the students find jobs of 
the ‘new wave’.
Compared to a mere 75,000 software engineers 
emerging in the US, a top high 1.2 lakh software 
professional enter the employment field in India every 
year. The number of low-end software technicians 
has already crossed a million. The software industry 
is growing at the rate of 50 percent per annum and IT 
exports account for 30 percent of the total exports. 
And there is a rush for IT-MBAs.

“With companies focusing on technology and 
digitization, the hiring focus has shifted from scale 
to skill. More and more companies are realizing 
that while they require traditional skills, it is the 
acquisition of niche skills that will be the game 
changer,” TeamLease Services assistant general 
manager Alka Dhingra said.

Though companies will continue to hire traditional 
skills, the profiles that will be sought after include 
Digital Marketing, which requires the candidate to 
devise strategies that will drive online traffic to the 
company website and its conversations. The Digital 
Marketing profile is expected to see more than 

70,000 job openings.Other in-demand profiles in the 
IT sector include User Experience and User Interface 
Designers; Full-stack web developers, product 
developers, mobile product development engineers, 
business analysts, information security analysts, 
Cloud architects/integration, data scientists and 
content management system(CMS), the report said.
The job outlook for this sector is bullish going forward 
as new job opportunities in this space is expected to 
increase to 22% by 2020, the report noted.

Career Paths in IT industry: 
Career paths in the IT industry can be broadly 
classified into the two main fields of hardware and 
software. Under hardware, you have manufacturing, 
maintenance, research and development, and 
management of physical computer.Under software, 
you have manufacturing, development, programming, 
software testing, and maintenance and support of 
the application that run on the computer. Among 
related areas are computer operations, database 
administration, sales/marketing, and data-centre 
management. Popular job designations include 
computer hardware engineer, software engineer, 
information systems manager, programmer, network 
systems and data analyst, systems analyst, database 
administrator, systems administrator, support 
specialist, computer and information scientist, 
school/college computer teacher, and college or 
university professor. Companies also advertise 
positions in the areas of networking, web designing, 
search engine optimisation, computer programming, 
gaming, system/database administration, software 
testing, security, desktop support, technical writing, 
e-commerce, and software training. 

Freshers are naturally concerned about the outlook for 
their industry and their career prospects. Information 
technology workers have been able to do relatively 
well even during times of recession, though, indeed, 
job and salary cuts have been widely reported. 
However, as mentioned before, most companies use 
information technology widely and IT professionals 
continue to be in great demand, especially those with 
good skills, talent, and aptitude. Typically, if you are 
a fresher straight from a university, you will undergo 
training for a certain period and then be designated 
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as a software developer or programmer, for example.
Depending on your work and the skills you develop, 
you can become a project leader in about three years. 
If you are selected to work onsite at a customer’s 
organisation abroad, you may be considered for a 
manager’s role directly, and promoted, without your 
having been a project lead. Many IT professionals 
working in Indian companies get a chance to work 
at customers’ work sites abroad, and this gives them 
exposure to international working conditions and 
work culture. These days, as you progress in your 
career as a junior IT professional, you can hope to 
be given the choice of continuing in the technology 
stream or shifting to the management stream, 
depending on your outlook and personal interests. 
The individuals who want to continue to be a core 
part of technology development are identified as 
“individual contributors” and allowed to continue 
in that stream without being pressured to shift to 
the management stream for promotion to senior 
positions.
 
Typical Salaries in Information Technology 
Sector
The average salaries in the IT industry depend on 
your job profile, your place of posting, and your 
knowledge, experience, and skills.

• A junior software engineer (as a fresher) can 
expect to earn between Rs. 1.2 lakh and Rs. 3.6 
lakh annually
• An associate/analyst software engineer about 
Rs. 2 lakh to Rs. 7.5 lakh
• A senior software engineer Rs. 4 lakh to Rs. 12 
lakh
• A lead software engineer Rs. 5.5 lakh to Rs. 16 
lakh
• A project manager in software development can 
hope to earn between Rs. 7 lakh and Rs. 20 lakh
• A product manager (software) between Rs. 6.25 
lakh and Rs. 26 lakh
• A software development manager between Rs. 
10 lakh and Rs. 34 lakh

With the introduction of new technologies such as 
cloud computing, and the requirement of talented 
personnel growing, the salaries are likely to continue 
their upward trend.

Details of salaries according to job title and experience 
and other interesting data and useful information 
about IT jobs are available at www.payscale.com.

Future of IT Jobs:

The entire world is going through tremendous 
changes in last 2 decades of 21st century. The 
IT industry cannot be remain unaffected, same 
as machines are replacing human headcounts in 
manufacturing industry. Artificial intelligence is 
replacing programmers in IT industry. Automation 
is another world which also trying to replace all the 
logic/human coding in software industry. 
Automation fears have understandably accelerated in 
recent years, as our increasingly smart machines are 
now being applied to activities requiring intelligence 
and cognitive capabilities that not long ago were 
viewed as the exclusive domain of humans. The 
concerns surrounding AI’s long term impact may well 
be in a class by themselves. Like no other technology, 
AI forces us to explore the very boundaries between 
machines and humans.

MIT economist David Author explored the lessons 
from history in a 2015 paper, Why Are There Still So 
Many Jobs? The History and Future of Workplace 
Automation. Dramatic declines have occurred in a 
number of occupations over the past 100 years. The 
percentage of US workers employed in agriculture 
has declined from 41% in 1900 to 2% in 2000. Cars 
drastically reduced the demand for blacksmiths and 
stable hands, machines have replaced many manual 
jobs in construction and factories, and computers 
have been steadily displacing large numbers of 
record keeping and office positions. Most jobs 
involve a number of tasks or processes. Some of 
these tasks are more routine in nature, while others 
require judgement, social skills and other human 
capabilities.  The more routine and rules-based 
the task, the more easy it is to automate. But just 
because some of its tasks have been automated, 
does not imply that the whole job has disappeared. 
To the contrary, automating the more routine parts 
of a job will often increase the productivity and 
quality of workers, by complementing their skills 
with machines and computers, as well as enabling 
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them to focus on those aspect of the job that most 
need their attention.

In other words, technology gradually changed the 
nature of the weaver’s job, and the skills required to 
do it, rather than replacing it altogether…”
The advent of automated teller machines (ATMs) in 
the 1970s is another, more recent example. By 2010, 
there were approximately 400,000 ATMs in the US. 
But, not only were bank tellers not eliminated, but 
their numbers actually rose modestly from 500,000 
in 1980 to 550,000 in 2010. Replacing some bank 
employees with ATMs made it cheaper to open 
new branches while changing their work mix, away 
from routine tasks and towards tasks like sales and 
customer service that machines could not do.

In comparison by 2010, there were approximately 
60K – 70K ATMs in India, which has amplified 
to approximately 175,000 by 2016. Digital India 
movement may take this count over 2 Lakh soon. 
“The same pattern can be seen in industry after 
industry after the introduction of computers, says 
Mr Bessen: rather than destroying jobs, automation 
redefines them, and in ways that reduce costs and 
boost demand. In a recent analysis of the American 
workforce between 1982 and 2012, he found that 
employment grew significantly faster in occupations 
(for example, graphic design) that made more use of 
computers, as automation sped up one aspect of a 
job, enabling workers to do the other parts better. 
The net effect was that more computer-intensive jobs 
within an industry displaced less computer-intensive 
ones. Computers thus reallocate rather than displace 
jobs, requiring workers to learn new skills…  So far, 
the same seems to be true of fields where AI is being 
deployed.”

No one can really tell if technology will once more 
end up creating more jobs than it destroys, or if this 
time will be different and AI will end up replacing 
many jobs, including high skill ones, while creating 
few new ones. But regardless, we cannot ignore the 
machinery question. Even if AI doesn’t lead to mass 
unemployment, technological advances are already 
disrupting labour markets and contributing to social 
unrest.

Still predicted impact on some of the jobs are listed 
below
Jobs most likely to be automated

• Telephone salesperson 99.0%
• Typist or related keyboard worker 98.5%
• Legal secretary 97.6%
• Financial accounts manager 97.6%
• Weigher, grader or sorter 97.6%
• Routine inspector and tester 97.6%
• Sales administrator 97.2%
• Book-keeper, payroll manager or wages clerk 
97.0%
• Finance officer97.0%
• Pensions and insurance clerk 97.0%

Jobs least likely to be automated
• Teaching and educational professional (other) 
0.8%
• Secondary education teaching professional  0.8%
• Senior professional at educational establishment 
0.7%
• Health services and public health manager or 
director 0.7%
• Psychologist 0.7%
• Therapy professional (other) 0.7%
• Social services manager or director 0.7%
• Speech and language therapist 0.5%
• Education adviser and school inspector

Technology has replaced many jobs in the past. 
However based on past trends, technology has 
created more jobs than it replaced. Humans will adapt 
to these changes by creating new types of work. We 
will be able to focus on work that is less monotonous. 
We may have more leisure time, time to spend with 
family and friends, and time for self- improvement. 
Increased productivity. Although technology has 
created more jobs the future is still uncertain.

Some thoughts for the students methodology to 
make them employable 
At a time when the country is jostling with fresh 
graduates who are unfit for employment year after 
year, the National Skill Development Corporation 
expresses its ambition of skilling 78 million Indians in 
the next ten years.
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Through various public and private partnerships 
across the states, the country’s largest skilling 
organisation aims to bring down the unemployment 
rate and equip youngsters with skills that will help 
them get a job.
In an interaction with Divya Nair/Rediff.com, Atul 
Bhatnagar (pictured below), COO, National Skill 
Development Corporation tells us how we can 
effectively tackle the issue of unemployability and 
make our youth more employable.

What according to you are the reasons for 
increased unemployment in the country?
In the last few years, a lot of things have changed.
Economic growth has slowed down so we are not 
really creating enough jobs.The manufacturing 
sector is not growing. The IT and BPO industry have a 
supply of professionals that exceed their demand in 
the market.There is a clear mismatch of supply and 
demand of labour due to lack of technical and soft 
skills and inappropriate education system.We have 
graduates who have theoretical knowledge but no 
practical experience.
An automobile engineer, for example, can explain 
in 15 steps on paper how to change a tyre, but 
may have never done it physically.There are many 
educated women who are not finding the right jobs. 
We need to find ways and create avenues to employ 
more women.

Which areas or states are more affected by 
the problem?
Each state has its own causes and concerns. Take 
for example, the north eastern states of India, like 
Assam. There are not many industries or companies 
there, so the jobs are limited. There is unemployment.
The immediate solution -- young professionals are 
migrating to industrial cities in search of jobs and 
careers.
Migration is another concern. All the metros have 
a mixed population -- the graduates who are 
unemployed do not necessarily belong to one state.
Also, each sector has its own reasons for not being 
able to employ the right graduates.

How can we create more jobs?
We have to ensure that ‘Make In India’ is a success. 

We need to encourage manufacturing sectors, create 
more entrepreneurs who can employ our graduates.
We need to identify issues based on the sectors.
How can we create more entrepreneurs?
• We have to identify sectors that need leaders -- 
automobile is one industry I can think of. We need to 
make it grow from 0.5 per cent to 10 per cent.
• We have to identify smart cities and prospective 
smart cities and align our resources and 
entrepreneurial initiatives in those areas.
• Encourage youth to innovate on new business 
ideas, families and peer group should support and 
mentor them
• Easier funding options and a smooth registration 
process
• Boost to skill training under Apprenticeship Act

What are the skills that the present day 
graduates lack?
The skill requirement varies from sector to sector, so 
it would be unfair to list a set of general skills and 
apply them to all roles.
A carpenter, for example, should know how to use 
his tools. So, it would be unfair to expect him to have 
command over English.
If I were to broadly classify the skills lacking, I would 
list them like… 
• More theoretical knowledge than practical 
experience
• Lack of substantial technical skills
• Lack of soft skills/ communication skills (verbal)
• Skills of a certain standard matching industry 
expectations  

Where are Indian graduates going wrong? How 
can they ensure they have a job at the end of their 
course?
Young Indians must focus on skill development, not 
earning just degrees.
Invest in a skill development programme along with 
your class 10 or class 12.
Parents need to understand that it is intelligent to let 
your child enrol in a skill development programme 
and if required delay the drill of three-year degree 
programmes.
By the end of the skill programme, both the child and 
you will know what the latter’s interests and skills 
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are.
Your skills will get you a job, not just your degree.
What can institutes do to bridge the skill gap?
Our current curriculum is 70 percent theory and 
30 percent practical. There is no scope for skill 
development.

Practical training cannot happen within 
closed doors
• We must try and bridge the gap between industry 
and academia
• Institutes should introduce vocational courses as 
part of the main curriculum in school
• A course of choice should be made mandatory for 
every student at school education level
• More focus on practical education
• Encourage innovation in ideas to support 
entrepreneurship
• Hire training manpower (trainers/teachers) 
conducive the new age skill environment
• Collaborate with corporate organisations to ensure 
industry standards in training
• Create more platforms for knowledge sharing for 
the youth (on both technical and soft skills)
• Encourage students to participate in skill 
competitions across the world and make a mark for 
themselves

How different are these challenges in rural 
areas vis-à-vis cities?

• Students do not aspire to enrol in a skill development 
programme. The value of the skill certificate is yet to 
be established in rural areas
• Candidates are not ready to migrate to urban cities
• There is lack of infrastructure in the rural areas.
• We do not find qualified trainers or teachers in 
rural areas.
• There is also lack of awareness about skill courses 
which will provide them with respectable and high 
paying jobs
• The biggest challenge is to change the fact that 
students are ready to have a degree without a job 
rather than a job with/without a degree.

References
• http://www.pewinternet.org/2014/08/06/future-
of-jobs/
• http://www.nytimes.com/2014/05/28/
technology/googles-next-phase-in-driverless-cars-
no-brakesor-steering-wheel.html?_r=0
• http://www.theverge.com/2015/1/29/7939067/
ap-journalism-automation-robots-financial-
reporting
• CSE 352 - Artificial Intelligence with Prof. Anita 
Wasilewska
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Company Profile – SAP Part 2

- Anand Nimdeokar
Email : anandnimdeokar@gmail.com

In last article we have seen how SAP was founded by 
former IBM employees in Germany in year 1972 & 
how they have developed themselves into 4th largest 
software company functioning in many domains. In 
this article we are going to see different Products & 
Services offered by SAP for their customers.

SAPProducts and ServicesPortfolio

In 2013, SAP offered innovative products in five 
market categories: Applications, Analytics, Mobile, 
Database and Technology, and Cloud, all powered by 
the SAP HANA platform.

In 2013 SAP’s product portfolio comprised the 
following:

1. SAP Core Products

Applications
SAP is the recognized leader in enterprise applications. 
Based on our leading technology and our unmatched 
business process know-how, we deliver innovations 
without disruptions.

SAP Business Suite software helps create a 
comprehensive business process platform for 
companies to run better and perform better every 
day.

The main applications in SAP Business Suite are:

1. SAP Customer Relationship Management 
(SAP CRM): Provides a comprehensive set of 
functionality for marketing, sales, and service to 
engage with customers.

2. SAP ERP: Supports critical business processes 
such as finance, HR, and other essential corporate 
functions.
3. SAP Product Lifecycle Management (SAP PLM): 
Manages the product and asset lifecycle across 
the extended supply chain.
4. SAP Supplier Relationship Management (SAP 
SRM): Supports key procurement activities.
5. SAP Supply Chain Management (SAP SCM): 
Helps adapt supply chain processes to a rapidly 
changing competitive landscape.

SAP Business Suite is also available “powered by 
SAP HANA” as next-generation business suite that 
captures and analyzes data in real time on a single 
in-memory platform. In the past, companies would 
run separate disk-based systems; one to capture 
transactional data, and one to analyze data in a data 
warehouse. SAP Business Suite powered by SAP HANA 
allows customers to work with a single in-memory 
data management system, empowering customers 
to run their business in real time to transact, 
analyze, and predict instantly and proactively. This 
gives companies the ability to translate real-time 
insights into action immediately, while removing the 
complexity of redundant system data and systems. 
Customers can now manage mission-critical business 
processes, such as planning, execution, reporting, 
and analysis, in real time using the same relevant live 
data. This simplification lowers TCO.

2. SAP Analytics

Analytics
SAP’s analytics offerings enable users to unleash the 
power of collective insight by helping them collect 
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massive amounts of Big Data and use it to drive 
better business outcomes. The solutions enable 
users to unlock the data they need empowering 
them with the right information at the right time 
to make insightful business decisions, anticipate 
change, and uncover new opportunities. When using 
software powered by SAP HANA, companies can gain 
insight by overcoming the classic trade-off between 
the speed and flexibility of data analysis. As a result, 
data analysis becomes much faster and more cost-
effective.

Analytic solutions from SAP include:
• Business intelligence (BI): Helps users to make 
fact-based decisions with enterprise business 
intelligence solutions that enable users to 
engage with all their data, on any device, across 
any platform. Our BI solutions include the SAP 
BusinessObjects BI platform, SAP Crystal Reports, 
SAP BusinessObjects Dashboards, and SAP Lumira.
• Enterprise performance management 
(EPM): Helps companies improve performance, 
organizational agility, and decision making. SAP 
solutions for EPM include SAP Business Planning 
and Consolidation, SAP Profitability and Cost 
Management, SAP Financial Consolidation, and 
SAP Disclosure Management applications.
• Governance, risk, and compliance (GRC): 
Provides organizations with a real-time approach 
to manage GRC across heterogeneous business 
environments. SAP solutions for GRC include the 
SAP Risk Management, SAP Access Control, and 
SAP Global Trade Services applications as well as 
the SAP Sustainability Performance Management 
analytic application.
• Predictive analytics: Brings advanced analytics 
capabilities to a broad spectrum of users – 
beyond data scientists to line-of-business users 
and analysts in the workplace – to help uncover 
new business opportunities, predict trends, 
and proactively respond to change. This is 
made possible by automating key modeling and 
analytical tasks and enabling faster deployment 
and adoption of predictive analytics tools.

3. SAP on Mobile
Today’s businesses demand mobile access to critical 

business information. Mobile solutions from SAP offer 
the foundation for enterprise mobility and seamless 
integration with the core enterprise applications of 
customers. SAP is recognized as a market leader in 
enterprise mobility.

SAP’s portfolio of mobile solutions includes:

• Enterprise mobility management: In many 
organizations, employees use different types 
of mobile devices to access critical enterprise 
data, content, and applications. To address 
this demand, SAP offers the SAP Afaria mobile 
device management solution and the SAP Mobile 
Documents solution.

• Mobile apps: SAP has a variety of mobile apps 
that interface with our on-premise solutions and 
address line-of-business, industry, and consumer 
needs. In addition, SAP has opened mobile 
development platform to partner ecosystem to 
support the growing demand for mobile apps.

• SAP Mobile Platform: SAP Mobile Platform 
combines Sybase Unwired Platform, the former 
Sybase 365 Mobilizer Platform (for business-to-
consumer applications), and Agentry from the 
acquired company Syclo into a single platform, thus 
supporting mobile development and deployment 
across the entire enterprise.

4. SAP Database and Technology

SAP’s r database and technology portfolio provides 
a solid and comprehensive foundation for business 
applications. SAP HANA, our ground-breaking in-
memory platform, has redefined innovation in the 
database and technology market and has become the 
fastest-growing product in ERP history. In addition to 
SAP HANA, SAP offers   a comprehensive family of 
database and technology solutions that includes:

• Application development and integration: SAP 
NetWeaver provides a comprehensive technology 
platform, designed to efficiently develop, run, 
and extend business applications. SAP NetWeaver 
provides technology and enterprise software, 
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such as the SAP NetWeaver Business Warehouse 
(SAP NetWeaver BW)application, and the SAP 
NetWeaver Application Server, SAP NetWeaver 
Portal, and SAP NetWeaverProcess  Orchestration  
components. 
• Database: SAP offers the technology to make up 
a real-time data platform, including SAP HANA, 
SAP IQ database software, SAP Adaptive Server 
Enterprise (SAP ASE), and the SAP SQL Anywhere 
suite.

5. SAP on Cloud
In a world where customers need to respond quickly 
to changing market conditions, the cloud model 
offers an ideal combination of flexibility, affordability, 
and rapid time to value. With SAP Cloud powered by 
SAP HANA, customers enjoy the innovation potential 
of a cloud-based setup. At the same time, they are 
simplifying consumption model, product portfolio, 
and customers’ user experience.
Today, SAP offers one of the most comprehensive 
cloud portfolios on the market. With the decision 
to offer all products in the cloud, the cloud 
category will evolve from a productcategory to a 
deployment option for SAP customers to simplify 
the consumption of solutions. In 2013, SAP began 
offering SAP Cloud powered by SAP HANA, which 
includes infrastructure, platform, and software as 
services in the cloud, incorporating the former SAP 
HANA Enterprise Cloud managed cloud services 
offering. It allows entire enterprise systems to be 
run in the cloud and provides customers with a new 
deployment option to gain immediate value from the 
innovations of SAP HANA. This enables the operation 
of mission-critical business applications as well as 
new applications powered by SAP HANA. In providing 
such services, SAP aim’s to enable organizations 
to realize faster time to value coupled with lower 
total cost of ownership, and benefit from increased 
flexibility and reliability.
In addition, SAP HANA Cloud Platform is a 
development platform-as-a-service (PaaS) designed 
to help customers, independent software vendors, 
and partners rapidly create innovative enterprise 
software applications in the cloud leveraging our 
leading in-memory technology.
SAP supports a hybrid model, allowing customers to 

integrate new cloud services with their on-premise 
applications. This gives customers the opportunity 
to consume new innovations using the cloud while 
safeguarding their investments in their existing 
application landscape.

This presents a partial list of products of the enterprise 
software company SAP SE

• SAP
• Customer Relationship Management (CRM)
• Enterprise Resource Planning (ERP)
• Product Lifecycle Management (PLM)
• Supply Chain Management (SCM)
• Supplier Relationship Management (SRM)

Business Solutions
• SAP Advanced Planner and Optimizer (APO)
• SAP Analytics
• SAP Advanced Business Application Programming 
(ABAP)
• SAP Apparel and Footwear Solution (AFS)
• SAP Business Information Warehouse (BW)
• SAP Business Partner Screening
• SAP Business Intelligence (BI)
• SAP Catalog Content Management ()
• SAP Convergent Charging (CC)
• SAP PRD2(P2)
• SAP Enterprise Buyer Professional (EBP)
• SAP Enterprise Learning
• SAP Portal (EP)
• SAP Exchange Infrastructure (XI) (From release 
7.0 onwards, SAP XI has been renamed as SAP 
Process Integration (SAP PI))
• SAP Extended Warehouse Management (EWM)
• SAP GRC (Governance, Risk and Compliance)
• SAP EHSM (Environment Health Safety 
Management)
• Enterprise Central Component (ECC)
• SAP HANA (formerly known as High-performance 
Analytics Appliance)
• SAP Human Resource Management Systems 
(HRMS)
• SAP SuccessFactors
• SAP Internet Transaction Server (ITS)
• SAP Incentive and Commission Management 
(ICM)
• SAP Knowledge Warehouse (KW)
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• SAP Manufacturing
• SAP Master Data Management (MDM)
• SAP Rapid Deployment Solutions (RDS)
• SAP Service and Asset Management
• SAP Supply Network Collaboration (SNC)
• SAP Solutions for mobile business
• SAP Solution Composer
• SAP Strategic Enterprise Management (SEM)
• SAP Test Data Migration Server (TDMS)
• SAP Training and Event Management (TEM)
• SAP NetWeaver Application Server (Web AS)
• SAP xApps
• SAP Supply Chain Performance Management 
(SCPM)
• SAP Supply Chain Management (SCM)
• SAP Sustainability Performance Management 
(SUPM)

Industry Solutions
• SAP for Retail
• SAP for Utilities (ISU)
• SAP for Public Sector (IS PSCD)
• SAP for Oil & Gas (IS Oil & Gas)
• SAP for Media (ISM)
• SAP for Telecommunications (IST)
• SAP for Healthcare (ISH)
• SAP Banking (SAP Banking)
• SAP for Insurance (SAP for Insurance)
• SAP Financial Services Network (FSN)
• SAP Shipping Services Network (SSN)
• Engineering Construction & Operations (EC&O)
• SAP IS Airlines & Defense

Solutions for Small and Midsize Enterprises
• SAP Anywhere
• SAP Business One (6.2, 6.5, 2004, 2005, 2007, 
8.8x, 9.0)
• SAP Business ByDesign

Platforms and frameworks
• SAP Enterprise Services Architecture
• SAP NetWeaver Platform
• SAP NetWeaver Portal (formerly SAP Enterprise 
Portal)
• SAP NetWeaver BI (formerly SAP NetWeaver 
BW- “BW” is still used to describe the underlying 
data 

warehouse area and accelerator components)
• SAP NetWeaver Visual Composer
• SAP Auto-ID Infrastructure
• SAP Composite Application Framework
• SAP NetWeaver Development Infrastructure
• SAP NetWeaver Identity Management
• SAP NetWeaver Single Sign-On
• SAP Business Connector (deprecated/removed 
from product range)
• SAP HANA

Legacy Platforms
• SAP R/2
• SAP R/3

Others
• OpenUI5
• SAP CCMS, monitoring program
• SAPgui
• eCATT
• SAP Central Process Scheduling, process 
automation and job scheduler
• SAP Fiori for mobile devices announced on May 
2013
• SAP Solution Manager
• Sybase ASE

6. SAP Services
SAP’s portfolio of products, solutions, services, 
and support is designed with customer centricity 
in mind. These solutions help customers address 
the major trends and issues of the time – such as 
the unprecedented power of people to connect, 
the ubiquity of mobile technology, the pressures of 
population growth and rapid urbanization, and the 
increasing demand on natural resources.  Software 
enables companies of all sizes to better connect to 
their customers and suppliers, and to measure, track, 
and manage their sustainable operations. These  
solutions also address our customers’ expectations 
for shorter innovation cycles, an attractive total cost 
of ownership (TCO), a superior user experience, and 
choice of consumption options – whether on premise 
or in the cloud.

SAP’s portfolio offers solutions to customers of all 
sizes and across 25 industries, all around the globe. 
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The platform for all solutions is called SAP HANA. SAP 
was the first company to introduce an in-memory 
database not only for analytics, but also for running 
complete enterprise applications in main memory. 
SAP HANA is an in-memory data platform that is 
deployable as an on-premise appliance or in the 
cloud. It is a revolutionary platform best suited for 
performing real-time analytics, and developing and 
deploying real-time applications. Due to its hybrid 
structure for processing transactional workloads 
and analytical workloads fully in-memory, SAP 
HANA combines the best of both worlds. It also 
offers a unique opportunity for business innovation, 
simplifying IT landscapes, reducing TCO, and boosting 
performance by a wide margin. SAP targets to enable  
all SAP products to run on the SAP HANA platform, 
as they want SAP HANA to be a key differentiator in 
both technology and business applications across 
their entire portfolio.

SOLUTIONS
SAP has built a deep expertise in more than 40 
years of delivering market-leading software to 
distinct industries and lines of business. Their end-
to-end solutions for industries and lines of business 
combine assets across product, service, technology, 
and market categories to solve specific customer 
challenges.

Solutions for Lines of Business
SAP’s line-of-business solutions are relevant across 
all industries, providing best-practice capabilities 
to key functional areas within an organization. As 
a result, they enable professionals to excel within 
their respective disciplines. The portfolio of solutions 
currently covers 12 lines of business:

• Asset management
• Corporate strategy and sustainability
• Finance
• Human resources
• Information technology
• Manufacturing
• Marketing
• Procurement
• R&D and engineering
• Sales
• Service

• Supply chain management

SAP deliver these solutions on premise or through 
the cloud as software-as-a-service (SaaS) offerings:

• SAP Cloud for Human Resources: Together with 
existing HR cloud solutions from SAP, SuccessFactors, 
an SAP company, offers a full suite of cloud solutions 
that help companies improve workforce productivity 
and engage, train, motivate, and retain their people.
• SAP Cloud for Finance: Cloud solutions that support 
key financial processes including travel and expense 
reporting.
• SAP Cloud for Sales, SAP Cloud for Service, and 
SAP Cloud for Marketing: These individual cloud 
portfolios offer applications that manage all aspects 
of customer interaction – marketing, sales, service – 
while employing next-generation social capabilities.
• SAP Cloud for Procurement: The portfolio from 
Ariba, an SAP company, combines the world’s largest 
cloud-based business network with cloud-based 
applications for buying, selling, and managing cash 
used by companies around the globe to connect to 
their trading partners.
• Cloud Suites: SAP offers SAP Business Suite powered 
by SAP HANA in the cloud. In addition, SAP Business 
byDesign and SAP Business One Cloud provide two 
cloud suites for subsidiaries and small businesses.

Solutions for Industries
For decades, SAP has developed deep expertise 
within specific industry groups. Their product 
development teams include professionals from 
within those industries, and they continually engage 
with customers to develop solutions that represent 
industry best practices. With the 2013 addition of the 
SAP for Sports & Entertainment industry portfolio, 
SAP now supports enterprises in 25 industries.



20 The Exponent Group of Journals For Information Technology, Volume 5, Number 3, Jun- Aug 2017

Industry Sector Industry Portfolio
Consumer SAP for Consumer Products 

SAP for Life Sciences
SAP for Retail
SAP for Wholesale Distribution

Discrete manufacturing SAP for Aerospace & Defense
SAP for Automotive
SAP for High Tech
SAP for Industrial Machinery & Components

Energy and natural resources SAP for Chemicals
SAP for Mill Products 
SAP for Mining
SAP for Oil & Gas
SAP for Utilities

Financial services SAP for Banking
SAP for Insurance 

Public services SAP for Defense & Security
SAP for Healthcare
SAP for Higher Education & Research
SAP for Public Sector

Services SAP for Engineering, Construction & Operations
SAP for Media
SAP for Professional Services
SAP for Sports & Entertainment
SAP for Telecommunications
SAP for Transportation & Logistics

For Small Businesses and Midsize Companies
SAP offers a number of targeted solutions for small businesses and midsize companies, including the SAP 
Business All-in-One solution, the SAP Business One application, and Edge solutions, which combine business 
management and business intelligence software. These solutions are targeted and optimized for small 
businesses and midsize companies, and provide growing enterprises with the capabilities they need to 
compete in a global market.

SAP also offers affordable, scalable solutions in the cloud, such as SAP Business ByDesign and SuccessFactors 
HCM Suite. These solutions are relevant for companies of all sizes, including small and midsize enterprises. 
Additionally, we offer SAP Business One Cloud to small businesses and midsize companies. SAP Business One 
Cloud is a comprehensive and easy-to-consume cloud offering with predictable costs.

SERVICES AND SUPPORT
SAP offers comprehensive services and support to help our customers maximize the value of their SAP 
investments by offering higher value realization, faster adoption of innovation, and higher efficiency in the 
implementation of our solutions. Our services and support portfolio covers the entire end-to-end application 
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lifecycle, from a tight integration with our development organization, to accelerating innovation and 
continuous improvement of our software solutions, to complete risk and quality management.

Software-Related Services
• Custom Development
The SAP Custom Development organization specializes in building individual software solutions that address 
the unique needs of customers, and that fit seamlessly with existing SAP software. SAP Custom Development 
draws on innovations, especially SAP HANA, to deliver unmatched impact and value for specific customer use 
cases.
• Maintenance and Support
SAP offers a comprehensive and tiered maintenance and support model to customers of on-premise solutions 
on a global basis. This support offering primarily includes SAP Enterprise Support and SAP Standard Support 
offerings.

• SAP Enterprise Support: SAP’s premier maintenance and support offering is designed as a strategic, long-
term partnership with our customers.

• SAP Standard Support: SAP’s basic support offering delivers functions, knowledge, and tools that help 
customers implement, maintain, and enhance their SAP solutions.
SAP’s support portfolio also contains two additional premium maintenance offerings:
• SAP MaxAttention: These services provide the highest possible level of support for customers. The 
combination of SAP MaxAttention and SAP Enterprise Support offers customers comprehensive all-round 
support. This strategic offering is designed for continuous business and co-innovation with customers. Through 
the SAP Active Global Support (SAP AGS) organization, SAP MaxAttention offers support services tailored to 
the requirements of the customer, expertise acquisition by the customer, and continuous cooperation at 
senior management level based on an agreed-to balanced scorecard.

• SAP ActiveEmbedded: These enhanced engagement services help optimize solutions and accelerate 
adoption of technologies without disrupting customer businesses.
For cloud portfolio, support is included as part of cloud subscriptions. Customers have the option of choosing 
standard, premium, and platinum support. In the premium and platinum offerings, customers have access to 
support offerings, such as access to a dedicated support account manager.
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Professional Services
Consulting Services
SAP offer consulting services for the planning, implementation, and optimization phase of our business 
solutions. Their consultants engage in a wide range of services, including business transformation, 
IT transformation, performance and insight optimization, and business applications services. These 
services help customers optimize business performance and leverage the full power of SAP solutions.
SAP consultants also implement SAP Rapid Deployment solutions, which combine preconfigured 
software and predefined services, such as SAP Best Practices, templates, tools, and user guides. 
By doing so, they help companies adopt innovations more quickly and at transparent cost.

Education Services
The SAP Education organization offers a complete portfolio of multimodal learning that covers the 
learning needs of single individuals, as well as organizations. They provide a consistent curriculum 
for learners around the world, including online e-learning, virtual live classroom sessions, learning on 
demand, and classroom training. Their educational programs help people become more proficient, 
efficient, and productive in their use of SAP solutions. Every year, more than 500,000 individuals 
are trained by SAP Education, making it one of the largest IT training organizations in the world.
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Services offered by SAP Implementation Partners
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7. SAP Labs – For Research and Product development

SAP Labs are R&D locations that develop and improve SAP core products. SAP Labs are strategically located 
in high-tech clusters around the globe.
SAP Labs are located in Germany (main locations:Walldorf/Rot, Markdorf, Berlin), United States (main 
location:Silicon Valley), India (main location: Bangalore), China (main location: Shanghai), Brazil (main location: 
Sao Leopoldo), Bulgaria (main location: Sofia), Canada (main locations:Vancouver, Montreal), Vietnam (main 
location: Ho Chi Minh City), Israel (main location: Ra’anana), CIS (main location: Moscow), France (main 
location: Paris, Sophia Antipolis), Ireland (main location: Dublin), Hungary (main location:Budapest).

SAP’s main 4 Labs’ locations are Germany, India, China and the US. Labs Walldorf was founded in 1972 and 
became SAP’s first location. At the beginning, the focus of SAP expansion was entering highly developed IT 
markets: in 1993 Palo Alto becomes a part of SAP Labs‘locations. Aiming to acquire talented employees, in 
1998, SAP opens its Labs in Bangalore, in 2003 – in China.
Among the latest SAP Labs‘locations are Labs Vietnam and Labs Berlin. Labs Vietnam was established in 2015, 
Labs Berlin – in 2016.

Based on SAP HANA in-memory platform, SAP Labs develop innovative products for 98 of the 100 most-
valuable global brands using cutting-edge methodologies and technologies.
In order to manage SAP Labs, SAP Labs Network (SLN)https://en.wikipedia.org/wiki/SAP_SE - cite_note-43 
was created. SLN is a global unit that manages regional Labs and shares best business practices. It coordinated 
and distributes development projects among individual SAP Labs locations, accelerates product delivery, 
gives SAP full access to talent, and drives SAP corporate strategy regarding innovation and business growth.
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SAP ERP is the de facto industry standard worldwide – offered for 25 industries, 37 languages, 
and 45 localizations. The reason SAP’s ERP solution is so successful is that its nearly 50,000 
customers have helped shape its scope through programs like Customer Influence. The latest 
enhancement package (EhP8) is no exception. Release highlights include improved functionalities for:

• Industries: retail, insurance, oil & gas, utilities, public sector, media, and plant maintenance
• Lines of business: R&D engineering, finance, commodity management, and HCM
• Easier conversion to the SAP S/4HANA in-memory ERP suite

In next article we will see who are the competitors of SAP & what challenges faced by SAP to remain no 
number 1 in ERP industry.

8. References:  
• https://en.wikipedia.org/wiki/SAP
• http://mybrandbook.co.in/software-market-india-picks-pace/
• https://acandosap.files.wordpress.com/2015/09/application_lifecycle_management
• http://www.industryweek.com/technology/five-trends-will-shape-future-erp
• http://go.sap.com/solution/cloud.html
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Introduction to SAP ISU (Industry 
Service Utilities)

- Pushkraj Pandit
Email : pushkraj.pandit@gmail.com

The SAP Industry Service Utilities (IS-U) component 
is a sales and information system that supports all 
business processes and utility services of an utility 
(like electricity, gas etc.) company. 
It support generic business functions like taking 
Meter readings, Meter data management, Scheduling 
, various types of Billing, invoicing, all function of 
Financial Accounting,  customer service& integration 
to CRM.

This component also allows you to manage and bill 
customers who receive services, purchase goods, or 
pay fees and taxes. SAP ISU helps electric, gas and 
water utilities of all sizes in regulated, transitioning 
or deregulated markets. 

It offers end-to-end management of all critical 
business processes to help utilities gain enterprise-
wide visibility for better decision-making and quick 
responsiveness to market demands

SAP Utilities with ISU/CCS is an integrated component 
of the SAP enterprise software and uses functions 
of the mySAP standard components FI, CO, AM, SD, 
PM/SM, and MM
SAP IS-U SAP IS-U enables customer-centric and 
asset-centric strategies across core processes such 
as enterprise asset management, customer financial 
management, billing and settlements, energy data 
management; and energy sales and services

Components of SAP ISU
1. Device Management
2. Billing and Invoicing
3. Contract Accounting (FI-CA).
4. Customer Service.

Most important benefits of implementing SAP 
utilities

• Compliance 
o To best practiced and generally accepted 
financial accounting practices
o Changing market rules and regulatory 
requirements
o “Best Run Company Standards”

• Significant decrease in process execution time
• Improved data consistency and reduced data 
redundancy
• Revenue benefits through End-to-End Financial 
Supply Chain Management
• Ability to scale (M&A, diversification, new 
products, new technology)
• Improved customer satisfaction
• Increased profitability
• Deregulation-enabled functionality
• Integrated application areas

o Homogeneous interaction between accounting 
and core logistics processes
o Business processes for all areas
o Shorter lead times for business processes

• Flexibility
o Can be adapted to local deregulation rules
o Can be implemented in all types of companies
o Supports all types of service 
o Enables development of individual business 
strategy
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Components of SAP ISU 
a) Device Management
b) Billing and Invoicing
c) Contract Accounting (FI-CA).
d) Customer Service.

Device Management
IS-U/CCS – Device Management module delivers comprehensive functionality in managing devices, which 
include Meter, Transformer, Remote devices, etc. With seamless integration between IS-U/CCS DM & SAP 
MM, you can utilize Material Management functionality.
The functions of device Management:- 

1. Device Procurement (goods receipt)
2. Device Inventory Management
3. Device Serial Number Management
4. Allocation of a device category in the system
5. Device installation/removal/replacement
6. Definition of the installation structure
7. Meter Reading -  Organization / Entry / Monitoring
8. Device inspection - Sampling procedures /Periodic replacement /  Certification
9. Energy Data Management
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In the above example we elaborate the life cycle of a device (Meter)
1) The requirement for new meter is placed  as per demand form the Company
2) The same is purchased against the purchase order placed with specifications.
3) The Goods are received at the company store and they are updated in the inventory with all 
specifications. (Material Management ) & (Device Management)
4) The goods are transferred from the central stores to the regional stores and accordingly the 
accounting is done in system, the status is recorded as received by regional stores.
5) The meter are tested 
6) The Meters are installed on side as per demand and they are made active in the system.
7) Meter reading is regularly taken
8) As per inspection policies they are regularly tested for the accuracy.
9) When device life ends or it is found to be defective it is taken back to stores, i.e. device replacement is 
done in system
10) Defective devices or retired device are retired for the system and disposed as per procedure

Billing & Invoicing
IS-U/CCS – Billing & Invoicing – with universal and powerful billing engine in IS-U/CCS, this offers utility companies 
the highest flexibility in developing their own competitive tariff structure within the deregulated environment.

The functions of Billing:
1. Flexible development of Schema and Configuration of Rates
2. Creation of billing for each contract transfers information to invoicing.
3. Determination of billing periods.
4. Determination of rate.
5. Quantity conversion /Proration.
6. Execution of calculation programs.
7. Creation of billing documents with billing line items.
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8. Automatic background check on Bill Amount.
9. Communication structure (UIS - Sales Statistics).

The functions of Invoicing: 
10. Generates posting documents for bill receivables or credit memos from the billing.
11. Clears the posting documents with down payments.
12. Supports determination and charging of taxes, charges, and duties.
13. Prepares data for bill printout, that is, generates print documents.
14. Clearing documents – Settling payments on account with receivables from invoicing).

Contract Accounting FI-CA
IS-U/CCS – Contract Accounts Receivable has been designed for high volume accounts receivable.         
IS-U/CCS FI-CA enables utility companies to handle and manage individual customer sub ledger.
Contract accounts receivable and payable (FI-CA) is a type of sub ledger accounting that is tailored 
towards the requirements of industry sectors with multiple business partners and a large number of 
documents for processing. To meet these demands, FI-CA offers highly automated standard processes 
– specialist mechanisms to guarantee outstanding system performance and optimized scalability.
It also contains a range of functions for managing processes that are particular to the utilities industry.
The functions of – Contract Accounts Receivable & Payable

1. Customer accounts’ balance / statement;
2. Dunning (follow up) functionality;
3. Security deposit management;
4. Loan management;
5. Interest management;
6. Support various types of payment method (e.g. cash, payment card, check, bank transfer, etc.);
7. Credit worthiness;
8. Returns management.
9. Payment Management.
10. Instalment plan.
11. Collection by agencies management.
12.Integration with mySAP Financials – SAP FI

Customer Service
IS-U/CCS – Customer Service enables utility companies to achieve a “one-stop-shopping” concept and 

environment for customers. Customer Service module provides single point of view of all customers. 
The integration with new technologies, for example, Telephony, allows your organisation to establish 
your call centre that can easily access customer information and to carry out the transactions

• New Customer Connection
• Disconnection / Reconnection;
• Contact log management;
• User-defined front office;
• Telephony & Internet enabled front office;
• Complaint Management;
• Loyalty Program.
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Scenario 1: Customer calls up for changing Rate.

Scenario 2: New customer is added in system – Move In
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Scenario 3: New customer is removed from the system – Move Out

Typical Front Office Calls

Summary
1. SAP ISU is used by utilities companies like TATA Power, Mahanagar Gas who are into mass 
distributionof utility services to the customers. 
2. It provides a complete end to end platform for managing the services provided like Metering, Billing, 
Invoicing, Accounting and Customer Service.
3. ISU/CCS is an integrated component of the SAP enterprise software.
4. SAP ISU can be further integrated with SAP CRM to Provide CRM related functionalities.

References
• SAP ISU IUT 110, 220, 230
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Computer Networks Part 5

- Nandan Bhalwankar
Email : nandanbhalwankar123@gmail.com

In the last part of our series, we came to know about errors that may occur in case of data transmission.These 
errors need to be corrected. But as we learnt, in order to correct errors, those first need to be detected. 
We have also seen what is Ethernet and its meaning. Also, we had gone through first error detection 
technique i.e. Parity checking. Let us now proceed with next error detection technique, which is checksum. 

Checksum Error Detection:

We have already seen drawbacks of Parity bits. If we revise, Parity check cannot detect more number 
of errors in the data and also it fails to find location of erroneous bit. Hence, we use checksum. 
Checksum as the name indicates, its “Check” + “Sum”. Each word (8 bits) from complete data is added to the 
previously sent word and so on till whole data is sent. The final sum is called as “Checksum”. This checksum 
is used at the sending and receiving end to detect errors that occur in data. The “checksum” is transmitted 
along with every block of data at the sender side. To better get above method, let us consider below example.

For just testing purpose, we would add 2 words – 

Word A:  1 0 1 1 0 1 1 1

Word B: 0 0 1 0 0 0 1 0

Here, each bit from LSB (Least Significant Bit) to MSB (Most Significant Bit) of every word is added using the 
rules of logical OR operator. 

Just to give a background for logical OR operation, its indicated by a + (plus) sign. This is the part of digital 
arithmetic. Using above rules, 2 words are added as follows:
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Word A 1 0 1 1 0 1 1 1
Word B 0 0 1 0 0 0 1 0
Carry 1 1 1
Sum 1 1 0 1 1 0 0 1

Please note that operation (1 + 1) equals to 0 with a carry 1. Also, MSB carry 
generated at the end is ignored. Such sum is identified as a ‘checksum’.

Hence, to conclude the use of checksum, a checksum byte is added at the end of data block at the 
sender side. Receiver after receiving all the data calculates checksum at his end. Receiver then compares 
transmitted checksum with the regenerated one. If they are different, then that is the indication of error. 

Let us continue our example and suppose ‘Word A’, while transmission, changes to some other data as shown below: 

Original 1 0 1 1 0 1 1 1
Changed 1 0 1 1 0 1 0 1

As shown in above table, second bit has changed from ‘1’ to ‘0’ while transmitting 
data from sender to receiver. Original bit is marked in green color whereas changed 
bit is marked in red color. Let us see how receiver would identify such error. 

Sending End:

Word A 1 0 1 1 0 1 1 1
Word B 0 0 1 0 0 0 1 0
Carry 1 1 1
Sum (R) 1 1 0 1 1 0 0 1

Receiving End:

Word A 1 0 1 1 0 1 0 1
Word B 0 0 1 0 0 0 1 0
Carry 1
Sum (R) 1 1 0 1 0 1 1 1

In above 2 tables indicate data at sending side & Receiving side. 
Sum (S) = Checksum at Sending side
Sum (R) = Checksum at Receiving side

As it’s clearly visible from above tables, checksum at sending and receiving end is different, just 
due to change of 1 bit. In such way, receiver can detect change of bits using checksum. A non-
match checksum at sending & receiving end indicates an error; a match does not necessarily 
mean the absence of errors, but only that the simple algorithm was not able to detect any.

Among the types of errors that cannot be detected by simple checksum algorithms are reordering 
of the bytes, inserting or deleting zero-valued bytes and multiple errors that cancel each other out.
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To conclude, checksum method too has some restrictions or drawbacks for error detection. Hence, 
more powerful method is used to detect errors in data. That is Cyclic Redundancy Check (CRC). 

Cyclic Redundancy Check (CRC):

CRC detects accidental changes to raw data.The base of this techniqueis binary division. The 
data unit is divided and with it, a short code or CRC is attached as a mechanism to detect errors. 
This whole data is transmitted at the sender side. Receiver does the exact same procedure.

At sender side, data unit after adding CRC code becomes exactly divisible by another predetermined 
binary number. At the receiving end, this data unit is divided by the same binary number. 

If division doesn’t yield any reminder, then there isn’t any error; however, a non-zero reminder indicates 
presence of errors in data. 

How will you obtain CRC?

As already said, CRC is obtained with the help of binary division. Now what will be divisor in this case? 
Divisor would be predetermined. 

Working of CRC:

Let us now see working of CRC. 
1. As we have already assumed, divisor is predetermined. Let us say length of it is ‘n’ bits. Now to the data 
unit we are to pass on a network, we append n-1 zeros or 0 bits to it. 

2. Now we divide complete data word by the divisor. Please note that this is a binary division. We will see how 
this binary division takes place. 

Binary division: 

Base of this binary division is digital logic & gates. We would not go deeply into this, but just to identify this 
division. Now to simplify, we would see working of ‘EX-OR’ logic gate. 

This logic gate is known as ‘Exclusive OR’ since its output goes high (bit 1) if it’s one of the inputs is 1 (true).  
The output is 0 (false) if both of its inputs are 0 (false) or 1 (true). To make it more simple, if both the bits are 
same, result is zero (bit 0) and if both bits are different, then result is one (bit 1). 

EX-OR is represented by following diagram:



35The Exponent Group of Journals For Information Technology, Volume 5, Number 3, Jun- Aug 2017

Please note that this diagram is just for information. What we require for binary division is following:

Now we may think how would binary division take place with this? The answer is very simple and very similar 
to normal division. We would see that when we see an example. 

3. The reminder of binary division is basically a CRC.

4. We send data and generated CRC along the network. Hence, when receiver receives data, its [Data + CRC]

At receiver end, same divisor is used to divide complete data unit. If remainder is zero, then received data is 
error free and hence can be accepted. Otherwise, receiver identifies errors in data unit. 

The complete flow as explained above is mentioned below:

Sender side:

Receiver side:
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Now we would take an example of how this procedure works. 

Suppose we need to find CRC for Dividend: 11010011101100 

We assume divisor = 1011. Hence as per rule, we need to append 3 zero bits at the end of data. Hence, 
dividend will be:

Dividend: 11010011101100 + 000 = 11010011101100 000

Divisor: 1011 

1011 | 11010011101100000
             1011
             -------
01100011101100 000 (shift divisor 1 bit right)
               1011
               -------
                0111011101100 000
                  1011
                  -------
                   010111101100 000
                     1011
                     -------
                      00001101100 000
                              1011
                              -------
                               0110100 000
                                 1011
                            -------
011000 000
                                   1011
                                   -------
                                    01110 000
                                      1011
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          -------
                                       0101 000
                                         101  1
              -------
                                          000 100 (3 bit Remainder) 

Hence, as we checked, Divisor = 4 bits and Remainder is 3 bits, which suits rule of checksum. 

Therefore complete message would be: 11010011101100 100

Now the received message can easily be verified by performing the above calculation again at receiver side, 
this time with the check value (remainder) added instead of zeroes. The remainder should equal zero if there 
are no detectable errors.

1011 | 11010011101100 100
             1011
              -------
             01100
               1011
               -------
                01110
                   1011
                   -------
                    01011
                      1011 
                      -------
                      00001101
                               1011
                                -------
                                01101
                                  1011
                                  -------
                                   01100
                                     1011
                                      -------
            01110
                                        1011
                                         -------
                                         01011
                                           1011
                                           -------
                                           000000(Zero remainder)

As we see the remainder is zero. Hence, this indicates received data block is correct. 

Advnatges of CRC: 
• Great performance for detecting single-bit, double-but an odd number of errors
• Very effective method for detecting errors
• Hardware implementation is easy

So in this part of our article, we have seen 2 error detection techniques which are checksum and CRC. In 
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next part of this article series, we would have a look at error correction techniques. 

References:
• Computer Networks by J. S. Katre – Reference Books
• TCP / IP Protocol suit by Behrouz A. Forouzan
• Internet
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DDoS Protection- Part 4

- Mohan Raut
Email : raut.mohan@gmail.com

Introduction:-
In the previous article, we did a case study of a DDOS vendor named ARBOR Networks understanding their 
overview of technology that it uses, it’s products offerings & various service models. We looked into the 
ARBOR SP/TMS solution which is used mitigate Volumetric DDOS attacks, APS solution which is used to 
mitigate Application layer Attacks, Arbor’s Security Engineering & Response Team & ATLAS Intelligence Feed 
which is used to feed the ARBOR devices with the latest updates. In this article we would do a case study of 
another vendor named as Incapsula which is been ranked amongst the top in the DDOS space

INCAPSULA:-

a) Incapsula has 27 Global data centres across the globe & offers 1.5TB of global network capacity and 
scrubbing capacity to grip and filter any type of attack. This is considered highest compared to the current 
competition.
b) In addition to scrubbing, it offers content delivery network that maintains web optimization during a 
DDOS, minimizing latency as well as applying advanced content and network optimization techniques.
c) Incapsula’s visitor identification technology can distinguish authentic visitors from malicious clients or 
automated bots, which is critical for identifying and stopping application layer attacks.
d) In addition to deep packet inspection and automated bot detection, Incapsula employs other mitigation 
techniques to thwart DDoS attacks like rate limiting, IP blocking and an enterprise-grade web application 
firewall.
e) Incapsula’s protection service involves customer changing their website’s DNS settings, negating the 
requirement of additional hardware.  Once the customer signs up for the service, Incapsula get customers 
website address, through which it detects customer IP address and calculates its geographical location. After 
customer changes the DNS settings, traffic starts flowing through the company’s content delivery network, 
which is designed to automatically identify and block attacks from DNS servers.

Deployment & Protection Methods:-
Incapsula offers options of two deployment methods: ALWAYS-ON and ON-DEMAND mitigation. With the 
always-on option, the service automatically detects attacks and activates mitigation. You can also use on-
demand mitigation that you only activate when your network is under attack. Incapsula offers unrestricted 
mitigation services, and you can customize a strategy with the company to protect your site.

Incapsula Enterprise offers several different deployment methods: 
• IN THE CLOUD
• ON-SITE 
• HYBRID OF THE TWO



40 The Exponent Group of Journals For Information Technology, Volume 5, Number 3, Jun- Aug 2017

Management Options:-
This DDoS service offers a centralized management dashboard with real-time monitoring, where you can 
access website traffic statistics or examine attacks as they happen, virtually providing thorough visibility of 
your website’s status. The service also issues a full report on a weekly basis. 

How does Incapsula Work: -

Incapsula DDoS Protection is constructed on three ground rules:-
• Present WORLDWIDE to grip the nastiest attacks while not reducing latency. 
• Well-designed software that interprets most intricate application layer attacks 
• Deployment options that give you the flexibility to apply protection at any place.

INCAPSULA has divided their DDOS solution into the following products:-
a) WEBSITE DDOS PROTECTION
b) INFRASTRUCTURE PROTECTION
c) NAME SERVER PROTECTION

Together all the 3 protection mechanism works in sync to shield against all forms of DDOS attacks.

Incapsula global network holds 3Tbps (Terabits per second) of on-demand scrubbing limit and can process 
30 billion attack packets per second , which does provide a platform to mitigate largest of recognised attacks. 
Incapsula claims to provide smooth performance even when the customer network is under attack with 
round trip time of less than 50 milliseconds.

A. WEBSITE DDOS PROTECTION:-

a. It is an always-on service that rapidly alleviates any DDoS attack targeting websites and net programs. 
This automation does assist loose up vital tasks.
b. It compliments Incapsula WAF, which blocks hacking tries and attacks by ways of malicious bots.
c. Incapsula’s Web Protection is based on a network of secure reverse proxies deployed on our globally 
distributed CDN. 
d. Web traffic that is routed through the Incapsula network is terminated by those proxies, permitting 
Incapsula to scrutinize each and every request to the website (the connection level, the request format 
and structure level, and the content level) and identify and block any malicious activity.
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WEBSITE DDOS PROTECTION MECHNASIM in DETAIL:-

The customer under attack needs to change his DNS records so as to ensure that all HTTP/S traffic to the 
customer domain is routed through the Incapsula network.
Incapsula starts acting as a secure proxy, masks your origin server IP and persistently filters incoming traffic—
blocking DDoS traffic while legitimate requests flow through unopposed.
The DDoS filtering process is governed by set of security rules that observe client behaviour, reputation and 
HTTP footprint. 

In addition security challenges, complement the security rules so as to impede DDoS attackers while making 
the process invisible to legitimate clients.

The first picture below shows normal traffic flow & the second one shows INCAPSULA service protecting the 
web services of the customer.

Below is a more granular view of the logical segments of INCAPSULA DDOS solutions which would 
collectively protect the end device.
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IP MASKING
Incapsula prevents direct-to-IP DDoS attacks by hiding the IP of your origin server.

CONTINUOUS TRAFFIC VISIBILITY
Incapsula dashboard provides you with real-time information about incoming traffic and the ability to update 
security policies on-the-fly.



43The Exponent Group of Journals For Information Technology, Volume 5, Number 3, Jun- Aug 2017

B. INFRASTRUCTURE DDOS PROTECTION( IDP)
1. Incapsula Infrastructure Protection safeguards critical network infrastructure by providing DDoS 
mitigation for any application or IP-based service.
2. Incapsula CDN and WAF is combined with IDP to protect web assets and underlying server 
Infrastructure.
3. With exclusive software-defined mesh network that can absorb the Internet’s largest 
Volumetric DDoS attacks.

DETAILED MECHNAISM for INFRASTRUCTURE PROTECTION:-
A. BGP-BASED DDOS MITIGATION

a. The service models supported for this type of mitigation are as follows:-
i. Always-ON
ii. ON-Demand

Traffic switchover can be manual or automatic & complimented with flow based monitoring. Logical 
connectivity perspective the deployment can include Cross Connect, logical GRE tunnels, or through 
Equinix Cloud Exchange.

b. Infrastructure Protection protects entire networks by leveraging Incapsula network’s multi-Terabit 
scrubbing capacity and high-capacity packet processing capabilities to instantly mitigate the largest, 
most sophisticated DDoS attacks.

Below is excellent representation of how BGP based protection would work. 

B. IP PROTECTION: - (PERFECT for public CLOUD (AWS, AzURE, GOOGLE) 
SECURING INDIVIDUAL IP ADDRESSES:-

a) IP PROTECTION protects multiple service types and protocols, including single IP addresses, without 
BGP routing & without an entire CLASS C SUBNET
b) Customers receive a protected IP address from Incapsula that inspects and filters all incoming traffic.
c) A two-way GRE tunnel forwards clean traffic to the origin IP.
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C. DNS server DDOS protection:-

a) Incapsula through its internal architecture prevents illegal DNS queries by acting as a secure proxy 
deployed in front of DNS Server, being the one to first handle the DNS Queries & forwards only legitimate 
queries to the DNS Server.
b) In-built security mechanism like setting threshold to rate limit DNS queries, reputation filter, rate-based 
heuristics are used to protect the devices
c) In addition to protection, Incapsula ensure legitimate queries to be cached for a set period of time, such 
that all subsequent queries are resolved directly from a nearest location on Incapsula network.
d)  This helps fast-tracks performance and declines the load on your own DNS server.

Incapsula for protecting against APPLICATION LAYER ATTACKS:-
Incapsula uses a grouping of series of progressive challenges, behaviour and reputation analysis, 
crowdsourcing, rate-based heuristics & is able to distinguish legitimate website visitors from malicious bots. 
Below is a very detailed description for each of the technology that is been imprinted by INCAPSULA for 
protecting its customers.

Client Classification:-
a) Client classification includes automatic identifying, classifying, and blocking malicious bots. 
b) Client classification lets you identify and filter out these bots by comparing signatures and examining 
attributes such as IP and ASN info, HTTP headers, cookie support variations, JavaScript footprint and other 
telltale signs. 
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c) It also distinguishes between humans and bot traffic, between “good” and “bad” bots, and identifies 
AJAX and APIs.

IP Reputation:-
a) DDoS mitigation services that operate globally are positioned to perform wide-scale analysis on 
automated clients. Once a bad bot is identified, a signature is created for it and circulated all over the 
globe so as to screen their respective networks.
b)  This type of crowdsourcing enables disparate websites across the entire network to actively participate 
in their own security, thereby benefitting the whole.

Progressive Challenges:-
a) Progressive challenges are designed to ensure the optimal balance between strong DDoS protection 
and an uninterrupted user experience. 
b) The idea is to minimize false positives by using a set of transparent challenges (e.g. cookie support, 
JavaScript execution, etc.) to provide pinpoint identification of the client (human or bot, “good,” or “bad”).

Behaviour Anomaly Detection:- 
a) These rules are used to identify possible instances of sophisticated Layer 7 attacks.
b) This layer acts as an automated safety net to catch attacks that may have slipped through the cracks.
c) These rules detect behavioural patterns that are clearly non-human and may indicate hijacked or 
malware-infected host computers being remotely controlled to carry out a DDoS attack.

Identifying Web Threats and Malware:-
a) Use a web application firewall to ensure that your website or application is always protected against any 
type of applicative hacking attempt (e.g. SQL injection, cross site scripting, illegal resource access, remote 
file inclusion, and other top 10 OWASP threats.)
b) These traditional attack methods can be used in conjunction with DDoS assaults in multivector attacks.

Incapsula for Cloud Providers
Incapsula does provide solid DDOS solutions for cloud as well, few of the details can be seen below.

Incapsula DDoS Protection for Google Cloud Platform (GCP)
• Incapsula has global network delivers 2+ Tbps of total scrubbing capacity
• Less than 0.01% false positive rate for uninterrupted user experience
• 99.999% uptime SLA with 24x7 SOC support
• Always-on option ensures early detection and fast mitigation of DDoS attacks
• On-boarding of always-on option in minutes via simple DNS change 

Following are few of the important features of Incapsula that it does offer for customer hosting their services 
on GCP.

DDoS Protection
Incapsula secures your hosted websites and applications against all types of volumetric & application layer 
DDoS attack.
Automatic detection and transparent mitigation of DDoS penetrations minimizes false positives.

Web Application Firewall (WAF)
Custom rule engine, backdoor shell protection, an IP reputation system and integrated two-factor 
authentication, sophisticated traffic profiling and crowdsourcing techniques are fully leveraged so as to provide 
Enterprise-grade, PCI-certified WAF solution which protects end customers Google-hosted application 

against web threats and vulnerabilities, including OWASP Top 10 threats.
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CDN
Incapsula transports full site acceleration through smart caching techniques and content optimization tools 
across a globally distributed network.  Incapsula’ s  application-aware CDN dynamically profiles your website 
to maximize cacheable content (dynamic and static), while ensuring that the most frequently accessed 
resources are always delivered from memory.

Load Balancing
Cloud-based, application-aware load balancing optimizes load distribution based on the actual flow of traffic 
to each virtual server. Incapsula supports local and global server load balancing (GSLB), geo-balancing across 
Compute Engine instances in multiple regions and near-instantaneous re-routing and failover. Real-time 
monitoring enables data-driven response to changes in traffic flow.

How does Incapsula detect and mitigate application level DDoS attacks?
IncapRules a custom security rule engine &  always-on threat monitoring ensures real-time detection of 
application-level attacks enables quick creation and instant transmission of custom security measures to 
block these assaults.
Application-level attacks mimic legitimate user behaviour to avoid detection & hence above approach does 
provide futile.
Incapsula offers cloud-based DDoS protection for enterprises hosting their websites and applications on 
Google Cloud. 

As data and applications move to GCP so does the increased threat of web attacks like SQL injections, cross 
site scripting (XSS), hacking attempts, bad bots and application layer DDoS floods.
While GCP includes a number of basic security features such as data encryption, authentication and 
vulnerability scanning, it still recommends using an expert solution for protection against Web attacks, bots, 
and application layer DDoS.
Incapsula protects Google-hosted applications from all web and DDoS attacks, filtering out malicious traffic 
before it reaches Google Cloud Platform.
Incapsula deploys any of the above mentioned deployment models & with the help of automatic daily 
updates of bot signatures & reputation lists and requesting customers in GCP to change the DNS, it does 
provide holistic  DDOS protection across their entire infrastructure—on premises, private and public cloud.

GCP PROTECTION MODELS:

Use Case #1 (With Google Load Balancer)
a) Google Load Balancing provides elasticity to help customers deal with high resource requests during 
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targeted attacks & provides benefits with Network or/and HTTP(S) load balancing.
b) Google Cloud provides server-side load balancing to distribute incoming network traffic across multiple 
virtual machine instances.
c) Incapsula complements the security services that Google provides, and provides an additional layer of 
protection that front-ends the traffic before it reaches the Google Layer 7 Load Balancer. 
d) All types of attacks are mitigated by Incapsula even before they reach the Load Balancer.

Use Case #2 (Hybrid Deployments)
a) Incapsula provides a unique way of protecting customers who have hybrid deployments that may 
include some workloads running in Google Cloud, and other workloads running in a private cloud, on-
premise or other public clouds.
b) Incapsula seamlessly frontends all of their diverse deployments and provides a single pane of glass to 
monitor and enforce policies across all deployments. 
c) This ensures that the security policies are identical between GCP and the customer’s on-premise 
deployment, and makes migration of security architecture to GCP as easy as making a DNS change

Use Case #3 (Without Google Load Balancer)
If a customer is using Google Cloud Platform services (e.g. Compute Engine) without Google Load Balancing, 
Incapsula provides Web Application Firewall, DDoS Mitigation, and Content Acceleration Network Services 
(CDN). 
This very comprehensive Layer 3, Layer 4 and Layer 7 protection prevents volumetric and more sophisticated 
application layer attacks from taking websites and applications out of service attacks. 

Global DDoS Threat Landscape Q3 2016:-
1. Application Attacks are up by 22.2 percent, averaging 833 attacks per week, which peaked at 173,633 
RPS (requests per second), surpassing the Q2 2016 high by more than 60 percent.  28.2 percent of attacks 
lasted over an hour
2. 54.7 percent of targets faced repeated assaults. On average, a targeted website was hit 9.2 times over 
the 90-day period.
3. UK is the second most attacked country four quarters in a row. 79.2 percent of attacks targeted US, UK 
and Japan
4. Complex attacks accounted for 35.9 percent of network layer assaults this quarter.
5. 85.7 percent of attacks originated from China, Vietnam and S. Korea

Summary:- 
a) Using Incapsula’s enterprise-level DDoS protection, customer may outsource it site’s security and 
protect it from DDoS attacks. 
b) The cloud-based service does not require additional hardware unless you elect a hybrid approach, and 
with a robust network of 1.5TB and 27 scrubbing centres, Incapsula is more than capable of protecting 
your site from a variety of DDoS attacks.
c) With intelligent content caching and network optimization, visitors should not experience any slowdown 
or delays caused by traffic rerouting or scrubbing.

In the next article we would do a case-study of another DDOS vendor.

References:- 
• https://www.incapsula.com/ddos-protection-services.html
• https://www.incapsula.com/resources/white-papers.html
• https://www.incapsula.com/website-security/
• http://www.toptenreviews.com/business/internet/best-ddos-protection-services/incapsula-enterprise-
review/
• https://www.incapsula.com




