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Editorial

- Bhargav Gulavani
Email : bhargav.gulavani@gmail.com

In this volume we present artcles covering a broad
spectrum of Informaton Technology. We frst present
the latest news from IT world. Afer the news secton,
we start with an artcle on the importance and various
kinds of dashboards used in enterprises for decision
making. We then present an artcle on efectvely
managing e-waste. We next have an artcle on quickly
building a RESTful web service which is bound to be
of interest to students and IT professionals. Finally
we cover two artcles on increasing our awareness
about technology and IT, in partcular. The frst
artcle briefy describes history and tmeline of a very
popular technology company SAP, and the second
artcle talks about best practces to avoid falling in
phishing trap while using computng devices for
ocial or fnancial purposes.

Dashboards give concise but comprehensive
informaton about specifc aspects of businesses.
With automaton being used for various actvites
within enterprises, large amounts are data about
various business actvites is available. It is imperatve
for business leaders and management to gain insights
from these data feeds in order to improve their
processes, or tune their strategies or improve their
tactcs. In the artcle “Choose the Right Dashboard”,
the author discusses various kinds of dashboards
used in enterprises along with their key applicaton
domains. The author further discusses how to
choose the specifc dashboard type depending upon
the needs.

Rapid changes in technology, falling prices due to
mass producton and planned obsolescence have
resulted in huge consumpton of electrical and
electronic devices over the last couple of decades.
Consequently, it has resulted in fast growing surplus

of electronic waste, aka e-waste, which consists
of end-of-life or discarded electronic or electrical
appliances, e.g.,, discarded computers, o¥ce
electronic equipment, entertainment devices, mobile
phones, television sets, cooling appliances, etc. In
the artcle on “E-waste”, the author describes how
grave the problem of managing e-waste has become
these days. Considering the fact that e-waste consists
of valuable materials as well as hazardous and toxic
materials, the author describes several mechanisms
for efectve management of e-waste in order to
alleviate the problem of e-waste.

Web services have become the backbone of web
based applicatons, mobiles apps, and cloud services.
Over the years, internet has grown into a complex
mesh of interconnected and interdependent services,
and REST has evolved into a popular and widely
accepted method of designing and implementng web
services. The artcle “RESTful web services” delves
into building REST based web services. In this artcle,
the author explains principles of REST and discusses
typical modularizaton of RESTful web services. The
main goal of this artcle is a step-by-step tutorial for
coding up a REST web service in Java language.

In the artcle on “SAP Company Profle”, the author
describes inital motvatons and goals of SAP’s
founders in startng the new business. This artcle
describes history and tmeline of SAP while focusing
on the range of sofware products and their global
presence. The author lucidly describes SAP’s
journey from a small scale ERP sofware company to
multnatonal and mult-industry sofware company,
which is very unique compared to other technology
companies.
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With the proliferaton of low cost networked
computng devices and widespread use of technology
for entertainment, communicaton, and e-commerce,
our dependence on online fnancial transactons
and digital secrets, e.g. passwords, has increased
enormously. As such it is easy for malicious people to
trick a naive user into revealing his/her digital secrets,
or inducing them into fraudulently transferring funds
to unintended enttes by impersonatng a trusted
individual, or by impersonatng a trusted website.
Such fraudulent practce of sending electronic
communicaton to induce individuals in revealing
sensitve informaton is called phishing. In the artcle
“Beware of phishing”, the author educates us on

various kinds of phishing atacks and illustrates
several preventve measures to avoid falling into the
phishing trap. The author enumerates some popular
phishing atacks in recent history and explains
how they were carried out. Finally, the author also
gives several avenues for reportng phishing atack
atempts so as to help nab the perpetrators and
educate the larger community about the phishing
atempt.

We conclude this volume with a brief Trivia on IT.
Hope you fnd this volume informatve and useful in
your day-to-day actvites.
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producton techniques can
signifcantly reduce waste
generaton. New or updated
equipment can use process
materials more efciently
producing less waste.

Modifying existng process
equipment can be a very cost-
efectve method of reducing
waste generaton. In many
cases the modifcaton can just
be relatvely simple changes
in the way the materials are
handled within the process
to ensure that they are not
wasted.

can be recycled or reused.

o Recovery and Reuse

This technique could eliminate
waste disposal costs, reduce
raw material costs and provide
income from a saleable waste.

Waste can be recovered on-
site, or at an of-site recovery
facility, or through inter
industry exchange.

Recycling of  hazardous
products has litle
environmental beneft if it
simply moves the hazards

into  secondary  products
that eventually have to be
disposed of. Unless the goal is
to redesign the product to use
non-hazardous materials, such
recycling is a false soluton.

o Volume Reducton

= Volume reducton includes
those techniques that remove
the hazardous porton of a
waste from a non-hazardous
porton. These techniques are
usually to reduce the volume,
and thus the cost of disposing
of a waste material.

Sustainable Product Design

Minimizaton of hazardous wastes should be at
product design stage itself keeping in mind the

= The techniques that can be following factors: -

used to reduce waste-stream
volume can be divided into
2 general categories: source
segregaton and waste
concentraton. .

= Rethink the product design: Eforts should be
made to design a product with fewer amounts
of hazardous materials.

Use of renewable materials and energy:
Bio-based plastcs are plastcs made with
plant-based chemicals or plant-produced
polymers rather than from petrochemicals.

= Segregaton of wastes is in
many cases a simple and

economical technique for . .
Bio-based toners, glues and inks are used
waste reducton. Wastes
.. : more frequently.
containing diferent types
of metals can be treated » Use of non-renewable materials that are

separately so that the metal
value in the sludge can be
recovered.

safer: Because many of the materials used
are non-renewable, designers could ensure
the product is built for re-use, repair and/or

upgradeability.
= Concentraton of a waste Pg y

stream may increase the
likelihood that the material
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Management Options

Considering the severity of the problem, it is
imperatve that certain management optons be
adopted to handle the bulk e-wastes. Following are
some of the management optons suggested for the
government, industries and the public.

= Responsibilites of the Government

(@)

22

Government should set up regulatory
agencies in each district, which are
vested with the responsibility of co-
ordinatng and consolidatng the
regulatory functons of the various
government authorites regarding
hazardous substances.

It should be responsible for providing
an adequate system of laws, controls
and administratve procedures for
hazardous waste management. A
comprehensive law that provides
e-waste regulaton and management
and proper disposal of hazardous
wastes is required.

It must encourage research into
the development and standard of
hazardous waste  management,
environmental monitoring and the
regulaton of hazardous waste-
disposal.

Government should enforce strict
regulatons against dumping e-waste
in the country by outsiders. Where the
laws are fouted, stringent penaltes
must be imposed.

It should enforce strict regulatons and
heavy fnes levied on industries, which
do not practce waste preventon and
recovery in the producton facilites.

Governments should encourage and
support NGOs and other organizatons
to involve actvely in solving the
naton’s e-waste problems.

Uncontrolled  dumping is an
unsatsfactory method for disposal
of hazardous waste and should be
phased out.

It should explore opportunites to
partner with manufacturers and
retailers to provide recycling services.

= Responsibility and Role of industries

o

o

Generators of wastes should take
responsibility to determine the
output characteristcs of wastes
and if hazardous, should provide
management optons.

All personnel involved in handling
e-waste in industries should be
properly qualifed and trained.
Companies can adopt their own
policies while handling e-wastes.
Some are: -

= Use label materials to assist in
recycling (partcularly plastcs).

= Standardize components for
easy disassembly.

= Re-evaluate ‘cheap products’
use, make product cycle
‘cheap’ and so that it has
no inherent value that
would encourage a recycling
infrastructure.

= Create computer components
and peripherals of
biodegradable materials.

= Utlize technology sharing
partcularly for manufacturing
and de manufacturing.

= Encourage / promote / require
green  procurement  for
corporate buyers.

= Look at green
optons.

packaging
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o Companies can and should adopt
waste minimizaton techniques, which
will make a signifcant reducton in
the quantty of e-waste generated
and thereby lessening the impact on
the environment.

o Manufacturers, distributors, and
retailers should undertake the
responsibility of recycling/disposal of
their own products.

o Manufacturers of computer monitors,
television sets and other electronic
devices containing hazardous
materials must be responsible for
educatng consumers and the general
public regarding the potental threat
to public health and the environment
posed by their products.

Responsibilites of the Citzen

o Donatng electronics for reuse
extends the lives of valuable products
and keeps them out of the waste
management system for a longer
tme. But care should be taken while
donatng such items i.e. the items
should be in working conditon.

o Reuse, in additon to being an
environmentally preferable
alternatve, also benefts society. By
donatng used electronics, schools,
non-proft organizatons, and lower-
income families can aford to use
equipment that they otherwise could
not aford.

o E-wastes should never be disposed
with garbage and other household
wastes. This should be segregated at
the site and sold or donated to various
organizatons.

o While buying electronic products opt
for those that: -

= are made with fewer toxic

consttuents
= use recycled content
= are energy efcient

= are designed for
upgrading or disassembly

easy

= utlize minimal packaging

= ofer leasing or take back
optons

= have been certfed by
regulatory authorites

o Customers should opt for upgrading
their computers or other electronic
items to the latest versions rather
than buying new equipment.

me -

Recycle Your
E-waste

ot

(e e
Recycling

E-waste recyclingisthe reuse and reprocessing
of electrical and electronic equipment of any
type that has been discarded or regarded as
obsolete.

It is a growing trend and was initated to
protect human and environmental health
mainly due to the widespread environmental
polluton impacts of e-waste.

Recycling Techniques

In many developed countries, electronic
waste processing usually frst involves
dismantling the equipment into various parts
(metal frames, power supplies, circuit boards,
plastcs), ofen by hand, but increasingly by
automated shredding equipment.
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The advantages of this process are the
human’s ability to recognize and save
working and repairable parts, including chips,
transistors, RAM, etc. The disadvantage is
that the labor is cheapest in countries with
the lowest health and safety standards.

Inanalternatve bulk system,ahopperconveys
material for shredding into an unsophistcated
mechanical separator, with screening and
granulatng machines to separate consttuent
metal and plastc fractons, which are sold to
smelters or plastcs recyclers. Such recycling
machinery is enclosed and employs a dust
collecton system.

Leaded glass from CRTs is reused in car
bateries, ammuniton, and lead wheel
weights, or sold to foundries as a fuxing agent
in processing raw lead ore. Copper, gold,
palladium, silver and tn are valuable metals
sold to smelters for recycling. Hazardous
smoke and gases are captured, contained and
treated to mitgate environmental threat.
These methods allow for safe reclamaton of
all valuable computer constructon materials.

An ideal electronic waste recycling plant
combines dismantling for component
recovery with increased cost-efectve
processing of bulk electronic waste.

Reuse is an alternatve opton to recycling
because it extends the lifespan of a device.
Devices stll need eventual recycling, but by
allowing others to purchase used electronics,
recycling can be postponed and value gained
from device use.

Many companies allow staf to take their
obsolete hardware for home use, in return for
a small fee. These funds can either be used to
ofset the expense of buying new hardware,
or as a donaton to a nominated charity.

To ensure the data is not retrievable,
companies need to use professional data
wiping tools, which wipes all of the previously
saved fles from a computer’s hard-drive,

or any form of hard-drive for that mater,
by overwritng the entre hard-drive with
meaningless data, essentally copying over
the existng fles in such a way that they are
unrecoverable. Once the memory has been
thoroughly wiped and checked, companies
are then able to repurpose this hardware.

Sometmes, companies are able to simply
donate equipment to schools and colleges in
their area. However, there will be limitatons
as to what they can make use of. Some
schools and colleges may also wish to use
older hardware as practce rigs for students
to gain hands-on experience with assembling
computers.

Benefits of Recycling

Recycling raw materials from end-of-life
electronics is the most efectve soluton to
the growing e-waste problem. Most electronic
devices contain a variety of materials,
including metals that can be recovered for
future uses.

By dismantling and providing reuse
possibilites, intact natural resources are
conserved and air and water polluton caused
by hazardous disposal is avoided.

Additonally, recycling reduces the amount
of greenhouse gas emissions caused by the
manufacturing of new products.

Another beneft of recycling e-waste is that
many of the materials can be recycled and re-
used again.

Materials that can be recycled include
“ferrous (iron-based) and non-ferrous metals,
glass, and various types of plastc.” “Non-
ferrous metals, mainly aluminum and copper
can all be re-smelted and re-manufactured.
Ferrous metals such as steel and iron can also
be re-used.

Due to the recent surge in popularity in
3D printng, certain 3D printers have been
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designed to produce waste that can be easily Conclusion

recycled which decreases the amount of
harmful pollutants in the atmosphere. The
excess plastc from these printers that comes
out as a by-product can also be reused to
create new 3D printed creatons.

Benefts of recycling are extended when
responsible recycling methods are used.
Responsible  recycling  ensures  best
management practces of the electronics
being recycled, worker health and safety, and
consideraton for the environment locally and
abroad.

E-Parisaraa Pvt. Ltd, India’s frst Government
authorized electronic waste recycler, is
engaged in handling, recycling and reusing
of Waste Electrical and Electronic Equipment
(WEEE) in eco-friendly way. Its objectve is
to create an opportunity to transfer waste
into socially and industrially benefcial raw
materials like valuable metals, plastcs and
glass using simple, cost e¥cient, home
grown, environmental friendly technologies
suitable to Indian Conditons. (Reference -
htp://ewasteindia.com/)

In the U.S., responsible recycling aims to
minimize the dangers to human health
and the environment that disposed and
dismantled electronics can create.

In Europe, metals that are recycled are
returned to companies of origin at a reduced
cost.

Through a commited recycling system,
manufacturers in Japan have been pushed to
make their products more sustainable.

Since many companies were responsible
for the recycling of their own products, this
imposed responsibility on manufacturers
requiring many to redesign their
infrastructure. As a result, manufacturers
in Japan have the added opton to sell the
recycled metals.

Electronic waste or e-Waste describes old,
end-of-life or discarded appliances using
electricity; for example, discarded computers,
ofce electronic equipment, entertainment
devices, mobile phones, television sets,
cooling appliances, etc.

Rapid changes in technology, falling prices,
and planned obsolescence (product designed
with limited life) have resulted in a fast-
growing surplus of electronic waste around
the globe.

E-Waste contains both valuable materials as
well as hazardous materials which require
special handling and recycling methods.

Electronics contain numerous toxins, such
as cadmium, mercury and lead, that when
tossed in a landfll can leach into the ground,
contaminatng water sources and threatening
communites as well as endangering the
health of workers when improperly handled.

Proper control over the materials used in the
manufacturing process is an important way to
reduce waste generaton.

Reducton of waste generaton can be
accomplished by changing the materials used
to make the product or by the more eFcient
use of input materials in the producton
process or both.

Reuse of electronic equipment could
eliminate waste disposal costs, reduce raw
material costs and provide income from a
saleable waste.

Recycling raw materials from end-of-life
electronics is the most efectve soluton to
the growing e-waste problem.
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RESTful Web Services

- Nikhil Bhalwankar

Email : bhalwankar.nikhil@gmail.com

Introduction

Current technological era is definitely the era of
mobile apps. Lots of mobile applications for daily
usage are getting developed day by day. Most of the
e-commerce websites also have dedicated Android,
iPhone and iPad apps for simplicity and ease of
business. Not only e-commerce but almost all the
industrial sectors are moving towards development
of apps for their daily routine work and for the ease
of business. Governments are also not exceptions to
this trend. In short, after the rapid development and
use of mobile applications worldwide, it’s necessary
to have a dedicated mobile app for the website which
runs business for the organization.

In such cases there is a dire need for the common
platform which can be used by both the mobile
applications as well as the websites to process the
data and handle user requests. Mobile applications
and the websites will work as front ends which will
interact with the users. The user requests which
require access to data from the database will be
handled by the RESTful Web Services. These RESTful
web services will be invoked by the website / mobile
application in order to process the data. REST serves
as the one common platform which is reusable by
both websites and mobile applications.

RESTful Web Service Architecture

It's necessary to understand REST concept in brief in
order to understand RESTful Web Services. REST is
a short name for Representational State Transfer.
It relies on a stateless, client-server, cacheable
communications protocol. In Almost all the cases,

HTTP protocol is used for REST architecture.

REST architecture is used for developing network
based applications. The motive behind use of REST
is to use simple HTTP requests between machines
rather than using complex technologies such as
SOAP, CORBA or RPC.

Below is the flow of how a particular user request
Is processed by RESTful Web Service architecture.
The flow gets processed in 3 levels. Below are the 3
levels,

1) User interface (websites, mobile applications)
2) RESTful Web Services
3) Database access via Hibernate or Spring Data JPA

e
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e On the client side, user accesses the website
or the mobile applicaton.

e User accesses the webpage for which data
needs to be accessed from database.

e Request for the data is sent from website or
the mobile applicaton in the form of GET,
POST, and PUT, PATCH or DELETE Request
URI. The Request URI is nothing but the HTTP
call to RESTful Web Service from the mobile
applicaton or the website.

e TheRequest URIis handled on the Applicaton
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Server side. Applicaton Server has three main
components.

RESTful Controller accepts incoming requests
from the website / mobile applicaton. This
incoming request is nothing but the HTTP request
to access the data.

RESTful Controller routes the request to Service
Layer. The service layer contains the applicaton
logic to get data via Data Access Objects (DAOS).

Data Access Layer is handled by Hibernate DAOs
or Spring Data JPA Repositories. The DAOs or JPA
Repositories have the logic writen in the form
of HQL (Hibernate Query Language) / Criteria
Queries / JPQL (Java Persistence Query Language)
to interact with the database layer.

The Database Layer contains database engine
(MySQL, Oracle, SQL Server, Postgre SQL etc.)
which provides the necessary data to the DAOs
depending upon the logic writen at the Data
Access Layer side.

Data Access Layer sends DAOs to Service Layer
which in turn sends the DAOs to the RESTful
Controller. The RESTful Controller sends the data
back in the form of JSON or XML back to the
website or the mobile applicaton i.e. client side.
The JSON / XML data gets parsed at the client
side in the form which can be understood by the
end user. Then the necessary data is provided to
the user.

Complete Code Example for Understanding
RESTful Web Services

A

28

Introducton

Complete code example including code for all
three layers discussed above is given below. The
example shows demonstraton for performing
CRUD operatons (Insert, Update) and select
data via RESTful Web Service with Hibernate
queries. The project is built using eclipse with
Spring framework and Maven. It is assumed
that the reader is aware of Spring and Hibernate

B.

C.

frameworks.

Create maven project in Eclipse
Create a new simple Maven Project in Eclipse.

Documentaton for the same is readily available
online.

Create pom.xml
A Project Object Model or POM is the

fundamental unit of work in Maven. It is an XML
fle that contains informaton about the project
and confguraton details used by Maven to build
the project. It contains default values for most
projects. It contains details of various versions for
Spring Framework, Maven Version, Hibernate,
JDBC, Servlet API, and Jackson Mapper for JSON
parse etc. The necessary dependency .jar fles get
automatcally downloaded depending upon the
contents of this fle.

<?xml version="1.0" encoding="UTF-8"?>
<project xmIns="http://maven.apache.org/

POM/4.0.0”

xmlns:xsi="http.//www.w3.0rg/2001/

XMLSchema-instance”

xsi:schemalLocaton="http://maven.apache.org/

POM/4.0.0

http://maven.apache.org/xsd/maven-

4.0.0.xsd”>

<modelVersion>4.0.0</modelVersion>
<groupld>restul</groupld>
<artfactld>restul</artfactld>
<packaging>war</packaging>
<version>0.1</version>
<descripton>restul</descripton>

<repositories>

<repository>

<id>java.net</id>
<url>htp://download.java.net/maven/2/</url>
</repository>

</repositories>

<build>
<plugins>
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<plugin>

<artfactld>maven-compiler-plugin</artfactid>

<confguraton>
<source>1.6</source>
<target>1.6</target>
</confguraton>
</plugin>

<plugin>
<artfactld>maven-war-plugin</artfactld>
<version>2.0.1</version>

</plugin>

</plugins>

</build>

<dependencies>

<dependency>
<groupld>javax.servlet</groupld>
<artfactld>servlet-api</artfactld>
<version>2.5</version>
</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artfactld>spring-beans</artfactld>
<version>${org.springframework.version}</
version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artfactld>spring-jdbc</artfactld>
<version>${org.springframework.version}</
version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artfactld>spring-web</artfactld>
<version>${org.springframework.version}</
version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artfactld>spring-webmvc</artfactlid>
<version>${org.springframework.version}</

version>
</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artfactld>spring-orm</artfactld>
<version>${org.springframework.version}</
version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artfactld>spring-aspects</artfactid>
<version>${org.springframework.version}</
version>

</dependency>

<dependency>
<groupld>org.hibernate</groupld>
<artfactld>hibernate-enttymanager</
artfactld>
<version>3.3.2.GA</version>
</dependency>

<dependency>
<groupld>taglibs</groupld>
<artfactld>standard</artfactld>
<version>1.1.2</version>
</dependency>

<dependency>
<groupld>javax.servlet</groupld>
<artfactld>jstl</artfactld>
<version>1.1.2</version>
</dependency>

<dependency>

<groupld>mysql</groupld>
<artfactld>mysql-connector-java</artfactld>
<version>5.1.10</version>

</dependency>

<dependency>
<groupld>commons-dbcp</groupld>
<artfactld>commons-dbcp</artfactlid>
<version>20030825.184428</version>
</dependency>
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<dependency>
<groupld>commons-pool</groupld>
<artfactld>commons-pool</artfactld>
<version>20030825.183949</version>
</dependency>

<dependency>
<groupld>javax.transacton</groupld>
<artfactld>jta</artfactld>
<version>1.1</version>
</dependency>

<I-- Jackson JSON Mapper -->
<dependency>
<groupld>org.codehaus.jackson</groupld>
<artfactld>jackson-mapper-asl</artfactld>
<version>1.7.1</version>

</dependency>

<dependency>
<groupld>org.springframework.security</
groupld>
<artfactld>spring-security-core</artfactld>
<version>3.1.0.RELEASE</version>
</dependency>

<dependency>
<groupld>commons-codec</groupld>
<artfactld>commons-codec</artfactid>
<version>1.4</version>

</dependency>

<dependency>
<groupld>javax.ws.rs</groupld>
<artfactld>jsr311-api</artfactid>
<version>1.1.1</version>
<scope>provided</scope>
</dependency>

</dependencies>

<propertes>

<org.springframework.version>3.1.1.RELEASE</

org.springframework.version>

<project.build.sourceEncoding>UTF-8</project.

build.sourceEncoding>
</propertes>

</project>

This should automatcally start downloading
maven jar fles related to the
pom.xml entries. If not, then

1) right click on project from project explorer
2) Select Run As -> Maven Install

D. web.xml fle

Java web applicatons use a deployment
descriptor fle to determine how URLs map to
servlets, which URLs require authentcaton, and
other informaton. This fle is named web.xml
and resides in the applicaton’s .war fle under
the WEB-INF/ directory. web.xml is part of the
servlet standard for web applicatons.

<?xml version =*1.0 “ encodin g = “UTF-8 “?>
<web-app xmlns:xsi="http.//www.w3.0rg/2001/
XMLSchema-instance”
xmlins="http://java.sun.com/xml/ns/javaee”
xmlns:web="http://java.sun.com/xml/ns/
javaee/web-app_2 5.xsd”
xsi:schemalLocaton="http://java.sun.com/xml/
ns/javaee
http://java.sun.com/xml/ns/javaee/web-
app_2_5.xsd”
id="WebApp_ID” version="2.5">

<display-name>restul</display-name>
<welcome-fle-list>
<welcome-fle>index.html</welcome-fle>
</welcome-fle-list>

<servlet>
<servlet-name>spring</servlet-name>
<servlet-class>
org.springframework.web.servlet.
DispatcherServlet

</servlet-class>
<load-on-startup>1</load-on-startup>
</servlet>

<servlet-mapping>
<servlet-name>spring</servlet-name>
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<url-patern>/</url-patern>
</servlet-mapping>
</ web-ap p>

. spring-servlet.xml File

This fle containsinformaton about the dispatcher

servlet which will run. It also has references to,
e Database connecton propertes

¢ Hibernate confguraton

e Message bundle (optonal)

e JSON Data Handler (Jackson Message

Converter)
e Database Access Credentals

<? xml version = “1.0 “ encodin g = “UTF-8 “?>
<beans xmins="http.//www.springframework.
org/schema/beans”
xmlns:xsi="http.//www.w3.0rg/2001/
XMLSchema-instance”
xmins:aop="http.//www.springframework.org/
schema/aop”
xmlns:context="http://www.springframework.
org/schema/context”
xmins:jee="http://www.springframework.org/
schema/jee”
xmins:lang="http://www.springframework.org/
schema/lang”
xmins:p="http.//www.springframework.org/
schema/p”
xmlins:tx="http.//www.springframework.org/
schema/tx”
xmins:utl="http.//www.springframework.org/
schemay/util”
xmins:mvc="http://www.springframework.org/
schema/mvc”
xsi:schemalLocaton="http.//www.
springframework.org/schema/beans
http://www.springframework.org/schema/
beans/spring-beans.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/
spring-aop.xsd
http://www.springframework.org/schema/
context
http://www.springframework.org/schema/
context/spring-context.xsd

http://www.springframework.org/schema/jee
http://www.springframework.org/schema/jee/
spring-jee.xsd
http://www.springframework.org/schema/lang
http://www.springframework.org/schema/lang/
spring-lang.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/
spring-tx.xsd
http://www.springframework.org/schema/util
http://www.springframework.org/schema/util/
spring-util.xsd
http://www.springframework.org/schema/mvc
http://www.springframework.org/schema/mvc/
spring-mvc.xsd”>

<context:annotaton-confg />
<context:component-scan base-package="com.
restful” />

<bean id="messageSource”
class="org.springframework.context.support.
ReloadableResourceBundleMessageSourc
o>

<property name="basename”
value="classpath:messages” />

<property name="defaultEncoding”
value="UTF-8" />

</bean>

<bean id="propertyConfigurer”
class="org.springframework.beans.factory.
config.PropertyPlaceholderConfigurer”
p:locaton="/WEB-INF/jdbc.properties” />

<bean id="dataSource” class="org.apache.
commons.dbcp.BasicDataSource”
destroy-method="close”
p:driverClassName="5{jdbc.driverClassName}”
p:url="s{jdbc.databaseurl}”
p:username="5{jdbc.username}”
p:password="5{jdbc.password}” />

<bean id="sessionFactory”
class="org.springframework.orm.hibernate3.
LocalSessionFactoryBean”>

<property name="dataSource” ref="dataSource”
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/>

<property name="configlLocation”>
<value>/WEB-INF/hibernate-cfg.xml</value>
</property>

<property name="configurationClass”>
<value>org.hibernate.cfg.
AnnotatonConfguraton</value>
</property>

<property name="hibernateProperties”>
<props>

<prop key="hibernate.dialect”>${jdbc.dialect}</
prop>

<prop key="hibernate.show_sql”>true</prop>
</props>

</property>

</bean>

<tx:annotaton-driven />

<bean id="transactionManager”
class="org.springframework.orm.hibernate3.
HibernateTransactionManager”>

<property name="sessionFactory”
ref="sessionFactory” />

</bean>

<bean id="passwordEncoder”
class="org.springframework.security.

authentication.encoding.ShaPasswordEncoder”
/>

<bean id="jacksonMessageConverter”
class="org.springframework.http.converter.json.
MappingJacksonHttpMessageConvert
er”></bean>

<bean
class="org.springframework.web.servlet.mvc.
annotation.AnnotationMethodHandlerAd

apter”>
<property name="messageConverters”>
<list>
<ref

bean="jacksonMessageConverter” />

F.

</list>
</property>
</bean>

<mvc:annotaton-driven />
</beans>

jdbc.propertes File
This fle contains informaton about database

connecton details.

jdbc.driverClassName= com.mysql.jdbc.Driver
jdbc.dialect=org.hibernate.dialect. MySQLDialect
jdbc.databaseurl=jdbc:mysql://localhost/
DATADB

jdbc.username=test_user
jdbc.password=test_pwd

hibernate-cfg.xml
This fle contains details about hibernate

framework confguraton. Entty mappings with
session factory are found here.

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE hibernate-confguraton PUBLIC
“-//Hibernate/Hibernate Confguraton DTD//
EN”
“htp://hibernate.sourceforge.net/hibernate-
confguraton-3.0.dtd”>

<hibernate-confguraton>
<session-factory>
<mapping class="com.restful.
Entity.UserEntity”/>
</session-factory>
</hibernate-confguraton>

Restul web service Controller class

This class defnes how Restul Web service will
actually get called, how the parameters are
passed and how the response is sent. Please
refer to REST Architecture present in this artcle
for more informaton.

package com.restul.Ul;
import java.utl.List;
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import java.utl.Map;

import javax.servlet.htp.HtpServletResponse;
import org.springframework.beans.factory.
annotaton.Autowired,

import org.springframework.stereotype.
Controller;

import org.springframework.web.bind.
annotaton.RequestMapping;

import org.springframework.web.bind.
annotaton.RequestMethod;

import org.springframework.web.bind.
annotaton.RequestParam;

import org.springframework.web.bind.
annotaton.ResponseBody;

import com.restul.Entty.UserEntty;

import com.restul.Service.UserDataService;

@Controller
public class RestFulController {

@Autowired
UserDataService userDataService;

@RequestMapping(value = “dataRetrieval”,
method = RequestMethod.GET)

public @ResponseBody List<UserEntty>
getDataFromDatabase(@RequestParam
Map<String, String> requestParams,
HtpServletResponse response) {

response.setContentType(“applicaton/json”);
response.setStatus(200);
return userDataService.getAllUsers();

@RequestMapping(value = “saveData”, method
= { RequestMethod.GET,

RequestMethod.POST })

public @ResponseBody String
saveDatatoDatabase(@RequestParam
Map<String, String> requestParams,
HtpServletResponse response) {

String id = requestParams.get(“id”);
String frstName = requestParams.

get(“frstname”);

String lastName = requestParams.
get(“lastname”);

String emailAddress = requestParams.
get(“emailaddress”);

UserEntty user = new UserEntty();
user.setID(Integer.parseint(id));
user.setFirstName(frstName);
user.setLastName(lastName);
user.setEmailAddress(emailAddress);

userDataService.saveUserDetails(user);
response.setContentType(“applicaton/json”);
response.setStatus(200);

return “Data Saved !”;

}

@RequestMapping(value = “updateData”,
method = { RequestMethod.GET,
RequestMethod.PUT })

public @ResponseBody String
updateDataFromDatabase(@RequestParam
Map<String, String> requestParams,
HtpServletResponse response) {

String id = requestParams.get(“id”);
String frstName = requestParams.
get(“frstname”);

String lastName = requestParams.
get(“lastname”);

String emailAddress = requestParams.
get(“emailaddress”);

UserEntty user = new UserEntty();
user.setiD(Integer.parselnt(id));
user.setFirstName(frstName);
user.setLastName(lastName);
user.setEmailAddress(emailAddress);

response.setContentType(“applicaton/json”);
response.setStatus(200);

if (userDataService.
fndUserByEmail(emailAddress).
equals(“SUCCESS™))
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{

userDataService.
updateUserDetails(user);
return “Data Updated !”;

}else {
return “Data Not Updated !”;
}

}

}

UserEntty.java (Entty class mapped to database
table)

UserEntty.java is the class which is mapped with

the database table USER.

package com.restul. Entty;
import javax.persistence.Column;
import javax.persistence.Entty;
import javax.persistence.ld;
import javax.persistence.Table;

@Entty
@Table(name="USER”)
public class UserEntty {

@Id
@Column(name="1D", nullable=false, length=5)
private int ID;

@Column(name="FNAME”, nullable=false,
length=50)
private String frstName;

@Column(name="LNAME”, nullable=false,
length=50)
private String lastName;

@Column(name="EMAIL”, nullable=false,
length=50)
private String emailAddress;

/**

* the iD
*/

public int getID() {
return ID;

}

/**

* iD the iD to set
*/

public void setID(int iD) {
ID =iD;

}

/**

* the frstName

*/

public String getFirstName() {
return frstName;

}

/**

* frstName the frstName to set
*/

public void setFirstName(String frstName) {
this.frstName = frstName;

}

/**

* the lastName

*/

public String getLastName() {
return lastName;

}

/**

* lastName the lastName to set
*/

public void setLastName(String lastName) {
this.lastName = lastName;

}

/**

* the emailAddress

*/

public String getEmailAddress() {
return emailAddress;

}

/**

* emailAddress the emailAddress to set
*/

public void setEmailAddress(String
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emailAddress) {
this.emailAddress = emailAddress;

}

UserDataService.java and UserDataServicelmpl.

java

These fles make service layer. Data access objects
which interact with the database are called from
these services which in turn provide the data to
the controller class.

UserDataService.java
package com.restul.Service;

import java.utl.List;
import com.restul.Entty.UserEntty;

public interface UserDataService {

public List<UserEntty> getAllUsers();

public void saveUserDetails(UserEntty user);
public void updateUserDetails(UserEntty user);
public String fndUserByEmail(String
emailAddress);

}

UserDataServicelmpl.java

package com.restful.Service;

import java.utl.List;

import org.springframework.beans.factory.
annotaton.Autowired,

import org.springframework.stereotype.Service;
import org.springframework.transacton.
annotaton.Transactonal;

import com.restul.DAO.UserDAO;

import com.restul.Entty.UserEntty;

@Service
public class UserDataServicelmpl implements
UserDataService {

@Autowired
UserDAO userDAO:;

@Transactonal
@Override

public List<UserEntty> getAllUsers() {
return this.userDAO.getAllUsers();

}

@Transactonal
@Override
public void saveUserDetails(UserEntty user)

{

this.userDAO.saveUserData(user);

}

@Transactonal
@Override
public void updateUserDetails(UserEntty user)

{
this.userDAO.updateUserData(user);

}

@Transactonal

@Override

public String fndUserByEmail(String
emailAddress) {

List<UserEntty> userLst = null;
userLst = this.userDAO.fndUserByEmailAddress(
emailAddress);

if(null = userLst && luserLst.isEmpty())

{
return “SUCCESS”;

}
return “FAILURE”;
}
}

. UserDAQ.java and UserDAOImpl.java

These data access objects which communicate
with database in order to retrieve the data using
hibernate framework.

UserDAO.java

package com.restul.DAO;

import java.utl.List;

import com.restul.Entty.UserEntty;

public interface UserDAO {

public List<UserEntty> getAllUsers();

public void saveUserData(UserEntty userEntty);
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public void updateUserData(UserEntty
userentty);

public List<UserEntty>
TndUserByEmailAddress(String emailAddress);

}

UserDAOImpl.java

package com.restul.DAO;

import java.utl.List;

import org.hibernate.SessionFactory;
import org.springframework.beans.factory.
annotaton.Autowired,;

import org.springframework.stereotype.
Component;

import org.hibernate.Query;

import com.restul.Entty.UserEntty;

@Component(“UserDAQ”)
public class UserDAOImpl implements UserDAO

{

@Autowired
private SessionFactory sessionFactory;

@SuppressWarnings(*unchecked”)
@Override

public List<UserEntty> getAllUsers() {
Query query = this.sessionFactory.
getCurrentSession().createQuery(
“select userDetails from UserEntty
userDetails”);

List<UserEntty> userList = null;
userList = query.list();

return userList;

}

@Override

public void saveUserData(UserEntty userEntty)
{

this.sessionFactory.getCurrentSession().
save(userentty);

}

@Override

public void updateUserData(UserEntty
userentty) {
this.sessionFactory.getCurrentSession().

update(userEntty);
}

@SuppressWarnings(*“unchecked”)

@Override

public List<UserEntty>
fndUserByEmailAddress(String emailAddress) {
Query query = this.sessionFactory.
getCurrentSession().createQuery(

“select userDetails from UserEntty userDetails
where

userDetails.emailAddress = :emailAddress”);
query.setString(“emailAddress”, emailAddress);
List<UserEntty> userList = null;

userList = query.list();

return userList;

}

}

Maven Update, Clean and Install
e Right click on Project from project explorer

e Select Maven-> Update Project

e Right click on project from project explorer
e Select Run As -> Maven Clean

e Right click on project from project explorer
e Select Run As -> Maven Install

. Dispatcher Servlet Error

There are chances that you will get below error.

SEVERE: Servlet /restul threw load() excepton
java.lang.ClassNotFoundExcepton:
org.springframework.web.servlet.

DispatcherServlet

Below is how to resolve it.

e Right click on Project

e Select Deployment Assembly

e Add Maven Dependencies directve

. Check how RestFul Web Service works

Let us understand one complete fow of how
the data is sent to the client side. Consider the
example of selectng existng data. This can be
tested using Mozilla Firefox web browser addon
named RESTClient. Using this addon, it is possible
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to simulate GET, PUT, DELETE, POST, OPTIONS,
HEAD requests etc.

SELECT EXISTING DATA
htp://localhost:8080/restul/dataRetrieval

Above url is nothing but the Request URI sent by
the client side (Mozilla addon in this case) to the
Applicaton Layer.

There will be arequest mapping in REST Controller
class for the above URI. Below is the line from the
controller class. Since it’s a data select request,
the request method used is GET.

@RequestMapping(value = “dataRetrieval”,

method = RequestMethod.GET)

The java procedure/method atached to this
mapping is invoking the call to the service layer.
The method signature is as follows,

public @ResponseBody List<UserEntty>
getDataFromDatabase(@RequestParam
Map<String, String> requestParams,
HtpServletResponse response) {

@ResponseBody annotaton informs Spring
framewotk to bind the return value to outgoing
HTTP response. While doing that, Spring will use
HTTP Message converters to convert the return
value to HTTP response body based on Content-
Type presentin request HTTP header. In this case,
the Content Type is JSON.

response.setContentType(“applicaton/json”);

Every request may or may not have request
parameters. But stll method signature has to
have request parameters. Hence the parameter,

Map<String, String> requestParams

The method internally calls the service layer as
follows,

userDataService.getAllUsers();

This service internally contacts Data Access Layer
to retrieve the data in the form of Data Access
Objects DAOs.

return this.userDAO.getAllUsers();

Data Access Layer then uses Hibernate Query
Language to interact with the database (MySQL
in this case). Hibernate Session is created using
Hibernate Session Factory which in turn opens up
a database session to retrieve the data.

@Autowired
private SessionFactory sessionFactory;

Below is the method declaraton for DAO method.
public List<Userentty> getAllUsers()

Below statement creates HQL query which will
retrieve all the data from database based upon
the query writen.

Query query = this.sessionFactory.
getCurrentSession().createQuery(
“select userDetails from UserEntty
userDetails™);

Query is then executed using below statement.
userList = query.list();

The data is returned to the service layer which
in turn returns the data to REST Controller. REST
Controller converts data in JSON format and
sends the JSON HTTP Response back to the client
side.

GET - to be used when the Request URI is
requestng the data from database (SQL Select
statements)

POST — to be used when the Request URI is
sending the data to the Applicaton Layer for
database inserts i.e. new data is getng added to
the database.
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PUT - to be used when the Request URI modifes
existng data from database. (Sgql update
statement)

Screenshot of RESTClient Addon with JSON data
looks as shown below.

Below are some more examples of how insert
and update data works.

SAVE NEW DATA

htp://localhost:8080/restul/saveData?

id=1&frstname=NIKHIL&lasthame=BHALWANK
AR&emailaddress=youremail@domain

UPDATE EXISTING DATA
htp://localhost:8080/restul/updateData?
id=1&frstname=NIKHIL123&lastname=BHALW
ANKAR123&emailaddress=youremail@domain

O. Project Structure
Below is how the project structure looks like in

Eclipse IDE.

Use of RestFul APIs in Cloud Computing
Cloud Computng service providers have also started
using RESTful Web Services efectvely. One classic
example of REST API is Amazon Web Services S3. It is
possible to access data stored on Amazon S3 (Simple
Storage Service) using S3REST APIs. Itis very common
practce now a days to keep photos, videos, javascript
fles related to websites on Amazon S3. Keeping
these commonly accessed fles on S3 reduces burden
on web server on which website is hosted. In order
to retrieve these fles from the websites, S3 REST
APIs are used. These APIs allow the user to access
these fles as and when required depending upon the
webpage which needs the data.

Amazon Cloud Drive is one more such product from
Amazon Cloud which ofers similar facilites. Millions
of users use it to securely access digital content from
desktop and mobile devices. It also allows users to
connect to their Cloud Drive content from within
their own apps. Back in 2014, Amazon launched
public API platorm for Amazon Cloud Drive which
provides a RESTful interface for upload, download,
manipulaton, and organizaton of data in the cloud.
This API can also be used to integrate these services
in mobile apps. The mobile App designed can provide
direct access to Cloud Drive storage.

References

e https://en.wikipedia.org/wiki/Representational _
state_transfer

o htp://www.drdobbs.com/web-development/restul-
web-services-a-tutorial/240169069

e https://codedecoder.wordpress.com/2013/02/27/
rest-api-tool-frefox/

e https://developer.amazon.com/public/community/
post/TXRNQX3SWVLUYC/Amazon-Cloud-Drive-Now-
Accessible-via-REST-based-AP!I
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Company Profile - SAP Part 1

- Anand Nimdeokar
Email : anandnimdeokar@gmail.com

SAP is one of the most powerful leaders in ERP
industry & 4th largest sofware company in the
world. Entering into new domains by contnuous
developments & aggressive diversifed acquisitons,
they are slowly but frmly moving towards becoming
biggest company in sofware industry.

1. Brief Overview

SAP® was founded in June 1970, nearly 40 years ago
in Mannheim, Germany, by a group of former IBM
engineers Dietmar Hopp, Klaus Tschira, Hans-Werner
Hector, Hasso Platner, and Claus Wellenreuther,
with a singular vision: to develop a sofware package
that could manage a company’s diverse business
functons together. The idea was to help companies
replace 10 or 15 diferent business applicatons such
as fnancial systems (running accounts payables and
receivables), warehousing applicatons, producton
planning solutons, plant maintenance systems, and
so on with a single integrated system. Even beter,
these former IBMers wanted to create a system
that embodied all the best practces that various
types of businesses and industries had to ofer. In
the process, it was and envisioned that this new

sofware package would minimize a great deal of
complexity and provide businesses with more real-
tme computng capabilites. This vision became real
when Systems, Applications, and Products in Data
Processing (SAP), or in German Systemanalyse und
Programmentwicklung, opened its doors in 1972.

Those of us working in the SAP ecosystem have
long referred to the company and its products
interchangeably using a single word best spelled out
as S-A-P (ess aye pea), not sap.

SAP’s goal from day one was to change the world,
and the company contnues to deliver on that goal
today. Beyond their inital vision, the company’s
leaders created a multlingual multnatonal platorm
capable of easily changing to accommodate new
business process standards and techniques. Today,
SAP is used by more than a million business users
working for more than 100,000 customers across
120 countries. Its 50,000 employees and 2,000 SAP
implementaton and support partners are busy
building and implementng sofware in 40 diferent
languages and 50 currencies. Finally, all of these
SAP business solutons are running on more than 20
diferent kinds of computng platorms.

& Look Back in Tima:
Hoew SAP Software Started
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Afer foundaton, it took SAP Company one
year to create basic sofware which was mainly
fnancial accountng sofware forming the basis
for the contnuous development of other sofware
components in what later became known as the R/1
system. The “R” stands for real-tme data processing.
By the end of the 1970s, contnued development
of SAP’s database and processing system led to the
launch of the next major version, SAP R/2 that could
be used with multple currencies and languages.
These innovatons in SAP R/2, produces rapid sales
growth outside of Germany. By the middle of the
decade, SAP establishes the frst sales ofce outside
Germany, in Austria. The company makes its frst
appearance at the CeBIT computer fair in Hanover,
Germany. Revenues reached DM 100 million (around
$52 million), much earlier than expected and way
ahead of budget. In August 1988, SAP GmbH becomes
SAP AG. StartngonNovember 4, 1.2 millionsharesare
listed on the Frankfurt and Stutgart stock exchanges.
Germany’s renowned business journal, ‘Manager
Magazine’, names SAP its Company of the Year - a
distncton the company receives twice more in the
next few years. With the founding of subsidiaries in
Denmark, Sweden, Italy, and the United States, SAP’s
internatonal expansion takes a leap forward.

As client—server systems began to be introduced, SAP
brought out a server based version of their sofware
called SAP R/3, which was launched in 1992. SAP also
developed a graphical user interface, or GUI, to make
the system more user friendly and to move away from
the mainframe style user interface.The client-server
concept, uniform appearance of graphical interfaces,
consistent use of relatonal databases, and the
ability to run on computers from diferent vendors
meets with overwhelming approval from customers
and prospectve clients. With SAP R/3, SAP ushers
in a new generaton of enterprise sofware — from
mainframe computng to the three-ter architecture
of database, applicaton, and user interface. To this
day, the client-server architecture is the standard in
business sofware.

In the twenteth year of operatons, SAP truly
becomes an internatonal company with business
outside Germany exceeding 50 percent of total sales

for the frst tme. On August 3, 1998, the leters
S-A-P appear for the frst tme on the Big Board at the
New York Stock Exchange (NYSE), the largest stock
exchange in the world.

2. SAP At a Glance
e Industry: Enterprise sofware Founded: 1984
e Founders of SAP :

Dietmar Hopp
Hans-Werner Hector
Hasso Platner

Klaus Tschira

Claus Wellenreuther

e Country: Germany
e Headquarters: Walldorf, Germany
e Founded : (1972; 44 years ago)

e SAP’s Vision : “To help the world run beter and
improve people’s lives”

e SAP’s Mission : “ To help every customer &
become best run business”

e SAP’s Slogan “ Run Simple”
e CEO: Bill McDermot,

e Employees: 76,986

e Areaserved: Worldwide

e \Website: www. SAP.com
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3. SAP Interesting Facts

SAP SE (Systems, Applicatons &
Products in Data Processing) is a German
multnatonal sofware corporaton that
makes  enterprise  sofware to  manage
business operatons and customer relatons.
SAP is headquartered in Walldorf, Baden-
Wirtemberg, Germany, with regional ofces in 130
countries. The company has over 293,500 customers

in 190 countries. The company is a component of
the Euro Stoxx 50 stock market index.

When Xerox aimed to exit the computer industry
in 1975, they asked IBM to migrate their business
systems to IBM technology. As part of IBM’s
compensaton for the migraton, IBM was given the
rights to the Scientfc Data Systems (SDS)/SAPE
sofware, reportedly for a contract credit of $80,000.

Five IBM engineers from the Al department
Dietmar Hopp, Klaus Tschira, Hans-Werner
Hector, Hasso Platner, and Claus Wellenreuther,
(all from Mannheim, Baden-Wurtemberg) were
working in an enterprise-wide system based on this
sofware & they were told that their services are
no more required. Rather than leaving the project
halfway, they decided to leave IBM Tech and start
another company.

In June 1970, they founded Systemanalyse und
Programmentwicklung (,,System Analysis and
Program Development®) company, as a private
partnership under the German Civil Code.

Their frst client was the German branch of Imperial
Chemical Industries in Ostringen, where they
developed mainframe programs for payroll and
accountng. Instead of storing the data on punch
cards mechanically, as IBM did, they stored it
locally. Therefore, they called their sofware a real-
tme system, since there was no need to process the
punch cards overnight (for this reason their fagship
product carried an R in its name until the late 1990s).
This first version was also standalone software that
could be offered to other interested parties.

SAP has two annual conferences: SAPPHIRE and SAP
TechEd. SAPPHIRE is SAP’s customer-facing event. It
is generally where SAP announces major product
changes and strategic directon. It is typically held in
the spring in North America.

SAP TechEd is the more technical conference, aimed
at SAP’s ecosystem of consultants and sofware
development partners SAP TechEd has been held
since 1995, usually in four locatons in the fall. In
2014-15, SAP TechEd was held in three locatons,
between fall and early spring.
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In 2012, SAP was listed as a partner of
the (RED) campaign, together with other brands such
as Nike Inc., Girl, American Express and Converse.

SAP is funding a project to assess and educate
autstc children. It has also launched an initatve to
hire employees with autsm and Asperger syndrome,
citng their intelligence in the IT feld and atenton
to detail; SAP aims to compose 1% of its workforce
with autstc people by the year 2020. In May 2013, 6
people had been employed.

4. History & Time Line

Enterprise resource planning

In 1973, the frst commercial product was
launched. It was called SAP R/98, and
ofered a common system for multple tasks.
This permited the use of centralized data
storage, improving the maintenance of data.
From a technical point of view, therefore,
a database was necessary.

In 1976, SAP GmbH was founded, and
moved its headquarters the following year
to Walldorf, Germany. Three years later, in
1979, SAP launched SAP R/2, expanding the
capabilites of the system to other areas, such
as material management and producton
planning. In 1981, SAP brought a re-designed
product to market. However, SAP R/2 did
not improve untl the period between
1985 and 1990. SAP released the new SAP
R/3 in 1992. SAP developed and released
several versions of R/3 through 1995. By
the mid-1990s, SAP followed the trend
from mainframe computng to client/server
architectures. The development of SAP’s
internet strategy with mySAP.com redesigned
the concept of business processes (integraton
via Internet).[! SAP was awarded Industry
Week’s Best Managed Companies in 1999.

Corporate restructu ri ng

In  August 1988, SAP GmbH became
SAP AG, and public trading started on 4
November 1988. Shares were listed on the
Frankfurt and Stutgart stock exchanges. In

1995, SAP was included in the German stock
index DAX and, on 22 September 2003, SAP
was included in the Dow Jones STOXX 50.

The company»s ofcial name
became SAP AG (a public limited company)
after the 2005 annual general meetng. In
2014, SAP changed from an AG to a European
Company (Societas Europaea or SE).

Focus on cloud

Since 2012, SAP has acquired several
companies that sell cloud-based products,
with several multbillion-dollar acquisitons
seen by analysts as an atempt to challenge
compettor Oracle. In 2014 SAP bought Concur
Technologies, a provider of cloud-based travel
and expense management sofware, for $8.3
billion, SAP’s most expensive purchase to that
date. Analysts’ reactons to the purchase were
mixed, with Thomas Becker of Commerzbank
qguestoning whether Concur was the right
choice for SAP, while Credit Suisse called the
acquisiton an “aggressive” move.

In 2014, IBM and SAP began a partnership to
sell cloud-based services. IBM provides the
infrastructure services to SAP, and SAP runs its
SAP HANA cloud soluton on top. The alliance
gives both companies broader reach in the
market.??) SAP has announced additional
partnerships with Microsoft in order to give
customers tools for data visualization, as well
as improved mobile applications.

SAP exceeded its revenue projectons due to
the expansion in its cloud business and the
success of SAP HANA. The growth can also
be partally atributed to the acquisitons of
Concur and Fieldglass.

SAP S/AHANA

In 2015, the company launched SAP
S/4HANA, the newest generaton of the SAP
Business Suite. It was writen natvely for
the SAP HANA platform. It offers cloud, on-
premises and hybrid deployment options
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to customers, with its benefits including a 5. References

smaller data footprint, higher throughput,
faster analytics and faster access to data.
It also allows existing SAP Business Suite
customers to upgrade to this product from
SAP Business Sulite.

Bill McDermot, CEO of SAP, compared the
release of SAP S/4HANA to a “moonshot”,
describing it as the most important launch in
the company’s history.

So far we have seen History of SAP. Its
journey from smaller scale ERP sofware to
multnatonal & mult industry sofware is
very unigue as compared to other sofwares
in market. In nextartcle we will see diferent
products & services ofered by SAP.

Below websites were referred while compiling this

artcle.
1.

2.

htps://en.wikipedia.org/wiki/SAP

htp://mybrandbook.co.in/sofware-market-
india-picks-pace/

https://acandosap.files.wordpress.
com/2015/09/application_lifecycle_
management

htp://www.industryweek.com/technology/
fve-trends-will-shape-future-erp

htp://go.sap.com/soluton/cloud.html
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1. What is phishing?

Phishing is a scam where scammer acquires
sensitve informaton from victm by diferent
communicaton channels or electronic media.
Phishing is a homophone of fshing.

Phishing is the process where someone
tricks you and try to obtain your sensitve or
confdental data such as your bank details,
credit card details, username and password.
In phishing atacker creates fake website
or email message which appears to you as
someone you trust such as Bank, Credit
Card Company, Internet Service Provider.
Such atacks are ofen referred as Phishing.
Phishing may steal your personal data,
destroy your fnances and endanger your life.

. How phishing is done?

Phishing can be done in many ways. A
phishing atack can be through an o¥cial
looking email or instant message. Email may
direct user to an of¥cial looking website. It
could be an oFcial sounding phone call. For
example, some phishing sites are replicas
of well-known companies such as Amazon,
eBay.

. Phishing techniques

3.1 Email phishing
3.1.1 Email spoofng

Email spoofng is the creaton of email
messages with a forged sender address
by hiding origin of email. Email spoofng is

possible because the core email protocol
(SMTP) used in sending e-mail, does not
include an authentcaton mechanism.
Due to the lack of security it is simple to
create impersonate emails. These spoofed
emails may request personal informaton
such as bank details and may appear to
be from a known sender.

In this process the person who is trying to
do phishing alters email header to appear
as a legitmate source. Propertes “From:”
and “Reply- to:” are changed in order to
disguise the user.

Example:

“From:” feld shows the address from
where the email is coming which is forge
email address which looks like legitmate
address.

“Reply-To:” feld defnes the email
address that is automatcally inserted into
the “To:” feld when a user click “Reply-
To:” opton. For most email messages,
the “From:” and “Reply-To:” felds are
the same but in email spoofng return
address i.e. “Reply-To:” feld is diferent
from the “From:” feld which will redirect
the email to the email account of the
person who is trying to do phishing.

3.1.2 Luring emails

Cybercriminals use this technique in
which they send luring emails to atract
people’s atenton. Such emails include
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lucratve ofers such as you have won an
iPhone or a great price in a lotery or a
job ofer with a very good salary. As a part
of verifcaton process or to fll payment
processing form, these emails extract
personal details, fnancial details which
can be used to make a fraud.

3.1.3 Link to another website

In this technique phisher sends malicious
link through email. When the user clicks
on this deceptve link it directs user to
the oFcial looking website instead of the
original website mentoned in the link.
On this fake website, they may ask user
about their personal informaton or bank
details or SSN etc. or they may ask user to
login the website.

Example:

The following link looks like legitmate
website but if you mouseover on the link
it shows an IP address. Which indicates it
is a fake website.

1

"% [CENE T i 4
L f A i -_J.I-__.- . IR
- 1

Er" IR, 165 255 _'|'r=l|.-_|.“_;_| alie FEm

Sequence diagram of phishing by link to
another website

3.2 Computer phishing

Phishing by computer is done by sending
phishing email to damage someone’s
computer by triggering unexpected actvites
or sending viruses. Phishing email may send
malicious links to spread malicious code on
user’scomputer. Malicious link may download
and install sofware on user’s computer which
may delete fles or steal personal informaton
or other valuable data from computer.

3.3 Spear phishing

Spear phishing is an email or electronic
communicaton scam targeted to steal
sensitve informaton such as account
credentals, fnancial informaton or network
access credentals from a specifc victm.
Victm can be an individual or an organizaton
(employees of a company, members of an
organizaton). This spear phishing is ofen
intended for malicious reasons.

Spear phishing is achieved by acquiring
personal details about the victm such as their
friends, hometown, employer and what they
have recently bought online. In some cases,
the atackers may study their Facebook,
Linkedin and other social networking
accounts to gain intelligence about a victm
and choose the names of trusted people
in their circle to impersonate or a topic of
interest to lure the victm and gain their
trust. The atackers then act as a trustworthy
friend or colleague and sends fraudulent
message through email or other online
messaging system to their target to acquire
sensitve informaton. Spear phishing can
also trick people into downloading malware
or malicious codes afer people click on links
or open atachments provided in messages.

Example of spear phishing: -

Ofen the purpose of spear phishing is to
collect computer account passwords so that
the company’s network can be hacked to
collect business and personal informaton.
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Spear phishing scam email might be as

follows: -
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If you know that Ashwin Kumar is indeed
your IT department head, many people will
automatcally trust this email and follow
the instructons. Spammer may use this
informaton for malicious purpose.

4. How to report phishing?

There are many government organizatons
and Ant-Phishing Working Groups where you
can report a phishing scam. To fle acomplaint
victm need to provide basic informaton such
as name, address, phone no., phishing email
and specifc details on how one was victmized
etc.Diferent ways to report phishing are as
follows: -

1. Forward phishing emails to spam@
uce.gov and to the company, bank,
or organizaton impersonated in the
email.

2. Phishing can be reported to the
Ant-Phishing Working Groups at
reportphishing@antiphishing.org.
The Ant-Phishing Working Groups
uses these reports to fght phishing.

3. Contact the FBI's Internet Fraud
Complaint Center at www.ic3.gov.
Your complaint will be processed and
then forwarded to the appropriate
authority.

4. Fileacomplaint with the United States

Computer Emergency Readiness Team
at their US-CERT site htps://www.us-
cert.gov/. Their functon is to respond
and defend against cyber-atacks of all
kinds.

5. Real world phishing attacks
5.1 Email phishing
5.1.1 Examplel

On the weekend of January 3, 2009,
several users on the social network Web
site, Twiter, became victms of a phishing
atack. The users were deceived into
giving away their passwords when they
received an e-mail similar to one that
they would receive from Twiter with a
link that read, “hey, check out this funny
blog about you...”. The link redirects to a
site masquerading as the real Twiter site.
Any personal informaton entered by the
user on the fake site is then captured by
the atacker.

Twiter responded by reportng the
ofending domain, and changing the
afected users’ passwords.

5.1.2 Examplell

In December, 2013, a man was arrested
for his part in a phishing scam targetng
UK college students. The scam sent
emails invitng students to update their
student loan details on a malicious site
that took large amounts of money from
their accounts.

5.1.3 Examplelll

On November 25, 2014, some employees
of the Partners HealthCare became
the victms of the phishing emails,
compromising 3,300 patents’ data.

The personal informaton of
approximately 3,300 patents may have
been compromised afer a group of
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employees at Boston-based Partners
HealthCare engaged with phishing emails.

According to a notce from the health
system, some Partners employees
received the phishing emails Nov. 25, 2014
and, believing the emails were legitmate,
responded to them. By responding to the
phishing emails, the hackers were able
to access the employees’ email accounts
within the Partners network.

Potentally compromised informaton
includesnames, addresses, birthdatesand
telephone numbers. Some Social Security
numbers and some clinical informaton
and health insurance informaton may
have also been compromised, according
to Partners. However, the EMR system
was not accessed.

Those afectedinclude patentsofPartners
and afliated hospitals Brigham and
Women’s Hospital, Brigham and Women'’s
Faulkner Hospital, Massachusets General
Hospital, North Shore Medical Center,
Partners Contnuing Care and Newton-
Wellesley Hospital, all in Boston except
Newton-Wellesley Hospital in Newton,
Mass.

Since learning of the atack, Partners
secured the email accounts, contacted law
enforcement and started an investgaton
into the phishing atack.

As of now, Partners has received no
indicaton that any of the exposed patent
informaton has been misused.

5.2 Spear phishing

The potental destructveness of a spear
phishing atack for a business is shown
clearly in the case of Ubiquit Networks
Inc., an American network technology
company for service providers and
enterprises. In June of 2015, the company
lost $46.7 Million because of a spear

phishing e-mail. A report by the U.S.
Securites and Exchange Commission
shows that the atack was carried through
“employee impersonaton and fraudulent
requests from an outside entty targetng
the Company’s fnance department.
This fraud resulted in transfers of funds
aggregatng $46.7 million held by a
company subsidiary incorporated in
Hong Kong to other overseas accounts
held by third partes.” The transfers were
performed directly by Ubiquit employees
that were tricked into thinking that they
were getng legitmate requests from
executves thanks to spoofed e-mail
addresses and look-alike domains. Luckily
the actual company systems were not
compromised, but the incident shows
the relatve ease with which a spear
phisher can trick victms into performing
actons directly wusing impersonaton
and informaton widely available on the
internet to produce realistc spoofed
e-mails.

6. Future of phishing and preventive
measures

6.1 Future of phishing

Now-a-days email communicaton and
social media such as Facebook, Twiter
is common and efectve in personal
and professional life. Also, many
people are doing online transactons
on bank websites, shopping website
etc. Everything is becoming more and
more digital. Due to this rapid increase
in the use of computer system phishing
scammers will have more opportunites
to get victms. As the number of online
users increases, phishing scams will also
increase proportonally in future. With
increase in number of users, there may
be additon of computer illiterate people
who are faced to use new system due to
IT revoluton. Such people cannot protect
themselves and will become easy prey
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for scams. Hence the future of phishing is
unfortunately bright.

6.2 Preventve measures

Phishing can be avoided by using some
Ant-Phishing techniques. Following are
few techniques to prevent phishing: -

6.2.1 Emails seeking personal or
fnancial data

Never send personal informaton such
as SSN and fnancial details such as bank
details through email even if it appears to
be from a trusted source. Never reply to
such emails and report it promptly. Do not
click on the link in the suspicious email it
may take you to fake website with the
purpose of stealing personal informaton.
Phishing email may have alert notce for
quick response such as “Urgent- your
account details may have been stolen”.
Legitmate bank or company will never
ask for account details on email. To verify
the mater, you can contact organizaton
which you assume email was sent from.
Do not contact on the number givenin the
suspicious email rather visit organizaton
home page to get contact informaton.

6.2.2 ldentfy website is secure

To visit your website always type URL in
the address bar, don’t click on the link
which claims to take you to your desired
website. Always start with “htps://”
rather than “htp://”. Also, check for lock
icon on the browser’s address bar.

Secure website

6.2.3 Check fnancial details regularly

Check your bank statement on regular
basis. Monitoryourcreditcardtransactons
on daily basis. Check your online account
access to fnancial websites regularly to
ensure that hacker has not hacked your
account. Contact your bank or credit card
issuer in case you suspect your account is
insecure or hacked.

6.2.4 Keep your computer secure

Keep your ant-virus defniton updated.
Regularly check your frewall setngs to
identfy any intrusion in your computer.
Always keep your Operatng System
updated with patches released from OS
vendors regularly. Do not download and
install fles from unknown source.

6.2.5 Public or shared computer access

Never access your fnancial websites on
such computers as informaton in the
form of cookies can be stored locally.
Any fle saved on such computers can be
easily accessed by another user of the
computer.

6.2.6 Short URL

Many social services on the internet are
using URL shortening to cut down actual
long URL into tny URL. This feature can
be used by cyber criminals to hide actual
phishing URL. Don’t trust short URL for
Tnancial websites which does not reveal
actual URL that will be opened once you
click it.

Example: -
htp://bit.ly/1bdDIXc

This is a short URL for htps://www.
google.com. This short URL does not
reveal destnaton website.
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6.2.7 Email unsubscribe link

Scammers send spam emails to atempt
phishing atack. This spam emails
contains “unsubscribe” link. If you click
this “unsubscribe” link that indicates
your email id is valid and actve. This will
increase the number of spam emails you
receive. Do not click on ‘unsubscribe’
links in emails that come from unknown
sources and mark that emails as spam.
Marking email as spam will help your
email provider recognize spam sent from
that IP address in the future.

6.2.8 Mass awareness

Financial insttutes should periodically
remind their customers about how to
avoid phishing. They should educate
people who do not know how to use
computers and be easy prey for scammer.

Financial insttutes can educate people
by postng messages on their home page
and sending emails to their clients about
phishing preventon technique so that
more and more user become immune to
scams.
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1. Who developed AWK language? 4. Process used for analyzing and studying trends is
) . known as
A. Alfred Aho, Peter Weinberger, and Brian
Kernighan A. Data Modelling
B. Larry Page B. Data Conversion
C. Bill Gates C. Data mining
D. John Warnock D. Warehousing

2. Initally who proposed concept of Ferroelectric 5. Data which is neatly organized and presented in

Memory? meaningful way is known as
A. Jef Bezos A. Output
B. fJohn Warnock’ B. Informaton
C. Charles Geschke C. Dashboard
D. Dudley Allen Buck D. Analysis

3. Which OS developed by Andrew S. Tanenbaum? 1T Trivia— Answers

A. Amoeba 1) A
B. Macchina.io 2) D
C. MATLAB 3) A
D. OpenloTGoogle 4) C

5) B
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