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Editorial

-Shyamkant Matondkar  
Email : shyamkant@gmail.com

We are pleased to present the 4th volume of IT 
journal of this year. In this volume we will continue 
our Virtualization series of articles to host multiple 
web applications. We have also started a new article 
series which talk about data center infrastructure. 
We also introduce you to the process of software 
selection and also interesting article about DNA 
sequencing and analyzing information into it.

We will start the volume with latest news and key 
events from IT industry. In next article we will talk 
about cloud hosting. Since few years, IT industry has 
gone through a revolutionary change and “Cloud 
computing” is pioneering it. Many organizations are 
adopting cloud technology. It’s very simple to set 
up our own cloud instance and host applications on 
it. Exponent group of Journals has already covered 
hosting single web application on cloud and this 
article is continuation to that which takes us through 
the steps of hosting multiple web applications on 
single Amazon instance. 

Science and technology are growing hand in 
hand. Every aspect of life is touched by IT. Human 
characteristics are driven by the DNA structure and 
a lot of information is hidden into it. Next article will 
talk about DNA sequencing and analysis carried out 
on it to explore the inside information.

It’s always fascinating to know how computers are 

connected over network and how do the system 
exchanges data seamlessly, what protocol it uses to 
talk to each other etc. Our next article nicely explains 
widely used TCP/IP protocol stack and each of its 
layer. 

For enterprises, today it’s essentially important 
to host huge applications and data generated by 
them in a secured datacenter. Physical resource 
sharing and scalability of supporting hardware in 
datacenter is of utmost importance to host multiple 
applications. Server virtualizations play pivotal role 
on sharing resources. Next article talks about various 
server options available along with advantages and 
disadvantages of them.

Many of the organizations find it difficult to 
choose right software / application catering their 
requirement since currently the market is flooded 
with such similar applications. The challenge to 
CXO’s is to balance out software need with their long 
term vision. Selecting a software, its cost, security 
and hosting all these parameters plays an important 
role in decision making. Next article smoothly walks 
us through the process of software selection and 
explains each step and highlights pros and cons of 
buying / building it. 

As always you would find interesting facts in our IT-
Trivia section. Happy reading!!
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I.T. in News

How to watch the 2016 Rio Olympics on all your 
devices

The 2016 Olympics will be the first to be covered in 
virtual reality. And there’s a bunch of other ways to 
follow the games

Whether it’s Usain Bolt trying to win the 100m, 200m 
and men’s relay (all for the third Olympics in a row) 
or the return of Jessica Ennis-Hill, in a few days it will 
be almost impossible to avoid the 2016 Rio Olympics. 
Rio 2016, formally known as the XXXI Olympiad, kicks-
off on August 5 and runs for two whole sports-filled 
weeks. The closing ceremony takes place on August 
21, before the Paralympics start on September 7.

Before then, there’s going to be thousands of hours 
of world class sport, world records tumbling and a 
healthy smattering of shattered dreams – the full 
schedule details every event across the two weeks. 
With Brazil being four hours behind the UK (BST -4 
/ GMT -3), some of the best ways to catch-up with 
the games will be on the go using smartphones and 
tablets. Here’s how to watch the games online, on 
your devices, TV, and in virtual reality.

References

1. http://www.wired.co.uk/article/watch-olympics-
online-how-tv-apps-vr

2. http://www.nbcolympics.com/news/experience-
rio-olympics-virtual-reality

Facebook’s next big platform: Your camera

Facebook can’t build everything. For a decade, 
its strategy has been to provide the canvas, then 
let developers paint it however they want. That’s 
because there’ll always be another game. Another 
app. Another… selfie filter?  

The hot trend in consumer social networking has 
progressed from text update sharing to gaming to 
one-off utilities to basic photo sharing to now, when 
content creativity apps have taken the spotlight. 
People are tired of sharing the same old picture of 
their face, food or sunset; they want tools that help 
them make and share something unique; hence, 
the rise of Dubsmash and Musical.ly for lipsyncing, 
Periscope and Facebook Live for broadcasting, Prisma 
and Artisto for reimagining images and Boomerang 
and Photo for generating GIFs.

The king of these creation tools is Snapchat — a single 
app that tries to do it all. Photos, videos, filters, text, 
drawing, emoji, Bitmoji, 3D stickers, face swaps and, 
most memorably, animated selfie lenses.

Reference

1. https://techcrunch.com/2016/08/12/the-
creativity-ecosystem/

Why Entrepreneurs Should Care About Bots

One thing that Silicon Valley can churn out with 
ease: buzz words. Often these are nothing more than 
hot air. But this is all part of the messy process of 
innovation. 

OK then, so what are some of the latest buzzwords 
that represent real technology? Well, one is the 
so-called “bot.” Hey, Facebook’s Mark Zuckerberg 
actually talked about this in his latest earnings call. 
He noted that – in the past six months – his company 
has helped to launch over 10,000 bots, allowing 
businesses to “build automated ways to communicate 
with people.” 

Essentially, a bot is an app — often part of a larger 
platform like Messenger — to provide support 
without having to call a customer rep. This is possible 
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because the advances in cloud computing, big data, 
machine learning and artificial intelligence (AI).

Reference

1. h t t p : / / w w w . f o r b e s . c o m / s i t e s /
tomtaulli/2016/08/12/why-entrepreneurs-
should-care-about-bots/#195f17ee4a7e

Dangers of ‘Pokemon Go’: Motorways, cliffs, snakes 
and land mines

If you’re looking to catch Pokemon in Thailand, 
don’t get your hopes up. Only days after “Pokemon 
Go” made its long-awaited debut in the country, 
the nation’s temples, schools and the Royal Palace 
grounds were declared off limits thanks to Thailand’s 
telecoms regulator.

Thakorn Tanthasith, the secretary general of the 
National Broadcasting and Telecommunication 
Commission (NBTC), said late Tuesday it will be asking 
Niantic, the company that developed “Pokemon 
Go,” to help keep Pokemon away from four “no-go” 
zones: government property, religious places, private 
buildings and dangerous areas like roads and canals.

Thakorn also said mobile companies have backed a 
suggestion that people not be allowed to play after 
dark in order to avoid accidents. The augmented 
reality game is available in nearly 70 countries and 
uses smartphone cameras to superimpose Pokemon 
in real world settings.

Reference

1. http://edition.cnn.com/2016/08/11/asia/
pokemon-go-dangers-bans/ 

Quantum computing breakthrough: Oxford University 
scientists achieve incredibly accurate logic gate

Computer scientists have reached the theoretical 
benchmark required to build a quantum computer

Computer scientists have made a breakthrough that 
brings quantum computers one step closer to reality 
– they have succeeded building a quantum version of 
a Fredkin gate which is incredibly accurate.

Researchers from Oxford University have 
demonstrated that single-qubit and two-qubit logic 
gates are possible with a record-breaking 99.9% 
precision, which is the benchmark that is required 

theoretically in order to make a quantum computer 
possible. The research, entitled ‘High-Fidelity 
Quantum Logic Gates Using Trapped-Ion Hyperfine 
Qubits’ is published in the journal Physical Review 
Letters.

Computers today are coded using traditional bits, 
which is the small unit of data that usually has a 
single binary value of 0 or 1. When put together, the 
bits create code words such as 00, 01, 10 or 11 that 
can be used to programme the computer to perform 
specific commands.

Reference 

1. http://www.ibtimes.co.uk/quantum-computing-
breakthrough-oxford-university-scientists-
achieve-incredibly-accurate-logic-gate-1574965

Learn to create mobile apps with free online course 
from IIT Madras

From booking a cab to buying groceries from the 
comfort of your home, mobile applications have 
become an integral part of our everyday lives. 
Indian Institute of Technology Madras (IIT Madras) 
is offering an opportunity to all those with basic 
programming skills to learn app development in just 
five weeks. The institute will start a free online course 
on Introduction to Modern Application Development 
(IMAD), from September 5, 2016, which will be open 
to all. Registration for the course can be done here. 
The website also has resources required to learn or 
to brush up required programming basics.

Besides being free for everyone, anywhere, the 
course strives for the right balance between theory 
and practice by focusing on building an application 
quickly while also ensuring that it never breaks. Short 
20-minute course videos will be available on YouTube 
and can be at watched anytime. You can take the 
course even from the comfort of your home. The 
course will have graded assignments, and a final test 
to help one remain focused through the course.

References

1. http://www.hindustantimes.com/education/
learn- to-create-mobi le -apps-wi th-f ree-
o n l i n e - c o u r s e - f r o m - i i t - m a d r a s / s t o r y -
rluKMFHZNsMWbdnu4Cwm6K.html

2. http://www.imad.tech/
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Digital Marketing Strategies Used By Top Consumer 
Brands That Achieve Low CPA & High ROI

As a mid-sized digital marketing agency, our team has 
experienced both the challenges and opportunities 
that arise from working with a wide range of 
companies. Regardless of how large these brands are, 
or what industries they are a part of, they all share a 
common goal: to garner the most qualified leads or 
sales at the lowest CPA (cost-per-acquisition). For any 
business to grow, that objective is essential. 

I am going to share with you some strategic tactics 
our agency uses to achieve higher conversions at a 
lower rate. To help me demonstrate these effective 
marketing techniques, let’s first consider the following 
scenario:  A local toy store owner just launched their 
first ecommerce website. The owner is willing to 
spend $10,000 per month on digital marketing for 
a 6 month trial period to see if it works – and by 
‘works’ I mean generate sales at a profitable rate. 
Which marketing strategies would be most effective 
to show a positive ROI to the toy store owner?

Reference

1. h t t p : / / w w w . f o r b e s . c o m / s i t e s /
gabr ie l shaool ian/2016/08/01/3-d ig i ta l -
marketing-strategies-used-by-top-consumer-
b r a n d s - t h a t - a c h i e v e - l o w - c p a - h i g h -
roi/#17054837249d

DARPA wants your help to take down drones

DARPA recently put out a Request for Information 
on new ways to protect military forces from small 
unmanned air systems (sUAS).

The growth of the drone market has brought with it 
a host of innovations such as drone delivery, drone 
conference calls, and even Wi-Fi delivered by drone. 
However, drones have also caused quite a few 
disasters, created security risks, and have become 
weaponized for military use. 

In an effort to protect against the threats that small 
unmanned air systems (sUAS) pose to military forces, 
Pentagon research agency DARPA issued a Request 
for Information (RFI) on Thursday, asking for ideas 
and approaches to help improve protection. DARPA 
is looking for ways to defend against a variety of 
threats and tactics.

Reference

1. http://www.techrepublic.com/article/darpa-
wants-your-help-to-take-down-drones/
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Deploying Multiple Websites on 
Single Amazon (EC2) Instance with 
Web Server VirtualHosts 

-Nikhil Bhalwankar  
Email : bhalwankar.nikhil@gmail.com

Cloud Computing is one of the greatest inventions of 
Information Technology industry. As the time passed 
by, there are very innovative changes made in the 
Cloud Computing technologies. It is now very much 
possible to build small to large scale applications with 
load balancing and disaster recovery capabilities us-
ing Cloud Computing environment. The number of 
organizations which are using Cloud Computing as a 
part of their business strategies is now increasing day 
by day. 

There are organizations that have started providing 
their own cloud services. Amazon is one of them with 
very robust and reliable cloud service. Few months 
back, there was a news which stated that Amazon 
now owns 10 Billion USD worth cloud business (Am-
azon Web Services). 10 Billion USD worth cloud busi-
ness per year is really a huge amount. This proves the 
power of Cloud Computing technology.

Creating a user friendly website and deploying it are 
the two important tasks every web developer should 
know as they both go hand in hand. This article pro-
vides information on one of the strategies which may 
be used for deployment of multiple websites on the 
same server. 

This article is a continuation to the article in Volume 
3 Issue 4, deployment of small to medium scale web-
sites on CentOS Linux instance built on Amazon EC2.  
This article is an extension to the above mentioned 
article which covers the concept of virtual host using 
which it’s possible to deploy more than one websites 
on the same server using the concept of virtual hosts 
at web server level. Below are the steps in brief which 
are required to be carried out for the deployment,

1. Purchasing CentOS instance through AWS Mar-
ketplace

2. Installing necessary software on the Linux in-
stance (php, apache httpd, MySQL etc.)

3. Installing latest updates on Linux instance using 
yum utility

4. Web Server hardening with Security fixes

5. Copying websites on EBS volume attached to 
CentOS.

6. Configuring apache http web server with virtu-
al hosts and one document root per virtual host 
for managing multiple websites.

7. Attaching multiple website domains using Route 
53 service.

8. Testing the website with mod security and mod 
evasive installed.

9. Reserving the instance for 3 years for significant 
cost savings. (Optional)

Note: The article assumes that you have read the 
previous article which covers the deployment of sin-
gle website to Amazon AWS. The article will mainly 
focus on the points 5, 6, 7 and 8 mentioned above.

Copying website on EBS volume attached to CentOS

It is always advisable to save the website related 
files and data on the separate EBS volume attached/
mounted on the instance. This will make sure that 
even though the instance goes down due to any is-
sue or disaster, the data will not be harmed as the 
storage is external. It is mounted as a separate drive 
on the instance.

Document root of the apache httpd server will also 
need to be updated to the folder on this EBS storage 
where the website is located. This process needs to 
be repeated for every website which is going to be 
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hosted on this EBS volume. Every virtual host has en-
try for a document root. Whenever the website URL 
is hit, the necessary virtual host is located by the web 
server. Then the web pages under the document root 
entry present under this virtual host get displayed. 
Httpd server configuration file needs to be updated 
with these information. Its location is /etc./httpd/
conf/httpd.conf.

Below is the procedure to attach EBS volume to the 
CentOS Linux instance.

Check partition table 

It’s necessary to check the Linux partition table in 
order to decide which volume needs to be format-
ted and attached to the Amazon EC2 CentOS Linux 
instance. 

fdisk -l

Disk /dev/xvda: 21.5 GB, 21474836480 bytes, 
41943040 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x000aec37

Device Boot   Start   End   Blocks   Id  System

/dev/xvda1 *  2048 41929649 20963801 83 Linux

Disk /dev/xvdb: 107.4 GB, 107374182400 bytes, 
209715200 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

It’s required to mount /dev/xvdb EBS volume to EC2 
instance. 

Make file system using EBS Storage

Once it’s finalized which device (/dev/xvdb in this 
case) is required to be mounted, it’s necessary to cre-
ate ext4 filesystem on the same device. Below is the 

procedure for the same.  

mkfs -t ext4 /dev/xvdb

mke2fs 1.42.9 (28-Dec-2013)

Filesystem label=

OS type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

Stride=0 blocks, Stripe width=0 blocks

6553600 inodes, 26214400 blocks

1310720 blocks (5.00%) reserved for the super user

First data block=0

Maximum filesystem blocks=2174746624

800 block groups

32768 blocks per group, 32768 fragments per group

8192 inodes per group

Superblock backups stored on blocks:

    32768, 98304, 163840, 229376, 294912, 819200, 
884736, 1605632, 2654208,

    4096000, 7962624, 11239424, 20480000, 23887872

Allocating group tables: done                            

Writing inode tables: done                            

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting infor-
mation: done

Create folder to mount file system
Create a folder on the existing filesystem so that 
newly formatted filesystem can be mounted on that 
folder.
mkdir /EBS_MOUNT

Mount filesystem
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Mount the newly created filesystem on the /EBS_
MOUNT mountpoint as follows,
mount -t ext4 /dev/xvdb /EBS_MOUNT/
  

Adding the filesystem entry under /etc./fstab

Once the filesystem is ready after formatting using 
mkfs command, it’s also required to mount the same 
on linux mountpoint. It’s also required to make sure 
that the device will be automatically mounted when-
ever the server is restarted. For this, entry needs to 
be made under /etc./fstab file of Linux installation. 
Below is the entry to be appended to the existing file,

/dev/xvdb   /ebs_mount      ext4    defaults        0 0
  

It’s advisable to restart the server and check whether 
the filesystem gets automatically mounted.

What is Virtual Host?

According to Wikipedia, the definition of VirtualHost 
is as follows,

Virtual hosting is a method for hosting multiple do-
main names (with separate handling of each name) 
on a single server (or pool of servers). This allows 
one server to share its resources, such as memory 
and processor cycles, without requiring all services 
provided to use the same host name.

In short, this means that we can host more than one 
websites on the same host using the concept of Vir-
tual Host. The configuration file of apache HTTPD 
server has provision to configure the virtual hosts 
thereby allowing multiple websites to be hosted on 
the single server. The logic is there should be one 
virtual host per website. By default, all virtual hosts 
will listen to port 80 of the main server for accepting 
incoming connections.

Below is the example of the virtual host configura-
tion. The configuration works on the fact that the 
server has a single IP address (elastic IP address in 
case of Amazon EC2 instance) and multiple CNAME 
records point to this server in DNS and its required to 
run www.domain_name_1.com and www.domain_
name_2.com on the same server using virtual hosts 
concept.

NameVirtualHost  *:80

# Ensure that Apache listens on port 80

Listen 80

<VirtualHost *:80>

    DocumentRoot “/EBS_MOUNT/web_applications/
example1”

    ServerName www.domain_name_1.com

  

    # You can put other directives here. This includes 
security related changes (mod security etc.) configu-
rations too.

</VirtualHost>

<VirtualHost *:80>

    DocumentRoot “/www/example2”

    ServerName www.domain_name_2.com

     # You can put other directives here. This includes 
security related changes (mod security etc.) configu-
rations too.

</VirtualHost>

Please note that DNS entries are also required to be 
created under the console provided by domain name 
registrar from which the domains have been pur-
chased. Below is how the user request reaches the 
desired website on the server through virtual host,

1. User hits the URL in the browser (for example 
www.domain_name_1.com)

2. DNS entries now come into picture

3. DNS entries resolve the domain of the URL en-
tered by the user to the IP address of the server

4. The control goes to the server’s HTTPD web serv-
er (Apache HTTPD) which is listening for incom-
ing connections on port 80.

5. Apache HTTPD uses the httpd.conf file for the 
necessary virtual host configurations. Apache 
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transfers the control to the virtual host which has 
entry for www.domain_name_1.com

6. The document root entered for www.domain_
name_1.com is accessed and the desired web 
page is transferred back to the user.

Attaching the domain using Route53 service

Amazon AWS has a service called Route53 using 
which it is possible to attach a domain to elastic IP 
address of the AWS Linux instance. This mapping will 
make sure that once the user hits the website URL, 
the user will reach the port 80 of the AWS Linux in-
stance where Apache Httpd server is running. 

Enter the below details.

1. Domain to be mapped to the website

2. Comments if any

3. Type should be Public Hosted Zone

It is required to create below record sets for the Host-
ed Zone created as above. There should be one host-
ed zone per website.

1. A-Record with AWS Linux instance elastic IP Ad-
dress as value. Every A-Record per hosted zone 
will have same IP address value as multiple web-
sites are getting hosted on single server.

2. Name Server Record (NS Record) with the list of 
Domain Name Servers.

3. SOA Record is filled up automatically by the sys-
tem.

Note: Generally the reflection of the above settings 
may take up to 24 to 48 hours. This means it is nec-
essary to map the domain with the above details 

under Route53 service at least 3 days before the Go 
Live date.

Testing the website with Mod Security and Mod 
Evasive modules installed

This is one of the most important steps as a part of 
testing the websites once all security fixes have been 
implemented. Mod Security and Mod Evasive are 
very effective tools which makes the website secure 
and less vulnerable to attacks. However, there may 
be cases of false positives. All such cases are required 
to be identified by testing all the functions of the 
website with Mod Security and Mod Evasive modules 
up and running. Otherwise, it may hamper normal 
working of the website. There is a provision in Mod 
Security configuration files to bypass the security 
rules which may hamper normal working of the web-
site due to false positives. Bypassing such individual 
rules may help in normal functioning of the website 
along with the security.

It is important to make note of such false positives 
and which rule is bypassed in order to overcome this 
false positive. Since multiple websites are getting 
hosted on a single server with virtual hosts, every 
virtual host will have its separate set of settings for 
bypassing false positives. Below is the example of vir-
tual hosts with security fixes including mod security?

<VirtualHost *:80>

DocumentRoot /ebs_mount/web_applications/web-
site_1

ServerName domain_name_1.com

CustomLog /var/log/httpd/website_1/access_log 
combined

ErrorLog /var/log/httpd/website_1/error_log

<Directory /ebs_mount/web_applications/web-
site_1>

Options -Indexes -Includes +FollowSymLinks -MultiV-
iews -ExecCGI

AllowOverride All

Order allow,deny

Allow from all

<Limit PUT DELETE OPTIONS>
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order deny,allow

deny from all

</Limit>

</Directory>

<LocationMatch “/wp-admin/plugins.php”>

SecRuleRemoveById 950109

</LocationMatch>

<LocationMatch “/wp-login.php”>

SecRuleRemoveById 981173

</LocationMatch>

</ VirtualHost>

<VirtualHost *:80>

DocumentRoot /ebs_mount/web_applications/web-
site_2

ServerName domain_name_2.com

CustomLog /var/log/httpd/website_2/access_log 
combined

ErrorLog /var/log/httpd/website_2/error_log

<Directory /ebs_mount/web_applications/web-
site_2>

Options -Indexes -Includes +FollowSymLinks -MultiV-
iews -ExecCGI

AllowOverride All

Order allow,deny

Allow from all

<Limit PUT DELETE OPTIONS>

order deny,allow

deny from all

</Limit>

</Directory>

<LocationMatch “/wp-login.php”>

SecRuleRemoveById 981173

</LocationMatch>

<LocationMatch “/wp-admin/user-edit.php”>

SecRuleRemoveById 950109

</LocationMatch>

<LocationMatch “/wp-admin/post-new.php”>

SecRuleRemoveById 960024 950901

</LocationMatch>

<LocationMatch “/wp-admin/profile.php”>

SecRuleRemoveById 950109

</LocationMatch>

</ VirtualHost>

Note: Refer to http://www.tecmint.com/apache-se-
curity-tips for complete information about the secu-
rity fixes.

To sum things up

This article focuses on deployment of website on 
CentOS Linux instance built on Amazon EC2 which is 
one of the Web Services provided by Amazon. The 
assumption is that the website is HTML/PHP based 
and uses MySQL database. This article also assumes 
that the website is small to medium scale and one Li-
nux instance will host all the databases and the web-
sites. Also, this article will not cover disaster recovery 
and load balancing setups. 

The above steps may also be used for Wordpress, 
Joomla based websites. But there may be modifica-
tions in the steps and also there may be few extra 
steps which are required to be completed as these 
are framework based websites.

Security is the major step which is required to be con-
sidered along with the website development and de-
ployment. The more security functions implement-
ed, the safer the website would be from the attacks 
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and hacking.
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Informatics for analysis of DNA 
sequencing data

-Rewati Tappu  
Email : rewatitappu@gmail.com

Introduction

Deoxyribonucleic acid (DNA) molecule is the genetic 
material of all living organisms responsible for the 
transmission of heritable traits from one generation 
to the next. It is present in every cell of an organism. 
DNA is made up of two strands of nucleotides. Each 
nucleotide is composed of a deoxyribose sugar, a 
phosphate group and any one of four nitrogen bases 
like Thymine, Guanine, Cytosine or Adenine. The 
two strands form a double helix with the pairing of 
Adenine to Thymine and Guanine to Cytosine. 

Figure 1 shows the chemical structure of the four 
nitrogen bases. The total DNA content in a cell is called 
the genome of the organism. A stretch of DNA that 
codes for a protein, or a functional Ribonucleic acid 
(RNA) molecule is called a gene. DNA is transcribed 
into RNA, which is single stranded and this RNA is 
translated to a protein. Proteins are the workhorses 
in a cell and can be enzymes that catalyze important 
metabolic reactions, or form structural components 
of the cell. 

The order of the four bases in a DNA molecule 
determines the protein that will be formed by the 
translation of this DNA molecule. The same protein 
from different organisms tends to be similar in 
sequence. Such genes or proteins which share 
a certain degree of similarity in their sequences 
are called homologous genes or proteins. Since 
the sequence dictates the function, it gives very 
important clues about the biology of the protein. 
Thus, DNA sequencing, which is determining the 
order of the nucleotide bases by chemical methods, 
is a crucial for the study of genes. 

Sequencing the entire genome is also possible, 
where one can obtain information about all the 

genes present in the organism. This helps us in 
understanding the full genetic potential of the 
organism and this in turn helps us in understanding 
the biology of the organism. 

DNA sequencing is an important technique that has 
proven to be beneficial in agriculture, biotechnology, 
pharmacy, DNA forensics, waste-water treatment 
and in understanding diseases like cancer, obesity as 
well as genetic diseases. 

The following article outlines what kind of analyses 
is carried out on the sequenced DNA and how 
Informatics plays a huge role in the process.

 Figure 1: (Source: http://www.livescience.
com/37247-dna.html)

Figure 1: Structure of the four nitrogen bases that 
form the DNA helix; Adenine (blue) pairs with 
Thymine (red) and Cytosine (yellow) pairs with 
Guanine (green). The sugar-phosphate backbone 
shown in orange color is made of deoxyribose sugar 
and a phosphate.

DNA sequencing
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Since the elucidation of the structure of DNA, many 
methods for the sequencing of DNA have been 
developed. These methods make use of DNA’s 
chemical properties, like the acidic nature, double-
helical property and the polymerization of a DNA 
molecule. By using techniques like fluorescence, 
imaging and others, the identity of the base 
present at a particular position can be determined. 
Traditional methods produced accurate results but 
were expensive and time consuming. These could 
not be scaled up for generating sequencing data for 
many DNA fragments together. The more advanced, 
next generation of sequencing methods are high in 
throughput, and are scalable and time-efficient with 
reduced cost. However, they can be prone to errors 
unlike the traditional methods. The sequencing 
technologies cannot produce the sequence of the 
entire gene/genome in one reaction. Instead, short 
“reads” are produced, which means after sequencing 
a few bases from the string of DNA, the reaction 
stops. This is the limitation of the chemistry of 
the sequencing reaction. When DNA is chemically 
extracted from the cells of the organism to be 
sequenced, it is broken into small fragments. Each 
fragment is the sequenced and raw reads that are 
even smaller than the fragments are produced.

Output from DNA sequencing

The light-intensity signals obtained after the 
sequencing reactions is processed by software 
designed for the same. This processing leads to 
determination of the sequence of bases present in 
that DNA molecule. (Ledergerber and Dessimoz, 
2011). Actual read sequences are obtained and 
stored in text files. A common format used for the 
storing of such sequences is the FASTQ format where 
raw read sequence starts with a “@” sign followed by 
a name, or a unique header to identify the sequence. 
This is followed the by the sequence itself, then a “+” 
sign and then a quality score for each of the base:

 

 

Quality processing 

Modern sequencing platforms are prone to errors 
and therefore a quality check of the reads is required. 
Reads with a bad quality score are discarded.  If 
the sequencing cannot confidently determine the 
nitrogen base at a certain position, it outputs an ‘N’ 
(A short form for ‘ANY’) and more the number of ‘N’s, 
lower is the quality. If a read contains many Ns, then 
it should be filtered. In addition, there could be a lot 
of reads with poly A/T tails, which is long stretches 
of the same base towards the end of the read. In 
this case as well, the reads need to be trimmed or 
filtered. Also, there are scores for the overall quality 
of a sequenced read. If a read passes the threshold 
value for a quality score, then it is considered for 
analysis, else discarded.

Assembly of the reads

Since the sequencing produces reads with lengths 
much smaller than the target DNA sequence, the reads 
have to be assembled to reconstruct the genome 
sequence. For this, overlap graphs are created and 
the reads are assembled into longer sequences 
known as ‘contigs’. Assembly algorithms make heavy 
use of graph theory principles. In a string, a k-mer is 
a substring of length k. So for example, if the string is 
ATGGCTAC, then all the 3-mers of this string are: ATG, 
TGG, GGC, CTA, and TAC. By using the k-mers of a read 
sequence, De-Bruijn graphs are created and these 
graphs are further used for producing longer contigs. 
The contigs are then ordered to form scaffolds. A 
genome contains several regions where a certain 
short sequence repeats itself multiple times. Repeats 
can be a problem when assembling the genome. In 
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Figure 2 below, a general workflow of assembling a 
genome is depicted. The several fragments produced 
for one genome are sequenced to produce reads and 
the reads are then assembled. In the third step, a 
graph is represented, where each node in the graph 
is a read and each edge representing an overlap of 
bases between the reads. 

Figure 2: (Source: http://www.nature.com/
nmeth/journal/v9/n4/full/nmeth.1935.html)

Figure 2: The fragments produced from a genome 
are sequenced and the overlaps between the reads 
are used for creating overlap graphs. These graphs 
are analyzed to form contigs and then scaffolds to 
obtain a genome draft.

Mapping

Genomes of many organisms of biological or 
commercial importance have been sequenced, 
like the Human genome, Rice genome, Mosquito 
genome and others. There are instances where 
the genome from the same species but a different 
individual needs to be sequenced. For example, 
genome of a new variety of rice has to be sequenced. 

In this case, the rice genome already present is the 
reference genome. Since the reference genome is 
that of a related organism, we expect that the newly 
sequenced genome will be very similar to it, barring 
a few differences. The short reads of the newly 
sequenced genome therefore can be “mapped” to 
the reference genome. Mapping is the alignment 
of the short reads to the complete genome. 
Computationally, this is a problem involving finding 
the best alignment for two strings.

Homology searching

One of the most important problems in bioinformatics 
is aligning two sequences or aligning a query sequence 
to all the sequences present in the databases. The 
alignment of two strings can either be a global 
alignment where two strings are aligned end-to-end 
or else it can be a local alignment where a string is 
aligned with another shorter string and regions of 
local similarity are found. When a newly sequenced 
gene aligns perfectly to another sequence in the 
database, we can predict the function of the new 
gene based on the function of the gene that is already 
known. These two genes are said to be homologous 
genes, because they are similar in sequence and 
hence could be having a similar function.

HMM based homology detection

Techniques in computer science like Hidden Markov 
Models (HMMs) are also used to find homologous 
proteins. HMMs are statistical models depicting the 
probability of a certain nucleotide to be present in 
a particular position in the sequence. HMMs are 
created for multiple similar proteins. By comparing a 
new sequence to an HMM profile, one can determine 
whether the new sequence is homologous to the 
sequences used for making the HMM.

Multiple sequence alignments

Multiple sequence alignment methods involve 
the alignment of three or more DNA or protein 
sequences. Multiple sequence alignments are 
generally carried out on related or same genes 
from different organisms, to determine the most 
conserved parts of the sequence. Algorithmically, 
multiple sequence alignment programs generally 
align the most similar sequences pairwise and then 
incorporate the less similar sequences until all the 
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sequences have been considered in the alignment. 
Some tools generate guide trees as a first step. 
Here, the Hamming distances of the sequences are 
computed. Hamming distances are the number of 
differences between two strings of equal length. 
For example, the Hamming distance between the 
strings “ATGCC” and “ATGGG” is 2. So, a matrix with 
the Hamming distances between all pairs of the 
sequences is calculated and then the sequences with 
the least Hamming distance are aligned first. 

Sequence data visualization

Using the different sequence analysis tools, the 
prediction of gene function is done. An annotated 
genome is a genome wherein the start and end 
positions of the predicted genes and their function in 
the genome is described. Tools for a visual inspection 
of a region of the genome along with the annotations 
present at that region are available which incorporate 
the sequence as well. For example, the Figure 3 shown 
below is a screen-shot of a part of the genome of a 
bacterium with the annotations present in this part. 
The tool allows the inspection of the entire genome 
with the red bars indicating positions and names of 
the genes predicted to be present. The tool allows 
the genome to be zoomed in and zoomed out.

Figure 3: (Source: http://www.ncbi.nlm.nih.gov/)

Storing of sequence data

Several databases exist for the storage of sequence 
data. The National Center for Biotechnology 
Information (NCBI) consists of many databases like 
the RefSeq, GenBank and Genome databases that 

store the DNA sequences of individual genes, proteins 
or whole genomes. European Molecular Biology 
Laboratory (EMBL) and DNA Data Bank of Japan 
(DDBJ) are also important databases where genomic 
information can be stored. The usual method of 
storing these sequences is in the FASTQ text format. 

Sequence data can be either stored as raw sequences, 
which are the outputs of sequencing platforms, 
or can be stored with annotations. Sequences are 
stored with all possible information about them like 
the definition, accession (which is a unique identifier 
of a database record), date of publishing and others. 
Databases allow the searching and retrieval of 
records. The Figure 4 below shows a section of the 
GenBank file:

Figure 4: (Source: http://www.ncbi.nlm.nih.gov/)

Summary

DNA sequencing benefits many areas in science like 
molecular biology, biotechnology, vaccine design, 
DNA forensics, agriculture etc. The latest methods 
available for the sequencing of DNA offer low-cost 
sequencing and with a very high throughput and 
hence the sequencing of huge genomes is easily 
feasible. The downstream analysis of the enormous 
amount of sequencing data that could be produced 
from a sequencing experiment makes use of 
computational techniques. Since the sequenced DNA 
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is ultimately a string of characters corresponding 
to the nitrogen base in that position of the DNA 
molecule, algorithms on strings are used for the 
analysis of the sequenced DNA. Some of the major 
types of analysis involve assembly of the reads 
into longer fragments, mapping of the reads back 
to a genome and homology searching. Many tools 
employing different algorithms have been developed 
for each type of sequence analysis. Some of the types 
of analysis are described in short in the above article. 
With these analyses, specific research questions 
could be answered.
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Computer Networks – PART 3

-Nandan Bhalwankar  
Email : nandanbhalwankar123@gmail.com

In the last part of this article we saw overview of OSI 
Model, its layers and functions / role of each layer. In 
this part we will see TCP/IP Protocol Suit. It is little bit 
different from OSI Model. Actually, TCP / IP protocol 
suite was developed prior to the OSI Model, but it can 
be said that it is implementation of OSI model. OSI 
Model is the generic model for understanding how 
the network woks. But today, all operations related 
to Internet are based on TCP / IP protocol. Now it is 
well established throw-out the whole world. Hence, 
it is more reliable model. 

We might think if OSI model is standard, then what 
is the need of this TCP / IP model? The answer lies 
below – As we would be curious to know about how 
Internet actually works from the ground zero level, 
studying TCP / IP protocol suite has become a basic 
necessity of networking. In this part, we would go 
through TCP / IP model in brief.

 

 

The TCP/IP Protocol Suite is comprised of modules. 
Each module provides a specific function, but the 
modules are fairly independent. The TCP/IP layers 
contain relatively independent protocols that can 
be used depending on the needs of the system to 
provide whatever function is desired. In TCP/IP, each 
higher layer protocol is supported by lower layer 
protocols. 

Now, let us have a look at layers of TCP / IP Protocol 
Suite:

  

 

As indicated in the diagram, TCP / IP protocol suite 
has 5 layers. 

1. Physical

2. Data Link

3. Network

4. Transport

5. Application 



Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

19The Exponent Group of Journals For Information Technology Volume 4, Number 4,  Sep 2016 - Nov 2016

Let us understand what protocols are situated in 
each of these layers with a short description. We 
will describe each of these protocols in details in our 
subsequent parts. 

Physical & Data Link Layer

These Layers do not define any specific protocol, but 
support all standard and proprietary protocols.  

Network Layer

At this layer, TCP / IP support Internet Protocol, ARP, 
RARP, ICMP, IGMP etc. 

 Internet Protocol (IP):

Internet Protocol transports data in packets called as 
‘Datagrams’, each of which is transported separately. 
The difficulty with this protocol is that datagrams may 
not arrive at the destination in the same sequence 
as they are sent. Hence, this protocol does not 
guarantee error checking and tracking. Also, there 
is no facility for reordering the datagrams which 
arrive at destination. In spite of all these, IP provides 
maximum efficiency. How? We will go though in our 
subsequent articles.

ARP / RARP:

The full form of this protocol is ‘Address Resolution 
Protocol’. As we know on Internet, every single 
machine has a unique address known as IP address. At 
the physical level, in order to connect to the internet, 
the machine has a card, known as ‘NIC – Network 
Interface Card’. This NIC card too has an address, 
known as physical or hardware or MAC address. ARP 
is used to find (or “Resolve”) the physical address of 
the node when its internet address is known. Hence, 
the name of the protocol is ‘Address Resolution 

Protocol’.

Totally opposite to above, RARP – Reverse Address 
Resolution Protocol allows the host on a network 
to determine its Internet Address when physical 
address is known. Its need arrives when a computer 
is connected to the network for the first time or when 
a diskless computer is booted. 

 ICMP:

On a network, an error may occur. An error may be of 
loss of datagrams / incorrect datagrams etc. A sender 
of the message should be notified with such errors. 
Internet Control Message Protocol (ICMP) is useful 
in such cases. It sends notification to the sender of 
message about datagram errors.

IGMP:

This protocol is helpful for group messaging 
techniques where simultaneous transmission is 
required. 

Transport Layer

As we have already seen, Internet Protocol or IP 
delivers messages from one computer to other. But a 
computer runs n number of processes at a time. If it is 
needed to send a message from one process running 
on one computer to some other process running on 
other, will Internet Protocol work?  Have we ever 
thought of it? … And the answer lies in this layer. 
TCP and UDP are the two protocols work in transport 
layer to achieve process to process delivery.  
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Let us quickly go through the logic of TCP protocol.

 

 

Application Layer

As we have seen in OSI Model, there are 7 layers. 
Application Layer in TCP / IP Protocol Suite is 
equivalent to combined session, presentation and 
application layers in OSI model. 

This was the brief description of TCP / IP Protocol 
Suite. We will go through each of above protocols in 
details in subsequent parts. 

In the description we just saw, we came across terms 
like – ‘physical Address’ and ‘logical Address’. These 
hold very important role in networking. Hence, it is 
necessary to explore more about these addresses.   

Types of Addressing

TCP / IP protocol uses 3 types of addressing as follows:

 

Let us understand meaning of these.

Physical Address

As we have seen in the description of ARP and RARP, 
each machine on a network, may it be a computer, 
a mobile device has a MAC (Media Access Control) 
address or hardware address. These addresses 
uniquely identify the device they have been assigned 
to.   

The example of MAC address is as follows:

On a computer with Windows OS, a MAC address can 
be found by following below procedure.
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Physical Address for my personal computer is as 
follows: 

As we can figure out from both the images of physical 
address, it is of 48 bits in length where each of the 
bits is hexadecimal byte. 

 

 

Now let us see how physical addresses are used in a 
network. 

Consider a LAN structure shown below, which has 
5 computers. Hardware address of each machine is 
written below it. In the figure below, addresses 10, 
27, 51, 62 and87 are the hardware addresses. All 
these machines are connected using a single LAN 
cable. A message is to be transferred over this LAN 
from a machine with physical address ‘10’ to address 
’87’. The format of the message is written below. 

This format is encapsulated by a header and a trailer 
by a data link layer. Trailer holds some bits for error 
detection and correction while header stores source 
and destination machine address.  This message is 
sent on a LAN. The machine with its own hardware 
address matching with destination address accepts 
the message. The rest machines reject the message. 

 

 

Types of physical addresses:

 

 

Let us go through the meaning of each. 

Unicast Address:

Unicast is the term used to describe communication 
where a piece of information is sent from one point 
to another point. In this case there is just one sender, 
and one receiver. 

Multicast Address:

 Multicast is the term used to describe communication 
where a piece of information is sent from one or more 
points to a set of other points. In this case there is 
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may be one or more senders, and the information is 
distributed to a set of receivers

Broadcast Address:

Broadcast is the term used to describe communication 
where a piece of information is sent from one or 
more points to all other points.

From the above diagram, 

• Red Dot:  Represents a Sender of communication

• Green Dots:  Represents Receivers of 
communication

• Yellow Dots:  Represents Nodes in the network

The best example to explain above is ‘WhatsApp’. On 
a WhatsApp, we send a personal message to some 
contact stored on our phone. This personal or one-
to-one message is actually a unicast message where 
only one person is sending and the other one is 
receiving. 

We also create groups on WhatsApp. When we post 
a message / image/ video on a group, every single 
person in that group is notified and he can read your 
message. This type of message where communication 
is one-to-many can be considered as broadcasting.

Now, there is also one feature present in WhatsApp 
known as ‘broadcast list’ where we create a list of 
contacts from our total contacts as recipients. Once 
we send a message to that list, all people from that 
list receive our message. But since the list contains 
only some of our contacts, this can be considered as 
a ‘Multicasting’.  

Logical Address

These are also called as IP Addresses. A logical address 
uniquely identifies each host on Internet with a 32-
bit address. This is regardless of physical network. 
Let us check a simple example how the packet is sent 
over internet.  

As shown in the diagram, the data packet is to be 
sent from a device having IP address ‘IP1’ to ‘IP10’. 
(Here, just for the purpose of understanding the 
concept, let us consider IP1, IP10 as IP addresses).  In 

this network, there are 3 sub-networks – two running 
bus topology and one with ring. We already know the 
meaning of term ‘topology’ in our first part. In this 
example, a device from first subnet wants to send 
data to a device from network 3. Let us see how data 
will flow in this network. Hardware Addresses of each 
device in between are written besides that device. In 
figure, 10, 87, 66 are hardware addresses.

The squares in the diagram represent devices and 
rounds marked cross are the routers. As we have seen 
in the first part of this article, routers are the switching 
elements that connect two or more networks and are 
required for passing information from one network 
to the other. A question might arise in our mind a 
single IP and hardware address is written besides 
each device. But why 2 IP and hardware addresses 
written besides a router?? And yes, we have just 
now seen the answer of this question. The router 
being a connector of 2 networks, it will be identified 
differently in every single network. 

Also, the arrows in the network represent flow of 
data in the network. As we can see in the diagram, 
there are 6 fields in the data packet. The first field is 
the trailer added by data link layer. The second field is 
the actual data. Third filed is IP address of the sender 
and fourth filed is IP address of the receiver. Fifth bit 
is hardware or MAC address of the current sender 
and sixth bit is MAC address of the current receiver. 
Another question may arise in this case. If IP address 
uniquely identifies every single host on internet, 
then what is the need of this MAC address here in 
data packet information?? And what does the term 
‘current’ mean??  Let us understand this. 

In this example, device with IP1 which is actual 
source is from the first sub network and device with 
IP10 which is destination, is from a different network 
than that of source. This information in terms of data 
packets is not directly going to go from source device 
to destination device directly. There are n numbers of 
intermediate devices in between. In short, there are 
many intermediate ‘hops’ though which information 
will flow. Hence MAC addresses in information 
packets are required in a local sub-network to 
decide the current source and destination hop.  That 
is, when your computer wants to send a packet to 
some IP address x.x.x.x, then the first check is if the 
destination address is in the same IP network as the 
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computer itself. If x.x.x.x is in the same network, then 
the destination IP can be reached directly, otherwise 
the packet needs to be sent to the configured router.

Now let us see the information flow in this case. A 
first hop for source device is a router with hardware 
address 66. Hence, information is sent from IP1 to 
router with IP address IP3 and hardware address 66. 
Now, as this router belongs to the both networks, it 
will use its next hardware address 92 with which it is 
identified in second network.  This router will pass 
information packet to next hop i.e. second router 
present in network2. Hence, in the information 
packet, source MAC is 92 and destination MAC is 
67. Router2 will also use same logic as first one and 
will finally deliver the information packet on third 
network. As receiver’s hardware address is put in 
information packet, it will pick the packet up. 

But we may get another question, how does the 
router understand to which router a packet is to be 
forwarded?? We will get answer of this question 
when we will study about ‘switching elements’ in our 
consecutive parts. For now, we stick to this example.    

 

Port Address

Till now we have seen a data flow from source 
to destination machine using physical and logical 
addresses. But it’s not over yet. Today, computers 
run multiple processes at a time. The end objective 
of internet communication is actually a process 
communicating with another process. 

As indicated in below diagram, computer PC1 is 
communicating with computer PC2 using a process 
called TELNET. At the same time, the same computer 
PC1 is communicating with PC3 using FTP. Here, a 
network needs a method to label different processes. 
In TCP / IP protocol suite, this ‘labelling’ is done 
through a process known as port address which is 16 
bit long. This port number resides in the header part 
of data packet. 

Port numbers are of two types. 

 

 

 

 

Till now we have seen the introduction of TCP / IP 
Protocol Suite. Each protocol mentioned here is of 
vital importance for internet communication. We will 
have a look at each of these in our upcoming parts.  
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Data Center Infrastructure – PART 1

-Bhargav Gulavani  
Email : bhargav.gulavani@gmail.com

Modern Datacenters

Two decade ago, advances in computer technology 
enabled multiple computer applications to be run 
on a single computer. These advances included 
increase in CPU clock speeds, increase in the capacity 
and bandwidth of storage devices, and increase in 
bandwidth of computer networks. Modern computer 
applications include data crunching software, 
artificial intelligence applications, and enterprise 
automation applications. 

Since it became possible to run multiple applications 
on a single computer or server, the obvious problems 
faced by the IT administrators was to prevent 
interference between applications running on the 
same server. This problem has two aspects as follows.

1. Ensuring appropriate isolation boundaries 
between applications so that a rogue application 
does not destructively interfere with other 
applications running on the same server, and

2. Restricting resource usage of an application, i.e., 
enforcing resource quota, so that a resource 
hogging application does not affect performance 
of other applications running on the same server

The concept of ‘virtual machine’ also called as 
server virtualization elegantly solved both of these 
problems. Server virtualization enables multiple 
operating systems to be installed and run on a single 
physical server; all of them sharing the underlying 
hardware including the CPU, memory, network 
cards, and disks. Each such operating system can 
be considered to be a virtual machine (VM) running 
on the shared physical server machine. Gradually, 
the virtualization technology has evolved to provide 
multiple virtual views of the physical storage and 
network hardware, thus enabling creation of virtual 

storage and virtual network sub-systems that are 
isolated from each other on the same underlying 
physical hardware. The advantages of virtualization 
for IT administrators are two-fold.

1. It allows multiple applications to be run on the 
same physical hardware without destructively 
interfering with each other, and

2. It allows programmatic creation of virtual 
instances of server, storage and network, thus 
enabling automatic provisioning of resources 
for application deployment and consequently 
increasing agility and efficiency

Simultaneously, advances in internet technology 
resulted in popularity of internet applications like web 
search, email services, social networking, blogging, 
and messaging services. Because of web scale 
nature of such applications, they required multiple 
servers and storage devices for their deployment. 
Even enterprise applications started becoming too 
big to fit on single computer, or even a handful of 
computers. IT administrators started using ‘divide 
and conquer’ technique to manage the complexity 
arising out of management of such applications. 
These applications started to be divided into smaller 
interconnected components that can execute on 
multiple servers. Managing these applications on 
the underlying cluster of computers, aka datacenter, 
involves solving the following two problems.

1. Management of hardware resources including 
servers, networking gear, and storage devices

2. Packaging, deploying and managing applications 
and application components on the underlying 
hardware

Virtualization technology based provisioning of 
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virtual resources began to be used for efficiently 
managing hardware resources. This gave rise to 
Software Defined Datacenters, which primarily 
involves creating virtualized server, storage, and 
network resources on demand as per the application 
needs. Application components can now be packaged 
as virtual machine images and can be deployed as 
virtual machines on the available servers in the 
datacenter using datacenter management software. 
Popular examples of datacenter management 
software are as follows.

1. Openstack – an open source datacenter 
management software

2. VMWare vSphere – a proprietary management 
software

3. Azure private cloud – a proprietary management 
software

In a typical modern datacenter, it is observed that 
all the virtual machines have identical operating 
systems, and the key goal of a virtual machine is to 
ensure resource isolation and enforcing resource 
quotas. In such a setting, the operating system 
kernel of each virtual machine can be shared with 
that of the server operating systems and server 
operating systems tools can be used to ensure 
application isolation and to enforce resource quota 
on applications. This is especially true of the Linux 
based operating systems. Linux container technology 
enables multiple application packages to be isolated 
from each other on the same server while sharing 
the Linux kernel. Over the last couple of years Linux 
Container technology is becoming popular as a 
lightweight alternative to virtual machines. Several 
open source technologies based on Linux containers 
like Docker [9] and rkt [10] have become popular 
over the last couple of years. In the container 
world, application or application components are 
packaged as container images and the problem of 
virtual machine management translates to container 
management. Several tools for managing containers 
in datacenters have also come up over the last 
couple of years. An interesting characteristic of all 
these technologies is that they are all published as 
open source software, unlike virtualization software. 
Examples of container management software for 
datacenter are as follows.

1. Mesos

2. Kubernetes

3. Docker machine

In this first article in the series on Modern Datacenters, 
we focus on the Server hardware.

Server Hardware

Tower Servers

These are server grade computers packaged in the 
traditional Desktop computer form. An example 
Tower server is shown in Figure 1. A bunch of 
such existing servers can be grouped together to 
form a mini-datacenter. Connecting a bunch of 
tower servers is a common practice employed by 
enterprises to begin operationalizing a small ‘on 
premise’ datacenter. Although such a deployment 
is fairly cheap and an effective first step, the pile of 
hardware invariably becomes unmanageable with 
the addition of more capacity. Following are the 
advantages and disadvantages of these servers for 
creating datacenters.

 

 

Figure 1 Tower server

Advantages

1. Bunch of existing servers can be reused to form a 
mini-datacenter

2. Cheap alternative for small requirements

Disadvantages

1. Poor scalability. Primarily due to space, power, 
and cooling inefficiency

2. Each server has its separate power distribution 
unit and cooling gear

3. Lack of modularity prevents proper organization 
of the hardware, thus exposing it to physical 
tampering and management difficulties 
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Rack Servers

Racks, especially the 19-inch racks have been widely 
used for mounting multiple equipment modules like 
servers, storage and power equipment. Each module 
has a front panel that is 19 inches wide and its height 
is standardized as multiples of 1.752 inches or one 
rack unit or 1U. Equipment designed to be placed in 
a rack is typically described as rack mountable. Figure 
2 shows a 1U rack-mount server and an empty 19-
inch rack. Servers designed to be mounted in a rack 
are termed as Rack Servers. 

Figure 2 1U server, and 19-inch racks

Among all datacenter equipment, rack servers is 
the largest product segment of the data center 
infrastructure market in terms of revenue [4].
Following are the advantages and disadvantages of 
Rack Server.

Advantages

1. Standardizes server sizes

2. With high level of standardization in the industry, 
off-the-self components can be used to create 
the datacenter

3. Liberty to pick and choose different vendors for 
different components

4. Suitable for hyper-converged and scale-out stacks

Disadvantages

1. IT team needs to have significant hardware 
integration, testing, and debugging skills

Blade Servers

The typical “blade” is a stripped-down modular server 
that saves space by focusing on processing power 
and memory on each blade, while forgoing many of 
the traditional storage and I/O functionality typical 
of rack and standalone server systems. These servers 
are much smaller in size compared to Rack Server and 

Tower Servers. Due to their small size, blade servers 
attain high physical server density. Blade is supposed 
to be mounted in a custom made chassis. Blade sizes 
vary from vendor to vendor. In contrast to rack mount 
servers, which are self-contained, blade servers lack 
some of the following common components.

1. Cooling fans, and power supply

2. Limited internal storage, few TB disk drives may 
come attached with the server

These components are instead packaged inside the 
blade chassis, and are modularly shared across all 
servers in the chassis. Moreover, in contrast to rack 
mount servers, there aren’t any additional PCI slots 
for plugging additional Network Interface Cards, or 
any capability to add additional local disk drives. For 
additional storage requirements specialized storage 
devices like SAN may need to be externally attached 
to blade servers.

Advantages

1. Pre-packaged, single vendor system

2. Suitable when IT team lacks hardware integration 
skills

3. They don’t have their own fans or power supply. 
Cooling and power units are chassis-level 
components.

4. Blade servers consolidate and simplify the 
reduction of tangled cables

Disadvantages

1. Blade server size varies from manufacturer to 
manufacturer

2. Blade chassis design is proprietary and often 
specific to a provider’s modules. However, third-
party vendors sometimes offer modules that 
are designed to fit another vendor’s chassis. For 
example, Cisco makes networking hardware for 
HP and Dell blades

3. Blades’ high-density design poses overheating 
concerns and they could be power hogs. Proper 
physical design and arrangement is necessary to 
prevent escalating temperatures.

4. Most Blade servers do not support hot swappable 
drives
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5. Inflexibility

6. High cost. High premium is charged for pre-
integration

7. Potential vendor lock-in

Summary

One of the key hardware components of a datacenter 
is the Server. Connecting a bunch of tower servers is 
a common practice employed by small enterprises 
to begin operationalizing an ‘on premise’ datacenter. 
Although such a deployment is fairly cheap and an 
effective first step, the pile of hardware invariably 
becomes unmanageable with the addition of more 
capacity. Gradually, as the capacity increases it 
is beneficial to use racks to organize datacenter 
hardware. Consequently, one can choose from Rack 
Servers or Blade Servers for scaling the datacenter 
capacity. In this article we studied different Server 
form factors. We observed several advantages and 
disadvantages of these various kinds of Servers that 
can help guide selection of Server hardware for a 
datacenter.
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Overview of Software

Software systems are majorly classified into 3 types: 
System Software, Programming Software, and 
Application Software. System Software interacts 
closely with the hardware and memory components 
of the computer. These include operating systems, 
device drivers, etc. Programming Software helps in 
writing programs, software, and applications. These 
include editors, compilers, etc. Application Software 
aims at executing a set of tasks and utilizes the 
computing power to simplify and ease the manual 
work of an individual user or an organization. 

Different types of Application Software exist as per 
their tasks:

• Office Application Suites

• Multimedia Software

• Content Access Software

• Educational Software

• Simulation Software

• Database Software

• Enterprise Software

• Enterprise Resource Planning Software

• Enterprise Infrastructure Software

The article is focused on selection of Enterprise 
Application Software. 

Enterprise Software handles the needs of an 
organization’s business processes. It increases the 
efficiency of an organization or its department. 
Finance Software, Helpdesk Software, Manufacturing 
Software are some of the examples.

Enterprise Resource Planning Software is generally 
used in large organizations. It ensures that the entire 
organization is connected on a single platform so as 
to ease the flow of information on the organizational 
level. ERP is capable to cater to different departments 
that handle diverse tasks. ERP for a Manufacturing 
company would handle multiple responsibilities like 
Production Management, Inventory Management, 
Material Management, Finance, Human Resource 
Management, etc. 

Enterprise Infrastructure Software handles various 
aspects like database management, documents 
management, workflow management, digital assets 
management, property management, etc.

License of the software determines how the users 
can use the software. 

• Licensed

Majority of the software are licensed by the vendor, 
allowing the software’s installation on specific 
machines as per the agreement. Resale of the 
software by the user is not allowed.

• Sold

User can purchase a copy of the software itself and 
can resale it.

• Freeware

Software is allowed to be downloaded free for use, 
but may not be allowed for resale.

• Shareware

Trial version could be available free of cost, with 
respect to limited features or limited duration. 
Additional features or duration might require users 
to make a purchase.
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Availability of source code also differentiates the 
software. However, the software itself may or may 
not be free of cost. Restrictions of resale could exist. 

• Open Source

Source code of the software is made available for use 
as well as modification of the software itself. 

• Closed Source or Proprietary Software

Source code of the software is not available. Only the 
executable software is provided.

Software can be hosted for the individuals or 
organizations in the below ways:

• On-Premise

Installation of the software is done on the users’ 
systems or server.

• SaaS (Software-as-a-Service)

Software is launched on the cloud. It runs online, 
providing direct access to specified users.

Any software that can be selected or created by the 
users are available through the below options:

• Custom Software

Software is developed only for a particular user or 
company, as per the specifications and needs.

• Off-the-shelf Software

Standard software caters to predefined specifications, 
and does not aim at any particular user’s needs.

• Modification of Off-the-shelf Software

Standard software can be tweaked to cater to a 
particular user’s needs. Not all off-the-shelf software 
allows this.

Build Vs. Buy

CEO, CIO, and CTO face challenges of balancing 
their company’s immediate needs with its long-
term goals and growth. While selecting software for 
their company, the most prominent question arises 
– should we build the system or buy software? The 
decision making process must heavily rely on the 
business needs and analyze if the software is the best 
fit for the need as well as the company.

Below are some of the pros and cons of building 

custom software, selecting off-the-shelf software, 
and modifying off-the-shelf software.

Custom Software

Companies that are ready to invest in technology to 
create a competitive edge in the market, are expecting 
to scale their business in the near future, and need 
all of their business processes to be handled as-is by 
the software opt for building Custom Software.

Reasons for building custom software are:

• Software itself can prove to be a competitive 
advantage in the market.

• Cost of the proprietary system can be spread 
across large number of clients.

• Fully integrated solution must match all the 
business processes perfectly.

• Off-the-shelf software cannot meet every need 
of the business, especially if it has some special 
requirements. 

• Off-the-shelf solutions are rigid, making it difficult 
to add or remove any of its features. Modification 
of functionalities might not be allowed.

• Off-the-shelf software may not interact or be 
compatible with other systems that already exist 
in the company. 

Pros of Custom Software are:

• Software perfectly fits in all business processes.

• Software can easily adapt and grow to changing 
needs of a dynamic organization.

• Scalability and flexibility of business is ensured.

• Solution is designed specially for the company, 
keeping in mind all business requirements, 
processes, security, infrastructure needs, etc. 

• Staff does not need exhaustive training, since 
they are already aware of the business processes 
of the company.

• Productivity of the company improves drastically 
since business and software are in sync

• Implementation may start only with essential 
“must-have” features and eventually expand for 
other functionalities.
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• Integration with legacy systems, as well as 
provision to interact with any additional systems 
in future is handled.

• Business owns the software itself, limiting the 
exposure of its internal business processes to any 
external organization.

• Changes as well as support can be managed 
quickly.

Cons of Custom Software are:

• Upfront costs are very high, since the cost of 
development restricted to the company itself.

• Changes, addition and enhancement of features 
requests may be billable

• No training or shared knowledge pool of experts 
exists.

• High quality teams of analysts, developers, 
testers, database engineers, etc. have to be 
maintained to ensure efficient working of the 
software.

Off-the-Shelf Software

A commercial product aimed at mass-market is a 
sensible option for smaller businesses which are not 
keen on heavy investment. 

Reasons of selecting Off-the-Shelf Software are:

• Technology itself does not create a competitive 
advantage. It only acts as enabler for business.

• Off-the-shelf software that exists in the market 
solves the purpose.

• Budget constraint is one of the critical aspects.

• Limited time and lack of technical expertise 
required to handle the software is another major 
contributor to the selection process.

Pros of Off-the-Shelf Software are:

• Upfront cost is low, since the development cost 
of off-the-shelf solution is distributed across a 
large number of clients.

• Feature rich solutions cover up most of the 
requirements faced in general by the market or 
industry.

• Most of the business needs might be taken care 
of in the built-in features. But a few features 
might need a work around.

• Deployment and testing time is drastically smaller.

• Support for maintenance might be included.

• User communities and forums provide a strong 
support for help.

• Entire software development lifecycle is managed 
by the vendor itself.

• Upgrades and enhancements of the software are 
provided by the vendor.

Cons of Off-the-Shelf Software are:

• Not all business processes and needs will be 
addressed. Business processes might need to be 
modified in order to fit into the software.

• Additional training must be conducted to ensure 
the staff understands how to use the software 
and can fit into the modified business processes.

• Software might include a lot of features that the 
business does not need.

• Business and software might not be in sync, 
in order to handle scalability and flexibility of 
business.

• Customizations might not be possible or will be 
very expensive.

• Upgrades and enhancements provided by the 
vendor might not be in accordance with the 
company’s business.

• Hidden costs of upgrade, support, license, per-
seat costs, etc. might apply. 

• Company has to accept the solution along with 
specifications infrastructure, security, etc. as set 
by the vendor.

Modified Off-the-Shelf Software

Only a few commercial software packages allow 
customization of their features. If most of the built-
in features of the off-the-shelf software are as per 
the requirements of the business, except for only a 
few features that cannot be compromised, company 
takes the decision of modifying the off-the-shelf 
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software.

Pros of Modified Off-the-Shelf Software are:

• Upfront costs are lower, depending on the 
customizations needed.

• Feature rich off-the-shelf software continues to 
retain all its built-in features.

• Most of the business needs are already catered 
to by the software, allowing customization for 
the required special business processes. 

Cons of Modified Off-the-Shelf Software are:

• Customizations beyond tipping point are 
expensive. Tipping point is where the 
customizations begin to stretch what the software 
can handle, and in turn is more expensive than 
Custom Software. 

• Business and software might not be in sync, 
in order to handle scalability and flexibility of 
business.

• Upgrades and enhancements of the off-the-
shelf software might not be possible once it is 
customized.

• User communities and forums for customized 
solution may not be available.

• Hidden costs might increase for upgrade, support, 
maintenance, license, per-seat costs, etc.

• Company has to accept the solution along with 
specifications infrastructure, security, etc. as set 
by the vendor.

Software Selection Process

The software selection process starts first by 
determining the requirements of the business. This 
is the most important aspect that not only sets the 
correct expectation from the selection process but 
also determines the success of the implementation.

 

 

Know the “big picture” 

Business must be able to define the challenges that 
it needs to address in order to increase efficiency. 
On a broader note, a clear differentiation between 
the needs (must have features) and wants (nice to 
have features) sets the right expectation of all the 
stakeholders involved in the software selection 
process.

Chalk out the requirements

This step forms the most critical and often 
underestimated step in the software selection 
process. Most of the businesses are not able to 
chalk out all the requirements correctly. Reverse 
engineering helps to ensure all the requirements are 
covered well, both vertically and horizontally. Vertical 
ensures a wide variety of requirements are captured, 
and horizontal ensures all the vertical requirements 
are thoroughly analyzed in depth to cover all possible 
business scenarios.

These requirements are then prioritized to determine 
what is needed immediately, or one, three or five 
years later. Flexibility and scalability expectations of 
the software also have to be determined.

Determine the deal breakers

Identify all the requirements that are not very 
easy to meet, but are critical for the success of the 
implementation. This will assist in narrowing down 
the vendor list.

Decide a budget

Calculate the amount that can be spent on the 
implementation of the software, hardware, first year 
support, customization, etc. Budget for one-time set 
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up and recurring costs is important to determine for 
the project.

List out the players

Based on the must have requirements and budget 
constraints, list out the software or vendors that can 
be considered for further evaluation. 

Shortlist players 

From the above selected list of vendors or software, 
compare which of these align closely with the 
requirements that are chalked out. Even if some 
software is not within the budget, but it fits in very 
well with the requirements, it could be considered by 
the business. A brief negotiation at this stage could 
help understand the realistic cost of the software.

Set up evaluation process

In case of a larger project, Request for Information 
(RFI) and Request for Proposal (RFP) can be sent 
across to vendors. Depending on the response of the 
vendors, evaluation can be carried out. 

For smaller projects, demos can be requested from 
the vendors.

It is essential for the company to set up an evaluation 
process so that all the vendors are evaluated based 
on the same set of parameters. Giving them a list of 
features helps focus on the deal breaking features 
and saves time wasted on unnecessary features.

Revisit Build or Buy decision

If none of the off-the-shelf software is able to meet, 
say 60 to 80% of the business requirements, the 
company may choose to build a custom solution. 
However this is considered in case the budget 
constraint is not strict.

Select Finalists

Narrow down the options of software based on the 
demos provided by the vendor, good design, easily 
identifiable functions, navigation, switch over to 
other functions, etc.

Get inputs from internal users

It is extremely important to get buy-in from all the 
stakeholders. Getting end-users involved at early 
stage helps identify some features that can lead to 

improved productivity of employees. These end-
users become champions for adoption of the new 
software in their teams.

Analyze the gap

Conduct gap analysis to find out about the features 
missing from the finalists. Evaluate the possible 
workaround and determine how productivity could 
be affected because of the missing features.

Choose a stable vendor

It is critical that not only the software should be 
acceptable to the business, but also the vendor 
should be committed to the company. Check the core 
business of the vendor. Ideally, the vendor should 
generate revenue from other companies of the 
same size and industry as that of the buyer. Proven 
record, stability and good ethics will strengthen the 
relationship between the vendor and the buyer.

Confirm integration and security

Recheck how the new software will integrate and 
replace the existing business processes. Ensure no 
broken links in business process are created. 

Ensure the vendors are providing security of data. 
Note down the support levels of encryption offered 
by the vendors.

Select an implementation service partner

In case the software needs to be installed or 
customized, check if the vendor itself will be 
providing these services. If not, search for the right 
assistance and select the right partner to handle the 
implementation of the software project. It is vital 
that the communication between the buyer, vendor, 
and the partner is transparent. 

Confirm costs and timelines

Verify with the service partner about the costs 
of setup, configuration, customization, upgrades, 
enhancements, support, etc. Define timelines that 
will set up expectations of the implementation 
project.

Negotiate and finalize evaluation

Negotiate before starting the project on all the 
aspects throughout the life of the software. 
Review the information sent by the vendor and the 



Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

34 The Exponent Group of Journals For Information Technology  Volume 4, Number 4, Sep 2016 - Nov 2016

implementation service partner to cross check that 
it is in accordance with what was planned. This 
will ensure no gaps exist in order to have a smooth 
implementation project. 

SaaS Vs. On-Premise

A trending question for businesses today while 
evaluating software is whether they should opt for 
On-Premise or SaaS.

In a traditional model, software needs to be installed 
on the server or systems of users and configure the 
same as per business needs.

In Software-as-a-Service, instead of paying for the 
software, the users pay for the duration they are 
using it.

Below considerations can be evaluated before 
deciding whether SaaS or On-Premise suits the 
business needs:

Financial Visibility

Total Cost of Ownership of the software that the 
business requires must be evaluated for both the 
options, considering the infrastructure costs, licenses, 
and support as well. Capital Expenses and Operational 
Expenses have to be evaluated to determine the 
trade off that is acceptable by business. 

Generally SaaS lands up being less expensive than 
On-Premise, since the expense of infrastructure is 
eliminated. But if the business has budget allocated, 
even On-Premise can be considered.

Integration Complexity

Standalone applications can be easily suitable for 
cloud. But having highly integrated applications 
that connect to legacy systems will require special 
migration investment and may not offer the desired 
results. On-Premise is better suited for complicated 
integration of various applications.

Data Sensitivity

Cloud service providers offer data encryption. 
However highly sensitive or classified data is better 
suited for On-Premise hosting.

Security

Majority of the cloud service providers invest heavily 

in security. Hence SaaS hosting provides a robust 
security mechanism as compared to On-Premise. 
However, risk profile of each company and its 
applications has to be chalked out to decide if SaaS is 
suitable for the business or not.

Platform Suitability

Not all applications can be easily moved to cloud. 
Significant efforts in rewriting the entire software 
will need to be conducted in order to make the 
application cloud-ready. Business needs to evaluate 
the need of conducting such a project. 

Total Cost of Ownership

During the selection process of software, it is essential 
to calculate the return on investment (ROI). Total 
Cost of Ownership (TCO) forms a critical part of ROI. 

Total Cost of Ownership is not the upfront cost of 
the software, but the lifetime costs incurred for 
implementing the software. It covers the costs 
incurred while setting up the software, while 
operating it for its purpose, as well as retiring, if the 
software has to be replaced by any other software. 

Startup Costs

These are the costs that are incurred during setting 
up the software into production of the organization.

• Software

All up-front software costs along with the user 
licenses.

• Hardware

Cost of all servers and storages required for running 
the software. Backup and disaster recovery are also 
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included. This does not apply for SaaS.

• Implementation

Cost incurred while setting up and configuring the 
system along with testing it in production.

This cost is reduced drastically in SaaS.

• Data Migration

While replacing an existing system, transferring data 
will include format changes and migration costs. 
Archiving old system data in read-only mode could 
be a cost saver.

• User Licenses

Generally, off-the-shelf software requires named 
users and simultaneous users. SaaS licenses are 
named users. Custom software does not need users 
to be specified.

• Training

End users, helpdesk, and admin employees must be 
trained initially to operate the software.

• External System Interface Costs 

Costs related to setting up interaction of the enterprise 
software with other systems in the organization.

• Customization

Costs incurred for tweaking off-the-shelf software to 
cover up the business processes of the organization.

Operational Costs

These are the costs incurred to run the software in 
production during business-as-usual.

• Software Maintenance and Support

Off-the-shelf and custom software require annual 
contracts (AMC) to get all the patches and upgrades. 
SaaS does not incur this cost.

• Patches

Off-the-shelf incurs cost to apply security and bug-fix 
patches.

• User Licenses

Off-the-shelf software requires new licenses to be 
purchased for new users. In case of reduced number 

of users, licenses might be wasted, since refunds are 
not provided. 

SaaS licenses can be purchased on-the-go, since the 
contract could be for shorter durations.

• Training

New users need to be trained to use the software.

SaaS provides upgrades regularly, for which training 
needs to be conducted.

• Enhancements

For any new functionality as per company’s new 
business processes, the software will need to be 
enhanced. This is applicable for custom software as 
well as modified off-the-shelf software.

• User & Admin Support

Having a helpdesk and system admins along with 
end-users could create a burden on managing the 
employees.

• Disaster Recovery & High Availability

Managing backups and failovers can be very 
expensive for off-the-shelf or custom software. For 
SaaS, in case the vendor is out of business, additional 
cost to recover data comes into picture.

• Data Center

Operating the software in data center incurs 
additional costs. This does not apply to SaaS.

• Downtime

Cost to the business when the software is unavailable.

• Depreciation

Capital Cost of the software and hardware will 
undergo depreciation. SaaS costs are usually 
operational expenses only.

• Upgrades

Off-the-shelf software generally goes through 
upgrades. This can prove to be expensive and time-
consuming as well as risky for business. SaaS already 
takes care of upgrading their software.

• Security

Ensuring security of the application, especially if it 
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is available outside the organization, is expensive 
for off-the-shelf and custom software. SaaS vendors 
are responsible for managing security of their own 
software. 

Retirement Costs

These are the costs that are incurred while retiring 
the software, in case it has to be replaced with 
another one. 

• Data Export

Moving the entire data to the new system is 
expensive. Generally it might be preferred to archive 
in read-only mode.

• Archived Systems

Even after migration to new software, the organization 
might want to retain the old system along with the 
data for reference. Running the off-the-shelf or 
custom software on the servers has its costs. Even 
SaaS needs to be paid some amount to retain this in 
read-only mode.

• Inactive Licenses

Only limited users need to retain access to the old 
system. But for audit purpose, all the licenses might 
be required to be retained. 

Return on Investment

Business needs to decide if at all the project is worth 
pursuing, and which software will be the most 
rewarding to the organization.

Estimating ROI is done in 3 phases: 

• Discovering the value

• Reducing the value

• Calculating ROI

 

Phase 1: Discover the value

Value of the enterprise software is estimated from 
the projected outcome to be derived out of using 
the system in the organization. Below aspects are 
considered to estimate the gross value of the benefits.

Hard Benefits

These are the direct monetary benefits associated 
with the outcome of using the software. Multiple 
outcomes can contribute different amounts. Some of 
the common outcomes are as below:

• Increase in revenue, profit, growth, efficiency, 
speed, value of offerings, retention of customers, 
partners, employees, etc.

• Reduction in costs, time, complexity, training, 
complaints, infrastructure, risks, attrition of 
customers, partners, employee, etc.

• Improvements in productivity, processes, ease 
of use, capabilities, information, flexibility, 
reporting, reliability, quality, etc.

• Creation of transformation, new processes and 
systems, strategy, new business, products and 
services, etc.

Underestimation Errors

During the estimation of hard benefits, it is common 
to underestimate the value or outcomes. Crosscheck 
multiple times to uncover more outcomes as well as 
more value of each outcome. 

Multiplier Effect

Implementation of a software system has an impact 
on other systems or areas of business. Check for 
such parallel benefits that can multiple the value of a 
particular outcome.
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Time Horizon

The time required for an investment to generate 
its returns is called the time horizon of investment. 
The estimation of this time horizon needs to use the 
software’s implementation period as a guide.

Implementation requires significant amount of time 
in various phases like installation and configuration, 
validation and acceptance testing, setup of support 
system, and training. 

Estimation of gross value of benefits:

Total Value of Hard Benefits 

= Sum of all Hard Benefits + Sum of all Multipliers

Gross Value of Hard Benefits 

= Total Value of Hard Benefits x Time Horizon

Phase 2: Reduce the value

In order to be realistic and conservative, the gross 
value of hard benefits is now reduced. Below aspects 
are considered to reduce the same:

Egocentricity Error

The purpose of having new software is to reap benefits 
out of it. However it is possible that some other factor 
apart from the software itself contributes to increase 
in the benefits expected. Estimate the contribution 
of this “other factor” and reduce it from the gross 
value of hard benefits calculated earlier.

Project Risk 

Any software implementation has a risk of failure. 
Risk profile approach can help to estimate this value. 
Segment the risks at different levels to estimate the 
project risk.

Risk-adjusted Value 

= Gross Value of Hard Benefits x Egocentricity x 
Project Risk 

Phase 3: Estimate Return on Investment

Calculate ROI for all the shortlisted software and 
eliminate the projects with marginal ROI. These 
projects might run a great risk of failure before 
completion itself. Total Cost of Ownership as well as 

Risk-adjusted Value is used to estimate ROI as below:

Return on Investment

= (Risk-adjusted Value / Total Cost of Ownership – 1) 
x 100% 

Risks in Software Selection Process

While selecting enterprise software, an organization 
must be aware of the risks that it can run into. Below 
are some of the common risks along with their 
possible mitigation strategies.

Requirements Analysis and Software Scope

Risks: 

Requirements are not captured extensively by 
the organization – either they do not realize the 
importance of requirement analysis, or they are 
not aware of what they actually need. Scope of the 
software is often not very well defined, which creates 
an incorrect estimation of the project.

Mitigation:

Requirement analysis using reverse engineering 
helps to capture all the requirements correctly, 
so as to find the best-fit software. Prioritization of 
requirements also helps in understanding the “must-
have” features. Scope of the project and expectations 
must be very well defined beforehand.

Stakeholder buy-in and Political Interference 

Risks:

The major decisions for software selection and 
project implementation are taken by the senior 
management. The end-users are generally not 
involved during the decision-making phase. This 
makes the acceptance of the new software difficult.

Mitigation:

All the stakeholders must be taken into confidence. 
Involving end-users at earlier stages of the software 
selection and implementation process, helps in 
getting their views and requirements at an early 
stage. These end-users land up becoming project 
champions who can contribute to the successful 
implementation of the software.

Timelines and cost estimations
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Risks:

Selecting software generally happens in a hurry, 
which causes lack of comprehensive evaluation of 
software, its features, implementation timelines, 
hidden cost analysis, etc.

Mitigation:

Ensure a thorough requirement analysis is conducted 
to set up realistic timelines and estimate all cost 
factors.

Business Disruption

Risks:

Failure of deployment of enterprise software can 
cause business to disrupt.

Mitigation:

Evaluate risks and chalk out mitigation strategies in 
case of failure of implementation.

Selection of wrong software or technology

Risks:

To speed up the software selection process, a 
company might land up selecting software or 
technology merely based on references, rather than 
checking if it actually can be of help to the company. 
Also, software selected on basis of budget constraints 
might not be the best fit for the company.

Mitigation:

Conduct in depth evaluation and analysis process 
to confirm that the software selected will work as 
desired by the company.

Selection of wrong vendor

Risks:

Vendor might run out of business, or could be taken 
over by its competitor to acquire its customers.

Mitigation:

Apart from selecting software based on its features, 
vendor selection due diligence also must be 
conducted. Vendor security and IT governance must 
be given zero tolerance. Ensure vendor compliance 
with certifications like HIPPA, FINRA, ISO 27001, etc. is 
in place to minimize security risks. Failure mitigation 

plan must be chalked out in advance.

An organization needs to continuously evolve and 
ensure it is at par with its technology investment. 
Implementing software projects is an integral part of 
improving efficiency of a business. Hence it is vital 
for the organizations to ensure that the software 
selection process is well defined and risks involved 
in this process are mitigated. Diligently following 
the software selection process can help business 
take an apt decision on whether they need to 
build the system or buy the software. This decision 
would not be based on intuition but on actual facts 
and analysis. After all, selecting the right software, 
strengthening the relation with the vendor, and 
implementing the software smoothly contributes to 
successfully increasing the efficiency of the business, 
thus ensuring good return on investment.
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I.T. Trivia

-Shyamkant Matondkar 
Email : shyamkant@gmail.com

1. Which architecture is considered as theory 
behind the architecture of modern computers?

A. Service oriented architecture

B. Von Neumann architecture

C. Web 2.0 architecture 

D. None of the above

2. Migration of OS, application program or data from 
computers main hard disk to virtual machine is 
known as ..

A. Content Migration

B. Data Migration

C. P2V(Physical to Virtual)

D. Virtual to Physical

3. Who is the founder of Amazon.com? 

A. Jeff Bezos

B. Larry Elission

C. Bill Gates

D. Sabir Bhatia

4. What company invented floppy disc?

A. ViewSonic

B. Panasonic

C. Sony

D. IBM

5. What is the first domain name ever registered?

A. Yahoo.com

B. Google.com

C. Facebook.com

D. Symblolic.com

IT Trivia – Answers 

1)	 B

2)	 C

3)	 A

4)	 D

5)	 D




