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Editorial

- Amit Kesari
Email : amitsinh.kesari@gmail.com

In this volume of Exponent group of Journals - 
Information Technology, we will continue our journey 
of exploring one of the mainstream Enterprise 
Resource Planning (ERP) software as well as the cyber 
security threats that organizations face in today’s 
digital world and their mitigation. As part of this 
volume, we will also explore one of the key initiatives 
launched recently by the Indian government.

To start with, we will highlight the latest developments 
in the Information technology world through the 
“I.T. – News” section. The next article will explain 
the intricacies of one of the key modules of SAP ERP 
software that is Materials Management, also known 
as MM. The article highlights the key elements in 
the procurement life cycle and how the MM module 
helps in tracking the various stages of procurement 
process. Following this article, we will further explore 
the SAP R/3 ERP software by diving deeper into 
some of the advanced modules related to Document 
Management System, Supply Chain Management, 
Customer Relationship Management, Human Capital 
Management, Supplier Relationship Management, 
Industry Solutions,etc.

After exploring the ERP components and their 
functionality and significance, we will move on to 
understand more on the cybersecurity threats that we 
face on a daily basis and how to protect our systems 
and information from such attacks. In the previous 
volumes, we have seen the basics of Distributed 
Denial-of-Service (DDoS) attacks, their types and 
how they are constructed. In this volume, we will 
explore “DDoS Protection Management”. This article 
will equip system administrators to arm themselves 
with enough instruments so as to mitigate the threat 

of DDoS hazards.

In the next article, we will explore our new identities 
a.k.a. digital identities. For ages and decades, 
we have been associating our identities with the 
physical traits, beliefs, thoughts, talents, skills, 
qualifications, etc. However, the current information 
age has thrown in a new dimension for formulating 
one’s identitythat is one’s digital presence. In this 
article, we will explore what information constitutes 
a person’s digital identity as well as how digital 
identities influence the digital transactions. We will 
also explore through this article how digital identity 
helps in authentication, how different organizations, 
be it government organizations or banks, use digital 
identities for tracking and traceability as well as how 
messages are encrypted and decrypted to ensure 
integrity of the transaction is retained.

The digital or information age has not only given 
each of us a new identity, but has also enabled 
corporations and agencies to leverage a whole new 
medium for advertisement and marketing. In the 
next article, we will explore how businesses are using 
digital marketing and advertisement to increase their 
market reach effectively. The article also highlights 
the differences between traditional and digital 
marketing as well as discusses the different modes 
of digital marketing such as web-based marketing, 
search engine marketing, social media marketing, 
etc.

In the next article, we will explore not only a 
unique topic, but one that is very relevant to Indian 
context – Smart Cities. In the recent past, the Indian 
government made a declaration to pick 100 cities 
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from all over India to transform them into “Smart 
Cities”. However, what do we mean by “Smart Cities” 
and why are they significant? What are important 
aspects of a smart city and how do they impact the 
common man in a positive sense? What criteria are 
used to select the existing cities to transform them 
into “Smart Cities”? What is the strategy of the Indian 
government to make this into reality? This article will 

answer all these questions and many more.
Finally, we will wrap up this volume ofExponent group 
of Journals - Information Technology by indulging in 
fun facts and brain teasers through our “I.T. – Trivia” 
section. We hope that you enjoy reading the articles 
presented in this volume.
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IT in News

Superfast hyperloop transportation could 
arrive in about five years, CEO says

Hyperloop Technologies, one company pursuing 
a futuristic transportation idea, believes it’ll build 
three demonstration lines early next decade.
If you want to ride on a hyperloop, the futuristic 
transportation mode envisioned by Tesla Motors and 
SpaceX CEO Elon Musk, you could get your chance 
in about five years. Musk published the idea, but a 
company called Hyperloop Technologies is among 
those trying to commercialize it. The Los Angeles-
based firm’s plans include three demonstration 
projects it’ll begin in 2017 and bring “close to 
completion by 2020,” CEO Rob Lloyd said at the Web 
Summit tech conference here.Trying to revolutionize 
transportation with capsules that travel superfast on 
a cushion of air inside a special tube doesn’t come 
cheap, though. Hyperloop Technologies has secured 
$26 million so far of a planned $80 million second 
round of startup funding, Lloyd said. That’ll go toward 
buying steel and other materials to build a two-mile 
test track by the end of 2016.

Reference:
http ://w w w.cnet .com/au/news/super fa st-
hyperloop-transportation-could-arrive-in-about-five-
years-ceo/

The Patin brings the futuristic robot butler 
one step closer to reality

A new gadget from Japanese company Flower 
Robotics fuses artificial intelligence and cloud 

technology with a Roomba-liked household gadget.
With technology advancing in leaps and bounds, 
we’re getting closer and closer to having the futuristic 
concept of a robotic butler become a reality. At 
the recent Tokyo Design Week, Flower Robotics 
demonstrated the Patin, a device which isn’t quite 
a robot butler, but is impressively close. Aimed for 
production sometime in 2016, the Patin is a wheeled 
robot, much like the Roomba, that’s built around 
adaptive, learning artificial intelligence. It makes 
household objects smart, bringing autonomous 
mobile function to existing items. For instance, if one 
was to place a light atop the Patin, it would scan the 
room for the ideal spot for a light-source relative to 
its owner, roll over there and start illuminating.The 
Patin has various sensors, such as depth detection 
cameras and contact sensors, to predict and react to 
environmental changes, and uses its AI to anticipate 
the user’s needs based on the item attached to it, 
like the aforementioned light. A video shows the 
ambitious cyborg using its AI for similarly smart 
usage of music players, TV projectors and even plant 
growers.

Reference:
http://www.cnet.com/news/a-futuristic-house-
robot-for-all-your-needs/

Latest Language Ranking: Objective-C 
Swiftly Falling from Favor

Apple’s new Swift programming language continued 
its assault on the venerable Objective-C, inexorably 
marching -- as the company planned -- to become 
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the defacto standard for iOS and Mac development, 
according to the new TIOBE Index. In the new October 
report, TIOBE, which maintains a ranking of the 
most popular programming languages, noted that 
Objective-C, long the mainstay of Apple developers, 
had fallen out of its top 10. 
“It was a matter of time,” TIOBE said. “Soon after 
Apple announced to switch from Objective-C to 
Swift, Objective-C went into free fall. This month 
Objective-C dropped out of the TIOBE index top 10.” 
However, while enjoying a big percentage increase, 
Swift is still one step below Objective-C, which 
fell from being No. 3 last October to No. 14 in the 
new ranking. Ruby, Visual Basic.NET and JavaScript 
moved into the top 10.The October PYPL Popularity 
of Programming Language report shows much the 
same thing, with Swift climbing to No. 9 (exhibiting a 
0.6 percent uptick), just one notch below Objective-C 
(falling 1 percent). If the trend continues, Objective-C 
is likely to soon fall out of the top 10 in the PYPL 
ranking, also.

Reference:
https://adtmag.com/articles/2015/10/14/objective-
c-falling.aspx

VMware and Microsoft are the top 
virtualization leaders, according to Gartner

Gartner’s Magic Quadrant for x86 server 
virtualization puts VMware and Microsoft as 
leaders. Find out what the report’s findings indicate 
for the future of the data center.
Gartner has released its Magic Quadrant report on 
x86 server virtualization infrastructure for 2015. 
VMware and Microsoft retained their spots in the 
top right quadrant, which Gartner reserves for the 
leaders. Vendors that made it into the niche players 
quadrant are Citrix, Huawei, Odin, Oracle, and Red 
Hat.VMware is still the undisputed leader in the x86 
virtualization segment, but it is clear the company 
is under pressure due to the increased adoption of 
cloud infrastructure services, market saturation, and 
competitive pressure from Microsoft. Gartner states 
that it is witnessing increased client inquiries about 
comparing vSphere and Hyper-V.

Reference:
http://www.techrepublic.com/article/vmware-
and-microsoft-are-the-top-virtualization-leaders-
according-to-gartner/

10 industries 3D printing will disrupt or 
decimate

As it evolves, 3D printing technology is destined to 
transform almost every major industry and change 
the way we live, work, and play in the future.
For better or worse, the 3D printing industry is poised 
to transform nearly every sector of our lives and 
jumpstart the next industrial revolution. Sound like a 
hyperbole? We’ve compiled a list of 10 major impacts 
the 3D printing ecosystem will have on businesses, 
consumers, and the global economy.
If you’re just diving into the world of 3D printing, 
first take a look at my introduction on 3D printing 
industry basics to quickly get up to speed: 10 facts 
on 3D printing: Understanding tech’s next big game-
changer.

Reference:
http://www.techrepublic.com/article/10-industries-
3d-printing-will-disrupt-or-decimate/
http://www.techrepublic.com/article/whats-new-in-
3d-printing-five-leaders-at-emtech-2015-weigh-in/

How Algorithms run Amazon’s warehouses

When you click “buy’ on Amazon, a flurry of activity 
begins inside a nearby warehouse – all managed by 
smart computer code. What’s it like to work there?
“Work Hard. Have Fun. Make History.” So reads 
a sign above the entrance to Amazon’s newest 
UK “fulfilment centre” (or warehouse) in Hemel 
Hempstead.Inside lies more than 40,000 sq m of 
shelving, packing lines and millions of products. One 
area where larger products are stored is known as 
“pallet land” and adjacent, at another end of the space 
sits “the tower”, where several floors of shelving are 
stacked on top of each other. Pickers constantly, and 
more or less silently, walk up and down the tower’s 
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lengthy aisles, pushing carts into which they deposit 
items purchased by someone, somewhere online.
Founded at the dawn of the web in 1994, Amazon 
is now reportedly worth $247bn (£157bn). But the 
company is not, in fact, hugely profitable. What 
keeps Amazon afloat? As for any business with tight 
margins, efficiency is key.

Reference:
http://www.bbc.com/future/story/20150818-how-
algorithms-run-amazons-warehouses

Google may be declaring war against 
Microsoft and Office 365

Microsoft Office 365 has taken market share from 
Google Apps and Google isn’t taking it lying down. 
Are we looking at the start of a price war?
According to an August 2015 report, Microsoft Office 
365 has surpassed Google Apps and now controls 
more than 25% of the enterprise market—triple the 
enterprise market share the company held just a year 
ago. That is some serious growth and it hasn’t gone 
unnoticed by the folks at Alphabet (aka Google). On 
October 19, 2015, Rich Rao, head of global sales for 
Google Apps for Work announced a new program 
specifically designed to turn the tide against Microsoft 
Office 365’s advance.
In a nutshell, enterprises with preexisting contracts 
for a competitor’s office suite (read Office 365) looking 
to switch to Google Apps can do so and not pay any 
additional fees until the competitor’s contract has 
run its course. In essence, switching enterprises will 
pay Microsoft’s contract while they use Google Apps.

Reference:
http://www.techrepublic.com/article/google-is-
declaring-war-against-microsoft-and-office-365/

http://www.businessinsider.com.au/why-office-365-
beats-google-apps-2015-11

Months After Bitcoin Consumer Protection 
Laws Enacted, Digital Currency Businesses 
Have Fled New York Market

In June, New York’s top financial regulator released 
a first-of-its-kind framework for regulating digital 
currencies, mandating consumer safeguards and 
anti-money-laundering controls of bitcoin-related 
companies. But those rules, codified in the so-called 
BitLicense, apparently have proved too onerous for 
roughly 20 firms, which have chosen to cease doing 
business in the Empire State in the three months 
since the regulations were enacted. That new total, 
tabulated by bitcoin trade publication CoinDesk, 
represents just a fraction of the overall digital 
currency business landscape. Digital Currency Group, 
an industry organization, counts more than 50 
businesses in its network. But the growing contingent 
of companies that would rather forgo New York profits 
than comply with stringent financial regulations 
highlights the tensions between a burgeoning digital 
currency community and established banking-sector 
consumer standards, Meltem Demirors, community 
director at Digital Currency Group, said.

Reference:
http://www.ibtimes.com/months-after-bitcoin-
consumer-protection-laws-enacted-digital-currency-
businesses-2171303

http://www.ibtimes.com/bitcoin-rules-divide-wall-
streets-digital-currency-community-1940771
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SAP Materials Management

- Prasad Naik
Email : prassadnike@gmail.com

We are going to see how SAP MM (Materials 
management) works and which basic things are 
included in SAP MM but before that we should know 
what SAP is and where and when it started.

SAP stands for “Systems, Applications and Products in 
data processing”.  It is a software provider company. 
Amongst the software provider, SAP comes up as the 
world’s third largest. 5 IBM employees founded SAP 
in 1972 in Walldorf, Germany.

SAP applications work with real time data. It has the 
ability to be configured according to the needs of the 
business. It allows business to make rapid changes in 
their business requirements through a common set 
of programs.

Audience
This MM module is specially designed for the learners 
to understand the SAP supply chain management 
system so that market demands can be fulfilled as 
early as possible.

Procurement
Every organization needs the materials to run 
their business. This process of buying material 
and obtaining services from vendor is called as 
Procurement.

Procurement lifecycle
Most modern organizations’ procurement processes 
follow the sequential steps which are described 
below.

• Look for a supplier: after gathering 

requirements one will look for supplier who will 
fulfill the requirements. 

• Background:  Once the supplier is known 
product/service quality is checkedand any 
necessities for services such as installation, 
warranty and its maintenance are investigated. 
Some samples of the products can be obtained 
for quality examination. 

• Negotiation: Some negotiations with suppliers 
is made regarding price, availability and delivery 
schedule of the products/services.

• Order Fulfillment:Ordered material will be 
shipped, delivered to the ordering party and 
supplier is paid accordingly.

Master Data
Master data is basic data but most important and 
essential to operate in business and its units
There are total two 8 master Data in SAP MM

• Vendor Master
• Material Master
• Purchasing Info record
• Service master
• Service condition
• Messages
• Source List
• Quota arrangement

We all know SAP is very comprehensive and most 
demanded application in world. Each and every 
module of SAP is very vast and lengthy, SAP MM 
has no exception. Rather I would say that the key 
element of every business for SAP is MM module, it 
acts as most critical and important factor in business. 
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A single or minor error can hamper in huge extent.
 
As we seen earlier Procurement is key element and 
we have gone through the steps of it. But on practical 
basis how this procurement works and what will be 
the cycle.To understand it is more interesting.
 

Procurement process or we can say Procure to Pay 
(P2P) cycle consistsof following 

1) Material Requirement Planning
2) Vendor Selection
3) Request for quotation
4) Purchase requisition 
5) Purchase order
6) Goods receipt
7) Goods Receipt invoice
8) Invoice verification
9) Payment to vendors

These 9 points are the base of SAP MM cycle which 
ismost important.

Material Requirement Planning (MRP):
As name suggests MRP means arrangement of 
required material within given period of time and 
place.

Vendor selection:
Selection of vendor to fulfill the needs of material is 
also an important step in this cycle.

Request for Quotation:

Asking the vendor about the quotation of material 
going to be used it also content terms and conditions 
of Vendor.

Purchase requisition:
Purchase requisition is asking a buyer about and 
quantity of material or services in required date. It 
can be created manually and automatically also.

Purchase order:
Purchase order is most important and critical element 
in whole SAP MM cycle. Purchase order is formal 
request to a vendor to supply certain material. It can 
be created with reference and without reference 
also. PO contains normally Payment terms, delivery 
date, Inco terms, quantity price etc.

Goods receipt(GR):
GR is created to reflect the goods receipt for ordered 
material from vendor using PO order process, so that 
company can be used  the information of what goods 
were delivered , which vendor and how and when 
goods were delivered.

Goods receipts Invoice (GRIN):
 It is matching the goods that company receives with 
company PO. It involves checking the goods that are 
not damaged and good to use of it, also verifying 
price, and quantity and payment terms.  
 
Invoice verification:
 In our daily life we always crosscheck so many things. 
We verify even minor things for an  example door 
is properly locked or not , so verifying invoice must 
be critical step in SAP MM. Most probably invoice 
verification consists of verification of Price, quantity 
etc. 

Payment to vendors:
Of course this one is very last step and has to be 
the last. We pay for the things we consume so after 
getting material and going from all these transaction 
company need to pay to vendor. This payment is as 
per vendor’s choice like cheque, cash, NEFT. This step 
completes the term of Procure to Pay.
Apart from mentioned content, Movement types 
Transfer posting and BOMs are also frequently used 
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in SAP MM process. Let’s see the few more topics 
of it.

Movement types:
What is movement? Moving of things from one place 
to another. It seems simple definition but can we 
imagine these movements also havesome types!! 
Yes, SAP MM has involved some movement types 
which are important in business cycle. 
Movement types means moving of goods from one 
place to another either it is plant to plant or storage 
location to storage locationetc. It has 3 digit or 
character in system. 

Examples
• 101- Goods receipt (GR) to Purchase order
• 102- GR for purchase order – reversal
• 261- Consumption for order
• 262- Consumption for order - reversal    etc….

Transfer Posting
There are always confusion between stock transfer 
and transfer posting. The difference is stock transfer 
are physical movement of materials or goods like 
plant to plant, company code to company code and 
storage location to storage location etc.
Whereas Transfer posting means changing in type of 
stock, material movements etc. Like stock to stock, 
material to material etc.

Bills of Material.(BOM)
Yet another important document and process in MM. 
Bills of Material means list of all material required in 
process including quantity, rate, units of measures 
etc. The BOM is part of the master data of production 
planning and is also used in discrete manufacturing.

Integration
The following graphic shows the integration between 
the BOM, the material master record, the valuation 
variant and the cost estimateand shows how material 
costs are calculated.

 

We also need to understand ASAP Methodology and 
Release strategy.

ASAP Methodology
ASAP methodology means accelerated SAP 
methodology, it’s for implementation of project 
minimizing risk and reducing cost of implementation.

There are few phases of ASAP methodology.

Project Preparation:
During this phase it goes to initial planning and 
preparation for this project. Defining the project 
goals and clarifying scope of implementation are the 
major part in this phase.

Business blueprint
The purpose of this phase is to achieve how the 
company intends to run SAP to support their 
business. The result is the Business Blueprint, a 
detailed documentation of the results gathered 
during requirements workshops.

Realization
The system configuration methodology is provided in 
two work packages: Baseline (major scope); and Final 
configuration (remaining scope).the motto of this 
phase it to implement business process requirement 
based on business blueprint.

Final Preparation:
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Purpose of this phase is to complete the final 
preparation (including testing, end user training, 
system management and cutover activities) to 
finalize your readiness to go live. After the successful 
completion of this phase we are ready to run the 
business in live SAP support system.

Go Live & Support:
The purpose of this phase is to move from a project-
oriented, pre-production environment to live 
production operation. The most important elements 
include setting up production support, monitoring 
system transactions, and optimizing overall system 
performance.

Release strategy
The release strategy means the approval process 
for purchase requisitions or external purchasing 
documents. We can define maximum 8 release codes 

There are two types of release strategy 
• With configuration 
• Without configuration

Most probably without configuration is for purchase 

requisition and with configuration is for Purchase 
order and RFQ.

SAP MM is very lengthy and comprehensive module. 
It is backbone of SAP and business process. What 
we gone through are the basic concepts of SAP MM 
but it is most important one to run business process 
effectively in the system.

References: 
1)http://www.tutorialspoint.com/sap_mm/index.
htm
2)http://www.tutorialspoint.com/sap_mm/sap_
mm_procurement_process.htm
3) http://scn.sap.com/thread/1348617
4)http://help.sap.com/saphelp_46c/helpdata/
en/75/ee14ca55c811d189900000e8322d00/
frameset.htm
5)http://help.sap.com/saphelp_470/helpdata/
en/7e/cb7f2243a311d189ee0000e81ddfac/content.
htm
6) http://www.saponlinetutorials.com/procurement-
process-cycle-procure-to-pay-process/
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SAP R/3 Advanced Modules

- Anand Nimdeokar
Email : anandnimdeokar@gmail.com

In previous article, we have seen SAP Functional 
& Technical Modules.  These modules help an 
organisation to integrate various department 
functions with each other enabling all stakeholders 
to achieve their functional transactions & extract 
information in various forms from many standard as 
well as Z reports developed by SAP team. Now we 
will see some advance modules which are designed 
for specific key areas & business functions required 
to carry out in various industries. 

1. SAP DMS (Document Management System) 
2. SAP SCM (Supply Chain Management) 
3. SAP APO (Advanced Planning and Optimization) 
4. SAP CRM (Customer Relationship 
Management) 
5. SAP HCM (Human Capital Management) 
6. SAP CS (Customer Services) 
7. SAP IS (Industry Solutions)
8. SAP LIS (Logistics Information Systems) 
9. SAP SRM (Supplier Relationship Management) 
10. SAP IM (Investment Management) 
11. SAP EC (Enterprise Controlling) 

1. SAP DMS (Document Management System):

Source: Document Management Release 4.6C by SAP

In recent years, the increasing complexity of products 
has led to increasingly complex
development tools, such as computer-aided design 
(CAD) systems, and more advanced
production processes, such as computer-aided 
manufacturing (CAM) systems. CAD and CAM
tools have been used to optimize production times 

and quality.
As this process becomes more complex, the 
systems for managing the technical documents
involved need to be more sophisticated. The many 
different procedures for describing products
(such as design drawings, photographs, and texts) 
mean that there is a huge increase in digitally
stored data.

The quality and availability of documentation is 
becoming increasingly important. The Document
Management System (DMS) in the SAP 
System offers the following advantages:

• If you link document management to 
computerized development and production 
systems,you avoid data redundancy, maintain 
consistency of data, and minimize the workload 
involved in entering and updating your data.

• In order to use large databases to the full, you need 
to be able to exchange data quickly and securely. You 
can access your data directly using electronic search 
tools, or find documents using known parameters. 
You can also search for and display documents 
(original application files) via the Internet/intranet. 
By reducing access time and the workload involved in 
routine tasks, you can lower your costs considerably.

• You can use document distribution to 
distribute documents that are managed in 
the document management system (DMS) 
either manually or automatically according to 
company-specific processes. This ensures that the 
employees responsible or external partners can 
view or process up-to-the-minute information.
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• Stricter product liability laws mean that it 
is becoming increasingly important to archive 
documents during the life cycle of a product. The 
quality of a product includes the production process 
and the whole organizational environment, as well 
as the product itself. A company that wishes to be 
certified for quality management (ISO 9000 to 9006) 
can only meet strict quality requirements by using 
high-performance document management functions.

SAP Document Management meets all these 
complex requirements. In addition to managing
documents, it also coordinates document processing. 
You can automate the entire life cycle of a
document: from document creation to 
document storage, from access to update. 
Each documentcan be accessed immediately 
from any computer in the network.
 

2. SAP SCM (Supply Chain Management):

SAP SCM - an important part of the group of SAP 
customized solutions, boasts of the distinction of 
being one of the most impactful SCM software 
applications in the market. It is specifically 
designed to maintain organization relationships 
with customers and suppliers; streamline the 
processes of planning, distribution, inventory and 
transportation; and effectively control and manage 

the entire supply chain to address customer 
expectations and perform to the optimum levels.

SAP SCM (Supply Chain Management) plays an 
important role in enabling an organization coordinate 
its entire supply chain process in accordance to 
the dynamism in the environment - thus helping 
customers, suppliers, manufactures, retailers, 
business partners and other global connections to stay 
connected and generate result-oriented solutions.

 
The components of SAP SCM are:

• SC Collaboration - helps in making 
collaborative forecasts and agreements.
• SC Planning - generates tactical and 
operational plans on the basis of current, 
relevant data.
• SC coordination - coordinates through the 
exchange of data and information between 
departments.
• SC Execution - ensures that well conceived 
plans are executed to cater to customer orders 
in the best possible manner.

SAP SCM primary applications are segregated as:
•General areas of SAP
• SAP Extended Warehouse
• SAP Transportation Management
• Advanced Planning and Optimization
• Supply chain management
• SAP supply network collaboration
• Forecasting and Replenishment

Across the world, organizations are facing enormous 
pressures for reducing costs while improving 
customer services and increasing innovation as well 
as responsiveness. SAP SCM enables the planning, 
collaboration, execution and coordination of the 
supply network, and empowers them to adopt 
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smarter supply chain processes and deal with 
their ever-changing competitive environment.

The benefits of integrating this module include:
• Smarter planning and execution of SAP supply 
chain solutions for meeting customer demands.
• Effective streamlining of internal departments 
with their external partners, total control of 
Business Processes and smoother operations 
for more efficient and profitable running or 
organizations.
• Competent forecasting and handling of sudden 
changes in demand and supply.
• Provision of vital business information to all key 
stakeholders located across the network.
• Improved collaboration and better management 
of multiple lines of business.
• Real - time decision making for early execution 
across the supply chain.
• Central management and optimization of 
Inventory, order fulfilment and shipping.
• Proper handling of supply chain disruptions and 
maintenance of the supply chain’s integrity and 
so forth.

 

3.SAP APO (Advanced Planning and Optimization): 

SAP Advanced Planner and Optimizer is an 
innovatively designed and smartly packaged 
planning and optimization tool, is a fast becoming an 
indispensible component of supply chain processes.
The 8 application levels of APO are:

• Network design
• Demand planning
• Supply network planning
• Detailed scheduling and production planning
• Global availability,
• Vehicle scheduling and transportation planning 
and
• Supply chain management

 

This popular SAP application is packed with diverse 
in-built features and functionalities. It taps into real-
time updates from retailers and others in the supply 
chain and offers accurate information in regards to 
customer demands. These updates generate “demand 
triggers” that address the productions cycles and 
delivery schedules to perfection; thus forecasting 
the right product quantity that an organization 
would need to cater to future customer demands.
SAP APO is integrated with SAP SCM and has 
helped companies customize the tasks of 
supply chain management to a large extent.
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Functionalities of APO
APO offers:

• End-to-end business processes and planning of 
inventory.
• Collaborations with customers and suppliers 
through Supply Network Collaboration (SNC) or 
Inventory Collation Hub (ICH).
• Spare parts management with SCM 5.0 and 
other associated applications.
• Tight integration to execution (OLTP) systems 
like ERP with standard interfaces known as Core 
Interface Function.

4. SAP CRM (Customer Relationship 
Management):

SAP CRM a reliable and customized ERP tool built for 
integrating the processes of organizing, automating 
and synchronizing customer relationships 
encompasses numerous activities. From sales 
and marketing to customer services, technical 
support, customer care, measurement of customer 
relationship and building up of effective CRM 
(Customer Relationship Management) strategies and 
more; this popular module of SAP takes care of it all.

With the sales, marketing and customer service 
teams fast becoming a front line for customers, 
organizations are searching for end-to-end solutions 

in regards to deeper customer insights, personalized 
engagements and the necessary steps for standing 
in front of their competition. They are looking for 
smarter ways for retaining and earning the loyalty 
of their satisfied customers. Dedicated to the 
cause of facilitating an organizations interaction 
with it clients, SAP CRM allows these companies 
to equip their teams with SAP cloud solutions 
and empowers them to win more business.
 

SAP CRM offers numerous advantages like a 
reduction in overall costs, increased profitability 
figures, quick action-ready care services and better 
customer insights. Highly accurate and capable 
of increasing competitive agility with flair; this 
SAP module streamlines all customer-centric 
operations, increases marketing capabilities, 
integrates sales, retains customers, personalize 
customer interactions with the company and 
generates higher revenue by bringing in new clients.

In a nutshell, SAP CRM is an effective tool in the hands of 
clients wishing to customize customer processes and 
creates the grounds for quick and effective resolutions 
of any complaints/ issues that may come their way.
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5. SAP HCM (Human Capital Management):

SAP HCM is a valuable set of applications that goes a 
long way in helping organizations generate successful 
business strategies for their people mission, is 
one of the most important SAP components in 
the hands of end users and consultants alike. By 
developing the skills and potential of their set 
employees through smartly designed SAP HCM 
tools, organizations are now getting their hands 
on the best work force. This module is one of the 
most popular and widely used portions of the SAP 
Business Suite and can be competently developed 
with the help of easy - to - use web based tools.

 

By using the sub-modules of SAP HCM (Human 
Capital Management), clients can get immediate 
access to convenient and easily manageable 
applications, well organized results/ transactions 
on their web portals and the tools of e-learning 
and e-recruitment. SAP HR is custom - defined with 
the help of ABAP programming language and lays 
greater focus on resources management. Dedicated 
to the cause of developing employee satisfaction 
and talent, SAP HCM is closely integrated with ERP 
solutions and offers a complete set of applications 
for the effective management of all employees.
With the many advantages and features of SAP 
HCM by their side, organizations are now hiring the 
best talent in the industry, aligning employee goals 
with their own objectives, cultivating employee 
skills, and rewarding/ measuring their performance 
through accurate metrics. Along with the various 
functionalities mentioned above, SAP HCM also 
offers result-oriented solutions for the automation 
of all core HR processes, increasing the overall 
efficiency and effectiveness of the staff, reducing 
costs and supporting compliance. Even in the case 
of outsourcing these SAP HR (Human Resource) 
processes or running an internal shared service 
centre, the solutions so provided by this multi-
purpose SAP module supports the deployment 
models in a cost - effective and risk-free manner.

6. SAP CS (Customer Services):

SAP Customer Services (CS) - a popular SAP ERP tool 
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that offers the basic functionalities to a vast range of 
customer specific tasks, is considered to be an important 
extension of the Sales and Distribution (SD) module. 
In the present competitive scenario, customers like 
to purchase from organizations/ service providers 
that have a higher customer satisfaction quotient. 
Under the circumstances, it becomes essential 
to offer better after sale and customer services 
in every industrial vertical or commercial sector. 

Along with offering the best services for warranties 
(for the goods purchased by customers) to taking 
the right steps for maintaining customer loyalty, 
providing the right help desk services, and placing 
an organization far ahead of its competition by 
increasing the levels of sales; the SAP CS (Customer 
Services) module goes a long way in offering 
the highest levels of customer satisfaction too. 
Excellent customer services are vital for the growth 
and development of an organization and can be 
easily achieved via the integration of effective 
functionalities and SAP client services applications.
 

The processes linked with SAP CS functionality 
are directly linked to the services offered to 
customers. They may range from minor repairs 
to product warranties and beyond. The provision 
of services to customers for these reasons goes 
a long way in developing customer loyalty. With 
more and more organizations coming into the fray, 
the demand for unique services is definitely o the 
rise. So, to attain higher levels of competitiveness 
and be ahead in the race, companies are looking 

towards providing the best in customer services 
and keeping their customers totally satisfied. SAP 
CS tools offer a range of benefits in return and 
repair processes and call for better control, easier 
tracking of grievances and management of diverse 
work centres, functional locations and equipments.
For best results, these SAP CS components require 
a well conceived integration with other modules 
like SAP CO and SAP MM (Materials Management).

7. SAP IS ( Industry Solutions):

SAP Industry Solutions (IS) - This module refers 
to industry specific solutions that effectively 
complement the standard SAP R/3 System 
components and are seamlessly integrated with 
the same. They are designed to cater to the 
customized requirements of particular industries 
and consist of various equipments and tools that 
can be used for the creation of a device in SAP IS - U.

SAP IS - U/ CCS refers to ‘Industry Specific Solution 
for Utilities - Customer Care & Service’ and is a 
power-packed sales and information system that 
is well equipped to support varied utility services 
and business processes. A good example of this 
sector is linked to the processes of the many 
departments of a company dealing in utilities - 
gas, electricity, heating, water, waste disposal 
and so forth. All these processes can be handled 
by using the applications and tools of SAP IS - U.
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Billing - Core IS-U/CCS Application:
One of the primary applications of the SAP 
IS-U/CCS module is in the consumption billing 
system, which is useful for valuating flat 
rates and measured consumption/services.

Sales and Distribution (SD):  given the volumes of data 
processing in a utility company, billing becomes one of 
the most important and challenging areas of concern.
With millions of customers waiting for their bills 
at the end of every month, the SAP ERP systems 
of utility companies are highly benefited by the 
many features of SAP IS-U / CCS. These include:

Basic Functions: These are related to the 
management of regional structures and addresses; 
along with the generation of billing, dates and 
schedules for meter readings and budget billings.

Master Data: The Master Data is referenced by 
related transactions and remains fixed for a long 
time. SAP IS effectively manages this data that 
includes business master data (linked to contracts, 
business partners and contract accounts); 
technical master data (related to delivery points, 
devices and their installation); and so forth.

Billing & Device Management: Device management 
tools are useful for meter reading, installations and 
certification of devices used in a utility company. They 
can be integrated with SAP PM (Plant Maintenance) 
and other SAP IS-U tools with ease. On the other hand, 
billing relates to the invoicing of standard divisions 
like district heating, multimedia services, gas, water, 
electricity and so forth. SAP IS-U billing is closely 
integrated with accounts payable & receivable, 
SAP FI CO and other budget billing requests.

Invoicing: This feature of SAP IS-U enables the grouping 
of bills before they are dispatched to customers. 
It handles tax/ extra fee requirements as well.

Customer Service: Dedicated to the cause 
of offering easy and centralized access to 
customer data via the Customer Interaction 
Centre (CIC), this feature facilitates ‘workflow 
processes and encompasses a sequence of 
activities that are performed by several users.

Intercompany Data Exchange (IDE): After the 
deregulation of utilities sector, the erstwhile 
vertically integrated companies are being split into 
self accounting, individually operating units for the 
generation, supply, transmission and distribution 
of their services. This means that the data which 
was earlier contained in a single place is now being 
distributed between different operating units in a 
specific value chain. For complete processing, it is 
important to share this data between systems. IDE 
provides the mechanism to exchange and control 
the data between diverse service providers’ systems.
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8.SAP LIS (Logistics Information Systems) :

SAP Logistics Information Systems is an extremely 
useful SAP module that is being increasingly 
used for converting data to relevant information, 
processing the same in a manner that makes it 
useful for decision making; and integrating decision-
assisting methods with the information on hand, 
is a subset of an organization’s total information 
system. SAP Logistics Information Systems (LIS) is 
helpful in addressing the issues of logistics decision 
making and forms the core an information system.

 
The Three Distinct Elements Responsible for 
making up this System
1. The Inputs: These are data items required for 
planning and implementing the logistics system 
constituted from sources like company records, 
customers, published data and company personnel.
2. Database and Associated Manipulations: 
The overall management of the logistics 
database involves the selection of the data to 
be retrieved and stored; basic data-processing 
processes; and the methods of analysis.
3. The Outputs: SAP LIS outputs include:

• Generation of summary reports for 
performance or cost statistics.
• The status reports of order progress or 
inventories.
• Exception reports for comparing the desired 
performance with the actual outputs and 

generation of reports for initiating action.
• Freight bills and other transportation 
documents like bills of lading are also considered 
as outputs.
According to Sap LIS consultants and other 
experts, Logistics Information System (LIS) is 
composed to the following Information Systems;
• Sales Information System
• Shop Floor Information System
• Purchasing Information System
• Inventory Controlling
• Quality Management Information System
• Retail Information System (RIS)
• Transport Information System (TIS)
• Plant Maintenance Information System

The various applications that make up the LIS 
have a modular structure and support a variety 
of techniques for the proper evaluation of actual 
data. Allowing the individual information systems to 
function on their own and maintain their individual 
features, SAP LIS components are also responsible 
for creating planning data. Appropriately supported 
by the forecasting function, these planning functions 
are easy-to-use and combine the tools of Sales 
and Operations Planning (SOP) for creating more 
effective central forecasting and planning tools.
The main advantage of using customized logistics 
data warehousing applications is that they integrate 
the data basis of specific information systems, define 
the regulations for updating the data and generate 
standard analyses for accurate evaluation of data. 
Along with the above mentioned features, SAP LIS 
also has an ‘Early Warning System’ that is integrated 
in most information systems and is based upon 
the key figures of the system in place. This warning 
system targets and monitors the weak areas in 
the logistics system, keeps a watch for exceptional 
situations, helps in the early detection of severe 
problems and corrects the same.SAP LIS also has the 
Logistics Information Library which allows users to 
access the key figures in LIS by applying simple search 
strategies. It also allows the cataloguing of key figures.
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The Sub Components of SAP LIS:

• Materials Management (MM) - Forming 
the foundation for all logistics functions of an 
organization, this component includes inventory 
movements, purchasing functionality, material 
master file and accounts payable. These 
components contain valuable information on 
all services and materials used in a company.
• Sales and Distribution (SD) - This component 
incorporates all processes, from orders 
placed by customers to the delivery of 
products. It encompasses the sales functions, 
packing, pricing, picking and shipping.
• Quality Management (QM) - Used for 
ensuring and improving on the overall quality 
of products, the main functions of this 
component span the planning/execution of 
quality purchases as well as finished products.
• Plant Maintenance (PM) - It is useful for 
maintaining the equipments used for the 
manufacturing of a company’s finished products. 
This module focuses on the planning and 
final execution of the preventive tasks on the 
equipments/tools used in the process of production.
• Production Planning (PP) - The functions of the SAP 
PP component include master production scheduling 
(MPS), capacity planning of production, material 
requirements planning (MRP) and controlling of shop 
floor functions for producing a company’s products.
• Customer Service (CS) - This component is useful 
for the management of the services extended by an 
organization to customers, in the event of repairs 
and warranties. CS either streamlines the repairs 
of the products at the customer facility by sending 

its technical staff or requests for the product to 
be sent back to the company. In the event of an 
organization making finished products that are sold 
with warranties, SAP CS goes a long way in servicing 
and repairing specific items with maximum efficiency.
• Warehouse Management (WM) - This important 
component of SAP LIS helps in the accurate 
management of inventory and the maximization of 
storage capacity. It reduces the time taken for the 
placement and removal of items from the warehouse 
and recommends the most effective ways of 
storing materials and placing them in the right way.

In a nutshell, the functionalities of LIS cover a 
comprehensive range of modules and are well 
integrated with other areas of logistics like:

• Batch Management
• Handling Unit Management
• Variant Configuration
• Engineering Change Management
• Environmental, Health, and Safety (EHS)
• Project Systems (PS) and so forth.

The integration of various modules and applications 
is dependent the custom requirements of individual 
companies. A certification course in LIS is specifically 
designed to provide in-depth knowledge of the 
fundamentals of an organization’s logistics system, 
its tools, ways of handling the various integrated 
components and much more. With the right 
skills and knowledge about the general logistics 
systems, SAP LIS professionals may look forward 
to getting highly paid salaries and lucrative job 
positions in reputed companies in India and beyond.

9. SAP SRM (Supplier Relationship 
Management):

SAP supplier relationship management (SRM) - used 
along with Product Lifecycle Management (PLM), 
Enterprise Resource Planning (ERP) and Supply Chain 
Management (SCM) to enable effective integration 
and implementation of cross-application business 
modules; is highly efficient and has the capability 
of lowering costs and ensuring higher quality.
Supplier Relationship Management (SRM) offers one 
of the best means of planning and managing the 
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various aspects and interactions of an organization 
with the key suppliers of raw materials, goods 
and services. This SAP module helps in better 
coordination of diverse Business Processes with 
vendors and other external parties, thus establishing 
stronger tie ups and creating the right grounds 
for maintaining long term relationships with the 
primary suppliers of the enterprise. Having its roots 
in B2B solutions, SAP SRM appropriately defines 
the various SAP components, explains the ways 
of building strategic supplier relationships and 
streamlines the relevant procure-to-pay processes.
 

The benefits and features of SAP SRM include:
• It enables an organization to negotiate on 
contracts, interact with suppliers, streamline 
the tasks of Purchasing, manage inventory/
delivery and facilitate product designs.
• The SRM software is also helpful in 
automating and systematizing the tasks of 
acquiring goods and designs, reducing the 
errors in purchases and thereby increasing 
the overall efficiency of the functionalities 
of the inventory and supply chain systems.
• SAP SRM offers innovative and creative 
methods that go a long way in helping better 
coordination of all business processes linked with 
the supplies of services and goods. SRM tools are 
being increasingly used for automating the tasks 
on hand and smoothening out the processes 
of acquisition of product designs, goods and 
other materials - thus paving the path for long 
term beneficial relationships with all suppliers.

 

The steps of a SAP SRM integrated system:
• General planning in APO (Advanced Planner 
and Optimizer)/ MRP in ERP systems help in 
planning out the materials and their required 
quantity with ease. These requirements are then 
transferred to the EBP system. Requisitions from 
the Project System and SAP Plant Maintenance 
are some of the other possible requirements.
• If the requisitions passed to EBP (Enterprise 
Buyer professional) have data that is unique 
and complete, purchase orders are created in 
an automatic manner. However, if any data is 
missing, the organization purchasing the materials 
completes the missing information through Process 
Purchase Orders or Sourcing. The purchaser then 
completes the orders; designates the source of 
supply; and add or deletes items in his selected list.
• After the order is completed, it is automatically 
issued to the SAP R/3 Environment. XML 
serves as an upcoming medium as the data is 
automatically integrated in multiple supplier 
systems. In certain cases, the orders may be 
sent by e-mail, fax or in the form of hard copies.
• The goods receipts are either done in the 
EBP by suppliers via XML confirmations; 
by the employees who had requested the 
items; via general goods recipients; or with 
the help of a well conceived backend system. 
Thereafter, Inventory is updated at the backend.
• The invoice is then processed manually in EBP 
by an accountant or the supplier via an XML 
invoice. In most cases, this task takes place 
from the SAP SRM SUS or the backend system.

SAP SRM, one of the most important modules of SRM 
products, has been giving good performance over time. 
Some of the primary tasks performed by SAP SRM are:
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• Forecasting and analysis of purchasing 
behaviour.
•Working hand-in-hand with partners and that 
too in real time.
•Cutting down of acquisition time and overall 
expenses.
•Increasing employee efficiency and producing 
high quality products.

10. SAP IM (Investment Management):

SAP Investment Management is an important 
SAP product used for automating the tasks of 
financial planning, investments and other related 
processes; is extremely essentially for investments 
in the field of research and development, capital 
structuring as well as projects and maintenance. 
It goes a long way in planning out the budget 
required for maintaining business processes and 
distributing budget data for diverse maintenance 
project networks. In addition, SAP IM (Investment 
Management) components and tools are also useful 
for the augmentation of planning and budgeting 
at different levels and offer the best solutions 
for the monitoring of comprehensive budgets.

SAP IM also facilitates the development and 
consistent monitoring of an organization’s strategic 
plans. For instance, a capital investment plan 
offers effective means of planning limited capital 
resources by integrating clear and detailed links 
in between the assets and expected delivery/ 
capacity outcomes of the investments they support.

 

This SAP module also applies in places where the 
overall decision evaluation process showcases the 
need for investments in new assets, and/or significant 
upgrading or improvement of existing assets. 
IM is being predominantly used in maintenance 
and capital intensive industries for supporting 
the processes of Asset Lifecycle Management 
(ALM); along with successful applications in all 
other types of project lifecycles in various industry 
verticals and organizations. In other words, it is 
not essential for the organization to be involved 
in ALM to enjoy the many advantages of SAP IM.

The inclusion of SAP IM by consultants in an 
organization helps in:
• The generation of long term project proposals (for 
operations and investments alike).
• Reviewing, analyzing and choosing from the 
generated proposals.
• Implementing and monitoring the selected 
proposals.

Proper implementation of these processes help in 
making investment decisions that maximize the 
shareholder’s wealth and returns. SAP IM is very 
helpful for enterprises that create an Investment 
Plan and an annual budget, wish to find useful 
ways of monitoring the budget and are seeking 
more than just simple individual measures. The 
investment programs created by this module 
help in obtaining an overview of the Planning/
budgeting processes in complex enterprise 
structures; along with maintaining strict budgetary 
control - in a convenient and cost effective manner.

11. SAP EC (Enterprise Controlling):

SAP EC (Enterprise Controlling) is an effective 
ERP tool that provides automated applications 
for carrying out the tasks of controlling the 
going-on in a commercial organization, is an 
important module in the SAP Business Suite. It i

s responsible for assessing whether all the tasks are 
being performed in accordance to plans and with the 
intent of achieving company goals. SAP Enterprise 
Controlling (EC) components integrate efficient 
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This SAP module also applies in places where the 
overall decision evaluation process showcases the 
need for investments in new assets, and/or significant 
upgrading or improvement of existing assets. 
IM is being predominantly used in maintenance 
and capital intensive industries for supporting 
the processes of Asset Lifecycle Management 
(ALM); along with successful applications in all 
other types of project lifecycles in various industry 
verticals and organizations. In other words, it is 
not essential for the organization to be involved 
in ALM to enjoy the many advantages of SAP IM.

The inclusion of SAP IM by consultants in an 
organization helps in:
• The generation of long term project proposals (for 
operations and investments alike).
• Reviewing, analyzing and choosing from the 
generated proposals.
• Implementing and monitoring the selected 
proposals.

Proper implementation of these processes help in 
making investment decisions that maximize the 
shareholder’s wealth and returns. SAP IM is very 
helpful for enterprises that create an Investment 
Plan and an annual budget, wish to find useful 
ways of monitoring the budget and are seeking 
more than just simple individual measures. The 
investment programs created by this module 
help in obtaining an overview of the Planning/
budgeting processes in complex enterprise 
structures; along with maintaining strict budgetary 
control - in a convenient and cost effective manner.

11. SAP EC (Enterprise Controlling):

SAP EC (Enterprise Controlling) is an effective 
ERP tool that provides automated applications 
for carrying out the tasks of controlling the 
going-on in a commercial organization, is an 
important module in the SAP Business Suite. It i

s responsible for assessing whether all the tasks are 
being performed in accordance to plans and with the 
intent of achieving company goals. SAP Enterprise 
Controlling (EC) components integrate efficient 

controlling techniques for making an organization 
work as a single unit and are fast becoming 
indispensible tools in the hands of enterprises globally.
 

SEP EC is typically a module in which consolidations 
as well as eliminations occur for a pre-defined 
management area (or Profit Centre) and legal 
entity (or Company Code). Consolidation offers 
reconciled views of the group’s financial data and 
allows users to generate reports that are required 
by corporate law. It also develops documented 
results that reflect the company’s internal 
management and hierarchical structure (by region 
or profit centre). All this and a lot more are possible 
because of these powerful consolidation functions 
developed with flexible structures as a base.

The raw data so generated is transferred via the 
easily manageable interfaces of:

• FI-AA (Asset Accounting)
• SD (Sales and Distribution) and
• EC-PCA
• FI-GL (General Ledger)
• MM (Materials Management)

 
The results presented by the consolidation 
can also be realized in EC-EIS data types.
The SAP EC application is being increasingly used for 
automating the tasks linked with enterprise controlling. 
It provides accurate and reliable data that is utilized 
by the management and corporate controllers as a 
robust reporting system. It supports both structured 
management specific reporting for handling problem 
analysis as well as corporate external reporting. 
SAP EC is subdivided into four sub modules; which 
provide the functionalities needed for supporting the 
different aspects of enterprise controlling. These are:

• Consolidation (EC - CS)
• Business Planning and Budgeting
• Executive Information System (EC-EIS)
• Profit Centre Accounting (EC - PCA)

Consolidation (EC - CS): This sub module uses 
financial data to generate reports with views that 
support the local corporate laws as well as the 
management structure. Its functionalities include:

• Consolidation of multiple company codes.
• Importing of data from General Ledgers to the 
Consolidating Units.
• Eliminations within consolidating units.
• Reclassifications.

Business Planning(EC - BP): It helps in consolidating 
and viewing data that is related to plans, along 
with creating stimulations on the basis of planned 
data as well as the actual data - thereby helping 
companies to finalize their performance targets.
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Executive Information System (EC-EIS): SAP-EIS 
is power packed with features and functionalities 
that allow users to define company-specific data 
structures and offers multidimensional evaluation 
views. The data so accumulated is processed in 
accordance to the required views. A graphical 
interface then creates a presentation for all the 
information that is useful for the management 
and help executives take strategic decisions.

Profit Centre Accounting (EC-PCA): The tools of 
this sub module are largely responsible for creating 
and controlling an organization that is based on 
Master data developed from the perspective of 
the management. It determines the key figures 

of accounting, profit and losses and so forth.
Some of the other sub modules of SAP EC are:

• EC-CS-INT-OUT-BIW: Forwarding to SAP BW
• EC-EIS-DCM :Data Collection
• EC-EIS-DD: Interactive Drilldown Reporting
• EC-PCA-BS: Basic Settings
• EC-PCA-TL-ALE: Distribution (ALE)

References: 
1. http://www.saptechies.com
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Introduction:

In the previous articles we have seen detailed 
information on basics of DDOS attacks, types of 
DDOS attacks, how they are constructed, analysis of 
few gigantic DDOS attacks occurred in the past and 
the potential new mechanism through which it may 
again reoccur in future.

The massiveness of the DDoS issue and the expanded 
event, advancement and quality of assaults has 
prompted the beginning of various DDOS prevention 
mechanisms. 

In the concluding series of write-ups on  DDOS attacks, 
we are going to see various prevention mechanism 
that are widely used as well as the new ones that are 
in development phase.

In this next few articles we will be grouping content 
that should help internet administrations to research 
on conceivable DDoS assaults and examine the 
qualities and shortcomings of each component.

This gives better comprehension of the issue also, 
empowers a security administrator to adequately 
prepare his arms stockpile with legitimate anticipation 
instruments for battling against DDoS hazard. 

One of the crucial points we need to derive from 
our earlier write ups is that there are different types 
of DDOS attacks & hence there would be no one 
solution/equipment/technology that would mitigate 
all types of DDDOS attacks.
 

Though there would be references like ISP, network/
security admin, enterprises etc., in this and future 
articles, however the data content should be helpful 
for everyone.

DDOS MYTHS:-

Before we move ahead with various protection 
mechanisms, we need to clear few of the myths and 
be aware of the facts that about DDOS attacks. 

Restating the facts which we need to be aware about 
DDOS attacks.

a. Cloud based DDOS mitigation only protects against 
large, volumetric attacks, and does not work well to 
provide acceptable protection against low and slow 
application layer attacks.

b. DDOS attacks come in all forms. The most harming 
volumetric DDoS type of attacks as well as application 
layer attacks, have much the same recurrence at 
39%, as focused at 42% and volumetric at 41% alone.

c. A DDoS attack can cost millions of dollars in lost 
business, brand damage, threat exposure and 
customer attrition and even can lead to shutting 
down business for good.

d.  The average downtime due to a DDoS attack is 54 
minutes with an average cost of $22,000 per minute.  
On average DDoS attacks are costing companies close 
to 1.2 million dollars per attack, as per study from the 
Ponemon Institute,
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General Points:

The main aim of any DDOS solution is availability of 
customer services during the nastiest DDOS attacks.  
Below are the homework points for admin to get info 
on before talking to external DDOS vendors. 

a. Few Next generation Firewalls claim to sustain/ 
mitigate DDOS attacks, however mitigating DDOS 
requires a specialized hardware.

b.The DDOS solution should be able to mitigate attack 
before it enters into network. 

c. If not earlier, DDOS should be included in business 
congruity and disaster recovery arrangement.

d. It is very important for a security admin to know 
the signs of an active DDOS attack since all disruptions 
to service cannot be termed as DDOS. There may 
be technical problems with a particular network, 
or system administrators may be performing 
maintenance.US-CERT advises that the following 
symptoms could indicate a DDoS attack:

i. Opening files, accessing websites taking slow 
time than expected.
ii. Unavailability of a specific website
iii. Inability to access any webs A dramatic increase 
in the number of spam emails received

e. ISP’s should have information on regular data flow 
as his happening in his environment, which should 
block/highlight unexpected transactions. This could 
be location/data BW/Time/customer specific.

f. Admin should do complete analysis of the financial 
impact of being offline for a period of time as the 
cost of an outage varies greatly by company. The 
same has to be used to demonstrate the need of the 
DDOS tool to management.

g. Many security experts believe that DDoS attacks 
are cover-ups to hide other cybercrimes, including 
data breaches or financial fraud.   

Overview of Solution:-

Enterprises need to have the framework that would 
help them to protect against DDOS attacks. 

The DDOS solution could be suggested as follows:-
a. Pro-active detection of threats.
b. Minimizes service downtime.
c. Ensures most effective mitigation techniques.
d. Tolerant of failures.
e. Mandates effective process.

These could be further detail described are as 
follows:-

a. Preparation:- 
I. Prepare the Network
II. Create & test tools:-
III. Prep procedures
IV. Train teams
V. Practice

b. Identification:-
I. How do you know about the attack?
II. What tools can you use?
III. What’s your process for communication?

c. Classification
I. What kind of attack is it?

d. Traceback
I. Where is the attack coming from?
II. Where & how is it affecting the network?

e. Reaction
I. What options do you have to remedy?
II. Which options is best under the circumstances

f. Post Mortem
I. What was  done
II. Can anything be done to prevent it?
III. How can I be less painful in the future?

DDOS Mitigation Selection Criteria:-

In this section we would act like a customer who is 
seeking DDOS service from his ISP or enterprise.

We are below listing a deep analysis of the queries 
that are to be asked to ISP to check how well equipped 
his solution is.
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Criteria #1: Threat Understanding Aptitude:- 

To manage DDoS defence strategy, we should have 
updated knowledge about latest  DDoS attacks 
trends, new toolkit development, emerging cyber 
threats — and how your DDoS mitigation service 
provider protects us  against them.

The mitigation service provider should furnish us with 
thorough risk knowledge all the time, compiled by a 
dedicated research team of DDoS security experts.

Following are the related queries or information that 
a security administrator should be looking to get 
answers to.

i. Sincere DDoS mitigation service providers will have 
an internal research team of expert DDoS engineers 
that analyses rapid changes in attack paths and 
toolkits within the DDoS threat domain. 

ii. The above analysis is critical to proactively 
growing new relief methodologies and assault 
countermeasures.

iii. The risk insight group ought to distribute this 
knowledge for clients and general as regular or 
triggered updates, which would also be a decent 
pointer of the class of DDOS mitigator and their 
seriousness about research & investment in 
infrastructure required for mitigation.

iv. Less sophisticated providers may require software 
updates in order to respond to changes in attack 
techniques as well as refer to third party resources. 
However such type of information is lot different 
from gained from the real-world experience of DDoS 
experts and technicians who are actually front lining 
involved in DDOS mitigations. If an ISP relies on a 
third party information, then it should be noted that 
the ISP is not well equipped to deal with emerging 
attack vectors or zero day type of DDOS attacks.

v. Check with the service provider, the duration 
from which he is providing actual DDOS mitigation 
services to the customer and that should not include 
the time he is using mitigating attack for his own 

infrastructure.

vi. A service provider’s customer list should reflect 
about their capabilities in terms of DDOS mitigation 
& capital to invest on high bandwidth capacity 

vii. We need to check if the ISP is doing lucrative 
business?  ISP’s who do not have huge customer 
base & not much DDOS business is unlikely to do 
reinvestment in upgrading his DDOS mitigating 
infrastructure.

Criteria #2: Mitigation Capabilities

I. We should look for a high-end DDoS mitigation 
services provider with a broad portfolio of capabilities 
that enables us to select which technologies and 
methodologies are most appropriate for your 
network protection today and as needs change in the 
future.

II. A good cloud-based DDoS mitigation service 
should offer both BGP (border gateway protocol) 
route advertisement changes as well as DNS-based 
redirection.

III. Does the ISP have the capability to segment attack 
mitigation across the globe by utilizing multiple data 
centres simultaneously and fighting closer to the 
attack traffic’s origin. This helps mitigate largest of 
attacks with minimum efforts.

IV. It is best to check with Internet the reports available 
to check the ISP history of any outages, which should 
give sufficient idea on customer’s ability to protect its 
own network and if they are failing in it under normal 
working conditions, the conditions during an attack 
would be much worse.

V. We should ask for graphs of the largest DDoS attack 
that the provider has successfully mitigated on each 
mitigation platform.

VI. Absence of information from tools, could indicate 
market gimmick or dependency on upstream 
providers for mitigating the attack, indicating not 
so much competitive readiness with the ISP we are 
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evaluating.

Criteria #3: DDOS Service Options

An ideal ISP should offers both on-demand and 
always-on DDoS mitigation services to deliver the 
most comprehensive range of business requirements. 

Due to the more complex DDoS threat landscape it is 
mandatory for the ISP to do analysis of the standard 
customer traffic, so that it is easy for him to check 
on the deviation during DDOS traffic & deep dive 
analysis becomes comparatively straight forward.

Hence the always-on DDOS service as well as ON-
Demand service for customers who are in emergency 
need of the service. The ON-Demand service 
definitely comes up at huge premium.

All depends on the size /nature of the business, 
tolerance of downtime and accordingly a combination 
of both the service options are the best combinations 
that one can opt for.

Criteria#4:- Protection of servers in a third-party 
hosted environment?

Many service providers are not well equipped to deal 
with a large and sophisticated DDoS attack on servers 
hosted in a third-party environment, where there 
would be shared risk.

As a result, it is critical to understand the DDoS 
mitigation capabilities of your DNS hosting provider 
because the risk of DDoS attacks is dramatically 
increased in a shared environment housing multiple 
customers.

 One may believe he is at relatively low risk of 
experiencing a DDoS attack, but your neighbours in 
the shared environment may actually be high risk.

The ISP should provide Primary SLA i.e. A time-
to-mitigate SLA which defines how quickly and 
effectively the service provider will start acting once 
the DDOS attack has been started.

Other SLAs are secondary and may cover only how 
quickly the provider will respond and call you back 
after you report an attack or how long it will take to 
route on to the service — and have nothing to do 
with how quickly the provider can stop the attack. 

Criteria#5 Cloud based mitigation

With absolutely slowly and steadily moving into the 
cloud, it is quite imperative that the attack traffic 
would be redirected from one cloud where servers 
are hosted to another cloud where the mitigation 
solution is hosted.

Due to the rise in sophistication of multi-vector DDOS 
attacks, the concerned ISP should ideally protect all 
type of cyber threats, preferably as the same data 
centre/cloud, so that when there is mixed attack 
traffic that reaches the cloud, they should have the 
necessary infra to mitigate at that same locations, 
since multiple redirection of the customer causes 
latency and packet drops can also happen.

Reliable DDoS mitigation providers will have different 
mitigation platforms to deal with different attack 
vectors.

Criteria#6 Pricing Models

It should be checked thoroughly that there are no 
fees associated with attack size or number of attacks 
or the size of the attack as a limitation/service to the 
end user.

Depending on how old the ISP is in the DDOS 
mitigation arena and the competition, the pricing 
model would vary.

Remember that you have no control over the size 
and number of attacks that will hit your network. 

As described earlier,  DDOS attacks have man y other 
attacks hidden behind it and the main motto of the 
attacker is most cases for DDOS attacks is to get access 
to the confidential data, so the cost of the size of the 
attack does not matter for the attacker  whereas for 
the victim as well as the ISP it matters.
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End Customer needs to sharply select the pricing 
model & compare it with various plans that are offered 
by different ISP and match to his business expectation 
as well his appetite to digest the investment.

It is best suggested that end customer may do his 
RETURN OF INVESTMENT (ROI) analysis as well as ask 
the corresponding ISP for the same.
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Introduction

Merriam-Webster defines Identity as the qualities, 
beliefs, etc., that make a particular person or 
group different from others. Basically, the set of 
characteristics of an entity forms its identity; and the 
essential and unique characteristics of an entity help 
distinguish it from other entities. These characteristics 
may include, among other things, the physical traits, 
preferences, skills and qualification. For example, a 
person’s identity could include the fact that he has 
‘black curly hair’ or that he ‘was born on October 30, 
1990’ or that ‘his PAN number is ABCDE1234F’. 

It is important to note that identity evolves over time. 
A person who is ‘an amateur guitar player’can become 
‘a professional guitar player’ over time. Moreover, 
the age characteristic of a person constantly changes. 
However, the real date of birth of a person or his first 
PAN number does not change over time. Thus, some 
characteristics change over time whereas some 
others do not. While some characteristics like PAN 
number, Aadhaar number, mobile phone number are 
assigned by a third party to a person, some others 
are inherent to physical nature and personality of 
the person, e.g., fingerprint, iris image, capability to 
play guitar, etc. This classification of characteristics is 
depicted in Figure 1. Although we refer to identity as 
enabler of ability to distinguish people, according to 
the definition above, it can also enable us to discern 
corporations and enterprises. Moreover, it can also 
enable us to discern fictional characters, devices, 
gadgets, computers, and computer programs.

Figure 1 Classification of Entity Characteristics

Some activities or transactions do not rely on the 
ability to uniquely identify an individual. For example, 
a train ticket collector needs to only verify whether a 
train passenger holds a valid train ticket. A person’s 
characteristic of ‘holding a valid train ticket’ does not 
uniquely identify a person. Some characteristics like 
SSN, Aadhaar number, MAC address, etc., uniquely 
identify an entity but none of these contain all 
characteristics included in that entity’s identity. 
However, most activities or transactions depend 
on the unique identification of an individual. For 
example, for a greeting card to reach your friend, 
you need to label it with your friend’s address. 
Furthermore, some activities may need complete 
identity of an individual. For example, in order to 
effectively treat a patient, the doctor needs to know 
as many characteristics of that patient as possible, 
ideally the identity of the patient.
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Digital Identity

These days, information about people or organizations 
is collected and stored in digital media and parts of 
it are communicated over private or public (internet) 
networks. All information stored digitally about or by 
an entity forms the digital identity of that entity. For 
example, all of the following pieces of information 
contribute to digital identity of an entity.

1. Information stored by government agencies 
Passport, PAN, electoral roll, and Aadhaar 
databases
2. Information about an individual stored by the 
employer at work place, including

a. Profile data – employee id, real name, postal 
residential address, educational qualifications, 
date of birth, marital status, dependents, etc.

b. Emails sent and received by an individual
c. Posts made by an individual on internal 

social and blogging portals
d. Transactions made by an individual on 

internal portals
3. Subscriber information stored in databases by 
utility service providers, like

a. telecom companies 
b. electricity distributor
c. cable television provider

4. Information stored on public internet services
a. Profile data stored by the service provider 

like username, real name, postal residential 
address, mobile phone number, and date of birth, 
that helps map to a real world entity

b. Emails sent or received on public email 
services like gmail, yahoo mail, outlook

c. Blogs published on blog forums like 
blogspot

d. Tweets published on twitter
e. Posts published on social networking sites 

like Facebook, google+ and discussion forums like 
stack-overflow

f. Educational and professional details 
published on web services like LinkedIn

A portion of individual’s digital identity is publicly 
accessible. For example, published blogs, posts made 
on public discussion forums, along with the name 
and (optionally) location of that individual. However, 

a significant portion of individual’s digital identity 
is only privately accessible to the individual or the 
underlying service provider or government agency.

Digital Transactions and Digital Identities

Traditionally, transactions in real world happen via 
written message (or letter) exchanges between 
entities. For example, one issues a bank cheque to 
transfer money from one bank account to another, 
or one sends a written letter to pass information to 
another person. There are three properties of such 
message transfers in real world.

1. The message bears the receiver’s identifier – 
generally receiver’s full name and address
2. The message bears the sender’s signature. 
Since signatures are easy to validate, it helps 
prove that ‘the sender is really who he claims to 
be’. This assumes that signatures are impossible 
to forge and are unique. Signature is that unique 
component of sender’s identity which is (assumed 
to be) impossible to duplicate.
3. Any changes to the original message, e.g., 
corrections or cancellations, are endorsed by the 
sender via additional counter signatures. This helps 
establish that the message was not tampered with 
during transit.

In digital transactions, digital messages are passed 
between entities. Such messages should, of course, 
bear the identity of the receiver. However, since the 
digital message is just a sequence of 0s and 1s, it is 
not sufficient to append one more characteristics of 
sender’s identity along with the messagebecause 
those characteristics can then be easily duplicated 
resulting in impersonation or identity theft. Moreover, 
while the message is transferred from the sender to 
the receiver over private or public network, a third 
party could tap the communication link and modify 
some bits thus compromising the message integrity. 
Hence, any digital identity system must guarantee 
the following properties

1. Authentication – ensuring that when a message 
claims to be sent by Alice, Alice sent it and not 
someone pretending to be Alice, aka, ‘you are what 
you say you are’
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2. Message integrity – ensuring that when a 
message arrives from Alice, it is the same message 
that Alice sent, and is not tampered with during 
transit.

In addition to the above two properties, for social 
and legal reasons, most service providers need to 
have a capability to map digital entity identifiers (like 
Aadhaar number, mobile phone number, service 
account usernames, etc.) to real world entities. This 
is also called traceability.
Digital service providers like google, Facebook, or 
UIDAI allocate a unique identifier to each entity. 
Additionally, they also maintain user credentials 
for authentication purposes and profile data for 
traceability. The categorization of user characteristics 
stored digitally by service providers is depicted in 
Figure 2. The ‘Contextual data’ depicted in Figure 2 
indicates the core service related data like emails, 
blogs, comments, critique, etc. published by the user 
on service provider’s web portals.

 Figure2:Categorization of characteristics stored 
digitally by service providers

Digital identities allow lot of information to be 
accessible over private or public network. This has 
enormous social and legal bearing. For example, it can 
lead to identity usage for marketing purposes, identity 
theft for criminal purposes, and simple information 
or knowledge base for social consumption. Hence it 
is important for individuals to properly manage their 
digital identities so as to avoid its misuse. Proper care 
needs to be taken to protect not only ones’ digital 
credentials but also to employ additional security 
features, like OTP, if the service provider supports 
them. We defer the discussion on social, legal and 
political bearings of digital identity to a subsequent 
article. In the remainder of this article we first discuss 

traceability techniques employed by digital service 
providers and then touch upon the techniques 
employed for authentication and message integrity.

Traceability

Government agencies use KYC process while granting 
passports, PAN cards, or Aadhaar cards. PAN number 
uniquely identifies an individual and forms an 
identifier for an individual. Further, it is also associated 
with additional pieces of information like full name 
of the holder, date of birth, father’s name, residential 
address and signature. This identifier is used to 
identify entities involved in digital or real financial 
transactions. Additional information associated with 
the PAN number like full name, father’s name and 
residential address help map PAN number to a real 
world entity. 
Banks perform similar background checks on 
any individual seeking to open an account. The 
background checks may include collecting and 
verifying residential address, mobile phone number, 
date of birth, and the PAN number. On successful 
background checks, banks provide a unique account 
number to an individual which acts as an identifier. 
Information collected as part of background checks 
help map the bank account number to a real world 
entity. 
Most service providers like mobile phone service 
providers and broadband service providers are 
required to perform similar KYC checks before 
allocating a mobile phone number and customer 
identifier, respectively. Since mobile phone number 
uniquely identifies an individual, it forms its identity. 
Information collected under KYC help map the unique 
identifier provided by the service provider to a real 
world entity.
Web service providers like google, Facebook, 
and twitter, provide a unique username to users 
on registration. These usernames may either be 
specifically chosen by the user or system generated. 
Additionally, they also collect additional pieces 
of user information like real name, date of birth, 
residential address including country of residence, 
mobile phone number, and optionally an alternate 
email address. These additional characteristics help 
map username to a real world entity. An example 
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categorization of user characteristics collected and 
stored digitally by Facebook, following the template 
shown in Figure 2, is depicted in Figure 3.
 

Figure 3 User characteristics stored digitally by 
Facebook

Authentication

In real world, signatures or thumb prints are widely 
used to verify the identity of an individual. Once a 
signed document is received, the receiver needs to 
ascertain that the signature or thumbprint correctly 
matches with that of the individual. Banks validate 
this fact by referring to their internal records; others 
can verify it, for example, using data on PAN card, if 
produced by the sender. Assuming that two people 
do not have same signatures or same thumb prints 
and that it is difficult to forge signature, the above 
verification procedure helps establish ‘who the 
sender says he is’. 

Similarly, in digital world, verifying sender’s identity 
consists of the following two parts.

1. Sender appends the message with additional 
data proving his identity
2. The receiver matches the additional data against 
its backend user database

In most services, the end user sends multiple 
messages to the service provider for accomplishing 
a task or transaction. Hence instead of requiring the 
above two steps to be repeated for every message, 
the service provider does the user identity verification 
once at the beginning and assigns a unique short-
lived temporary identifier (e.g., a session id) to the 
user. All subsequent messages can use this temporary 
identifier.
The information that end user uses to authenticate 

itself is called the credential (refer Figure 2). A user 
uses a unique identifier assigned to him by the service 
provider along with his credentials to authenticate 
himself with the service provider. Following are some 
of the common and widely used authentication 
mechanisms.

1. Passwords – they are alphanumeric strings, 
possibly containing some special characters. The 
user registers his password and unique username 
with the service provider at the time of signing 
up with the service provider. Username may be 
publicly accessible but the password is secretly held 
by the user. For authentication, the user sends the 
pair (username, password) to the service provider. 
The service provider verifies whether the supplied 
password matches the password stored internally for 
that user for authenticating the user.

2. Biometric images, e.g., fingerprint image, or iris 
scan – these images are collected on registration by 
the service provider. For authentication, the user 
sends his unique identifier along with one of these 
images to the service provider. The service provider 
matches the images sent against those stored 
internally for that user. For example, UIDAI supports 
iris scan based authentication for enrolled users. 
India is the first country in the world to offer a public 
Iris Authentication platform and enablement of Iris 
Authentication for about 350 million residents, who 
currently hold Aadhaars – indeed a ground-breaking 
technology and service development [1].

3. Secret key – conceptually, secret keys are similar to 
passwords, except that they are generally generated 
by the service provider and can be changed on 
user demand. These are typically used in software 
programs that communicate with the service provider 
on behalf of the user. 

4.Digital certificate assigned by some credible 
authority – digital certificate consists of a private 
key and public key pair. Pubic key is supposed to be 
publicly accessible to everybody whereas private key 
is secretly held by the owner. User can register his 
public key with the service provider at the time of 
registration. Subsequently for authentication, the 
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user signs the message using his private key, appends 
the message with the signature and sends the result 
along with his username to the service provider. The 
service provider verifies the signature using the user’s 
public key. The correctness of this procedure is based 
on the fact that signing a message and verifying the 
signature are computationally simple operations, 
but generating the signature using public key instead 
of private key is computationally very complex and 
practically impossible.

5. OTP – authentication process for more sensitive 
services like bank transactions complement one 
of the above mentioned authentication methods 
with additional One Time Password (OTP). As a first 
step in authentication the user sends his username 
and password. Upon verifying the password, the 
service provider sends a short-lived OTP to the user’s 
registered mobile phone number via an SMS or to 
user’s registered email address via an email. The 
second authentication step requires the user to send 
the received OTP to the service provider. Only after 
successful second step the user is authenticated. 
This authentication method is called as two factor 
authentication because the authentication process 
validates two pieces of information. Extremely 
sensitive services may sometimes employ multi-factor 
authentication including biometric authentication as 
one of the factors.

Integrity

One of the most common and widely used techniques 
for ensuring message integrity as it flows from sender 
to the receiver is based on encryption. Instead of 
sending the plain message to the receiver, the sender 
sends encrypted message. The receiver decrypts the 
message before consuming it. The reliability of this 
technique depends upon the following facts
1. It is computationally easy to encrypt and decrypt 
messages
2. It is computationally very complex to derive the 
original message from the encrypted message
3. If and only if the encrypted message is tampered, 
the receiver would fail to decrypt the encrypted 
message thus proving tampering and ensuring 
message integrity

How to encrypt and decrypt the message?
There are two known ways to encrypt and decrypt 
messages in digital communication
1. Symmetric key encryption. In this method the 
sender and receiver both agree upon the encryption 
key. The sender encrypts the message using the 
chosen key and the receiver decrypts the received 
message using the same key. Encryption and 
decryption using symmetric key are computationally 
very cheap. Moreover, a new key can be used for 
each new session, hence these keys need not be 
stored persistently thus easing key management.
2. Asymmetric key encryption. In this method the 
receiver chooses a public key, private key pair. The 
public key is publicly accessible but the private key 
is secretly held by the owner. The sender encrypts 
the message using receiver’s public key. The receiver 
decrypts the encrypted message using his private 
key. This method does not require initial handshake 
for agreeing upon the key. However, encryption and 
decryption are bit more computationally intensive 
than that using Symmetric key. Further, effective 
implementation of this method needs to ensure that 
private keys are stored in safe vaults and are not 
compromised. If a private key is compromised, it may 
result in identity theft and impersonation.

Summary

In this article we introduced the concept of identity, 
and studied the notion of digital identity. We briefly 
studied the role of digital identity in digital transactions 
and discussed technical complexities involved in a 
reliable digital transaction. Specifically, we touched 
upon the technical aspects of authentication, 
message integrity and traceability.
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Digital Advertising & Digital Marketing
- Leveraging Digital Marketing Platforms to increase Market  
Reach

- Rucha Khale
Email : ruchakhale@gmail.com

Executive Summary

This article explains different platforms of Digital 
Advertising and Marketing. Using the right Marketing 
Strategy, a business can increase its market reach 
by effectively using the Paid and Unpaid channels 
of marketing for its Website and its Social Media 
network. Digital Marketing Strategists may use the 
techniques mentioned in these article to improve the 
websites of the businesses and help them achieve 
their goals of Marketing Strategies.

Digital “versus” Traditional Marketing

Digital Marketing, as the name suggests, focuses on 
the Internet, while Traditional Marketing relies on 
the age-old techniques of print media, television, 
radio, etc. However, both the techniques aim at 
attracting the right customers and creating brand 
awareness in the right target audience in the market.
It is best for the businesses to use the right mix of 
Digital and Traditional Marketing techniques as they 
complement each other to achieve their unique 
goals. A few reasons why businesses should use both 
these techniques in collaboration are as below:

Digital Marketing Is Cost-Effective
Comparing both these techniques for the same time 
duration, it is found that the cost of Digital Marketing 
is far less than that of Traditional Marketing.

Digital Marketing is Measurable
Businesses can track the exact number of people 
who have seen the ad, their geographical location, 
and their demographic. With Traditional Marketing, 
it is difficult to find out how many people have read 

the ad in newspaper, or heard it on the radio. Hence, 
the exact conversion rate can be calculated in Digital 
Marketing only. 

With Digital the Potential for Exposure Is 
Tremendous
It is easier for sharing website content or social media 
ads to a large number of people in lesser time. With 
Viral marketing, this reach increases exponentially 
in a limited time span. At the same time, businesses 
can choose the right audience to target for their ads. 
Traditional Marketing does not provide flexibility to 
target its customers.

Digital Marketing is a must for Brand Building
Digital Marketing strategy is needed even for 
businesses that may not sell online. It is essential 
for businesses these days to generate a buzz of their 
presence in the market. A business without a website 
would be considered not serious enough about their 
own business.

Digital Marketing facilitates Customer 
Engagement
Digital Media brings in effective communication 
with customers to handle their feedback. The 
prospective customers rely more on reviews rather 
than marketing pitches by businesses. 

Online Advertising

Just like in Traditional Marketing, advertisers approach 
the publishers to publish their ads on the respective 
media, in Digital Marketing too, advertisers enroll 
for their ads with the publishers. These publishers 
actually display these ads on the recipient websites 
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using various algorithms so as to precisely reach the 
right audience.

Publishers collect data about activities of users 
on different websites through cookies (unique 
identifiers of specific computers). They aggregate this 
information about a particular user to understand 
their behavior and decide which ads to serve them. 
This is called Behavior Targeting. Various methods 
like Retargeting, Contextual Advertising, Semantic 
Advertising, Behavioral Targeting, Geotargetingetc. 
are devised to increase advertiser’s return on 
investment, or ROI.
 

Types of Online Ads
•  Web banner advertising 
•  Frame ad (traditional banner) 
•  Pop-ups/pop-unders 
•  Floating ad 
•  Expanding ad 
•  Trick banners 
•  Interstitial 
•  Text ads 

Concerns with Digital Marketing

While businesses can rely on Digital Marketing to 
build their brand awareness, they must take care of a 
few concerns regarding effective implementation of 
their strategy. 

• Banner Blindness
Studies that understand the way users view websites 
have found that users often unconsciously ignore the 
website area where display ads or banner ads are 

displayed. 

• Fraud on the advertiser
Digital Marketing becomes cost effective because the 
advertisers can opt to pay only when their audience 
clicks their ad. However, there are cases when 
advertisers are overcharged, since the ads are clicked 
either by the publisher, the third parties, or even the 
competitors!

• Technological variations
Since the Digital ads are available on any of the 
devices, businesses need to take care that their 
ads are compatible with various web browsers and 
screen sizes.

• Ad-blocking
Internet users generally block out the pop-up ads. 
Businesses need to choose their type of ads correctly.

• Privacy concerns
Internet users increase their privacy levels of 
their browsers to hide their information from 
publishers and advertisers. This creates difficulty 
for the publishers and advertisers to target the right 
audience.

Web Based Marketing

Web-based Marketing, or Internet Marketing has 
paid as well as unpaid components. Businesses need 
to formulate a Marketing Strategy as per their needs 
and goals. 

• Search Engine Optimization (SEO) 
Search Engine Optimization is an unpaid component 
of Internet Marketing. Each website can strengthen 
their own contents and improve their Organic Search 
Ranking in Search Engine Results Pages. Search 
Engines constantly update their algorithms to ensure 
that only the valid websites appear in the first page, 
thus penalizing poor quality websites. 

• Search Engine Marketing (SEM) 
Search Engine Marketing is a paid component 
of Internet Marketing. Websites can specify the 
prominent keywords for which it needs to be 
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displayed in the Search Engine Results Pages.

• Sponsored Search 
Sponsored Search displays the Advertisers websites in 
the sponsored section for selected keywords. Search 
Engines generally use real-time bidding to get the 
advertisers ads displayed in the sponsored section. 
Various algorithms and constraints are applied to 
display only the relevant ads. 

• Social media marketing 
Social Media websites offer their own ways of paid 
and unpaid advertising. Many businesses heavily use 
Social Media websites to promote their businesses.

• Content Marketing 
Information is presented in various forms like blogs, 
articles, white papers, reviews, e-books, infographics, 
case studies, tutorials, news, video, audio, etc. This 
information or “content” can be created and shared 
across all digital platforms. Content Marketing has 
become one of the strongest ways to acquire and 
retain customers.

• Viral Marketing
A unique way of reaching a large number of people in 
a very small duration of time is “engineered”, called 
Viral Marketing. Content is “made” viral in order to 
create a buzz of the business or its brand.

Search Engine Optimization Checklist

While designing your website, keep the best practices 
of SEO in mind in order to land your website on Page 
1 of the search engines. Google constantly updates 
their algorithm. It is best to stay updated on the 
latest changes. However a few of the items that are a 
must in your checklist for website development are:

• Technical Optimization
Analyze your website to check if it allows Google to 
crawl and index all the items in your website. Identify 
any technical issues that may prevent crawling. 

• Content Optimization
Verify that the Navigational Structure of your 
website, Page Titles, Headings, Internal Links, etc. are 

compliant with the Keyphrase Patterns of Google. 
This will ensure robust content on your website and 
will increase your Search Engine Rankings.

• Outreach and Link-building
Google strongly makes use of Backlinks to rank the 
websites. When a high ranking website backlinks 
to your website, the ranking of your website itself 
increases. Ensure that your business is listed in as 
many prominent online directories, etc. This will help 
increase the ranking of your website. Similarly linking 
from your blogs too helps in increasing your ranking. 
Besides, sharing content on social media, etc. adds a 
boost.

• Tracking
Different tools are available online to check your 
Digital Marketing Strategies. A few of them are :
http://www.seoptimer.com/
http://www.woorank.com/
Correct your website as per the results of these tools.

• Google Analytics and Google Webmaster Tools
Set up Google Analytics and Google Webmaster 
Tool for your website URL. It helps your website be 
found on Google and it helps you monitor your site’s 
performance in the search engine.

Search Engine Marketing Checklist

Though programs like Microsoft Ad Center exist, it is 
advisable for businesses to concentrate their attention 
and digital marketing budget on Google. Apart from 
the fact that Google holds a major stake in the market 
share of Search Engines, Google AdWords seamlessly 
works across all Google products, including Google 
Analytics and Google Webmaster Tools.

Why should a business use Google AdWords?
• To attract the right target audience to your site
• To target your audience geographically
• To fetch analysis of your website’s conversion 

rates

Google AdWords allow users to create Campaigns 
for a website. Creating and using these campaigns 
effectively, results in:
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• Increase in relevant traffic and hence sales
• Increase in Click-through Rate (CTR) and 

Conversion Rate
• Decrease in Cost per Click
• Decrease in Cost per Sale
• Saving costs while bidding on low converting 

phrases

To improve the effectiveness of a Campaign, below 
aspects should be focused on:
• Keyword Research
• Landing Page Authoring and Optimization
• Content Experiments – A/B Split Testing
• Keyword match types
• Setup Analytics for Goals, Segmentation, and 

Reporting
• Setup Tracking for Links and Cross-Domain 

Reporting

Every website needs to be monitored closely to 
check its performance with respect to SEO as well 
as SEM. However, if an already existingwebsite 
wants to improve its ranking, it is important to first 
repair the damage. Generally for the websites that 
do not monitor their performance, Google pushes 
their ads down the page. This downward spiral of 
poor performance should first be repaired, and then 
focus on improving the ranking. A few recommended 
actions are:

• Reduce the number of Search Phrases
• Focus on selected Keywords for an initial phase
• Work on bringing the average CTR to a normal 

range
• Widen the campaign, only after the performance 

shows improvement. This should generally take 
1-2 months. 

Improving the CTR is not a one-day task. It is an 
ongoing process.

Social Media Marketing

Social Media offers a different style of Marketing – 
engaging customers.
It creates a platform for businesses to interact directly 
with their customer, create a brand image, and build 
up their reputation for the prospective customers. 

Businesses are able to market directly to the right 
target audience, rather than pushing their product to 
passive audience.

To use Social Media Marketing in an effective way, 
businesses may use the approach as below:

• Understand the nature of your own business, 
decide a budget, focus on a target audience, and 
accept your level of persistence.

• Choose a Social Media platform that is relevant 
to your business.

• Chalk out a Social Media Marketing Plan, decide 
what you are trying to achieve and how will 
you achieve it. E.g. Are you focused on only 
building your brand image, or are you interested 
in diverting your Social Media followers to your 
website for sales?

• Increase your fan following by spreading a word 
through your immediate connections. Expand 
your network by following similar people and 
businesses.

• Engage with your audience. Try to share content 
first, rather than going in for a Sales Pitch directly. 
Use polls, questions, games, etc. to build up an 
engagement.

• Use content generation and scheduling.
• Consistently post on your social media.
• Use a tone in all your social media conversations 

that suits your business and your product or 
service.

• Create backlinks to your website from your social 
media network. This improves your Search Engine 
Rankings!

• Get your audience to like and share contents from 
your website. This boosts Search Engine Ranking 
to a great extent, as the users themselves endorse 
the content!

• Use platforms like Hootsuite to efficiently manage 
all the social media accounts in a single place.

• Work on building the relationships consistently. 
Like Search Engine Optimization and Marketing, 
this too is not a one-day task. It is an ongoing 
process.
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Compensation Methods

Paid marketing – both Search Engine Marketing and 
Social Media Marketing – offers some compensation 
methods to their advertisers. Businesses (or 
advertisers) can choose their compensation method, 
based on their Marketing Strategy. They can also 
monitor the progress of their campaigns and modify 
the compensation methods regularly. 

CPI (Cost per Impression) - Advertisers can choose 
Cost per Impression to pay only for the ads that are 
displayed in the Publishers’ websites. Impression 
means an ad is displayed to a user who is viewing the 
Publisher’s website.
This compensation method is generally used by 
advertisers who want to create only their brand 
image.

CPM (Cost per Mille) - CPI is generally calculated 
in terms of Thousand Impressions. It is generally 
expressed as CPM (Cost per Mille or Cost per 
Thousand Impressions). However, this mode of 
advertising is generally susceptible to “Impression 
Fraud”. Advertisers use different technologies, like 
Web Bugs, to track if their ad was truly delivered to 
the users.

CPC (Cost per Click) or PPC (Pay per Click) - CPC 
or PPC is used by advertisers who are interested in 
bringing visitors to their sites. Their aim is to increase 
sales, and not merely brand awareness. Since the 
inception of this method, it has been widely popular 
with the advertisers. 

CPE (Cost per Engagement) - CPE is used by advertises 
who wish to filter out random clicks on the ads. They 
pay for their ad, not when it was seen or clicked by 
the user, but when the user interacts with the ad.

CPV (Cost per View) or PPV (Pay per View) - CPV or 
PPV is generally used in Video Advertising.

Latest TrendsIn Online Marketing

Online Advertising and Marketing is an evolving field. 
Some of the expected trends in the near future are:

• Content Marketing
Businesses establish their credential and expertise 
in the market by presenting a plethora of contents 
for the audience. The prospective customers are 
enticed by this strategy and remain engaged with the 
businesses positively. Steadily, businesses are able to 
establish their reputation in the industry. 

• Selecting Social Media Marketing
Along with the existing Social Media Platforms like 
Facebook, LinkedIn, and Twitter, we have witnessed 
growth of new Social Media platforms like Pinterest, 
Instagram, Google+, Tumblr, etc. Businesses need to 
analyze which social media platforms are best suited 
for them and focus their strategy on these platforms 
only.

• Image-centric Content
Customers are exposed to large number of ads, hence 
the content of your ad should be quickly grasped by 
the customer. This makes images and infographics a 
huge success to spread the buzz of your business.

• Mobile-Friendly First
Any of the contents that need to be conveyed to the 
target audience should be in a mobile-compliant 
form. This is no longer a “good-to-have” feature. It is 
a “must-have” for your website.

• Ad Retargeting
Browser cookies will be heavily used to track the 
websites where the users visit. After they leave that 
site without purchasing those products or services, 
the same products and services will be displayed to 
the users again in different websites.

• Social Media endorses SEO
Search engines refine their algorithm to bring across 
quality content to the web searchers. They would 
now give importance to the social media activities 
(like sharing and likes) to endorse the quality of the 
website, blog, etc.

Case Study
Company  : NIIT Limited
Case Study : Launch of”Anytime, Anywhere 
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Learning at India’s First Cloud Campus™”
Goal  : Increase number of admissions to the 
program

 
Results:
• Site visits target exceeded its expectations by 40%
• 18000 enquiries (2.25% of visits) for admissions 

were generated
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Smart Cities Concept and 
Development in India

- Bhajaram Bhabal
Email : bhaskarscorpio@gmail.com

Smart Cities are centre for sustainable growth and quality life; which is the proven fact worldwide. Let us 
understand the concept and initial steps taken by The Government of India.

Smart City -A city in which investments in human and social capital and modern ICT infrastructure and 
e-services fuel sustainable growth and quality of life, enabled by a wise management of natural resources and 
through a participative government. A smart city is built on the four pillars of comprehensive development – 
institutional, physical, social and economic.
 

                  
Four Pillars of a Smart City
Why India need new smart cities?
India is observing strong urbanization trends for quite a long time. Existing infrastructure in cities are 
overloaded and on the verge of collapse. Improper or no planning in city development led the Indian cities 
towards failure of infrastructure services. India need to improve existing cities and plan new cities with smart 
infrastructure.
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Smart City Features

Some typical features of comprehensive development in Smart Cities are described below.
i. Promoting mixed land use in area based developments–planning for ‘unplanned areas’ containing a range 
of compatible activities and land uses close to one another in order to make land use more efficient. The 
States will enable some flexibility in land use and building bye-laws to adapt to change;
ii. Housing and inclusiveness - expand housing opportunities for all;
iii. Creating walkable localities –reduce congestion, air pollution and resource depletion, boost local 
economy, promote interactions and ensure security. The road network is created or refurbished not only for 
vehicles and public transport, but also for pedestrians and cyclists, and necessary administrative services 
are offered within walking or cycling distance;
iv. Preserving and developing open spaces - parks, playgrounds, and recreational spaces in order to 
enhance the quality of life of citizens, reduce the urban heat effects in Areas and generally promote eco-
balance;
v. Promoting a variety of transport options - Transit Oriented Development (TOD), public transport and last 
mile para-transport connectivity;
vi. Making governance citizen-friendly and cost effective - increasingly rely on online services to bring about 
accountability and transparency, especially using mobiles to reduce cost of services and providing services 
without having to go to municipal offices. Forming e-groups to listen to people and obtain feedback and 
use online monitoring of programs and activities with the aid of cyber tour of worksites;
vii. Giving an identity to the city - based on its main economic activity, such as local cuisine, health, 
education, arts and craft, culture, sports goods, furniture, hosiery, textile, dairy, etc;
viii. Applying Smart Solutions to infrastructure and services in area-based development in order to make 
them better. For example, making areas less vulnerable to disasters, using fewer resources, and providing 
cheaper services.

Typical Smart City components cover areas across housing, energy, mobility, water and waste management 
and E-Governance

             
Typical Smart City components cover areas across housing, energy, mobility, water and waste management 
and E-Governance.
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Today, we have very unreliable statistics and data on public Infrastrure usage. No agency is in position to give 
exact figures of public transport, water resources and utilization, waste management, fire fighting, parking 
spaces, traffic control, city information, and so on. Smart city shall have City Command and Control Centre. 
This shall help in controlling infrastructure services and producing data for monitoring and planning.

              

Smart Transportation - Integrated Multimodal Transport

Accessibility and travel to jobs, services, etc. enables a citizen to earn and spend, is critical to income 
generation and economic growth. This provides effective accessibility for citizens to travel and multiple 
options – affordability. 
Multimodal Transport Features to integrate:

• Surface Roads (4+4 lane)  
• Pedestrian path ways & emergency vehicle roads  
• Bridges 
• Public Transport System (BRTS/MRTS/PRTS)  
• Travalletors  
• Intelligent Transport System  
• Transportation and Logistic Nodes  

Custom Gates & Logistics Center
• Serve to receive – store – distribute supplies to the city 
• To prevent entry of hazardous goods/chemicals & HMV 
• To provide all facilities like; Parking, Boarding, Fuel Station, etc. to visitors, transporters, tourists and 
commuters, etc.

Multi Level Parking Hubs
• To enable support for envisaged modal split of 90:10 
• Internal MLP Hubs 
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                     MAP showing indicative Planning of a sample Smart City

Traffic Solutions

When we see congestion visually outside our home or on our urban roads, we see all modes (slow and fast), 
hawkers, and pedestrians in the area and on carriageway, thus reducing the road capacity. Further, the 
traffic congestion is associated with many other factors starting from road cross sections, infrastructures, 
engineering, road manners/education, government policies and their enforcement etc. 
The smart and workable solution to solve traffic problems, arising out of above basic reasons, is to ‘Organize 
Road Cross Section’ and will involve methodical and professional studies of the different areas and 
aesthetically planning “road cross sections” as per the road side activities and providing and maintaining 
road infrastructures which include “continuous” footpaths, cycle paths, road crossing, motor vehicle lanes, 
parking and hawker area. All these infrastructures are interrelated and one weak link can cause failure in 
dealing with congestion. This solution, if implemented, would result in the last mile connectivity via foot or 
cycle and also organize the designated areas for different users, on the road cross section, thus enhancing 
the road capacity and creating clean, pollution free and healthy environment.
Modal shift from private to public transport and retaining public transport users are two big challenges 
which the Government need to successfully meet. The proposed solution advocates the introduction of 
variable tax-free allowances for commuting expenses on travel by public transport (bus & metro train) viz-
a-viz, travel by private vehicles, taxis and autos. For government, the proposed tax measures provide an 
effective lever to stimulate public transport demand and capture the bottom-line benefits associated with 
reduced urban congestion. This is called as “RIDE n SAVE”. 
The proposed system can be implemented in a SMART CITY with a common SMART CARD. This card has to 
be a photo ID card linked with PAN card (registered with Income Tax Department) and would be a common 
public transport card which can be used in all Public Transport modes available in the city. At the time of 
IT returns all the expenditure made on use of public transport can be accessed to avail TAX REBATE. Riding 
on Public transport would not only be encouraged but also lead to tax saving. This vast data can be further 
utilised by city planners, government departments for improving the operations, setting out short and long 
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term planning goals and also authorities to monitor the data. Whereas, it is difficult to implement levying 
congestion charges, higher private vehicle taxes etc. in metropolitan cities, this ‘RIDE & SAVE’ provides 
adequate incentives for use of public transport and would benefit the lower middle class and higher class 
of the community.
The above two innovative ideas, if implemented, it would surely make the public transport very beneficial 
as well as comfortable in terms of accessibility and mode choice. Next comes the public transport 
operations. Operations would cover the safe travelling, comfort and reliability. This can be better achieved 
by introducing app based (which is currently in place in some metropolitan cities) bus tracking which needs 
to be further improved in terms of accuracy and detailed information. The innovative technologies can be 
used for introducing “Integrated SMART Cards” for paperless and quick operations, regular monitoring of 
the up-keep and maintenance of buses, organizing bus staff grooming programs, off board ticketing, and 
using pax boarding/alighting data to improve the bus routes. 
For safety of bus users the Smart card can be linked with the mobile number (emergency number) through 
internet and smart application, the boarding and alighting time of the passenger can be automatically 
updated/sent along with the bus driver phone number, bus number and conductor details to a family 
member. This would make public transport a safe mode of travel.

              

Smart Water Infrastructure:

Guaranteeing water supply, quality and quantity, is a critical need for citizens’ living. Treating waste water 
removes a key contributor to contamination of water sources, ensuring quality, and becomes an additional 
water supply source, ensuring quantity.
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District Cooling System

          

Solid Waste Management
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Waste to Compost: Almost 70% of household waste is organic and hence a system of waste composting 
rather than collection would make the city cleaner, greener and healthier. Vermiculture is one of the smart 
option.

Automated Solid Waste Management
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Smart Water Treatment Plant

        

Smart Power Infrastructure

        

Renewable Energy
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Core issues on energy are energy security and greenhouse gas emissions, largely due to fossil fuel 
dependence and use. Energy efficiency reduces the impact but may still be derived from fossil fuels. 
Renewable energy is the best option towards minimizing these issues.

Utility Tunnels

       

         

Smart Healthcare: 
• On suspecting a disease outbreak, interrogative, sentimental, contextual analysis of big social forum 
data together with hospital data can identify the pattern, source of the outbreak. 
• Hospital facilities, bed availability, appointments etc. can be tracked. 
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• Using birth data for immunization drive of the young ones with automated alerts to the parents.

Smart Revenue Collection and Utilization: 
• Big data from bank transactions, applications such as vehicle permits, house permit application etc. 
gives more insights into what a person owes and prevent false tax return filing. 
• Tracking of fund for various citizen programs can be made easily using big data analysis.

Intelligent Buildings

                               

Smart Fire Safety Measures

           

An Entertainment Zone
• Food courts: Restaurants, Eateries, Dining
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• Gathering spaces for concerts and events, Promenades
• Water sport activities
• Retail Facilities
• Walkers paradise: jogging track, viewing points
• Light and Sound show, Fountains, Water Shows

Information and Communication Technology

                                     

Central Command and Control
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Some Smart Cities- 
Helsinki is one of the most successful stories in the 
smart city space because of a very ‘smart’ idea to 
make open data sets and information related to 
the metrics of a city for its citizens. By making such 
information open, any citizen, can use these data sets 
to create products and services that provide better 
options to citizens in terms of providing information 
or utilizing better services. It is not just transparency 
to show open data sets of the city’s functioning, 
Helsinki also sponsors hackathons to encourage 
developers to create tech products derived from 
these data sets. 

This ‘smart’ idea allows for improvements and 
solutions that help citizens to be developed by citizens 
who know how things function and operate at the 
ground-level. Municipal governments can only do so 
much in supporting citizens to a variety of constraints 
including resource availability, manpower, etc. but 
making such information available to citizens means 
the responsibility is shared. 

It is also attractive for citizens to utilize them as there 
is a potential to develop products and services, and 
entire businesses, from this data and information that 
defines the city, helping to promote entrepreneurship 
that drives job creation, greater income creation, 
and diversify the economic growth potential for the 
smart city, all while benefitting the city, without the 
municipal corporation having to devote significant 
funds.

Belo Horizonte, a city in Brazil that changed food 
from being a commodity to a basic right of every 
citizen. This city created a food system that worked 
cross-sectorally and engaged civic society to attain 
food security. The city set up a special department 
to coordinate the programme, linked with farmers to 
provide fresh produce that was then sold at highly 
subsidized costs for the poor. Urban agriculture in 
public spaces and parks was encouraged; giving 
livelihood opportunity to the city’s poorest. A free 
meal programme was set up for school children 
along with public restaurants that sold meals at 
very affordable costs to the poor citizens and the 
priority was ensuring that the meal was hygienic, 

balanced and nutritious. Food banks were set up that 
collected excess perishable food from restaurants, 
shops and markets and then distributed to the poor. 
The programme not only resulted in every citizen 
having access to food, it also generated incomes 
and empowered farmers and local workers. It also 
resulted in a generally healthier population. Statistics 
showed lower rates of child mortality and reduced 
malnutrition. 
This simple solution to hunger and malnutrition can 
easily be implemented in any Indian city where food 
wastage and hunger are both high. By doing so and 
employing the poor in the activities, we could not 
only reduce hunger and poverty but also empower 
the poor, generate awareness about food security 
and health and increase the general wellbeing of the 
city itself.

Strategy of Indian Government

The strategic components of area-based development 
in the Smart Cities Mission are city improvement 
(retrofitting), city renewal (redevelopment) and 
city extension (greenfield development) plus a Pan-
city initiative in which Smart Solutions are applied 
covering larger parts of the city. Below are given the 
descriptions of the three models of Area-based smart 
city development:

1.1 Retrofitting will introduce planning in an existing 
built-up area to achieve smart city objectives, along 
with other objectives, to make the existing area 
more efficient and liveable. In retrofitting, an area 
consisting of more than 500 acres will be identified 
by the city in consultation with citizens. Depending 
on the existing level of infrastructure services in 
the identified area and the vision of the residents, 
the cities will prepare a strategy to become smart. 
Since existing structures are largely to remain intact 
in this model, it is expected that more intensive 
infrastructure service levels and a large number of 
smart applications will be packed into the retrofitted 
smart city. This strategy may also be completed in 
a shorter time frame, leading to its replication in 
another part of the city.

1.2 Redevelopment will effect a replacement of the 
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existing built-up environment and enable co-creation of a new layout with enhanced infrastructure using 
mixed land use and increased density. Redevelopment envisages an area of more than 50 acres, identified 
by Urban Local Bodies (ULBs) in consultation with citizens. For instance, a new layout plan of the identified 
area will be prepared with mixed land-use, higher FSI and high ground coverage. Two examples of the 
redevelopment model are the Saifee Burhani Upliftment Project in Mumbai (also called the Bhendi Bazaar 
Project) and the redevelopment of East Kidwai Nagar in New Delhi being undertaken by the National Building 
Construction Corporation.

1.3 Greenfield development will introduce most of the Smart Solutions in a previously vacant area (more than 
250 acres) using innovative planning, plan financing and plan implementation tools (e.g. land pooling/ land 
reconstitution) with provision for affordable housing, especially for the poor. Greenfield developments are 
required around cities in order to address the needs of the expanding population. One well known example 
is the GIFT City in Gujarat. Unlike retrofitting and redevelopment, Greenfield developments could be located 
either within the limits of the ULB or within the limits of the local Urban Development Authority (UDA).

1.4 Pan-city development envisages application of selected Smart Solutions to the existing city-wide 
infrastructure. Application of Smart Solutions will involve the use of technology, information and data to 
make infrastructure and services better. For example, applying Smart Solutions in the transport sector 
(intelligent traffic management system) and reducing average commute time or cost of citizens will have 
positive effects on productivity and quality of life of citizens. Another example can be waste water recycling 
and smart metering which can make a huge contribution to better water management in the city.

The smart city proposal of each shortlisted city is expected to encapsulate either a retrofitting or redevelopment 
or Greenfield development model, or a mix thereof and a Pan-city feature with Smart Solution(s). It is 
important to note that pan-city is an additional feature to be provided. Since smart city is taking a compact 
area approach, it is necessary that all the city residents feel there is something in it for them also. Therefore, 
the additional requirement of some (at least one) city-wide smart solution has been put in the scheme to 
make it inclusive.
For North Eastern and Himalayan States, the area proposed to be developed will be one-half of what is 
prescribed for any of the alternative models - retrofitting, redevelopment or greenfield development.
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The policy mandates each Smart City to have these common mandatory elements across the 3 models

              

Over & above the common mandatory elements, each of the three models have individual mandatory 
elements
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The total number of 100 smart cities have been distributed among the States and UTs on the basis of an 
equitable criteria. The formula gives equal weightage (50:50) to urban population of the State/UT and the 
number of statutory towns in the State/UT. Based on this formula, each State/UT will, therefore, have a 
certain number of potential smart cities, with each State/UT having at least one. This distribution is given 
below. The number of potential Smart Cities from each State/UT will be capped at the indicated number. 
(This distribution formula has also been used for allocation of funds under Atal Mission for Rejuvenation and 
Urban Transformation - AMRUT). 
The distribution of smart cities will be reviewed after two years of the implementation of the Mission. Based 
on an assessment of the performance of States/ULBs in the Challenge, some re-allocation of the remaining 
potential smart cities among States may be required to be done by MoUD. 
Uttar Pradesh, Tamil Nadu, Maharashtra, Madhya Pradesh, Gujarat and Karnataka have received considerable 
smart city nominations

• These nominations have been decided by the MoUD
• Allocation is done by giving equal weightage to
• Urban population
• No. of mandatory towns in the state

                                  

States
No. of 

SMART CITY 
nominations

Urban Population (%) Party in Power

Delhi 1 97.5 Aam Aadmi Party
Chandigarh 1 97.25 Union Territory
Lakshadweep 1 78.06 Union Territory
Daman and Diu 1 75.17 Union Territory
Puducherry 1 68.33
Goa 1 62.17 BJP
Tamil Nadu 12 48.39 AIADMK
Kerala 1 47.7 United Democratic Front
Dadra and Nagar 
Haveli 1 46.72 Union Territory
Maharashtra 10 45.22 BJP
Gujarat 6 42.59 BJP
Karnataka 6 38.67 Congress
Andaman and 
Nicobar Islands 1 37.7 Union Territory
Punjab 3 37.48 BJP
Haryana 2 34.87 BJP
Andhra Pradesh 3 33.36 Telugu Desam Party
Telangana 2 33.36 Telangana Rashtra Samithi
West Bengal 4 31.87 Trinamool Congress
Uttarakhand 1 30.23 Congress
Manipur 1 29.2 Congress
Nagaland 1 28.85 Nagalanad People's Front
Madhya Pradesh 7 27.63 BJP-TDP
Jammu and Kashmir 1 27.37 BJP
Tripura 1 26.16 CPM
Sikkim 1 25.15 Sikkim Democratic Front
Rajasthan 4 24.87 BJP
Jharkhand 1 24.04 BJP
Mizoram 1 24.04 Congress
Chattisgarh 2 23.24 BJP
Arunachal Pradesh 1 22.93 Congress
Uttar Pradesh 13 22.26 Samajwadi Party
Meghlaya 1 20.06 Congress
Odisha 2 16.68
Assam 1 14.09 Congress
Bihar 3 11.29 Janata Dal (United)
Himachal Pradesh 1 10.03 Congress
Total 100

Source: Ministry of Urban Development
A two-stage process would be adopted to select the smart cities
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In Stage 1, an intra-state identification of cities would be undertaken, based on defined evaluation criteria

           

1State Mission Director and the State-level High Powered Steering Committee (HPSC)

In Stage 2, the top 20 cities for 2015-16 will be prioritized out of the 100 shortlisted based on a “City 
Challenge”
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An Apex Committee headed by the Secretary, MoUD has been constituted for monitoring the mission

          
An SPV structure has been proposed for city-wise implementation
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Apart from the Central & State Govt. funding, other sources of funds & monetization mechanisms are 
being evaluated

            

Global Benchmarking and Gujarat International Finance Tec-City (GIFT)
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Govt. of India approved GIFT Multi Services SEZ as an International Finance Services Centre.
GIFT is the only approved IFSC in India.
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IT Trivia

- Shyamkant Matondkar
Email : Shyamkant@gmail.com

1. What is the name of programming lan-
guage used for intel microprocessors?

A. Intel Pro

B. Intelinet

C. PL/M

D. None of the above

2. Cloud service provided by Rackspace 
known as?

A. Rack cloud

B. Space cloud

C. Rack storage

D. Cloud Servers

3. What is Cloud Foundry? 

A. Cloud service provider

B. VMware-led open source PaaS

C. Cloud service

D. None of the above

4. People who register domain names with 
the hope of selling them for a profit are 
called as _________?

A. Cyber Squatters or Domain Squatters

B. Cyber bullies

C. Cyber police

D. None of the above

5. What mega Media Company merged with 
AOL in 2000?

A. Yahoo

B. Time Warner

C. Google

D. Amazon

IT Trivia – Answers 
1) C

2) D

3) B

4) A

5) B
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