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Editorial

- Amit Kesari
Email: amitsinh.kesari@gmail.com

In this volume we present articles covering a broad 
spectrum of Information technology.

In the first section we cover articles educating us 
on smart usage of social networking sites, smart 
management of personal information. In the second 
section we present articles on managing IT projects 
-- Implementation of SAP projects and Business 
Service Management. In the third and final section 
we cover technical articles describing details of DDoS 
attacks, Web services, Databases and usage of IT in 
healthcare and medicine.

In modern times, we are bombarded with information 
from several sources. For example, we receive 
personalized information from email services, news 
readers, and social networking sites. How do we keep 
track of critical pieces of information from among 
the ‘information overload’? How do we keep track 
of our to-do list? How can we create a digital one-
page diary? One could find several mobile apps and 
websites that help us in note-taking activity. In the 
article ‘Creating and managing personal information 
store’ the author describes one simple, shared, 
and sustainable mechanism of digital note-taking. 
Specifically the author describes how WordPress 
can be used for creating a server-side personal 
information repository that is digital, searchable, 
and available online. These days social networking 
websites like Facebook, Google+, Twitter, etc. are 
of special interest of kids and children. While such 
websites are an effective way of connecting with 
people and a source of knowledge and learning, they 
can call for trouble if not used properly. It is up to the 
parents to monitor their kid’s online activities and 
address potential problems early. In the article ‘Social 

networking for children’, the author first identifies 
various risks children are exposed to while interacting 
with social networking websites. Subsequently the 
author describes tools and resources for safe social 
networking provided by social networking sites like 
Google+, Twitter, Oovoo, and Edmodo.

In the second section we first present the article ‘SAP 
Implementation’ which is the second in a series of 
articles on the topic. This article delves deeper into 
SAP implementation by detailing the five phases in 
SAP implementation. While doing so, the author 
points out common pitfalls in implementation that 
can lead to cost and time overruns and a system 
of substandard quality. The author subsequently 
identifies the activities in each of the implementation 
phases along with their importance in the final 
success of the SAP system deployment. Towards the 
end the author lists some of the SAP hosting partners 
and service partners as a quick reference for readers 
who are looking to pursue SAP implementation. 

Business Service Management is the management of 
business services delivered to business customers. 
In the article ‘Business Service Management’, the 
author describes how the focus of BSM is centered 
around business objectives rather than IT objectives, 
although IT is necessary for success of BSM. The 
author describes the objectives of BSM, processes 
involved in BSM, and finally its benefits for the larger 
enterprise.

With the proliferation of internet and mobile 
devices, there has been proliferation of web based 
applications and mobile apps. Most of these web 
applications interact with one or more web services in 
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the background. For example, Google Maps provide a 
web service that gives requester the co-ordinates of a 
requested landmark in addition to several other such 
features. In order to effectively communicate with 
these web services one has to adhere to the protocol 
employed by the specific web service. We start the 
third technical section with the article ‘Web Service 
Overview and Usage’. In this article, the author 
illustrates how SOAP (Simple Object Access Protocol) 
is used to build web services interface. Specifically, 
the author focusses on SOAP request and response 
message formats. Furthermore, the author explains 
WSDL (Web Service Description Language) which is 
a mechanism to define the web service interface by 
which a user can communicate with a web service 
hosted on the internet. Finally, the author provides 
examples of popular web services provided by Yahoo 
and Google.

Applications that use Relational Databases, frequently 
needs to perform routine operations on the database 
that involve multiple simple queries. Such routine 
operations can be stored in the Database and tagged 
with a name. These are called as stored procedures. 
Each Database supports different kinds of stored 
procedures. In the article ‘Stored Procedures in 
MS SQL Server’ the author describes various kinds 
of stored procedures in MS SQL Server database, 
e.g., parameterized and nested stored procedures. 
Moreover, the author also describes system, local, 
temporary and extended stored procedures in MS 
SQL Server database.

In the fourth article in the series on ‘Network security’ 
articles, the author focusses on how connectionless 

protocols like NTP and DNS can be used to launch 
a denial of service attacks. The author explains the 
notion of amplification factor that determines the 
flooding potential of a protocol. Furthermore, this 
article also describes common deployment pitfalls 
of connectionless protocols which makes them easy 
targets for launching DDoS attacks.

IT has pervaded all aspects of human life. As such the 
field of healthcare and medicine is not bereft of IT. 
Clinical imaging, aka, Medical imaging or Radiology 
is a branch of Healthcare medicine that deals with 
acquiring images of human’s internal body parts using 
clinical equipment. In the article ‘Clinical Imaging’, 
the author describes the role of IT in Clinical Imaging. 
Specifically, the author describes various standards 
that have been introduced enable imaging devices, 
like X-Ray machine, MRI scanner, etc. to store images 
digitally, archive them for future references, and 
communicate them wherever required. The author 
also describes how Healthcare Information Systems 
can integrate with such devices for seamless flow of 
patient information from clinical devices to hospitals 
and doctors. Furthermore, the author describes 
Picture Archival and Communication System (PACS) 
that eliminates film based imaging and forms the 
central digital hub supporting the information needs 
of hospitals, doctors, imaging devices and patients. 
The author finally describes the adoption status of 
these technologies by Indian Hospitals.

We conclude this volume with a brief Trivia on IT. 
Hope you find this volume informative and useful in 
your day-to-day activities.
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IT in News

Google ‘find my phone’ to locate your 
missing Android device

Google is allowing Android users to locate their 
missing phone by typing “find my phone” into the 
search bar

Google has introduced a new feature that allows 
Android users to simply type ‘find my phone’ into 
a Google search box to find their lost or missing 
smartphone. As long as they are logged in with the 
same Google account that is registered on their 
smartphone, they will be presented with a map 
revealing the device’s current location. If the device 
is nearby, they can also ask it to ring.

In the case that it has been stolen, for example, the 
Find My Phone feature does not allow users to lock 
or wipe their device remotely. However, they can do 
this through the existing Android Device Manager. 
“We’ve all been there – you’ve searched under your 
car seat, tossed around the sofa cushions and you 
still can’t find your phone,” said Google in a Google+ 
post.

Reference:
h t t p : / / w w w . t e l e g r a p h . c o . u k / t e c h n o l o g y /
google/11542815/Google-find-my-phone-to-locate-
your-missing-Android-device.html

Virtual protest: Demonstrators challenge 
new law with holograms

Thousands of people marched past a Spanish 
parliament building in Madrid over the weekend 
weekend to protest a new law that they say 

endangers civil liberties. But none of them were 
actually there.  The demonstrators were taking part 
in what organizers described as the world’s first 
hologram protest.

They used equipment to project the marchers’ 
holographic forms in front of the Congress of 
Deputies, the lower house of the national parliament, 
for about an hour on Friday night. But the ghostly 
demonstration was more than just a technological 
stunt. It also highlighted some of the constraints 
in the new Citizen Safety Law, which critics have 
dubbed “the Gag Law.”

Reference:
http://edition.cnn.com/2015/04/12/europe/spain-
hologram-protest/

Google Unveils Asus Chromebit ‘Computer 
on a Stick’ With Chrome OS

Google and Taiwan’s Asus are launching a “computer 
on a stick” which can plug into a display to turn it 
into a PC. Google said in a blog post that the Asus 
Chromebit would be arriving mid-year with a low 
price tag.

“Smaller than a candy bar, the Chromebit is a full 
computer that will be available for less than $100,” 
Google said. “By simply plugging this device into 
any display, you can turn it into a computer. It’s the 
perfect upgrade for an existing desktop and will be 
really useful for schools and businesses.”

Reference:
http://gadgets.ndtv.com/laptops/news/google-
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unveils-asus-chromebit-computer-on-a-stick-with-
chrome-os-676641

http://www.bbc.com/news/technology-32143923

Meet Meerkat, the new social live video 
sensation

Live streaming video from a smartphone may soon 
be known as “meerkatting” thanks to a new app 
which allows anyone with an iPhone to become a 
roving reporter. The free application called Meerkat 
has become a virtual overnight sensation since its 
low-key arrival on Apple’s online App Store late last 
month, winning over journalists, politicians, self-
anointed pundits, social media celebrities and others.

Meerkat integrates with Twitter, allowing users of the 
messaging platform to launch live video streams with 
a single touch of an on-screen button. In the rapid-
fire Twitterverse, Meerkat has become a sudden hit 
with tens of thousands of users trying it. Meerkat 
“marries the wide potential of live streaming with 
the instant and social strengths of Twitter. Two 
great tastes that go so well together,” Hawaii-based 
consultant and blogger Ryan Ozawa wrote.

“Imagine the applications for breaking news. Imagine 
deploying Meerkat at an event, with broadcasters 
and viewers easily interacting throughout. I could 
easily see myself falling head over heels in love with 
Meerkat.”

Reference:
http://timesofindia.indiatimes.com/tech/apps/
Meet-Meerkat-the-new-social-live-video-sensation/
articleshow/46571680.cms

Google launches its first-ever ‘digital 
garage’

Google has launched its first ‘digital garage,’ a multi-
million pound project it said would help 200,000 
small British businesses.

Google on Friday launched its first ‘digital garage,’ 
a multi-million pound project it said would help 

200,000 small British businesses harness the internet 
to grow. The US company, which has been under 
fire in Europe for its dominance in search and other 
digital services, said last month it would train 1 
million Europeans in internet skills by 2016, including 
building an online hub to support small enterprises.

It’s first ‘garage’ — a drop-in center that will advise on 
building a mobile website, developing e-commerce 
and optimizing internet search rankings — will open 
in the northern English city of Leeds on March 30 for 
six months, before moving to the next of five British 
cities in total.

Reference:
http://timesofindia.indiatimes.com/tech/tech-
news/Google-launches-its-first-ever-digital-garage/
articleshow/46562696.cms

Researchers Create A Teleportation 
Machine

While you probably don’t want this latest project 
from the Hasso Plattner Institute to “beam you up” 
just yet, researchers have created a teleportation 
machine in that the object you are “sending” is 
destroyed and then reassembled on a 3D printer.

Teleportation, as it’s commonly understood, suggests 
the movement of one object to another place, 
perhaps through the disassembly and reassembly 
of atoms or other similarly impossible means. This 
project teleports items by scanning them layer by 
layer and then grinding them away. The scan is then 
sent securely to another 3D printer which recreates 
the object in plastic. This means you could, say, put 
a collectable figurine on one printer, watch it get 
ground away, and then pick up a nearly exact copy 
at another location. There would be only one copy of 
the object as the data transferred between machines 
is quickly destroyed once the object is printed.

The system uses a pair of 3D printers. However, 
one of the printers is outfitted with a small motor 
and grinding head and scanner and the other is 
connected to a Raspberry Pi and receives encrypted 
messages from the first printer. Called Scotty – yes, 
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Scotty – the project is a proof-of-concept and artistic 
statement rather than a flesh and blood teleporter.

Reference:
http://techcrunch.com/2015/01/22/researchers-
create-a-teleportation-machine/

Nepal earthquake: How tech from Facebook 
to Google can help survivors

The Nepal Earthquake, which has left over 22 00 
people dead, is being seen as one of the worst natural 
disasters to have hit the country. Here are some 
technological tools that can help people connect.

The Nepal Earthquake, which has left over 22 00 
people dead, is being seen as one of the worst natural 
disasters to have hit the country in the last 80 years. 
Even as thousands of people await rescue, food and 
shelter, technological tools have made it possible for 
survivors in the affected areas to connect with their 
love ones. Below is a compiled list of tools, apps that 
can be used.

Google Person Finder: Google India’s ‘Person Finder’ 
will help track missing persons in Nepal. You can 
access the tool here. Google’s Person Finder is a free 
tool that helps friends and family members search for 
missing persons after a calamity. People can request 
and provide information about missing persons on 
the site. Search is also available through SMS in India 
and the US. Users just have to text “search” to +91-
9773300000 in India or +1-650-800-3978 in the US.

Reference:
http://indianexpress.com/article/india/india-

others/nepal-earthquake-facebook-to-google-how-
tech-is-helping-survivors-reach-out/

http://indianexpress.com/article/opinion/web-
edits/nepal-earthquake-govts-social-media-
response-to-rumour-mongering-on-facebook/

Using Big Data In A Crisis: Nepal Earthquake

As I write this, hundreds of emergency services, 
charities, disaster relief agencies and volunteers 
are doing their best to help people affected by the 
terrible Nepalese earthquake which struck during 
the weekend. And Big Data is playing its part, too – 
with crowd sourced, data-driven efforts to connect 
people outside the country with their missing loved 
ones, and assist in getting aid to where it is needed.

Big Data is the name given to our ever-increasing 
ability to collect more data from a multitude of 
sources, and analyze it for insights using advanced 
computer algorithms. Patterns humans can’t see 
provide a better understanding of situations and 
solutions to problems. Disasters are big, messy and 
noisy situations, and exactly the sort of conditions in 
which Big Data can help to make sense of the chaos. 
The massive amounts of data that we are generating 
with mobile phones, satellites and social media can 
all play a part in providing clues to the best way to 
respond to a situation.

Reference:
h t t p : / / w w w . f o r b e s . c o m / s i t e s /
bernardmarr/2015/04/28/nepal-earthquake-using-
big-data-in-a-crisis/



8 The Exponent Group of Journals For Information Technology, Volume 3, Number 3, June 2015 - Aug 2015

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

Creating and Managing a 
Personal Information Store

- Prakalp Phadnis
Email : prakalp.phadnis@gmail.com

The Background

For quite a while I have been working on understanding 
how I can best keep track of all the information I 
need and reference. Working in the IT industry, the 
amount of reference-able knowledge I use is huge 
and I am sure this is the reality for many out there 
who also work with computers or use computers in 
their day to day work. When I was asked to write this 
article it took some time before I was able to land on 
this topic as the first topic I wanted to cover in the 
eJournal publications.

The Information Explosion

So the question arises as to why write about 
something as dry and possibly a “no-brainer” topic 
like Information management (especially for personal 
information). We all know how companies trying 
to implement Knowledge Management systems 
struggle with system complexity, content creation 
efforts vs. day to day tasks, the politics of sharing 
knowledge and so on.

Especially now that we are experiencing not only 
motoring along at breakneck speed on the defunct 
Information Highway but are in reality experiencing 
an Information Explosion and in many cases overload, 
the presence of players like Google, Bing, Wolfram 
etc… should also make information harvesting on a 
personal basis obsolete. So why then these thoughts 
on managing information and knowledge impartially? 
Is it not enough to search for it?

The Search mentality

In the last few years, I won´t get into the semantics 
of when and why, we have collectively started to 
slide down the slippery slope of search rather than 
reference and know. Yes, I know Einstein famously 
said something to the effect of not storing in his 
brain (and thereby using precious capacity) stuff 
he could easily look up, but he was talking about 
books and not search engines like google. Today, 
we are becoming more dependent on being fed 
information based on certain criteria than ever 
before. Searching for information has being an on-
going task for centuries but my argument is that 
we have never before experienced the perfect 
combination of information, searcher profile, 
data crunching capability and capacity as well as 
commerce in one big money driven melting pot as 
we do now. Therefore, it imperative to individually 
decide which pieces of information and knowledge 
are important to us, why they are important, how 
they are accessed by us and who can control the 
flow of this important information to and from us. 
So while searching is needed it is also important to 
not have to duplicate that effort repeatedly nor is 
it appropriate that algorithms should be allowed to 
present information to us based on a profile that has 
been created (of us, for the commercial benefits of 
the service providers).

The Inherent Danger

The most obvious danger at hand when it comes to 
search and information discovery and management 
is the search engine. Whether we are looking to the 
industry leader Google or to more marginal providers 
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like Wolfram or Bing, the search engine needs three 
components in order to produce relevant results 
namely, Content, Consumer information and the 
search term. So far, we are a experiencing the best 
results being delivered without us having to pay 
for the service and this has made the concept of 
searching for information using a particular search 
engine into a verb, “Let me Google it…”. So what 
happens the day Google creates a subscription 
model? Or maybe introduces more invasive tracking 
of your online activities to deliver free search? At 
some point in time I suspect we will have to take 
the decision of either allowing greater infringement 
of our privacy as a trade-off for free access to 
information OR refuse to use these services. So what 
do we then do with information we either need or 
have already uncovered? Today we just know that 
one can find that particular information snippet by 
just recalling the search term. However, following 
Bapu’s guidance, I suggest we revert back to the old 
habit of taking and keeping notes.

The Options
Tools at (almost every) Hand
The easiest option

Is obviously (or apparently depending on your 
point of view) to use the good old pen and paper 
or a pencil if you are so inclined!! Nothing beats the 
feeling of writing stuff down in on a piece of paper 
and having everything tangible and at hand. In some 
cases this is the best option. But what happens 
when the information or knowledge needs to be 
reference-able and searchable? Also what if there 
are multiple people you want to be able to share this 
with? That immediately poses a challenge. With even 
families now being spread far and wide, the good old 
notebook needs a revamp don’t you think?

A modern and easy option

Is to use the phone we all seem to be carrying 
everywhere these days. Most modern phones be they 
Android or iOS based or even the Windows phones, 
have apps of varying sorts, free and otherwise that 

allow you to do rudimentary note taking and sharing. 
But phones can be lost, it is harder to share and 
search for the content and one is dependent on the 
app developer or the service provider (in this case 
Service refers to the provider who may be hosting a 
cloud based service). So how about something that 
is easier, more flexible and can be accomplished by 
most people with some discipline and dedication?

A modern but more comprehensive option

Would be to use tools that are server side (or server 
enabled), lightweight and have a very low learning 
curve, remember the goal is to

What this article will and won’t address

It is not the intention of this article to address all 
the possibilities or touch on all the permutations 
and combinations with which to achieve the goal 
of maintaining information relevant to oneself in a 
fairly autonomous manner. For example, a friend of 
mine immediately pointed out how he sent emails 
to himself (on his Gmail account) and there all the 
information was searchable and accessible. Of 
course, this is an option (Gmail or other mail services 
and clients are all adept at indexing and searching 
within content today) and there will be one option 
for every person you ask this question to. However, 
in this article I am aiming to highlight the need for 
taking ownership of the content itself and inculcating 
into ourselves the habit of note-taking electronically, 
in a manner that is sustainable, simple and shared 
(either the information collected can be shared or 
the task of gathering information can be shared).

The Disclaimer

As you see, there are umpteen number of options 
both paid and those that are offered for free which 
help organize knowledge at various levels. In this 
article I want us to look at one of the options I have 
shortlisted, which allow for a robust, accessible and 
simple approach to creating a personal information 
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store using modern tools.

As a continuation to the thoughts presented in this article you are invited to take this forward and supplement 
or enhance this knowledge with that of your own and in the direction of your choosing.

During my quest, I came across a few tools like WordPress, TiddlyWiki and its derivatives, MS OneNote, that 
really caught my eye and I will go through setting up a flavour of WordPress for our purposes, as well as 
discuss what I see as the salient advantages and limitations in the course of this article.

The How-to Guide

Creating a free WordPress Account & Creating a blog

The process of creating a blog on WordPress is easy and free for the basic functionality. Go to http://
wordpress.com, choose a name for your site and press the Create Website button.
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That should take you to the screen below. Fill in the fields and press the Create blog button under
neath the ‘Free’ option.

Once those steps are done, you will be asked to add a Title and a tagline as well as choose the prefered 
langguage. Then press Next.
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Choosing an appropriate theme

The next step is to choose a theme and press next.

You are Done!

The default action is then to take the user to creating a post. We can look away from this prompt. Note the 
bar on top of the page requesting to confirm the email address. Please take care of this point; else, it will not 
be possible to create posts.
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Once your email is verified, you should be able to see the screen below.

Setting up the basics and removing clutter

Now that the site is set up let us take the default settings and tweak them to our liking or benefit. In this case 
since we are creating a simple information store, I want to have as little noise as possible and keep the site 
itself to a bare minimum.
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The screenshot below shows us an empty site, with no content.

Navigating to the admin console, which can be found at http://yourblogname.wordpress.com/wp-admin, 
we can see the Dashboard. This  is where we will be able to manage and configure our information store.



15The Exponent Group of Journals For Information Technology, Volume 3, Number 3, June 2015 - Aug 2015

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

The absolute first thing we want to do is to turn off coments. Comments are great for sites where a public 
discussion is necessary or is indeed a part of the model but in our case, opening for comments will only add 
to the administration burden so let us disable them.

Doing so at the beginning is best as the setting will then apply to all new posts, incuding the frontpage we 
will create later on.
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In order to turn off comments, navigate to Dashboard à Settings à Discussion. Here remove the tick mark, 
disabling the option to allow people to comment on new articles

Finally, scroll down and press the Save button.

Now we are ready to create our Static page that will serve as our front page. To do that, go to Dashboard à 
Pages à Add New
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Enter a page title. It does not matter what you enter here. Later you will see that we will remove the title.
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Enter some meaningful text. This section is up to you to elaborate on. Me, I want to keep things simple.

Publish the page.

Now, let us connect the page we just created to the Menu and the theme.

Navigating to Dashboard à Appearance à Menus should show the screen. Now, since we have a vanilla 
implementation, the menu displayed is a default menu. Four our purposes this is fine. Remove each entry by 
clicking on the arrow to expand the options and then pressing the REMOVE link.



19The Exponent Group of Journals For Information Technology, Volume 3, Number 3, June 2015 - Aug 2015

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

Do this for each entry except the page you have just created. In my case, I called it ‘Static FrontPage’ and it 
is the last entry in the list.

Once all the superfluous entries have been removed, the menu should contain a single entry and look 
something like the screenshot below.
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Once we have adjusted the menu structure, let us now associate the static page with the theme so that it is 
the static page is shown as the landing page or the Home page if you will of this blog.

To do that, navigate to Dashboard à Appearance à Customize.

That results in the customizing pane and the live preview being displayed. 

In our case, we wish to set the FrontPage to a static page, so click on Front then choose the RadioButton ‘A 
Static Page’

Now, in the following options screen, leave the ‘Posts per Page’ dropdown untouched and press Save.
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While we are here, we might as well add the Search Functionality to the FrontPage too. Back on the 
customizing pane, Click on the Widgets link.

This particular theme allows quite a few sidebars and footers. I chose (click) the first sidebar for simplicities 
sake. Click on the Add Widget button.

Then in the search field type ‘Search’ to find the search widget, you can also just scroll down to find it 
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manually.

Leave the title field empty, but click on the Visibility field.
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This gives us the rules engine. Here choose ‘Show’, ‘Page’ and ‘THE_NAME_OF_THE_PAGE_YOU_CREATED’ 
in the three dropdowns and then press SAVE. 

This results in the search bar becoming visible on our landing page or Home page.

Great! We are almost there.

Let us now get rid of all the noise here. For example, I don’t think the sharing / social media buttons have a 
significance here and nor does the title of the page (in this case, ‘Static Frontpage’).

Navigate to Dashboard à Settings à Sharing
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Here
- Disable all the tick marks in the ‘Show Buttons On’ section.
- Choose to have all links open in new windows
- Choose the ‘Don’t show the Reblog’ option and finally
- Remove the ‘Comment Likes’ and press the Save button.
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Now navigate to Dashboard à Pages à All Pages. Choose your page (in my case the Static Frontpage) and 
delete the title. Press the Publish button.

Congratulations. We have now set up the site as we want to have it. Now we are ready to begin populating 
it with content.
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Testing the functionality

The intention here is to be able to harvest relevant information with relative ease and minimal disruption 
to our day-to-day tasks. Since this is WordPress site, we of course can add content using all the tools and 
functions available to us for content creation. However, I am rarely in the position to open up a dedicated 
editor. The most available tool at least for me is the email client. So let us assume that we will be primarily 
using email to capture content.

WordPress has a built in content creation motor that runs off email parsing. The way it works is that you send 
an email to a dedicated email address and the content is added to the site. More information on this feature 
is available by navigating to Dashboard à Settings à Post by Email.

Sending a Link to the blog
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In order to activate this functionality, navigate to Dashboard à My Blogs. In my case there is only one site 
listed. 

Here. Click on the Enable button beneath the Post by Email column.

Clicking that button generates a random email address. This is the email address we are going to send content 
to.

Save the address as a vCard (or you can just manually add the email address to your contacts list). 
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Once you have the email address, compose a new email with the email address you have copied as the 
recipient. Add some content to the email and hit send.
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Congratulations, you have created your first post. 

If you remember back to the goals we set ourselves in the beginning, we wanted to have a simple clean 
design and focus on the content. In doing so, we created a static FrontPage and left the dropdown for 
number of posts per page to blank. So if you go to the FrontPage now and refresh it, there is no content and 
there is no apparent way to find the post we just created either.

Here is where the search bar comes into play. Enter a word or phrase you used in your content of the email 
/ post you created. In my case, I can search for the word ‘First’.

And here it is!! Our first post. Now, I like the simple interface without distractions. Of course, you can tune it 
to suit your preferences. For example, you can have all the posts visible, create categories, and have a widget 
in the sidebar that shows the 5 most recent posts and so on. 



30 The Exponent Group of Journals For Information Technology, Volume 3, Number 3, June 2015 - Aug 2015

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

To Wrap-up

In a few easy steps, we have now setup a server-side 
information repository that is easy to use, maintain 
and extend. But this is not the end; in fact this is the 
beginning. Each time I look there are 10`s of new tools 
available out there to help us execute these types of 
task. Let us get into the note-taking groove and find 
our way back to focusing on gathering, generating 
and keeping knowledge.

References
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SOCIAL NETWORKING – A channel of 
Expression or Depression?

- Priya Shenvi
Email : shenvipriyas@gmail.com

One day Mr. Prakash, computer instructor at a 
reputed school was demonstrating students of Class 
IX on how to create a blog. The entire class was 
engrossed in creating their blogs when suddenly 
Jyoti jumped up, Sir, Vishal is opening Facebook!” All 
eyes turned towards Vishal’s computer. In a hurry 
Vishal closed of all the tabs even without signing out.

This is a common scenario in today’s world. Be it 
home or school children tend to open an account in 
social networking site, maybe just out of curiosity. 
Using social media Web sites is among the most 
common activity of today’s younger generation. But, 
what is a Social media website and how is it going to 
affect the teenagers and the adolescents?  

A Web site that allows social interaction between 
two or many people is considered a social media site. 
Most commonly heard of include Facebook, Twitter, 
Google +, WhatsApp; gaming sites and video sites 
such as YouTube; and blogs. Such sites offer today’s 
youth a portal for entertainment and communication 
and have grown exponentially in recent years. For 
this reason, it is important that parents become 
aware of the nature of social media sites, since not 
all of them are healthy environments for children. It 
is very much essential to encourage healthy use of 
social networking and also urge parents to monitor 
for potential problems of exposure to inappropriate 
content.

Social media sites such as Facebook offer multiple 
daily opportunities for connecting with friends, 
classmates, and people with common interests. 
Engaging in various forms of social media is a routine 
activity that research has shown to benefit children 

and adolescents by enhancing communication, 
social connection, and even technical skills. These 
sites allow teens to accomplish online many of the 
tasks that are important to them offline: staying 
connected with friends and family, making new 
friends, sharing pictures, and exchanging ideas. 
Social media participation also can offer adolescents 
deeper benefits like:
1. Establishing connection with people, friends 
and relatives.  It helps in sharing one’s view, share 
pictures.

2. Enhancement of individual and collective creativity 
through development and sharing of artistic and 
musical activities;

3. It helps students in interacting with one another 
and share ideas.  This helps in improving student’s 
creativity, growth of ideas from the creation of blogs, 
videos, and gaming sites;

4. The social networking websites can be accessed 
from any part of the globe. This helps the students 
to establish communication with their teachers 
and friends through which they can improve their 
knowledge.

5. Through these sites the students can establish 
contact with entrepreneurs, corporate people and 
can gain valuable information from them.

6. Development of one’s individual identity and 
unique social skills.
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Enhanced Learning Opportunities

Middle and high school students are using social 
media to connect with one another on homework 
and group projects. For example, Facebook and 
similar social media programs allow students to 
gather outside the class to collaborate and exchange 
ideas about assignments. Some schools successfully 
use blogs as teaching tools, which has the benefit of 
enhancing skills in English, written expression, and 
creativity.

Accessing Health Information

Adolescents are finding that they can access online 
information about their health concerns easily. 
Excellent health resources are increasingly available 
to youth on a variety of topics of interest, such as 
sexually transmitted infections, stress reduction, 
and signs of depression. Adolescents with chronic 
illnesses can access Web sites through which they 
can develop supportive networks of people with 
similar conditions and communicate more freely on 
these issues with their doctors.

However, because of their young age, adolescents 
can encounter inaccuracies during these searches 
and require parental involvement to be sure they 
are using reliable online resources, interpreting 
the information correctly, and not becoming 
overwhelmed by the information they are reading. 
Encouraging parents to ask about their children’s 
online searches can help facilitate not only discovery 
of this information but discussion on these topics.

Risks of Youth Using Social Media

Many parents today use technology incredibly well 
and feel comfortable and capable with the websites 
that their children are using. Still, some parents 
may find it difficult to relate to their digitally savvy 
youngsters online for several reasons. Many parents 
worry about how exposure to technology might 
affect toddlers developmentally. Such parents may 

also lack a basic understanding of these new forms 
of socialization. They frequently do not have the 
technical abilities or time needed to keep pace with 
their children. The end result is often a knowledge 
and technical skill gap between parents and youth, 
which creates a disconnect in how these parents and 
youth participate in the online world together. 

Using social media becomes a risk to adolescents 
more often than most adults realize. Most risks 
fall into the following categories: peer-to-peer; 
inappropriate content; lack of understanding of 
online privacy issues.

• One of the major disadvantages of using 
social networking websites are the students get 
addicted to it.  They used to spend hours in those 
social networking sites which can obviously 
degrade the student’s academic performance.

• Some students may tend to use to these social 
networking sites till mid night or even more which 
can obviously lead to health related problems. 
Some students may provide detailed information 
like phone numbers, address which is very 
dangerous because they can easily tracked down 
by strangers.

• Depression - A depression that develops when 
preteens and teens spend a great deal of time 
on social media sites, and then begin to exhibit 
classic symptoms of depression. Acceptance by 
and contact with peers is an important element 
of adolescent life. The intensity of the online 
world is thought to be a factor that may trigger 
depression in some adolescents. 

• Cyberbullying and Online Harassment - 
Cyberbullying is deliberately using digital media 
to communicate false, embarrassing information 
about another person. It is the most common 
online risk for all teens.

• Sexting - “Sending, receiving, or forwarding 
sexually explicit messages, photographs, or 
images via cell phone, computer, or other 
digital devices.” Many of these images become 
distributed rapidly via cell phones or the Internet. 
The consequences can include school suspension 
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and emotional distress with accompanying 
mental health conditions for victims

• Privacy concerns - The main risk to 
preadolescents and adolescents online today 
are risks of improper use of technology, lack of 
privacy, sharing too much information, or posting 
false information about themselves or others.

Influence of Advertisements On Buying

Many social media sites display multiple 
advertisements such as banner ads that target 
people on the basis of a specific factor such as age, 
gender, education, marital status, etc that influence 
the buying tendencies of preadolescents and 
adolescents. It is particularly important for parents 
to be aware of the behavioral ads.

How to face this challenge?

It is foremost important that parents evaluate the 
sites on which their child wishes to participate to be 
sure that the site is appropriate for that child’s age. 
For sites without age conditions, however, there is 
room for negotiation, and parents should evaluate 
the situation via active conversation with their 
preadolescents and adolescents.

• A parent can consult a Pediatrician who can help 
parents understand that what is happening online 
is an extension of these underlying issues like 
challenging social and health issues of bullying, 
popularity and status, depression and social 
anxiety, risk-taking, and sexual development. 
They can advise parents to talk to their children 
and adolescents about their online use and the 
specific issues that today’s online kids face.

• Email filtering and blocking software allows you 
to censor certain kinds of content from your 
child’s inbox as well as block email messages 
from unknown or unwelcome addresses. Social 
networking/instant messaging filtering works in 
much the same way as the email filtering. Again 

certain words or phrases particular to your child’s 
environment can be blocked. Similarly, popular 
search engines such as Google offer safe search 
preferences. Here you can use the ‘strict filtering’ 
options to exclude explicit text and images.

• Finally, there is video filtering which blocks 
inappropriate material from sites such as YouTube 
based on the descriptive text and category tags 
around the video clip in question.

• Underlying all of this is a degree of monitoring. 
The software will generate reports about the 
type of sites your child has visited and potentially 
apply limits on the length of time your child can 
spend on the net. Instant alerts, sent by email, 
will notify parents of any attempts to access 
objectionable material.

Some of the secure sites which provide the 
information, tools and resources for safe social 
networking like  
1. Google+ is Google’s social network, which has 
attempted to improve on Facebook’s friend concept 
-- using “circles” that give users more control about 
what they share with whom.

Teens can associate it with schoolwork. One popular 
aspect of Google+ is the addition of real-time video 
chats in Hangouts (virtual gatherings with approved 
friends), and some schools may use Google Docs for 
classroom assignments.

What parents need to know?

o Teens can limit who sees certain posts by using 
“circles.” Friends, acquaintances, and the general 
public can all be placed in different circles. If you’re 
friends with your kid on Google+, know that you 
may be in a different “circle” than their friends (and 
therefore seeing different information).

o Google+ takes teens’ safety seriously. Google+ 
created age-appropriate privacy default settings 
for any users whose registration information shows 
them to be teens. It also automatically reminds them 
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about who may be seeing their posts (if they’re 
posting on public or extended circles).

2.  Twitter is a micro blogging site that allows users to 
post brief, 140-character messages -- called “tweets” 
-- and follow other users’ activities. Teens like using 
it to share quick tidbits about their lives with friends. 

3. Oovoo is a free video, voice, and messaging app. 
Users can have group chats with up to 12 people for 
free. Many log on after school and keep it up while 
doing homework. Oovoo can be great for group 
studying and it makes it easy for kids to receive “face 
to face” homework help from classmates.

What parents need to know?

o You can only chat with approved friends. Users 
can only communicate with those on their approved 
“contact list,” which can help ease parents’ safety 
concerns.

o Kids still prefer in-person communication. Though 
apps like Oovoo make it easier than ever to video 
chat with friends, research shows that kids still value 
face-to-face conversations over online ones

4. Edmodo:Ages not specified in Edmodo’s terms of 
service
Platforms: mobile site, iOS, Android
Price: Free

Pretty much the safest place to start, Edmodo is a 
secure social learning platform for school districts. 
Teachers provide students with access codes, so 
they can access Edmodo to collaborate on academic 
projects.

Conclusion

Over twenty years ago the only way we had to keep 
in touch with others was by snail mail or phone. 
Now the majority of households have at least one 
computer and/or smartphone device. This has 
allowed for people to stay in touch with family, find 
old friends that they have lost touch with over the 
years and even network for their business. Without 
social networking a lot of this may not have been 
possible. And also it depend on us whether we use it 
as a boon or bane.
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SAP Implementation

- Anand Nimdeokar
Email : anandnimdeokar@gmail.com

SAP implementation is the whole of processes 
that defines a complete method to implement the 
SAP ERP enterprise resource planning software in 
an organization. The SAP implementation method 
described in this entry is a generic method and 
not a specific implementation method as such. It 
is based on best practices and case studies from 
various literature sources and presents a collection 
of processes and products that make up a complete 
implementation method to allow any organization 
to plan and execute the implementation of SAP 
software.

The implementation of SAP software, such as SAP 
R/3 is almost always a massive operation that brings 
a lot of changes in the organization. The whole 
process can take up to several years. Virtually every 
person in the organization is involved, whether they 
are part of the SAP technical support organization 
(TSO) or the actual end-users of the SAP software. 
The resulting changes that the implementation of 
SAP generates are intended to reach high level goals, 
such as improved communication and increased 
return on information (as people will work with the 
same information). It is therefore very important that 
the implementation process is planned and executed 
with the usage of a solid method.

For SAP implementation, any organisation needs 
to purchase SAP software licences from SAP & 
then the implementation part can be taken care 
by any of the implementation partner in market.  
Selection of Implementation partner can be done 
based on market survey, reputation ,experience of 
the companies available in market who have done 
similar type of implementation in other organisations  

& of course last but not least, the price at which the 
implementation partners are ready to give their 
services.

Like any ERP software there are Five phases in SAP 
implementation project which has a prescribed 
schedule as agreed by both client & implementation 
partner.  

• Phase 1: Project Preparation - The purpose 
of this phase is to provide initial planning and 
preparation for your SAP project.

• Phase 2: Business Blueprint - The purpose of this 
phase is to achieve a common understanding 
of how the company intends to run its business 
within the SAP System. The result is the Business 
Blueprint, a detailed documentation of the results 
gathered during requirements workshops. The 
Business Blueprint document represents the 
business process requirements of the company. 
It is the agreed statement of how the company 
intends to run its business within the SAP System.

• Phase 3: Realization - The purpose of this 
phase is to implement all the business process 
requirements based on the Business Blueprint. 
The system configuration methodology is 
provided in two work packages: Baseline (major 
scope); and Final configuration (remaining 
scope).

• Phase 4: Final Preparation - The purpose of 
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this phase is to complete the final preparation 
(including testing, end user training, system 
management and cutover activities) to finalize 
your readiness to go live. The Final Preparation 
phase also serves to resolve all critical open 
issues. On successful completion of this phase, 
you are ready to run your business in your live 
SAP System.

• Phase 5: Go Live & Support - The purpose of 
this phase is to move from a project-oriented, 
pre-production environment to live production 
operation.

In a standard SAP project system, it is divided 
into three environments, Development, Quality 
Assurance and Production. 

The development system is where most of the 
implementation work takes place. The quality 
assurance system is where all the final testing is 
conducted before moving the transports to the 
production environment. The production system is 
where all the daily business activities occur. It is also 
the client that all the end users use to perform their 
daily job functions.

To all companies, the production system only 
contains transport requests that have passed all the 
tests.

Reasons for SAP Failure

According to four prominent research firms, only 
around 20% of all IT projects are finished in a timely 
manner.  By “timely” the researchers mean without 
loss of quality or being over budget.  They go on 
to say the average project runs approximately 200 
percent late, roughly  200 percent over budget, and 
contains only 2/3 of the original functionality.

Any SAP Project implementation can fail if not taken 
care of following points:

1.Not enough time spend for gathering requirements

Whether it’s a misunderstanding of the complexity of 
computer system designs or some other reason,many 
times little time is devoted to gathering the necessary 
data. Because this is one of the firststeps in the 
process, when adequate time isn’t given to data 
collection, everything else suffers.

Likewise, enough time is rarely allotted to creating a 
good design.  While the planning stage may notoffer 
the excitement that development does, it is equally, 
if not more, important.  Lack of planningin the design 
phase almost always leads to ongoing changes during 
the development phase.  When thishappens, budget 
and man-hours are eaten away.

To avoid this scene, more time should be given 
on planning.  This vital step must be given due 
consideration.  Schedule to be adjusted as & when 
needed, then the rest of the process goes much 
smoother.

2. Open the Lines of Communication

It sounds like a cliché, but communication is 
absolutely vital to the success of any project.  The
Communication between the development team 
and the users, and also the communication inside 
thedevelopment team must be crystal clear.  Does 
everyone understand you?  Do they know exactly 
what’sexpected of them or have you assumed they 
know?  Do they communicate well with each other?  
Withusers?  With other departments?
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To overcome this communication gap, Identify 
no of communication channels & avoid any likely 
breakdowns in between them.  The gaps can only 
lead to confusion and complications.  Never assume 
that everyone understands.  Take just a little extra 
time to create an environment that is destined to 
produce a product on time and under budget.

3.Testing a New Program in the Production Server

Testing in the production server leads to a breach 
of security, which can lead to “immediate” 
releasewithout testing which can ultimately disrupt 
the production environment. So, there should be 
specific protocol setup for security and quality control 
considerations for new program tests. It is always 
advisable to follow some rules like testing should be 
done in different servers like in Development Server 
first then in Quality server & then after getting desired 
results one can transfer request to Production server 
where real data can be processed. Production server 
can never be used for testing in any case. Some time 
it may happen that data testing is correctly giving 
results in Development & Quality Server but fails in 
Production server. In that case Support team has to 
find out the reason & solution to resolve the issue.

4.Inadequate Testing

Experience and studies show that testing is almost 
always pushed to the end of the development cycle.
Since the development is usually bad, the testers run 
out of time.  The result?  Running over scheduleand 
over budget.  Not to mention the release of an 
inadequate product. So always testing should be 
carried out thoroughly by the way of UT (User 
Testing), SIT (System Integration Testing) before 
sending to Production Server.

5.Pressing the Budget Too Tight

When unrealistic goals are set for a project then it 
directly affects the project budget first. Departments 
fall behind, resources are slow to arrive, and because 
of budget constraints the project, once again, runs off 
the road. So it is very important to create an accurate 
budget. Again this depends on how detailed planning 

is done & how accurate requirements are gathered 
from mapped business processes. 

6.Never/Rarely Checking the Progress of the Project

As the project goes along, the unexpected happens. 
Various people implement their ideas as to how tofix 
these challenges and when launch day comes you’re 
surprised with an entire list of challengesthat need 
your immediate attention.

To avoid surplices define “checkpoints” throughout 
the project.  Give attention to those things that need 
tobe adjusted along the way, even if they cause minor 
delays. Fixing them now, rather than later, willtake 
less time overall. For this a strong Risk identification 
& mitigation plan to be prepared while planning the 
implementation.

7.Not Reviewing Existing Standards

Many times existing standards & historical data is 
overlooked while implementing the project. This 
results in delay of project, over Budgeting or failure 
of the processes. So it is necessary to review the 
standards used for each and every project.  

8.Unrealistic expectations

# Time:Most executives have unrealistic expectations 
to begin with. They too often hear (and believe) the 
sales hype from ERP vendors that their software can 
be implemented in relatively little time, cost, and 
risk. For example, while our experience and research 
shows that the average implementation takes 6 to 14 
months and significantly longer for larger and multi-
national companies, it is not uncommon for software 
sales representatives to suggest that their software 
can be implemented in just several months. These 
unrealistic expectations result in unrealistic budgets 
and resource allocations, causing corners being cut 
when it becomes clear that there are inadequate 
resources to get the job done. When executive and 
project teams are under the gun to finish the project 
anywhere close to original projections, you can be 
sure that post-implementation business results are 
one of the first things to get thrown by the wayside.
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9.# Wrong Picture about software Capabilities

Many a times it is presented that the software 
can do miracle once it is implemented & CFOs 
and CIOs of most organizations begin their ERP 
implementations with the expectations that their 
businesses will be transformed along the way. Using 
the power and flexibility of ERP systems such as SAP, 
executives expect material cost improvements to 
their supply chains, more effective interactions with 
their customers, and better visibility to operational 
information. However, the majority of organizations 
fail to realize even half of their expected business 
benefits.

Based on this gap between expectations and 
delivered reality, it is clear that something gets lost 
in translation from the time the executive team signs 
off on the investment until the organization flips the 
switch on its new ERP software. Unfortunately, the 
things that seemed feasible at the outset of most 
enterprise software initiatives seem unattainable as 
those same initiatives progress.

10.“Best practices” – Choice not a compulsion

The word “Best Practices” is often heard in any 
implementation meeting. Concepts of software 
“best practices” and quantum leaps in competitive 
advantage. In other words, if a certain business 
process is baked into an ERP software’s canned best 
practices, chances are that it’s not always going to 
result in a material improvement to operations. 
Sure, more transactional, back-office operations like 
accounts payable or HR compliance may see a lift, 
but core customer-facing processes and competitive 
advantages are much less likely to benefit from these 
so-called best practice, off-the-shelf functionality. As 
a result, organizations too often end up with watered 
down competitive advantages or business processes 
that simply mimic or automate their old way of doing 
business.

Expert’s Advice for Successful SAP 
Implementation:

There is no easy answer to how to best achieve business 

results that meet or exceed executive expectations 
and lead to true business transformations. However, 
there are a number of proven success factors that can 
help ensure SAP implementation leads to material 
business improvements, such as:
1) Ensure a realistic implementation plan that 
outlines the true resource requirements of a 
successful implementation

2) Clearly define the goals and priorities of the ERP 
implementation – for some it will be to get the job 
done on time and on budget with little to no focus 
on measurable business results, but for most it will 
be to deliver a marked improvement to business 
operations

3) Quantify and prioritize expected business results, 
which will drive various aspects of the initiative

4) Let business processes drive the entire initiative, 
from ERP software selection all the way through 
the multiple phases of implementation and post-
implementation

5) Focus on organizational change management 
to ensure potential business process and system 
improvements “stick” within the organization

Implementation Methodology

• Feasibility Study and Cost Estimation (in most cases 
a pre-project activity)

• Actual Resource Estimation (in most cases a pre-
project activity)

• Project Team Composition

• Project Charter

• Technical Architecture - Initial

• Hardware and Software Procurement and 
redesigning the Network

• Business Blue Print

• Revision of Technical Architecture — Final Version
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• Finalizing Cut-off date and data required for the transition

• Finalizing Master data

• Realization on the system

• Testing System acceptance

• User Manual and End-User training

• Project Documentation-Final Version

• Start of Productive Operations and Roll Over and Post Productive Support

• Formal handing over of System to the Client

• Post Implementation Support

Methodology

Project related knowledge Tools

 
Services

Training, licensing training material, supportand project reviews

Time Lines /Project Plan*

* - Duration may vary based on Organization’s size & No. Companies/ Zones / Departments involved
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Project Charter

• Formation of Project Organization

• Finalize Project Plan

• Finalize Project Schedules

• Defined Project Management Standards

• Detailed Project Scope

• Testing Strategy

• Training Strategy

• Communication Plan

• Status Reporting

Project Organization

Implementation Strategy

• Ensure full understanding of the methodology

• Clearly Define Project Scope up-front

• Start with very detailed plans

• Assign the best functional experts to the project 
team

• Clarify Roles & Responsibilities

• Plan incentives and communicate at project kick-off

• Form a dedicated sub-team working on Training

• Form a dedicated team for Master data

• Build the ERP Support Team as soon as possible

Commitment from ERP Vendor

• Committed Expert Consultants

• Strong technical Leadership 

• Correctness in Data Migration

• Training, Involvement, Support of end-users

• Cut over Planning (Transition Planning)

• Knowledge Transfer

• Facilitate Change-Management

Pre-requisites to start an ERP 
Implementation

• Finalization of legal and organizational entitiesto 
be covered

• Finalization of Business Processes to be covered

• Finalization of Reporting Requirements

• Finalization of location at which server resides

• Finalization of number of end users

• Finalization of Data entry points

• End User training Methodology along with 
Infrastructure

• Expectations from the Management — in terms of 
tangible deliverables

• Interface requirements with external systems

• Finalization of Project Team and Process Owners

• Master Data coding/preparation/migration 
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strategy

• Open items migration strategy

• Post Implementation Support Strategy

• Finalization of infrastructure requirements — 
Hardware, Network etc.

Project Phases in typical Implementation

Sr Activity Weightage
1 Project Preparation 10

1a Project Charter Preparation 3
1b Kick Off Meeting 1

1c
Development & Production 
Environment Readiness 3

1d Awareness Presentations 3
2 Business Blue Print 25

2a As-Is Business Processes 8
2b To-Be Business Processes 12
2c Gap Analysis 5
3 Configuration 30

3a Configuration of ERP system 20
3b Development 10
4 System Acceptance 10

4a Baseline Testing 5
4b Integration Testing 5
5 Training 15

5a Key User Training 5
5b  End User Training 10
6 Go-Live 10

6a Ownership Transfer 3
6b Go-Live Readiness 5
6c Go-Live 2
7 Post Implementation Support 0

7a On-site support  
Total Weightage 100

Dos and Don’ts in a typical Implementation

Don’ts!

• Never go productive without ERP early watch 
check

• Never tread beyond the scope of the project

• Never make "Manpower Reduction " as the sole 
motive or one of the motives of

• implementation

• Training should never be done on a Development 
Server

• Never change Project Plan in the midst of the 
Project

• Never include unplanned activities in the Project

• Never try to re-build the legacy system on ERP

Do’s!

• Always freeze the business requirements - as per 
schedule - before the start of configuration on

• system

• Freeze customization requirement before start of 
configuration

• Training should always be done on a Training 
Server

• Project team - and End Users should be identified 
in the Preparatory Phase of the Project

• Connectivity should be available to remote 
locations before the start of the training and testing

• Have alternate integration ( data transfer) plan 
with remote locations in case of non-availability of

• Connectivity.

• Always, finalize the quantum of development per 
module at the start of the Project

• Always plan sufficient cut-over time during 
transition to ERP

• Ensure timely availability of accurate open item 
data during transition

• Always, finalize the methodology of training 
before commencing the Implementation
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• Last, but not least, utilize the services of a third party auditor for milestone auditing

An extensive change management concept ensures the acceptance and motivation of the end users

The significance of change management for the success of a project

SAP Implementation Partners

Source: http://sapstack.com/references/sap-companies-india/
There is a constant change in the needs of businesses as the market is moving into a mature phase. As a 
result of globalization, business operations are constantly expanding across borders thus creating a mounting 
pressure on the CIOs to streamline and automate different business operations like Finance, Human Capital 
Management, Marketing & Sales and many more. Concurrently, there is a need to provide the employees 
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with secure mobile access to the information and 
processes they need to handle which would help 
them to make informed decisions in real time. On 
the other hand, the CIOs are also facing intricacies to 
adapt newer innovations in analytics, cloud, mobile, 
in-memory, and user experience.

In order to seek solutions to all the above challenges, 
CIOs are eyeing on SAP Partners to help them in 
identifying, purchasing and implementing the ideal 
solution to address unique business needs. Whether 
business process, business analytics, mobility, cloud, 
or the latest technology innovations, SAP Partners 
deliver the exceptional value, purchasing choice, 
consultation & implementation services, local 
industry expertise, solutions, and quality.

Here is some lists of companies that have 
relation with SAP as service partners; 

# Hosting Partner of SAP AG (Germany): The list 
may not be exhaustive. 

	 Accenture
	 Atos Origin
	 Freudenberg IT
	 Fujitsu Limited
	 HP Outsourcing Services
	 IBM
	 itelligence
	 SAP Hosting
	 Siemens Business Services
	 T-Systems

# Service Partners of SAP AG (Germany): The list 
may not be exhaustive.

	 Accenture
	 Atos Origin
	 BearingPoint
	 Capgemini
	 CSC
	 Deloitte
	 Fujitsu
	 HP Consulting
	 IBM Global Business Services

	 IDS Scheer
	 itelligence
	 LogicaCMG
	 Siemens Business Services
	 Tata Consultancy Services

# Technology Partner of SAP (India): The list may 
not be exhaustive.

	 Hewlett-Packard Ltd
	 IBM India Limited
	 Microsoft Corporation India Pvt Ltd
	 Sun Microsystems India Pvt Ltd

# Service Partner of SAP (India): The list may not be 
exhaustive.

	 Accenture India Pvt Ltd
	 Bristlecone India Ltd
	 Covansys (India) Ltd
	 Coconut Softwares Pvt Ltd
	 HeroSoft
	 HCL Technologies Ltd
	 IBM Business Consultancy Services
	 Hewlett-Packard – India HP Services
	 ITC Infotech India Limited
	 Intelligroup Asia Pvt Ltd
	 Mindtree Consulting Pvt Ltd
	 L&T Infotech Ltd
	 Oak Brook Technologies Pvt. Ltd.
	 NIIT Limited
	 Siemens Information Systems Lim-
ited
	 Tata Consultancy Services
	 Satyam Computer Services Ltd
	 Wipro Infotech Limited
	 Tata Technologies India Pvt Ltd
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Here is the names for some of the companies implemented SAP as their ERP software in India;
The list may not be exhaustive.
Malayala Manorama group Tata Steel EICHER 

BPCL Tata Motors Ford India 
IPCL Taco ISPAT 
ONGC Tata Toyo P&G 
BHEL TTL Essar steel 
IPCL Tata Chemicals STERLITE GROUP 
RELIANCE Bajaj Auto JINDAL GROUP 
SUBROS MAHINDRA & MAHINDRA BOSCH 
LIBERTY TVS MOTOR Times of India 
GAIL Bajaj tempo Hindustan Times 
SAMSUNG Dulux paints Sakal Papers 
VIDEOCON Glenmark pharma GNFC 
SONY Dr. Reddies lab. BSES 
TITAN Nicholas piramal NFCL 
ONIDA Intas Pharma Coca cola 
Voltas Zandu HLL 
phillipes Alembic Pharma Nestle 
CAVINKARE  Marico Industries BALSARA 
Asian paints welspun india Britania Industries 
Nerlolac paints sudarshan chemical PEPSI 
Emcure pharma. VBC Ferro Alloys carbon black 
Grauer Bharat forge CEAT 
LG Polymers India kalyani brakes  graphite 
India Polyfibres Finolex cables Saint Gobain Glass Industries 
Nagarjuna Fertilizers & Chemcials ltd PAL  EID Parry 
Coromondal Fertl Ltd Kirloskar Thomson Multimedia Division 
 Rallis India United phas.ltd Sundaram 
PI Industries Ltd BIRLA GRP (Jayashree Textiles) Clayton 
Cheminar Drugs Ltd PARRY’s Dharani Cements 
Medi corp group Gujarat Reclaim & Rubber 

Products Ltd. 
Madura Garments 

matrix Lab. Punjab Diary Raheja Universal 
MTR Anil Starch Rustomjee. 
Arvind Mills TAFE Shapoorji Palonji 
Gautier Furniture Bombay Dyeing Lodha Group 

References
1.  http://en.wikipedia.org/wiki/SAP_implementation
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Business Service Management (BSM)

- Gaurav Joshi
Email : gaurav7481@gmail.com

Let us understand some key concepts before 
moving further with the BSM journey.

• What is a service?

A means of delivering value to customers by 
facilitating outcomes that the customers want to 
achieve without the ownership of specific costs and 
risks.

-ITIL®V3 Service Strategy

• What is service management?

A set of specialized organizational capabilities for 
providing value to customers in the form of services.

-ITIL®V3 Service Strategy

Where capabilities could be processes, functions, 
competency and capacity

• What is IT service management?

IT service management (ITSM) refers to the 
implementation and management of quality 
information technology services. IT service 
management is performed by IT service providers 
through people, process and information technology.

What is Business Service Management?

Business Service Management is a strategy, approach 
and methodology for aligning IT elements to the 
goals of the business. Business Service Management 
is about delivering and maintaining quality services, 

applications, processes, activities and transactions 
to the business so business goals and objectives are 
met – not ITs.

Business Service Management is about understanding 
how IT impacts the business and how business 
impacts IT. It’s about the known and unknown 
relationships and dependencies between IT and 
the business. How either one may affect the other. 
How IT best practices, processes and activities such 
as change and release management may impact a 
business entity, transaction, process or activity.

Business Service Management is the integration 
and consolidation of systems management with 
business management. It’s the creation of service 
and operational level agreements (SLA/SLO), 
underpinning contracts (UPCs), policies, rules and 
thresholds for business services, applications, 
processes, activities and transactions much the same 
way it’s done for a server or network device. Business 
Service Management is about enabling IT operations 
and support staff with empowering information that 
helps them to understand the impact on the business 
in business terms. Business Service Management 
helps IT at all levels prioritize restoration, improve 
communication, and establish deeper relationships 
with their business peers.

According to the 2011 edition of ITIL, business service 
management is “the management of business 
services delivered to business customers. Business 
service management is performed by business units.”
BSM does not impact the routine operations and 
work profile of the IT staff involved in support, but 
does require a paradigm shift from being merely an 
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IT support function (systems SLA driven) to more of 
a Business support function (business SLA driven and 
service enabler).

Objectives

Few of the broad level objectives of BSM are as 
under-
• Business Service Management is about 
understanding the business perspective also known 
as the “top down perspective”. Business services, 
activities, processes, transactions, etc. are understood 
from the business user’s perspective, internally 
and externally, in their terms, their language, their 
performance expectations, understanding the impact 
on their jobs, productivity, goals and objectives, etc. 

• Identify the “hidden linkages” between business 
and IT
BSM allows IT departments to operate by service 
rather than by individual configuration items or 
technology silo, enabling prioritization of efforts, 
ultimately improving the service that is delivered to 
the business or organization. Key parameters include 
IT performance monitoring and management, 
Business and IT service availability etc.

• Identify how IT enables the business to meet their 
goals and objectives
What value, revenue, cost, churn, ROI, etc. can 
be associated with the IT services, applications, 
processes, transactions, etc. being delivered and 
supported by your IT organization? BSM tools are 
critical enablers for the increasingly popular process 
that focuses on IT Service Management (ITSM) 
approach.

BSM technology tools are designed to help IT 
organizations view and manage technology 
environments to better support and maintain the 
main services they provide to the business.

• Increased maturity levels of IT organization
A BSM initiative often underpins a shift in maturity 
for an IT department or service provider towards 
a more proactive and predictive operating model 

rather than the reactive and fire-fighting behavior 
which has been common in many IT operations.
The BSM Journey

Business Service Management is an evolutionary 
process that takes time and energy to implement. 
Every industry, vertical, segment, new venture, 
product line, service offering, etc. is unique.

There is no industry defined framework to implement 
BSM. However, as a pre-requisite, it is expected 
that ITSM framework (aligned to ITIL) is already 
implemented.

Figure below shows the general approach for 
considering BSM implementation.

BSM software is an outgrowth of network 
management systems as the software tracks the 
performance and availability of the networks 
components across a data center. Traditional 
network management systems focus on measuring 
and monitoring the technical metrics and trends 
of IT applications and infrastructure. The primary 
users of these systems are technicians and systems 
administrators in the operations organization. 
Although these systems enable the IT operations 
team to identify problem areas from a technical 
point-of-view for a given piece of the infrastructure, 
significant gaps exist in determining the business 
impact of a specific problem.

Additionally, newer technologies such as service-
oriented architectures (SOA), virtualization, cloud 
computing, portal frameworks, grid architectures, 
within an organization make troubleshooting and 
monitoring of business services very difficult. A 
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single business process or service may be supported by a number of complex applications, all of which 
could be dependent on a diverse set of distributed computing and communications elements.An isolated 
issue anywhere in this complex web may impact one or more tasks in the business process. Traditional 
network management systems and technology-centric monitoring approaches are incapable of determining 
the business impact of an issue in such a complicated infrastructure environment. This has given rise to 
Application Performance Management and the Real user monitoring (RUM) technology that now monitors 
the End User Experience (EUE) in real-time.

Newer BSM systems provide a unified view of the data center, allowing data center administrators to view 
and manage applications, networks and events, usually from a common dashboard. This means data center 
managers can see and troubleshoot problems before business customers do.

Example below depict sample graphs for Airline Ticket booking process, where the booking application is 
monitored for alignment with the business desired/ defined response time to meet the customer expectation.
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Benefits

Touching on all the lifecycle processes within the Information Technology Infrastructure Library, BSM is a way 
to bring together many disparate processes and tools, and creating quantifiable improvement in efficiency 
and the ability to view technology as it is relevant to business process.

The benefits of adopting a BSM approach will vary for different organizations, but typically include: 
• Improved customer relationships
• Improved relationship with suppliers
• Improved inter organizational harmony
• Service quality improvements
• Cost reductions through improved efficiency
• Reduction in service outages and the impact of outage.

Where can BSM be used?

BSM can be deployed for monitoring and optimizing business services like online payment, bookings, claim 
settlement, quote generation etc.

Having said that, opportunities exists across multiple domains to implement BSM. Listed below are few 
domains examples – 

• Banking and Financial Services
• Insurance
• Aerospace
• Retail
• Utility Industry
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• Automotive
• Industrial Engineering
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Web Service Overview and 
Usage

- Asmita Chougale
Email : asmi.khedekar@gmail.com

Web Service

A Web service is a method of communication that 
allows two software systems to exchange data 
over the internet using standards-based Web 
technologies.

Why Web services are needed?

Different software systems are developed using 
different programming languages due to which 
data exchange between two software systems 
becomes very difficult. Web services are designed 
and implemented using XML (Extensible Markup 
Language) based messaging.

· XML messaging uses standard web based protocol 
to expose the web service to web users.

· Developers can develop a client application to 
communicate with service using their preferred 
language which makes this language independent. 
E.g. a client could be a JAVA program sending a 
request to ASP.NET page (C# program) to perform a 
task.

· Web services are used independently irrespective 
of the hardware (i.e. CPU, Architecture)or software 
platform(i.e. Operating system or programming 
environment) on which they are implemented.
· The client only requires the WSDL definition to 
effectively exchange data with the service – and 
neither part needs to know how the other is 
implemented or in what format its underlying data 

is stored. These benefits allow organizations to 
integrate different applications and data formats 
with relative ease.

The above factors makes web services based 
application loosely coupled and flexible. Hence data 
exchange between two software systems which was 
a tedious task earlier becomes easier.

Web Service Components
SOAP (Simple Object Access Protocol)

SOAP is XML – based protocol for exchanging 
information between computer networks. SOAP 
is a format for sending messages.  It uses XML 
Information Set for its message format. SOAP 
commonly uses HTTP (Hypertext Transfer Protocol) 
for message transmission, or it can operate over 
any transport protocol such as SMTP (Simple Mail 
Transfer Protocol), TCP (Transmission Control 
Protocol), or JMS (Java Message Service).

SOAP message elements

Envelope: -This identifies the XML document as 
a SOAP message. It indicates start and end of the 
message. This is mandatory element.
Header: - Contains header information. This is 
optional element.
Body: - Contains call, and response information. This 
is mandatory element.
Fault: - Provides information about errors that 
occurred while processing the message.
This is optional element.
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SOAP Format

Response

<?xml version=»1.0»?>
<soap:Envelope xmlns:soap=»http://www.w3.org/2003/05/soap-envelope»>
<soap:Header>
</soap:Header>
<soap:Body>
<CurrentTemperatureResponse>
 <Unit>C</Unit>
 <Temperature>20</Temperature>
</CurrentTemperatureResponse>
</soap:Body>
</soap:Envelope>

WSDL (Web Services Description Language)

A Web service is described using WSDL.  WSDL has XML based format and has the extension .wsdl. WSDL 
describes a Web service, location of the service and the operations (or methods) exposed as service.
WSDL contains information such as:-

· Description of the operations performed by the service.

· Address (URL) to access specific Web Service.

· Which communication protocol service supports.

· Which specific parameters are needed in the data request?

· How to handle troubleshooting using proper error messages.

Request

<?xml version=»1.0»?>
<soap:Envelope xmlns:soap=»http://
www.w3.org/2003/05/soap-envelope»>
<soap:Header>
</soap:Header>
<soap:Body>
<CurrentTemperatureRequest>
 <Country>USA</Country>
 <ZipCode>80301</ZipCode>
</CurrentTemperatureRequest>
</soap:Body>
</soap:Envelope>
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WSDL document elements
Types: -A container for data type definitions used by 
the web service.
Message: -A typed definition of the data being 
communicated.
PortType: -A set of operations supported by one or 
more endpoints.
Binding: - Provides A protocol and data format 
specification for a particular port type.

WSDL format

UDDI (Universal Description, Discovery 
and Integration)
UDDI is a registry where Service Provider can publish 
and register their Web Service. The UDDI allows clients 
to search this registry, find the intended service, and 
retrieve its details. UDDI is platform independent, 
open framework. UDDI can communicate via SOAP, 
CORBA, and Java RMI Protocol. To describe interfaces 
to web services UDDI uses WSDL.

To search for a Web service, a developer can query a 
UDDI registry to obtain the WSDL for the service they 
need to utilize. Developers can also design their Web 
services clients to receive automatic updates about 
any changes to a service from the UDDI registry.

Industrial Usage of Web Services
Web services are playing an important role in 
e-business and e-commerce applications. There 
are many providers who expose their web services 
to the industry so developer/ consumer/ users can 
use these web services in their own applications or 
web sites.  Following are few examples of how web 
services are useful in industry.

Yahoo! Web Services and APIs
The Yahoo! Developer Network allows broader 
access to their Web Services and APIs, including for 
many commercial applications. Yahoo! Web Services 
are for developers, businesses, and researchers 
interested in using Yahoo! products, services, data 
and content as a resource in their applications.

The Yahoo DeveloperNetwork offers many different 
APIs and tools to make it easy for developers to build, 

advertise, enhance applications and earn money 
with Yahoo.  Few products are explained below.

1. BOSS Search API 
Yahoo has its own search API BOSS Search API. This 
web service provides a rich set of premium data APIs 
and tools that developers and companies can use to 
build custom search engines. BOSS allows developers 
and consumers to take advantage of Yahoo!’s 
production search infrastructure and technology, 
combine that with their own unique assets, and 
create their own search experiences. 

2. Yahoo Games Network 
Yahoo Games Network makes it easy and painless 
for game developers and publishers to build fantastic 
games faster with the Backend Game Services. The 
Backend Game Services of the Yahoo Games Network 
also makes it possible and easy to create and operate 
entire games in the cloud, without hosting a single 
server yourself.

Yahoo Games Network provides different services. 
Few of them are listed below.
· Yahoo Games Channel
The Yahoo Games Channel is the service through 
which your game can get access to Yahoo’s global 
audience and be featured on Yahoo Games.

· MultiplayerThe Multiplayer service allows you to 
build real-time games with your own custom server-
side code, and to run that code on dedicated and 
distributed yahoo game servers.

Google Web Services and API
Google primarily provides search and advertising 
services. In addition to its search engine, it offers 
many tools and platforms including its popular 
products. There are more than a hundred Google 
services & products; one of them is Google Maps.

Google Maps API Web Services 

The Google Maps Web Services are a collection 
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of HTTP interfaces to Google services providing 
geographic data for your maps applications.

The Google Maps API provides these web services 
as an interface for requesting Maps API data from 
external services and using them within your Maps 
applications. These services are designed to be used 
in conjunction with a map, as per the Maps API Terms 
of Service License Restrictions.

There are different services such as 
· Directions API
· Distance Matrix API
· Elevation API
· Geocoding API
· Time Zone API

Using these services you can create rich applications 
and stunning visualizations of your data, leveraging 
the comprehensiveness, accuracy, and usability of 
Google Maps and a modern web platform.

MusicBrainz  
MusicBrainz is an open music encyclopedia that 
collects music metadata and makes it available 
to the public. A client library provides easy access 

to the MusicBrainz database using the web 
service. MusicBrainz provides the web service 
or development libraries to create your own 
MusicBrainz-enabled applications.

The MusicBrainz database contains a huge amount 
of data, which is maintained by the MusicBrainz 
community. The Web Service provides a way to search 
information about artists, albums, tracks and labels. 
Mash the data with your web app, media player, CD 
ripper, tagger or other applications requiring music 
metadata.
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Stored Procedures in MS SQL 
Server

- Poonam Savant
Email : poonamsavant@gmail.com

Introduction

• Stored procedure is basically written to perform 
business logic.

• A stored procedure is a program which is 
physically stored within a database and performs 
the client-side related application transactions. 

• It is a group of Transact SQL (T-SQL) statements 
compiled into a single execution plan.

• Its execution plans can be reused, staying 
cached in SQL Server’s memory, reducing server 
overhead and promoting code reuse.

• Since it is stored in the database, there is only 
one time connection between the front-end 
application and the database system. This reduces 
network traffic and improves the performance.

• Maximum size of a stored procedure is 250 MB.
• It can be executed using Exec or Execute keyword.

Parameters of Stored Procedure

• A stored procedure can be parameterized or 
non-parameterized. It can have zero or more 
parameters. 

• The type of a parameter can be input or output. 
• The output parameter should be specified with 

the keyword Output.
• The maximum number of parameters for a stored 

procedure is 2100 irrespective of input or output 
parameter. 

• There is no ordering for input and output 
parameters. 

Nested Stored Procedures

• Stored procedures can also be nested. That 
means; a stored procedure can be called within 
itself or within another stored procedure. 

• A stored procedure which calls itself is also called 
as recursive stored procedure.

• There is a limit on nesting the stored procedures. 
They can be nested up to 32 levels.

Types of stored procedures

The classification of stored procedures is depends on 
the Where it is Stored. Based on this, it is divided in 
4 sections.

1. System stored procedures
2. Local stored procedures
3. Temporary stored procedures
4. Extended stored procedures

1) System Stored Procedures
• These are stored in the Master database and are 

typically named with a sp_ prefix.
• They can be used to perform variety of tasks 

to support SQL Server functions that support 
external application calls for data in the system 
tables, general system procedures for database 
administration, and security management 
functions.

• For example, you can view the contents of the 
stored procedure by calling 

sp_helptext [StoredProcedure_Name].
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2) Local stored procedures
• These are usually stored in a user database and 

are typically designed to complete tasks in the 
database in which they reside.

• While coding these procedures don’t use sp_ 
prefix to your stored procedure it will create a 
performance bottleneck. The reason is when you 
create any procedure that is prefixed with sp_ 
it will first look at in the master database then 
comes to the user local database.

3) Temporary stored procedures
• It is all most equivalent to a local stored 

procedure, but it exists only as long as SQL Server 
is running or until the connection that created it 
is not closed. 

• The stored procedure is deleted at connection 
termination or at server shutdown. This is 
because temporary stored procedures are stored 
in the TempDB database. TempDB is re-created 
when the server is restarted.

• There are three types of temporary stored 
procedures: 

o Local
o Global
o Stored procedures created directly in 
TempDB

Local temporary stored procedure
• A local temporary stored procedure always begins 

with #. 
• The execution scope of a local temporary 

procedure is limited to the connection that 
created it. 

• All users who have connections to the database, 
however, can see the stored procedure in Query 
Analyser.

• There is no chance of name collision between 
other connections that are creating temporary 
stored procedures. 

• To ensure uniqueness, SQL Server appends the 
name of a local temporary stored procedure 
with a series of underscore characters and a 
connection number unique to the connection. 

• Privileges cannot be granted to other users for 
the local temporary stored procedure. 

• When the connection that created the temporary 
stored procedure is closed, the procedure is 
deleted from TempDB. 

--create a local temporary stored procedure.
CREATE PROCEDURE #tempTest
AS
SELECT * from [Sales].[dbo].[Test]

Global temporary stored procedure
• A global temporary stored procedure always 

begins with ##.
• Any connection to the database can execute a 

global temporary stored procedure. 
• This type of procedure must have a unique 

name, because all connections can execute 
the procedure and, like all temporary stored 
procedures, it is created in TempDB. 

• Permission to execute a global temporary stored 
procedure is automatically granted to the public 
role and cannot be changed. 

• A global temporary stored procedure is almost as 
volatile as a local temporary stored procedure. 

• This procedure type is removed when the 
connection used to create the procedure is 
closed and any connections currently executing 
the procedure have completed. 

--create a global temporary stored procedure.
CREATE PROCEDURE ##tempTest
AS
SELECT * from [Sales].[dbo].[Test]

Stored procedures created directly in TempDB

• Temporary stored procedures created directly 
in TempDB are different than local and global 
temporary stored procedures in the following 
ways: 

o You can configure permissions for them. 
o They exist even after the connection used to 
create them is terminated. 
o They aren’t removed until SQL Server is shut 
down. 
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o Because this procedure type is created directly 
in TempDB, it is important to fully qualify the 
database objects referenced by Transact-SQL 
commands in the code. 
o For example, you must reference the Authors 
table, which is owned by dbo in the Sales database, 
as Sales.dbo.authors.

--create a temporary stored procedure that 
is local to tempdb.
CREATE PROCEDURE directtemp
AS
SELECT * from [Sales].[dbo].[Test]

4) Extended Stored Procedures
• It uses an external program, compiled as a 32-

bit dynamic link library (DLL), to expand the 
capabilities of a stored procedure.

• A number of system stored procedures are also 
classified as extended stored procedures.

• For example, the xp_sendmail program, 
which sends a message and a query result set 
attachment to the specified e-mail recipients, is 
both a system stored procedure and an extended 
stored procedure.

• Most extended stored procedures use the xp_ 
prefix as a naming convention. However, there 
are some extended stored procedures that use 
the sp_ prefix, and there are some system stored 
procedures that are not extended and use the 
xp_ prefix.

• Therefore, you cannot depend on naming 
conventions to identify system stored procedures 
and extended stored procedures.

• Use the OBJECTPROPERTY function to determine 
whether a stored procedure is extended or 
not. OBJECTPROPERTY returns a value of 1 for 
IsExtendedProc, indicating an extended stored 
procedure, or returns a value of 0, indicating a 
stored procedure that is not extended.

USE Master
Go

SELECT OBJECTPROPERTY(object_id('xp_
sendmail'), 'IsExtendedProc')

Examples of stored procedure and their 
execution

1) Non-parameterized stored procedure

Create Procedure dbo.spDemo
As
-- Business logic
Select EmpID from Emp

Execution: -
Execute dbo.spDemo

2) Parameterized stored procedure

Create Procedure dbo.spDemo
(
@Param1 integer,
@Param2 varchar(5)
)
As
-- Business logic
Select @Param1 + ‘,’ + @Param2

Execution: -
Exec dbo.spDemo 10, ‘Test’

3) Parameterized stored procedure with output 
parameter

Create Procedure dbo.spDemo
(
@Param1 integer,
@Param2 varchar(5)
@Param3 integer output
)
As
--Business logic
Set @Param3 = @Param1 + 100
Select @Param1, @Param2, @Param3

Execution: -
 Exec dbo.spDemo 10, ‘Test’, 2 Output
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4) Stored procedure with optional parameter

Create Procedure dbo.spDemo
(
@Param1 integer,
@Param2 integer = 50
 )
As
--Business logic
Select @Param1, @Param2

Execution: -
Exec dbo.spDemo 10

If the parameter is optional, then it is not required 
to specify it during execution to retain the same 
value. To execute the stored procedure with different 
parameter value, the latter can be specified in the 
procedure.

Exec dbo.spDemo 10, 20

5) Stored procedure calling another stored 
procedure 

Create Procedure dbo.spDemo
(
@Param1 integer
)
As
/* Some Business logic */

Create Procedure dbo.spTest
(
@Param1 integer
)
As
--Business logic
Exec dbo.spDemo @Param1

6) Stored procedure calling another stored 
procedure which has an output parameter

Create Procedure dbo.spDemo
(

@Param1 integer,
@Param2 integer Output
)
As
/* Some Business logic */

Create Procedure dbo.spTest
(
@Param1 integer,
@Param2 integer
)
As
--Business logic
Declare @Variable1 integer
Set @Param1 = 10
Set @Param2 = 20

Exec dbo.spDemo @Param1, @Param2 Output
Set @Variable = @Param2 

Select @Variable

Conclusion

• Stored procedure can be used to perform 
business logic, that is, a group of SQL statements 
can be compiled as a script to achieve the desired 
results.

• Since it reuses the execution plan, stored 
procedure can be used in the scenarios where 
a group of SQL statements have to be executed 
multiple times and the only change will be the 
parameter values.

• It reduces network traffic and latency, boosting 
application performance.

• Parameterized stored procedure can be written 
for processing the data based on the user inputs 
and providing the results back to the application 
using output parameter.

• Extended stored procedure can be used for 
calling an external program within the database. 
For example, xp_cmdshell can be used to run an 
executable file from the database.
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Introduction

In the last article “IT Security- 3 – Distributed Denial 
of Service (DDOS)” from IT Journal year 2 volume 
2, we discussed on the protocols that have been 
exploited to generate a DDoS attack.

We also saw that protocols like NTP that have been 
used lately to generate a DDoS attack.

It was also mentioned that SNMP & cloud based 
attacks are the potentials to generate DDOS attack in 
future. Within a matter of a 30 days of the last article 
it has been seen that SNMP based attacks are on rise.  
In this article we would do analysis on the SNMP & 
NTP based attacks occurred in recent times.

As we have discussed in the previous articles about 
the logical 7 OSI layer that are integral part of any 
network , UDP is layer 4 protocol & protocols like 
DNS, SNMP, NTP are application layer 7 protocols 
which work with UDP as their underlying protocol .

Any UDP-based service including DNS, SNMP, NTP, 
chargen, and RADIUS is a potential vector for DDoS 
attacks because the protocol is connectionless and 
source IP addresses can be spoofed by attackers.

Attackers aim to abuse network protocols that not 
only reflect traffic, but that also amplify the attack 
bandwidth.  We are all aware that all networks 
that have access to internet do have DNS, SNMP & 
NTP services deployed & hence have the inherent 
vulnerabilities which can be exploited as well.

What are Connectionless Protocols

Unlike Connection oriented protocols, Connectionless 
protocols do not require an underlying logical 
connection to be established between two devices 
before transferring actual data. These protocols do 
not have a mechanism to confirm that the receiver 
is accessible & ready to accept data.  The Recipient 
also does not have any mechanism to track the 
connection history or there is a connection already 
on.

So to conclude no bi-directional communication is 
required to stimulate a meaningful response

Hence this protocol has a low overhead as compared 
to the connection oriented protocols. However 
the above working mechanism does leave a lot of 
security loopholes, which are wisely abused by the 
attackers. Attackers make the use of a connectionless 
protocol since it is relatively easy for a host to spoof 
the source address. 

TCP, also a layer 4 protocol is connection oriented, 
i.e. there is attempt to establish a logical connection 
with proper handshake & hence implementing IP 
spoofing through TCP is difficult, & also it does not 
qualify for a good amplification protocol since the 
ratio of response to request ratio is not noticeable. 

UDP (User Datagram Protocol)

Here we intend to discuss about an important term 
Amplification factor, very specific to our topic.
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What is Amplification factor:-
For any effective digital communication as well, there is always a request from the user & there is a response 
from the remote end. 

Different protocols are built-in with different standards (code) & hence the bandwidth size that the request 
packet has consumed & the corresponding size of the response can vary drastically.

This response to request ratio of any protocol is termed as its amplification factor, i.e.  A request packet of 
size X will have response of 50 X which indicates the amplification factor of 50 to that protocol.

Below is list posted by US-CERT for the UDP protocols, & its amplification factors.

Protocol
Bandwidth Amplification 

Factor
Vulnerable Command

DNS 28 to 54
https://www.us-cert.gov/ncas/alerts/TA13-
088A

NTP 556.9
https://www.us-cert.gov/ncas/alerts/TA14-
013A

SNMPv2 6.3 GetBulk request

NetBIOS 3.8 Name resolution

SSDP 30.8 SEARCH request

CharGEN 358.8 Character generation request

QOTD 140.3 Quote request

BitTorrent 3.8 File search

Kad 16.3 Peer list exchange

Quake Network Protocol 63.9 Server info exchange

Steam Protocol 5.5 Server info exchange

Thus any request packet (intentional or unintentional) will have response as mentioned in the above table.  
When there is genuine traffic the response is expected & it is for short period of time.  So 1k for request will 
have 50k of response which is as desired. However when there is attack to be launched then the victims ip 
is spoofed & different sessions are initiated (through excellent scripts) directed towards the servers & the 
response when accumulated does create panic.
 
So for e.g. there would 100 to 1000 sessions of 1k generated through the spoofed IP & the response would 
50K * 1000 which equals 50Mb.

Hence protocols which have the maximum bandwidth amplification factor & also which are widely used are 
the ones which would be used by attackers to generate DDoS.  

The BW amplification factor of any protocol is as per the protocol was designed to work. SNMP, NTP & DNS 
are the ones that are vital part of any network & hence attackers attempt to exploit these protocols so that 
they could get a huge user base.
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Below is a very good pictorial representation of how the attacks are amplified. 
This is the skeleton which is seen in all forms of UDP based attacks.

On the left we see a set of 100 compromised machines (which are remotely triggered by the attacker) with 
each sending approx. 25k request packet to the server with spoofing IP of the victim, in their packet.

Considering an average amplification factor of 50, each request of 25kb will be converted to 25k* 50 i.e. 1.25 
Mb of network traffic virtually generated from each compromised machine. So that when spread across 100 
machines would generate 125MB of traffic bombarded on the victim. 

As per analysis presented by Cloudfare, the 400G NTP based ddos attack which occurred in 2014 utilized 
4,529 NTP servers running on 1,298 different networks and more importantly attackers used only a single 
server on each network to spoof the victim IP.

This amplification technique, which is also known as reflection, can theoretically work with any protocol that 
is vulnerable to IP address spoofing and can generate large responses to significantly smaller queries.

The amplification concept just for understanding in layman terms could be related to a music amplifier & 
associated loudspeaker. More is the amplifier capability, higher is the volume of the sound. 

Simple Network Management Protocol (SNMP)

SNMP is a connectionless UDP based protocol making it extremely vulnerable to IP spoofing.

Few of the important SNMP terminology:-



62 The Exponent Group of Journals For Information Technology, Volume 3, Number 3, June 2015 - Aug 2015

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

Community strings are pre-defined passwords which 
are to be pre-configured   on both the SNMP server 
as well as SNMP client (agent).
SNMP Traps are reports that are sent by an SNMP 
agent process to a SNMP sever for any event which 
was not expected.
Objects: - This is a generalized term which indicates 
the complete category that snmp server polls for, 
it could interface status, CPU, memory etc. of that 
device.
Object Identifier (OIDS):- It is the representation of 
object status in language that SNMP understands
Management Information Base (MIB):- It is translator 
that help SNMP servers to understand SNMP 
responses send by end devices

How does SNMP work:-
SNMP has client-server architecture and uses 
community strings for authentication.  
There is SNMP client/agent software that is running 
on all the network devices.
SNMP client’s job is to collect all the information 
related to the network device & then send it to the 
SNMP server when asked for or periodically.
SNMP server does poll/ask for all the relevant 
information from clients on periodical or need basis.
 
What is SNMP used for:-
 SNMP a UDP-based protocol used for the following:-

· To allow the monitoring of network-attached 
devices by querying information about 
their configuration, utilization of interfaces 
and errors for various systems on the host, 
allowing remote management of the devices.

· Used to read and set the configurations of 
network devices.

· SNMP-enabled devices with such 
configurations can be found both in home 
and business environments and include 
printers, switches, and routers & also covers 
all categories of security elements. 

Implementation issues of SNMP:-

Real security threat is the actual implementation of 
the SNMP protocol. 
 

These are the SNMP versions released till date.
· SNMP v1 :-It is the Original version of SNMP, 

community strings sent in plain text & hence 
it is considered having very weak security

· SNMP v2c:-It has faintly improvement in the 
operations, however, security is still an issue 
because it uses plain-text community strings.

· SNMP v3: The latest version of SNMP, v3 
supports full security and authentication. 
Should be used wherever supported.

Let us know analyze the issues:-

In a common SNMP v1 and v2 transaction, the 
client sends a SNMP request with the relevant OID 
code and the SNMP server replies with the relevant 
data. Attacker can capture a legitimate SNMP 
request, alter the source IP with another and sends 
the request to the SNMP server on behalf of the 
edited IP. The response packet will be sent to the 
new IP address. The default community string that 
provides the monitoring or read capability is often 
“public” & write community string is often “private”. 
The attackers take advantage of these default 
community strings.

To conduct a ddos attack through SNMP the following 
are few experiments that have been demonstrated:-

· Through port scanning we can find all the 
routers, switches and all other network 
devices which have snmp service accessible 
through internet.

· Through “social engineering mechanisms”, 
SNMP community is obtained.

· With the help of a packet generator or modern 
tools, Lot of SNMP request packets with 
victim’s server IP address as source and the 
list of the public SNMP services as destination 
addresses.  All the SNMP responses with 
relevant payload are delivered to the victim 
server causing congestion and exhaustion to 
its resources.

The above scenario is the so called “SNMP Reflected 
Denial of Service“. 
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The entire SNMP DDoS attacks life-cycle would be as follows:-
1. An end user’s SOHO router is connected to the Internet.
2. That end user device has an SNMP agent running on it listening on the Internet & hence it is reachable 

to all.
3. A well-known or default SNMP community string (such as “public”) for SNMPv1 or SNMPv2 or a 

noAuth
4. Security level for SNMPv3 is used.
5. Any host on the Internet can then send a query to the end user device, which is easily spoofed.
6. Due to asymmetric nature of internet & also due to not so strict policies, there is no enforcement of 

address source validation, which enables hosts on those networks to spoof packets.
7. The spoofed IP address used is that of an intended target.
8. A small amount of SNMP query traffic is sent, resulting in a much greater amount of response traffic, 

which is sent to the target (amplification).
9. With abundant hosts involved (distribution) and enough spoofed query traffic sent, the resulting 

amplified and distributed response traffic can crush targeted hosts and networks, as well as some 
intervening or connected networks.

SNMP DDOS ATTACKS diagram & Findings 

Attackers are increasingly abusing devices configured to publicly respond to SNMP (Simple Network 
Management Protocol) requests over the Internet to amplify distributed denial-of-service attacks.

Many DDoS attacks in the past year have used misconfigured DNS (Domain Name System) and NTP (Network 
Time Protocol) servers for amplification.

However, devices that support SNMP, can also be abused if the SNMP service is directly exposed to the 
Internet. 

An attacker can further complicate identification and magnify the attack traffic by using a distributed network 
of hosts infected with malware that are operating as part of a bot network.

The Prolexic Security Engineering Response Team has identified 14 separate DDoS campaigns that used 
SNMP reflection types of attack.

Their analysis further suggested that closed to 50 % of the malicious SNMP reflected traffic came from IP 
addresses in the U.S. & 18 percent from China, whereas the remaining was distributed amongst various 
locations around the globe.

The attacks targeted clients in the industry verticals of consumer goods, gaming, hosting, non-profits and 
software-as-a-service (SaaS).
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Prolexic team  further wrote that  One of the tools used to launch the recent attacks was created in 2011 by a 
hacker group called Team Poison and can send spoofed SNMP GetBulk requests to publicly accessible SNMP-
enabled devices to trigger responses that can be more than 1,700 times larger than the requests, 

In a demonstration it was seen that the attacker send a 87 byte “getBulkRequest” to a unnamed Video 
conferencing system, which resulted in a return of 60,000 bytes of fragmented data the BW observed was 
closed to five megabits per second of traffic.

The attackers crafted their requests to have a source port of 80—usually assigned to HTTP—so that vulnerable 
devices return their SNMP responses to the victims on the same port, flooding their HTTP services.

Attackers are crafting the SNMP requests to maximize the response payload by using a high value of max 
repetitions. 2250 numbers of repetition, was the last highest captured.

Thus, in summary, these are the conditions that can lead to an SNMP Reflected Amplification attacks

SNMP Attack Pattern:-

These were analysis published by Prolexic in one of their research papers demonstrating the distribution of 
the SNMP type of attack on a single source.
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Network Time Protocol (NTP):-
NTP is a UDP-based protocol (port 123) used by network devices to synchronize clocks. Since it works on UDP 
it is susceptible to be exploited to generate a DDOS attack.

The new attack used a technique called NTP reflection that involves sending requests with spoofed source IP 
addresses to NTP servers with the intention of forcing those servers to return large responses to the spoofed 
addresses instead of the real senders.

Network Time Protocol (NTP) reflection/amplification attacks have been not so effective for few years, but  
they have received an upsurge  in fame due to recent notorious attacks, first in late December 2013 on 
gaming networks, and again in earlier part of 2014.
Hackers exploited a new weakness in NTP & attempted to shut down the targeted website with a massive 
data flood of almost 400 Gigabits per second.

Arbor Networks confirmed that ATLAS system monitored an attack on February 2014 targeting a destination 
in France, peaking at 325 Gbps.

Since then, ATLAS has observed no less than 4 more attacks exceeding 100 Gbps.

According to Arbor’s ninth Annual Worldwide Infrastructure Security Report (WISR), the size of attacks in 
2013 covered previous peaks by over 200 percent, with the largest reported attack at 309 Gbps.

There is approximate 7 million insecurely-configured NTP servers on the Internet, including NTP services 
embedded in routers, layer-3 switches, and consumer broadband CPE devices which has the insecure default 
NTP service configurations enabled on their public-facing interfaces, thus providing a platform being a part 
DDOS unknowingly.
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NTP contains a command called monlist (in few versions is it MON_GETLIST) which can be sent to an NTP 
server for monitoring purposes. It returns the addresses of up to the last 600 machines that the NTP server 
has interacted with. This response is much bigger than the request sent making it ideal for an amplification 
attack.

In one of the demos conducted by CLOUDAFRE team, it was seen that a request of “ntpdc –c monlist 1xx.xxx.
xxx.xx9” which was of 234 bytes yielded back 4460 bytes of response which is close to 19 times amplification. 
Such requests send from a spoofed ip & when destined to amongst list of OPEN NTP servers on Internet 
cause high amplitude of DDOS attack.

The general topology on a NTP reflection attack would be as follows:-

Latest NTP vulnerability devices reported:-

On December 19, 2014 there have few adversaries released, mentioning about the bugs that in the NTP 
daemon of CISCO OS.

CV ID Vulnerability name How is this exploited?

CVE-2014-
9293

Weak Default Key in 
config_auth()

An issue in the generation of a random key 
for ntpd could allow an unauthenticated, remote at-
tacker to guess the generated key.

CVE-2014-
9294

Noncryptographic Ran-
dom Number Generator 
with Weak Seed Used 
by ntp-keygen to Gener-
ate Symmetric Keys

An issue in ntp-keygen of ntpd could allow an unau-
thenticated, remote attacker to guess the generated 
MD5 keys. 

CVE-2014-
9295

Multiple Buffer Over-
flow Vulnerabilities in 
ntpd

The vulnerabilities are due to incorrect validation 
checks on the received packets. An attacker could ex-
ploit these vulnerabilities by sending crafted request 
packets. An exploit could allow the attacker to crash 
the ntpd process. Arbitrary code execution with the 
privilege level of the ntpd process may also be pos-
sible.

CVE-2014-
9296

ntpd receive(): Missing 
Return on Error

The issue is due to a missing return; in the code path 
where an error was detected. It has not been proven 
how an attacker could exploit this issue. The impact 
to the affected system is also unknown.
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Till date there is no patch released and the only solution to the above bug is adding configuration which will 
only allow trusted IP’s through the NTP port. 

Latest Happenings in DDOS

• As per report released by Black Lotus Communications, it has been predicted that 2015 DDoS attacks to 
come from Vietnam, India and Indonesia. 

• As per research conducted by Symantec for period between JAN –AUG 2014 & published in ‘The continued 
rise of DDoS attacks’, India stands first( 26 %,  USA -17 %)  in a list of 50 countries where DDoS originate and 
cybercriminals can get DDoS attacks on hire for Rs. 300 for a three-minute assault.

• It does not indicate that people launching DDoS attacks were located in India, as the attacks are controlled 
remotely as we have seen in our earlier articles.

• People with smart phones, desktops, laptops & lack of awareness of cyber security as well as  refraining 
from following security practices are the ones whose devices would be misused, such that unknowingly be 
a part of DDOS attack.

• Gaming (46%) followed by software, and media industries have been reported to be the ones that have 
faced most exploited DDOS attacks.

• Major motive of the hackers is only extortion.  Unless a company is well equipped with tools/methods to 
mitigate a DDOS attack, it is seen that the IT team is soon would get another extortion call as well.

• It was seen that Attackers are moving towards complex multi vector attacks merged together, mitigating 
it requires well equipped tools as well as highly skilled individuals, which is huge investment.

• Below are the findings of Arbor seen in Q2 of 2014?
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Summary

DDOS attackers have shifted their botnet arena from desktops to high end CPU devices available through 
the cloud and dedicated hosting, which would help then use that processing more to run more sophisticated 
attacks.

Hence, more superiority in the style of attacks have been sighted, which implies there is less volume and 
attackers are targeting very precise vulnerabilities in a website by doing their homework to make sure they 
target the weakest points.

Innovative methods like Browser with no headers are used to pass through primitive devices used for ddos 
blocking.

Arbor Networks argues that Simple Network Management Protocol (SNMP) has a theoretical 650x 
amplification factor over NTP, which allows for potentially massive DDoS attacks in the future

In the case of DNS reflection, the amplification factor is 8x, meaning attackers could generate eight times 
more traffic than they would normally be able to generate with their botnet. However, in the case of NTP 
and SNMP reflection it can be over 200x and 650x, respectively.

What these protocols have in common is that they allow a relatively small query to generate a large response 
and are vulnerable to source IP spoofing if certain precautions are not taken because they work over UDP 
(User Datagram Protocol).

Few research institutes have identified millions of amplifiers for 6 protocols that can be exploited to generate 
massive DDOS ATTACK.

As OF July 2013, the Spoofer Project listed that 25% of the Autonomous Systems world-wide allow IP spoofing, 
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which gives more potential platform for ddos attack.

Disclaimer

This article is published for helping the security 
professionals to gain latest knowledge in the DDOS 
field.  The journal team or the author would not be 
responsible if the information is misused.
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Clinical Imaging
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An Introduction to IT in Clinical Imaging 

The role and use of Information Technology is 
become a part of life. In every possible field wherever 
we are dealing with information, IT is considered to 
be there. After initial hitches, Science of Medicine 
unable to keep itself away from IT and started 
getting more services from IT oriented devices 
and instruments.Clinical imaging is one the field in 
Medicine which is clinically belongs to Medicine but 
technically it is all part of IT. The medical devices use 
in Clinical Imaging which is also called as Modality 
has equal functionality of Clinical needs as well of 
IT. The main purpose of Clinical Imaging in medicine 
is to capture the images which are used to do an 
accurate diagnosis of the disease. But Science of 
Medicine will not have any answer on keeping these 
images for future reference. Field of Medicine works 
purely on experience and number of cases handled 
by the practitioners. It is a continuous growing field. 
So support this nature, IT helps Clinical Imaging to 
make sure that the information acquired by medical 
devices will be available in future as well.

So in following chapters we are going to see the 
IT in Clinical Imaging. The technology in terms of 
DICOM and HL7 helps to standardize the IT in Clinical 
Imaging. This standardization helps clinical devices to 
talk the same language with each other which can be 
understood by the same type of devices or may the 
different types of devices. It is become mandatory to 
follow this protocol by all OEMs who are in business of 
manufacturing Clinical Devices. VNA is an upcoming 
and recently popularize technology which made 
life easier for the healthcare industries. The reason 
behind the popularity of VNA is that it gave freedom 

to healthcare owners to change their proprietary 
PACS software into a vendor neutral platform. So the 
monopolistic nature of PACS is completely changed 
and VNA started providing them a neutral platform 
where even different PACS can speak the same 
language.

Hence, let’s begin our journey and see IT in Clinical 
Imaging.

Clinical Imaging

Information Technology is a backbone of 
every system that wants its information to get 
communicated, secured and stored. We are seeing 
the information system in Financial, Constructions, 
Defense, Research and Healthcare Sectors. IT and 
its services are breath of these sectors. Hence this is 
not surprised that Healthcare and field of Medicine is 
remain untouched from IT.

This is chapter we going to see Clinical Imaging which 
is an integral part of Healthcare. Clinical Imaging is 
also known as Radiology or Medical Imaging. Not 
going more into Clinical details, in basic meaning of 
term Clinical Imaging is creating or acquiring images 
of human’s internal body parts of using technology 
and clinical equipment. These clinical equipment 
are also called as Modalities. In simple terms, 
Modalities are nothing but the equipment which 
mainly designed to create and acquired images. For 
example X-ray Machine, Sonography Machine, MRI, 
CT Scan Machines are clinically called as Modalities.

These modalities are manufactured by different 
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OEMs (Original Equipment Manufacturer) across the globe. The old system build by the OEMs were having 
proprietary image format. The biggest disadvantage of these modalities is that the images acquired on these 
modalities cannot be seen on other modalities. Due to this limitation the information became restricted and 
cannot be distributed or transferred. 

DICOM

These limitations overcame by setting up the standard to all these OEMs which are manufacturing modalities. 
In year 1983, American College of Radiology and NEMA (National Electrical Manufacturers Association- USA) 
joined hands together and formed a standard committee. This committee created the standards is known as 
DICOM (Digital Imaging and COmmunication in Medicine) which is also called as NEMA Standard PS3. These 
standards are accepted by the OEM and have various version and releases. The latest release is in year 2011 
but DICOM version is still as 3.0.

DICOM is a standard or protocol set in modalities to handle, store, print and transmitting information in 
Clinical Imaging.

As name suggest DICOM is a communication protocol or a standard use in Digital Imaging where Images are 
first acquired by equipment and then store for future references and distribution. Due to common protocol 
called DICOM it became for various equipment to share information among each other. This majorly helps 
the physicians who are doing the diagnostics and reporting on these images. For Example, Physicians getting 
a chance to do a comparison between present X-ray and Past X-ray or comparison between Sonography and 
CT Scans. But this is one of the feature of this system but there lot many advantages offered by it.

DICOM is majorly categorized into two parts viz. Image and Image information. Performing diagnostic using 
Images, Physicians needs certain Clinical Data as well as Patient Data. For Example, at a time of acquiring 
images of Sonography, system marks the position and size of Kidneys, Liver and Stomach etc. So this treats 
as Clinical Information which is associated with image. Also Physician needs to know the Patient Age, Gender 
and Previous Clinical History at a time of Reporting. So this becomes a Patient Data. At a time of acquiring 
images, these equipment integrate Clinical and Patient Information with Image. The final copy of an image is 
call as a DICOM Image with .dcm as a file extension. But please make a note that .dcm file are viewable only 
through DICOM viewers. They can be converting into .jpg or .png but then it will not be used for any clinical 
purpose.

Along with image file information, DICOM also includes network communicati on protocol. DICOM ready 
modalities communicate with other system using TCP/IP as a communication protocol. This protocol helps 
modalities to transmit images across each other.
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Img1: A sample DICOM Image with Clinical and Patient Information

DICOM Advantages
1. The implementation on DICOM makes diagnostic centers more productive in terms of diagnosing, decision 
making and Reporting.

2. Using DICOM technology they (Diagnostic Centers and even hospitals) can transmit, print and store images.

3. Image post processing like 3D rendering, reconstruction and fusion is possible. This can provide the doctors 
and patients with a clearer image of problem areas in the body.

4. Utilizing DICOM image exchange technology can help healthcare providers to post-process images with 
more ability to manipulate pixels, which can help them improve the accuracy of their diagnoses.

5. This means patients will have to undergo fewer examinations, which lowers their cost and improves the 
rate of recovery. It also helps the radiologists, technicians and doctors get through more cases quicker.

6. DICOM image exchange technology also allows for bi-directional communication. This is also a huge time 
saver for clinics because it brings down the time clinicians spend on data entry. Furthermore, any request for 
medical data can be met with an electronic transmission directly to the patient or to the provider requesting 
the data.

7. The magic of DICOM is that it is an electronic medium for storing medical data. When the system the 
facility has adopted is working smoothly, DICOM image exchange technology helps them retrieve files 

Patient 
Information

Hospital and 
Equipment 
Information

Clinical 
Information
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faster, improves the rate at which they can store and 
access images and data, and makes for a much more 
affordable means of image exchanging.

8. With DICOM, offices do not run the risk of lost or 
misplaced files or images, or the need to go to each 
machine in your office to review and interpret each 
image. All images are stored in a central location 
and available to all networked computers within the 
office.

9. DICOM Technology is making advancements in the 
medical field to assure accuracy, efficiency and ease 
in diagnosis. 

IS (Healthcare Information System) or CIS 
(Clinical Information System)

As time progress, information is growing with leaps 
and bounds. It became necessary to maintain the 
information in an adequate format. Healthcare sector 
was not also too far behind from this transformation. 
Every upcoming multispecialty tertiary care hospitals 
in the globe feel that there should be a specially 
designed Information System which helps to carry 
out hospitals day to day activities. These activities 
are broadly categorized as clinical, non-clinical and 
administrative operations.

This gave a thought to design an information system 
for healthcare which is generally known as HIS or 
CIS. This is a structure system which saves patient 
information, both clinical and non-clinical. In brief, 
clinical information is all about patient’s health 
records like blood reports, x-ray, MRI reports, 
and medicine and treatment details. Non-Clinical 
information contains patient’s personal information, 
billing details. Administrative details comprises of 
Inventory Management, Payroll System, Security 
System and Hospital Information Database.

We see in DICOM that Patient Information is an 
integral part of DICOM image. Modality vendors 
provide software along with equipment which 
accepts patient’s information at time of starting the 
test. Many times it was observed that the information 

enter into these software are either incomplete or 
incorrect. This was misleading the physicians who 
are performing report on the test.

Then there is a thought which comes into the picture 
is that there need to have an Integration between 
HIS and Modalities. Integration system should 
transmit patient’s relevant information to modalities 
before beginning of the test. The main challenge 
over integrating HIS and Modalities is that common 
interface. HIS does not understand or interpretate 
patient’s information into DICOM.

There was a thought given to resolve this problem by 
sending a message to modalities. A message which 
contains patient information like name, gender, age 
etc. Not only patient information but it will be helpful 
to have Test for which patient came to hospital. 
If patient took an appointment for the test then 
modality should know in advance about patient’s 
arrival at the hospital for the test. This gave time 
for preparation for the tests like CT, MRI and PET 
Scans to hospital authorities and saves time. Since 
this message transmitted from HIS, the information 
contains in it is treated as fully authenticated 
information. These messages are known as HL7 
(Health Level 7) messages in Clinical Imaging.

HL7 (Health Level 7) Message

The information interchange between any 
two entities is possible only through proper 
communication. In clinical imaging when there is 
need of communication between Modalities and 
HIS, a special messaging system is developed. This 
messaging system is called as HL7 messaging system.
HL7 are the international standards define to 
interchange Clinical and non-clinical information 
between Clinical and Healthcare Information 
Systems. These HL7 standards are produced by Health 
Level Seven International which is an International 
Standards Organization. HL7 standards are also 
adopted by ANSI (American National Standards 
Institute) and ISO (International Organization for 
Standardization). Like DICOM, HL7 standards are also 
under continues improvement. The present version 
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of HL7 is v3.0.

The schematic representation of HL7 communication 
system is

Img2: schematic representation of HL7 
communication system

In above diagram Server(s) represents HIS or CIS 
database server which transmits Patient Information 
to various system.

System A, B and C are various Clinical and non-clinical 
systems which seeks Patients details and other 
relevant information about patient.

HL7 system is a onetime setup for any hospital. New 
clinical system which is HL7 ready can connect to HL7 
Interface system to receive communication message 
from HIS Database Server(s).

As we are discussing HL7 and understands that it 
communicates information to various other systems. 
This means there must be sets of communication 
messages which must be transmitted from HL7 
Interface System to these systems (both HIS and 
Clinical Imaging System).

Types of HL7 Messages, Significance and Sample 
Messages
ADT (Admission Discharge Transfer) Message
ADT messages carry Patient Demographic information 

viz. Patient Name, Date of Birth, Gender, Address 
etc. Most importantly it keeps track of patient 
movement and events associated with patient like 
Patients Registration, Admission, Transfer from one 
location to another and Discharge.

The ADT message has important segments like PID 
(Patient Identification) and PV1 (Patient Visit). ADT 
messages are extremely common in HL7 processing 
and are among the most widely used of all message 
type.

There are 51 different types of ADT messages that 
are used for various trigger events. Some of the most 
commonly used ADT messages include:
• ADT-A01 – patient admit
• ADT-A02 – patient transfer
• ADT-A03 – patient discharge
• ADT-A04 – patient registration
• ADT-A05 – patient pre-admission
• ADT-A08 – patient information update
• ADT-A11 – cancel patient admit
• ADT-A12 – cancel patient transfer
• ADT-A13 – cancel patient discharge

ADT messages are important in HL7 communications 
because they provide vital data about the patient 
and why the message is being sent. Trigger events 
are instrumental in driving message flow, because 
they determine when and where messages go based 
on the type of event that has occurred.

Sample of ADT Message- Patient Registration 
Message (A04)

MSH|^~\&|EPIC|EPICADT|SMS|SMSADT|1999
12271408|CHARRIS|ADT^A04|1817457|D|2.5| 
PID||0493575^^^2^ID 1|454721||DOE^JOHN^^^^
|DOE^JOHN^^^^|19480203|M||B|254 MYSTREET 
AVE^^MYTOWN^OH^44123^USA||(216)123-
4 5 6 7 | | | M | N O N | 4 0 0 0 0 3 4 0 3 ~ 1 1 2 9 0 8 6 | 
N K 1 | | R O E ^ M A R I E ^ ^ ^ ^ | S P O | | ( 2 1 6 ) 1 2 3 -
4 5 6 7 | | E C | | | | | | | | | | | | | | | | | | | | | | | | | | | 
PV1||O|168 ~219~C~PMA^^^^^^^^^||||277^ALL
EN MYLASTNAME^BONNIE^^^^|||||||||| ||2688
684|||||||||||||||||||||||||199912271408||||
||002376853
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ORM (ORder Message)
ORM is the order message which carried information on various diagnostic services Order for Patient. There 
is only one type of ORM message – the ORM-O01 message.

The events triggers in ORM-O01 such as new orders, cancellations, information updates, discontinuation, 
etc. ORM-O01 messages are among the most widely used message types in the HL7 standard.An order can 
be defined as a “request for service” that is sent between applications, or in some cases within a single 
application (an application can send orders to itself). An ORM message is composed of segments and groups 
of segments, each of which may be required, optional, repeatable, or a combination of these.

The segments and groups of segments in the ORM-O01 message include the following:

Segment / Group Name Required / Optional
MSH Message header Required
NTE Notes and comments Optional, Repeatable
Patient Group – Optional group (Required for new orders pertaining to a patient only)
PID Patient identification Required
PID1 Patient demographics Optional
NTE-1 Notes and comments Optional, Repeatable
Patient Visit Group – Optional group, part of Patient Group
PV1 Patient visit Required
PV2 Patient visit – additional info Optional
Insurance Group – Optional and repeatable group, part of Patient Group
IN1 Insurance Required
IN2 Insurance additional info Optional

IN3
Insurance additional info 
certification

Optional

Patient Group continued
GT1 Guarantor Optional
AL1 Patient allergy information Optional, Repeatable
Order Group – Repeatable Group
ORC Common order Required
Order Detail Group – Optional group, part of Order Group
OBR Observation request Required
NTE-2 Notes and comments Optional, Repeatable
DG1 Diagnosis Optional, Repeatable
Observation Group – Optional and Repeatable, part of Order Detail Group
OBX Observation Required
NTE-3 Notes and comments Optional, Repeatable
Order Group continued
CTI Clinical trial identification Optional
BLG Billing Optional

DT messages, ORM messages contain a PID segment to provide patient identification information. However 
in the ORM message, this segment is only required in the case of new orders and only if the new order is 
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related to a particular patient. Unless both of these conditions are met, the PID segment will not be included 
in the message.

The OBX (Observation) segment also has a special function in the ORM message when compared to its use in 
other message types, such as the ORU (Observational Report - Unsolicited) message. In the ORM message, 
the OBX segment is part of an optional and repeatable group called the Observation group. When used, it 
carries clinical information that might be needed by the receiving system to interpret the observation that 
will be made, rather than information about observations and results (as in the ORU message).

Sample ORM-O01 Message
MSH|^~\&|EHIS||AGFA PACS Application|ABCD Hospital|20070712110219||ORM^O01|418|P|2.3|||NE
PID|||GN0000000111||Ramanujaiah^Mallikarjuna^^^||19780709000000|M||R1||||||||100002850001
||||||||||||PV1||O^Outpatient|CL28||||ANSHUMAN^Dr. AnshumanMadan||||||||||||10000285000
1||||||||||||||||||||GN|||||20070710142643||
ORC|NW|RDOP00000000357|1136||IP|D|1^^^20070712110100^^R||20070712110100|
ANSHUMAN||ANSHMAN^Dr. Anshuman Madan^D|CL28||20070712110100||S38^General 
Service|HIS3|||GN|||NTE|1||this patienthas diarrhoea.OBR|1|RDOP00000000357|1136|FLO002^Barium
EnemaRoutine|R|20070712110100|20070712110100||||||this patient has diarrhoea.|||ANSHUMAN^Dr. 
AnshumanMadan^D|||||||||||1^^^20070712110100^^R||||||||| 

ORU (Result Message or Observation Result) Message
The HL7 ORU-R01 message transmits observations and results from the producing system/filler i.e. LIS, RIS 
system) to the ordering system/placer (i.e. HIS, physician office application). It may also be used to transmit 
result data from the producing system to a medical record archival system or to another system not part of 
the original order process. ORU messages are also sometimes used to register or link to clinical trials, or for 
medical reporting purposes for drugs and devices.

Types of observations reported in the ORU-R01 message include:
• Clinical lab results
• Imaging study reports
• Patient condition or other data (i.e. vital signs, symptoms, allergies, notes, etc.)
The ORU message is a structured report where each observation is separated into an individual entity and 
then separated into fields. ORU messages do not carry images; they use varying data types but most often 
use text, numbers and codes.

In the ORU message, the OBR (Observation request) and OBX (Observation) segments are most significant 
due to their functions:

• The HL7 OBR segment is used in all ORU messages as a report header, and contains important information 
about the order being fulfilled (i.e. order number, request date/time, observation date/time, ordering 
provider, etc.). This segment is part of a group that can be used more than once for each observation 
result that is reported in the message.
• The HL7 OBX segment transmits the actual clinical observation results as a single observation or 
observation fragment. OBX segments can also be used more than once in the message, and may be 
followed by one or more NTE segments to provide additional notes and comments about the observation.
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The segments and groups of segments in the ORU-R01 message include the following:

Segment / Group Name Required / Optional
MSH Message Header Required
Results Group – Repeatable group, includes groups that follow (unless otherwise noted):
Patient Group – Optional group
PID Patient Identification Required
PID1 Patient Demographics Optional
NTE Notes and Comments Optional, Repeatable
Patient Visit Group – Optional group, part of Patient Group
PV1 Patient Visit Required
PV2 Patient Visit Additional Inform Optional
Order Group – Repeatable group
ORC Common Order Optional
OBR Observation request Required
NTE-1 Notes and Comments Optional, Repeatable
Observation Group –Repeatable group, part of Order Group
OBX Observation Optional
NTE-2 Notes and Comments Optional, Repeatable
Order Group continued
CTI Clinical Trail identification Optional, Repeatable
Additional segment, not part of a group
DSC Continuation pointer segment Optional

Sample ORU-R01 HL7 Message

MSH|^~\&|EHIS||AGFAPACSApplication|ABCDHospital|20070712110857||ORU^R01|422|P|2.3|||NEP
ID|||GN0000000111||Ramanujaiah^Mallikarjuna^^^||19780709000000|M||R1||||||||100002850001
||||||||||||ORC|RE|RDOP00000000357|1136||CM|D|1^^^20070712110100^^R||20070712110608|
ANSHUMAN||ANSHUMAN^Dr.AnshumanMadan^D|CL28||20070712110100||S38^GeneralService|HIS3
|||GN|||OBR|1|RDOP00000000357|1136|FLO002^BariumEnemaRne|R|20070712110608|2007071211-
000||||||thispatienthasdiarrhoea.|||ANSHUMAN^Dr.AnshumanMadan^D|||FLR1^Flurospy1|N||2007
071211087FLR1|F||1^^^20070712110100^^R|||||ABHISHEK^Dr.AbhishekAgarwal^D||||OBX|1|ST|FL
O00aumEnemaRoutine||PROTOCOL:- Barium enema was performedafterinstillationofcontrastperanum.
~~OBSERVATION:~Pre procedure plain films did not reveal any abnormality.~~Barium showed a smooth 
flow through the rectum, into thesigmoid colon, descending, transverse and ascending colon and into the 
caecum.~~Pre rectal space is normal.~~Colonicloops show normal course and calibre. The dispensability 
is within normal limits. The haustral pattern appears normal.~~Caecum is well distended and normal in 
position.~~No filling defect or mucoral irregularity is noted. No evidence of stricture or abnormal dilatation 
seen.~~Ileocolic junction appears normal. Appendix is well pacified.~~IMPRESSION:~~ESSENTIAILY NORMAL 
STUDY.~~ADV:-CLINICALCORRELATUION.~~~-----------------------------------------------------------------------~Exam 
Performed On    :12/07/2007 11:06 By             : ABHISHEK - Dr. Abhishek~Report Prepared On   : 12/07/2007 
11:08  By Radiologist :ABHISHEK -  Dr. Abhishek~Report Authorized On : 12/07/2007 11:08  By Radiologist : 
ABHISHEK -  Dr. Abhishek~~----------------------------------------------------------------------|||N|
Apart from ADT, ORU and ORM there are few more types of HL7 messages are use in Clinical Imaging Sys-



78 The Exponent Group of Journals For Information Technology, Volume 3, Number 3, June 2015 - Aug 2015

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

tems are

• ACK – General acknowledgement
• BAR – Add/change billing account
• DFT – Detailed financial transaction
• MDM – Medical document management
• MFN – Master files notification
• QRY – Query, original mode
• RAS – Pharmacy/treatment administration
• RDE – Pharmacy/treatment encoded order
• RGV – Pharmacy/treatment give
• SIU – Scheduling information unsolicited

HL7 Advantages
1. HL7 standards help in facilitating the 
development of interoperable systems.

2. It also helps in implementation of cost-effective 
solutions pertaining to healthcare.

3. Documents and messages carrying healthcare 
information are moved in a standardized way to 
the point of patient care.

4. It assists in transfer of information within and 
beyond the four walls of the hospital amongst the 
concerned healthcare stakeholders.

5.  HL7 standards help in sharing of public health 
information.

6. It enables creation of electronic health records 
and National Health Information Network.

7. It assists in using genomic data in conjunction 
with miscellaneous clinical information.

8. For easy communication between the systems.

Modalities or Equipment

In various paragraphs in above write-up we came 
across a word called as Modality of Equipment. 
Though it’s self-explanatory word but its clinical 
meaning is A Therapeutic method that involves the 
Physical Treatment of a disorder. In simple terms, 

it’s a method to use to diagnose the clinical problem. 
In Technical terms, we called it as Equipment. 
Equipment which performs testes on Patient to 
diagnose the clinical problem.

In clinical imaging various modalities are involved as 
per the method to be adopt to diagnose a particular 
problem.

Let’s see the different set of Modalities to be use 
in Clinical Imaging and there role in diagnosing the 
disorders.

• X-Ray
X-ray technology is the oldest and most commonly 
used form of clinical imaging. X-rays use ionizing 
radiation to produce images of a person’s internal 
structure by sending X-ray beams through the body, 
which are absorbed in different amounts depending 
on the density of the material.

In addition, included as “x-ray type” devices are also 
Mammography, Interventional Radiology, Computed 
Radiography (CR), Digital Radiography (DR) and 
Computed Tomography (CT). Radiation Therapy 
is a type of device which also utilizes either x-rays, 
gamma rays, electron beams or protons to treat 
cancer.

X-ray images are typically used to evaluate:
o Broken bones
o Cavities
o Swallowed objects
o Lungs
o Blood vessels
o Breast (mammography)

• Computed Tomography (CT)
Computed Tomography (CT), also commonly 
referred to as a CT scan, is a clinical imaging method 
that combines multiple X-ray projections taken from 
different angles to produce detailed cross-sectional 
images of areas inside the body. CT images allow 
doctors to get very precise, 3-D views of certain parts 
of the body, such as soft tissues, the pelvis, blood 
vessels, the lungs, the brain, the heart, abdomen 
and bones. CT is also often the preferred method 



79The Exponent Group of Journals For Information Technology, Volume 3, Number 3, June 2015 - Aug 2015

Exponent Group of Journals - Empowering the common man In Association with Shree Aniruddha Upasana Foundation

of diagnosing many cancers, such as liver, lung and 
pancreatic cancers.

CT is often used to evaluate:
o Presence, size and location of tumors
o Organs in the pelvis, chest and abdomen
o Colon health (CT Colongraphy)
o Vascular condition/blood flow
o Pulmonary embolism (CT angiography)
o Abdominal aortic aneurysms (CT angiography)
o Bone injuries
o Cardiac tissue
o Traumatic injuries
o Cardiovascular disease

• Magnetic Resonance Imaging (MRI)
Magnetic Resonance Imaging (MRI) is a medical 
imaging technology that uses radio waves and a 
magnetic field to create detailed images of organs 
and tissues. MRI has proven to be highly effective in 
diagnosing a number of conditions by showing the 
difference between normal and diseased soft tissues 
of the body.

MRI is often used to evaluate:
o Blood vessels
o Abnormal tissue
o Breasts
o Bones and joints
o Organs in the pelvis, chest and abdomen (heart, 
liver, kidney, spleen)
o Spinal injuries
o Tendon and ligament tears

• Positron Emission Tomography (PET)
Positron Emission Tomography (PET) is a nuclear 
imaging technique that provides physicians with 
information about how tissues and organs are 
functioning. PET, often used in combination with 
CT imaging, uses a scanner and a small amount 
of radiopharmaceuticals which is injected into 
a patient’s vein to assist in making detailed, 
computerized pictures of areas inside the body.

PET is often used to evaluate:
o Neurological diseases such as Alzheimer’s and 
Multiple Sclerosis.

o Cancer.
o Effectiveness of treatments.
o Heart conditions.

• PET-CT
For added precision, physicians use a medical 
imaging technique that combines PET and CT. 
This allows images acquired from both devices to 
be taken sequentially and combined into a single 
superposed image. PET-CT serves as a prime tool 
in the delineation of tumor volumes, staging and 
the preparation of patient treatment plans. The 
combination has been shown to improve oncologic 
care by positively impacting active treatment 
decisions, disease recurrence monitoring and patient 
outcomes, such as disease-free progression.

• Ultrasound
Diagnostic ultrasound, also known as medical 
Sonography or Ultrasonography, uses high frequency 
sound waves to create images of the inside of the 
body. The ultrasound machine sends sound waves 
into the body and is able to convert the returning 
sound echoes into a picture. Ultrasound technology 
can also produce audible sounds of blood flow, 
allowing medical professionals to use both sounds 
and visuals to assess a patient’s health.

Ultrasound is often used to evaluate:
• Pregnancy.
• Abnormalities in the heart and blood vessels.
• Organs in the pelvis and abdomen.
• Symptoms of pain, swelling and infection.

Apart from this clinical information, these modalities 
are coming up with IT technical features like DICOM 
Reediness and Patient Worklist Information. DICOM 
reediness is nothing but the capability to integrate 
with any PACS and transmitted Patient Study 
information in DICOM format. Patient Worklist is 
nothing but a set of information which includes 
Patient’s Demographics details, Clinical History 
and Test Information which is to be performing on 
modality.

As learn earlier during DICOM session, to have a 
DICOM interface, these modalities should have 
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capability to communicate over Network using TCP/IP. By assigning an IP address to a modality makes it 
connected over network with other DICOM devices including PACS. Most of the modalities now days are 
with DICOM ready features included in it. This is one of the mandates that these equipment have to pass to 
clear compliances with various authority bodies in the world.

In initial days, DICOM interfaces are built on Unix base Operating Platforms. These Operating environments 
are embedded and design precisely for the equipment. But by considering the popularity of Windows 
Operating system, now days we can get MS Windows base application as well.

Let’s see how a Graphical User Interface (GUI) is provided inside these devices.

Img3: DICOM Configuration

Remote Device Name: Its remote device identification name with whom we want to establish a DICOM 
connection. This name can be anything but must be easily identifiable and meaningful name to the device. 
This will help to identify the device in communication logs to verify the DICOM transfer and also help to 
debug the information in case of any failure of communication.

Local Device Title: It’s a unique name, generally defined by the equipment vendor who setups the 
equipment for the first time. AET stands for Application Entity Title which identifies the equipment in DICOM 
communication. It is always mandatory that the no two devices who are communicating over DICOM should 
have same AET.

Remote Device Title: It is an AET of Remote Device. Here one has to enter an exact AET of remote device for 
connectivity.

Host Name: It’s a local devices host name or IP address defined by network administrator. Again here also a 
host name or IP supposed to be unique over Local Area Network else it will cause an IP or Host name conflict 
over network.

Port: It’s a DICOM communication port. 104 is a Standard DICOM communication port. But still it can be 

Host Name or IP 
Address of Local 
Device.

Remote Device 
Name

Local Device Title

Remote Device Title

DICOM Communication 
Port
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customize as per the user requirement.

PACS (Picture Archival and Communication System)

PACS is a clinical imaging technology which stores, access images from various clinical imaging devices. The 
picture or the image generated by a clinical imaging device and can be transfer to a system where clinicians 
can review, report and can take decisions. It is a complete electronic system which is connected to a centralize 
storage to archive images from various equipment in the clinic or hospital.

IMG4: Standard PACS Workflow

PACS completely eliminates the film base reporting in Radiology and other parts of clinical imaging. It helps 
to save time and most importantly money spends towards X-Ray Films and its processing cost. PACS can 
really make the hospital filmless. Apart from that the clinical activities like Research will be majorly benefited 
by PACS because it provides one station patient records to doctors.

PACS is a complete workflow base system which is strongly attached with RIS (Radiology Information System). 
RIS is a component from HIS Suit which is specially design for Radiological needs. RIS plays a very vital role in 
PACS because RIS all the clinical information with it which is needed by the technologist and the radiologist. 
As we can see in diagram above, clinical and non-clinical information flows from HIS to RIS into the PACS. 
Since PACS understands DICOM, there is a PACS Broker Software which is bundle with PACS, interpretate 
HL7 messages from HIS or RIS into DICOM.

A test is started in modality. Once the test is completed, technologist performs post processing on images if 
required and sends it to PACS for Reporting and long term archive.
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IMG5: Reporting on PACS using Speech

Once the images received in PACS, Radiologist can open the study on PACS and start reporting on them. 
Radiologist cannot do reporting on any PC or Desktops. There are specially made Medical Grade displays 
which are more than 2MP monitors required to perform reporting. This reporting can do manually as well as 
digitally.A manually reporting a traditional way of reporting i.e. a hand written report given to transcriptionist 
for typing. But PACS strongly recommends digital reporting where voice is converted into text and report is 
readily available in the system.

PACS Integration with Featured System

Many RIS solutions has adopted this Speech to Text technology and incorporate in there software. This 
technology is based on Artificial Intelligence (AI) where system is getting trained for the voice of a human. 
There are various contexts available in system which helps user to form a correct word and the sentence. 
This prepares report in no time and most importantly a complete detail report is dictated by a Radiologist 
without any intervention from the transcriptionist. Hence PACS is also known for its accuracy in reporting 
and diagnostics.

Apart from Speech, PACS can be integrated with 3D reconstruction software, where a 3D system can combine 
all the images from PACS and re-construct the object for the Radiologist and refereeing Surgeons. This 3D 
reconstruction model mainly helps surgeons from Neurology and Orthopedic to perform Surgery in more 
sophisticated manner.

PACS is archive system which also has a significant role to play in clinical research. A researcher can anytime 
go back to PACS and query for a desired study for their thesis studies. PACS has feature to make a collection 
of featured studies under a certain clinical name which can be search in the system in feature. This feature 
is called as Teaching Files.
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With all these features, PACS brings the revolution 
in the field Clinical Imaging. It completely ruled out 
film base manual reporting and started with Digital 
Reporting with Speech Technology. A long archival 
feature accumulates significant amount of patient’s 
clinical data which helps the researchers to frame 
there thesis in much better manner. PACS makes 
a significant difference in terms of availability of 
the information and virtually from any place. The 
availability of clinical information through PACS 
at Remote Location helps the patients to get the 
professional services even at the remote locations. 
PACS will remain as an integrated part of Clinical 
Imaging in Future.

PACS Benefits

1. By delivering more efficient imaging processes  
PACS will speed up the patient journey It removes 
all the costs associated with hard film and releases 
space used for storage

2. Can be linked to the electronic patient record

3. Will eliminate problem of lost films

4. The main advantage a PACS offers is the 
improvement in efficiency resulting from electronic 
data handling

5. Once an image has been acquired onto PACS it 
cannot be lost, stolen, or misfiled.

6. Thus, images are always available after a PACS 
has been installed, so no patient appointment is 
cancelled, no clinical decision deferred, no images 
are repeated because they are missing, and no time 
is wasted by doctors or other healthcare workers 
looking for missing films. All images are available 
day and night for viewing anywhere in the hospital 
(and outside the hospital if there is a TeleRadiology 
facility).

7. The numerous PACS terminals throughout the 
hospital allow simultaneous multilocation viewing 
of the same image, if desired, whereas conventional 
film can only physically exist in one place at any one 

time.

8. This means, for example, that a doctor in the 
accident and emergency department can discuss 
a patient’s images with the radiologist, with both 
clinicians viewing the images yet neither having left 
their department. Similarly, by the time a patient has 
returned to the outpatient department after being 
sent for an urgent radiological examination, the 
images will be available on PACS for viewing by the 
referring doctor.

9. The PACS database ensures that all images are 
automatically grouped into the correct examination, 
are chronologically ordered, correctly orientated and 
labelled, and can be easily retrieved using a variety 
of criteria (for example, name, hospital number, 
date, referring clinician, etc.). All imaging studies of a 
patient are immediately available on the PACS which 
encourage review of examinations with preceding 
studies and intermodality comparisons. Although 
difficult to prove, this would clearly be expected to 
be clinically beneficial.

10. PACS does allow some direct economic savings 
from the lack of expenditure on film, film packets, 
film processing chemicals, staff salary savings from 
darkroom technicians, and film filing clerks, and 
the redeployment of space previously used for film 
storage. Cost savings are, however, not as great as 
predicted, because although dark room technicians 
are no longer needed, they are replaced by fewer, 
higher paid information technology managers and 
other computer personnel. The aim when introducing 
a PACS is to be at least cost neutral with respect 
to conventional radiology. If economic savings 
are made, this is a bonus. The real advantage of a 
hospital wide PACS is the huge increase in efficiency 
of data management it provides.

List of Hospitals who are implemented PACS in India
From Mumbai - Maharashtra
1. Hinduja Hospital
2. Lilavati Hospital
3. Kokilaben Hospital
4. Seven Hills Hospital
5. Tata Cancer Hospital
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From Trivandrum - Kerala
1. Shree Chithra Hospital
From New Delhi
1. AIIMS
Presence of PACS in India.

PACS in India, the response has been very good so 
far. In fact, there are quite a few hospitals that are 
fully using the PACS Software. The hospitals that we 
have been targeting have shown very keen interest 
in PACS. We feel that market is getting mature and is 
set to boom.

PACS Market in India is quite good. In fact, the market 
is getting very exciting. Most of the top league 
hospitals are already using PACS while most other 
progressive are exploring PACS. Earlier significant 
high cost of ownership, due to high license fee and 
hardware & storage costs. However the crashing 
prices of hard ware & storage, combined with 
reasonably priced solution from some of the vendors 
has removed that barrier. Today hospitals of any size 
can acquire highest quality PACS server at a price 
affordable to them. CT, PET / CT, 4D / 5D etc. and 
keeping these digitally remain the only viable option.

Indian healthcare is fast moving to a stage where 
hospital will need to compete more for the same 
set of patient and in order to do so improve quality 
while keeping the costs in control. In this regard, 
many hospitals have started looking or otherwise 
should look in to way to improve their quality and 
controlling costs. IT can be a strategic enabler, 
however hospitals should be careful and engage with 
a vendor only with proper due-diligence.

Today, PACS are being widely implemented in 
radiology department for routine clinical diagnosis. 
Though there are several hundreds of first-
generation PACSs currently used by many hospital 
to support direct radiological softcopy readings they 
are not capable of integrating other related text-
based information. But the subsequent development 
of second – generation PACSs, which is now known 
as hospital integrated PACSs (HI-PACSs) or enterprise 
PACSs, meets this criteria, which is integration of 
Pacss with heterogeneous information system such 

as HIS and RIS transition to an open client / server 
system architecture, and the implementation 
forrecognized imaging standards such as DICOM and 
HL7.\

Vendor Neutral Archive (VNA)

VNA is a technology in Clinical Imaging in which 
images and clinical information is stored in a standard 
format with standard interface in such a way that 
this clinical information can be access by any other 
system without any hassles.

VNA cannot be a replacement to PACS but they are 
complementing each other.

The concept of VNA immerges when there is a 
need to have a common platform to view clinical 
information which is collected from various DICOM 
equipment and different PACS. In case of a multi-
site hospital or imaging clinic where clinical imaging 
information is getting collected from various 
modalities and archive on PACS, there will be need to 
have a common location where all these information 
will be archive. Even small modalities like portable 
ultrasound machines are started coming up with 
feature of long archive on remote storage device 
which can be a PACS or a VNA. Apart from this, 
there is an important factor that there is option of 
available to hospitals to migrate existing PACS over 
new PACS solution because of technical limitations. 
Hence users have to stick to their legacy PACS 
application and vendor started asking more money 
to upgrade the same solution. Also in some case user 
try to abandon the existing solution and go for new 
solution which was not possible due to migration 
related problem. To handle this situation VNA plays 
a vital role where images are archive in a normalized 
form. VNA helps to migrate information from one 
PACS to another PACS. Hence VNA acts as a neutral 
source for images and can be access from any PACS 
solution. This gives stability at archive level, always 
keep the migration and upgrade option available and 
get rid of dependencies on PACS vendors.
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IMG6: PACS and VNA

DICOM is a standard supported by PACS and clinical modalities but there were the challenges to archive 
patient information which is in .png, .jpg and .pdf file formats. Hence VNA has come up with support to non-
DICOM objects and allow it to archive into VNA. So it is become popular in electronic medical records or EMR 
and most of the EMR solutions embedded link to VNA to view clinical imaging information for a particular 
patient.

In spite of these features in VNA, still it cannot be used as reporting tool to be used for diagnostic. But 
definitely it has sufficient tools so that it can be used as a viewer for the ordering physicians. VNA viewer is 
mostly use to have a consolidated view of images from various studies done for a patient.

VNA is also known as PACS Neutral Archive which is getting more popular in clinical imaging and mostly 
clinical IT.

PACS Viewer and EMR

Patient images are archived and report is ready in PACS. This complete set of patient information is a part of 
patient medical records. Now days medical records are digitized and available for online over intranet and 
even on internet. The electronic medical records or EMR which consists of clinical information about patient 
including the diagnostic reports. Clinical imaging diagnostic reports are incomplete without images so there 
is a requirement to have images attached with it. This requirement is address by integrating PACS or VNA 
viewer with EMR.

Every PACS viewer is web base software which comes as a bundle with PACS software. This PACS viewer is 
having limited but basic tools available on screen.
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IMG7: PACS Viewer

PACS viewer can be used as a standalone viewer where clinicians can search for a patient and its relevant 
images in PACS. The purpose of integrating PACS viewer and EMR is to give a single screen look to clinicians 
where they can refer to clinical notes as well as diagnostic report on the same screen.

If the access is open over internet then PACS images can be view either over public domain or over the VPN. 
It is not advisable to expose patient records over internet due to confidentiality of patient information but 
PACS has feature to display images by masking patient demographic information. Hence it is PACS viewer is 
become popular with EMR and this feature helps a lot especially in case of remote base diagnostic.

TeleRadiology

The concept called Telemedicine was introduced when the telecommunication sector improved its services 
in terms of remote locations connectivity and internet speed. The Telemedicine concept is widely accepted 
by the clinicians to have expert opinion as well as helping patient where patient’s in-person consultation is 
not required.

As the PACS getting popularized in the clinical field, there was a thought given to have a specialize service 
in terms of TeleRadiology. TeleRadiology is transmitting images acquired at one location and transmitted to 
another location. This transmission for reasons like expert opinion, remote reporting or for reference.

TeleRadiology improves patient care by providing access of patient images which are captured at remote 
location to the Radiology Reporting Consultants. The expert consultants do not require going to the remote 
location to report.
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IMG8: PACS Viewer through TeleRadiology

This achieve by sending images from modality at Remote Location to PACS over Internet. Once the images 
received in PACS, Report is prepared and it is available in PACS viewer. The refereeing physician then can 
see the images and reports together in PACS viewer. Post process images and diagnostic report printing is 
possible through PACS viewer. TeleRadiology get rid of location constraint and facilitate patient and radiologist 
with diagnostic reporting. Hospitals and the Imaging Clinics started building TeleRadiology Lab as Revenue 
Generating Houses. We can say that TeleRadiology is an extended service and feature of PACS.

Conclusion

The field of clinical imaging is continuously improving field with more advance development. The boundaries 
of clinical imaging are not limited just to Radiology, Nuclear Medicine and Cardiology but now it is extended 
to Gastroenterology(Endoscopy),Pulmonology(Bronchoscopy), Ophthalmology and even for Urology, ENT 
and Dental. Now day all the advance modalities are coming with DICOM reediness so that if the PACS is exists 
in hospital then modality can easily integrate with PACS and online reporting and long term archive can be 
started. The most important and very good thing happening in the field of clinical imaging is that every image 
can be captured with some or the other interfaces so there is no loss of patient information also patient 
need not be worried about availability of his medical records. This technology is the revolution in the field of 
medicine. This helps more accurate diagnostic, future research and consolidation of every medical record. 
Clinical Imaging and its associate technologies viz. PACS and TeleRadiology are the gifts to medicine from 
technology.
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IT Trivia
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1. What is half byte(4 bit) referred as?

A. Google

B. Bittle

C. Halfbit

D. Nibble

2. What is .tbz file extension?

A. ‘BZIP2 Compressed TAR’

B. Tera byte zip file

C. Image file

D. None of the above

3. What does POST stand for? 

A. Please operate safely

B. Power On Self Test

C. Power off Self Test

D. Power rating type

4. What does Java language originally known 
as?

A. PHP

B. Enterprise platform language

C. Oak

D. None of the above

5. What does FOSS stands for?

A. Free and Open Source Software

B. Free for all software

C. Software made by FOSS company

D. None of the above

IT Trivia – Answers 
1) D

2) A

3) B

4) C

5) A




